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Virtualne privétne siete (VPN)
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* VPN poskytuje prostriedok pre rozsirenie
produkcnych infrastruktur o moznosti
bezpecného vzdialeneho pristupu

* VPN
techn
packe &

tymto 'ﬁgw

O Seb =  Vitual: Irformation within a private nebwo ansported aver a public
Regional branch with a VPH- riefwork

enabled Claco ISR roubar » Privale: The traffic Is encrypled to keap the deis confidantial.




Virtualne privatne siete (VPN)
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Vyhody VPN:

« Lacny prostriedok na rozsSirenie infrastruktury

Takmer beznakladové vyuzitie prostredia ISP eliminuje poziadavku na prenajaté
okruhy. Softvérové VPN systémy eliminuju potrebu Specialnych zariadeni u klienta.

 Bezpecnost

VPN prostrednictvom mechanizmov Sifrovania poskytuje vysoku uroven zabezpe-
Cenia. ZvySuje bezpecnost klasického pripojenia end-to-end Sifrovanim.

« Skalovatelnost

S vyuzitim providerskych sieti (siet’ Internetu) je mozné jednoducho pridavat
pouzivatelov prostrednictvom VPN a tak rozsirit’ firemnu infrastrukturu.

« Kompatibilita s broadbandovymi technologiami
KedZe ide o techniku tunelovania, je mozné vyuzit [ubovolnu IP siet.




Virtualne privatne siete (VPN)
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* V najjednoduchsom pripade je VPN siet tvorena
medzi dvoma bodmi cez siet ISP
formujuca logické spojenie
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Corporabe
Mebwork
VPN



Kategorizacia VPN
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Existuju 2 zakladné
typy VPN: P R

Business Partner " _Remote-Access VPNs
with a Cisco Router ' ' '

e |
» Site-to-site 4y ?

SOHO with &
Cisco DSL Router e

.+ Remote E
access ' .



Site-to-site GRE
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* GRE je tunelovaci protokol definovany v RFC 1702 a RFC
2784

 GRE zapuzdruje cely IP packet, ktory je tunelovany a
pridava k nemu GRE hlaviCku

f- Ciriginal IP Packet -\"

« Min. 24 bajtovy
Overhead P GRE P TCP Data

Default GRE Header

F Fratocol
Type
1 23 \
Idenlilies: e predsnce of aplional Identifes the type of payload,
header ficlds EfherType 000 is uzed for [P




Konfiguracia Site-to-site GRE
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192.168.3.0/24 — GRE Tunnel - 182 168.5.0024

208.165.201.1 208.185.200.225

IF Transpaort Mamy

Pl fcanfig) § intmzfecs tonced 0 Rl {canfig] § intezrfece tonced 0
Rlijeanfig-if|§ ip mddrmss 10.1.1.1 355 355 355 353 Rljmanfig-if|§ ip mddrmes 10.1.1.23 355 355 255 353
Bljeanfig-if| § tuzmel scusce ascisl 070,00 Rljmanfig-if| § tu=mel scusce ascisl 070,00
Rl {canfig-if|§ teomel deastinetion 206, 185 200235 R {canfig-if|§ tr=mel dastineticon 206,185 .201.1
Pl fcemfigeif| § ti=mel mode gow ip Flicanfig-if| § t=mml mods gow ip
Rl jeemfig=1f|§ Rijeamiig=1f|§
F F,

GHE nnnel is up and the pratacal is up i
= Tunnel source and destinabion ane configured
= Tunrel destinaion 18 In FI'.'IIJ‘I][‘Q tehle
= GHRE keepalives are received (if used)
+  GRE is the default unned mode




GRE a NAT
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 Pomocou pravidla s akciou ,deny” v ACL je
potrebné definovat, ze pri prechode cez
tunnelove rozhranie sa preklad nesmie udiat

Rl (config)# interface tunnell

Rl (config-if)# tunnel source serial0/0/0
Rl(config-if)# tunnel destination 64.100.32.1

Rl (config-if)# ip address 172.16.248.1 255.255.255.252
Rl (config-if)# no shut

Rl (config)#% ip route 0.0.0.0 0.0.0.0 s0/0/0

_—_—_

RZ2(config)# interface tunnell

R2 (config-if)# tunnel source serial0/0/0

R2 (config-if)# tunnel destination 209.165.202.129

R2 (config-if)# ip address 172.16.248.2 255.255.255.252
R2 (config-if)# no shut

R2 (config)# ip route 0.0.0.0 0.0.0.0 s0/0/0




IPSec
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* |[ETF standard (RFC 2401-2412)

* Predstavuje framework pre bezpecCnu
komunikaciu

* Pracuje na 3. vrstve ISO/OSI s ciefom
Sifrovat’ a autentifikovat' |IP pakety

* |[PSec framework je tvoreny piatimi
zakladnymi blokmi



Zakladne bloky IPSec
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Confih  Confidentiality

| Intagrity

Auther  Authantication P5k RSA

Diffie-+ Diffle-Hedlman DH2 DHZ




Zakladne bloky IPSec
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Bezpecna vymena kfucov - DH
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IPSec protokoly

ﬁ_ Al data is in plaintext
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&9 - AH=IP

duthertication Header

AH provides the followng:
»  Authenticatian
= Inb=grity

Data peyload la encrypted,

protokol
| #51

Encapsulaiing Security Payioad

ESP provides the following:

= Aythentication
«  Inb=grity

& .esp-ip

protokol
#50




IPSec ESP rezimy
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* Transportny mod
« ZabezpecCenie je poskytované iba pre transportnu vrstvu ISO/OSI.

« Zahlavie IP packetu sa ponechava bezo zmeny (kvoli smerovaniu)
a zaSifrovana je len datova Cast

« ESP v transportnom rezime je vhodné pre end-to-end komunikaciu
medzi klientmi

* Tunelovaci mod

» Poskytuje zabezpecenie celého IP paketu
« Vytvara sa nova hlavicka



IPSec ESP — Transport vs. Tunnel
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Original data prior 1o salection of IPsac protocol mode

- Encrypled

Tranasport Mode

IF HDR

Tunneal Mode

Mew IP HOR

futhenicaled -



IPSec SA, IKE a ISAKMP
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« SA=Security Association
Dohodnuté parametre medzi dvoma zariadeniami
pouzivajucimi IPSec

« |KE=Internet Key Exchange (UDP/500)

Pouzivané v IPSec za uc¢elom dohodnutia Sifrovacich
kfuCov (RFC 2409)

 ISAKMP=Internet Security Association and Key
Management Protocol

Definuje format sprav a spésob vymeny kluCov tak, aby
bolo mozné sformovat’ SA



IPSec IKE
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Host &

I

°
10.0.1.3 10.0.2.3
ka
IKE Phase 1 Exchange 1.
1, Hegoliate [KE policy sels 1. Megotiate IKE palicy sets
°

2. DH key exchangs 2. OH key axchange

3. Verily the peer idenlity 5 Verily the peet identity

IKE Phase 2 Exchange

Negualiate IPeec palicy Megolizte [Psec policy




IKE faza 1 — main mode
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Authenticate Pear

Inbermsat

[ Paar Authenlication — s

Fesr gulhentizaion melhods
PEKs

RSA signatures
RSA encrypled nonces

‘ A bidiractional IKE 54 is now astablished, \
Third Exchange

First Exchangea




IKE faza 1 — aggresive mode

Hiost A

ﬁ ﬁ
10.0.1.3 10.0.2

IKE Phase 1 Aggressive Mode Exchange

1. Sand IKE policy set and R1'g | Foky i@ o ooy 16
DH key.

REE RER
s M
e akuars peabuars
o+ oH
s i 2. Confirm KE policy

- -J_‘ send RZs DH key.
i Caloulate shared secrat, warify

www.cnl.tuke.sk

|

gat,

calculals shared secreal and

pear Mantity, and confirm with 4, Authenticate peer and begin

e - Phese 2.

IKE Phase 2 Exchange

Magotiehe IPsec policy Hagotiaie |Psec polioy




IKE faza 2

I ——m——m—mm—. wwwcnl.tuke.sk
* Cielom je dohodnut IPSec bezpecnostnée

parametre, ktoré sa pouziju na samotne
Sifrovanie dat

Hoat A

D:_ :
10.0.1.35 10.0.2.5
Hagotiate |Psec Secumity

Farameiers

+ |KE negotiates matching |Psec policies.
= Lipon complation, unidirectional IFaas SA8 are establishad Tor aach protocol and algorthm comblnaion.




Konfiguracia site-to-site IPSec VPN

www.cnl.tuke.sk

Task 1: Ensura that ACLs are compatible with IPsac
Task 2: Cragte |SAKMP |IKE) policy.

Task 3! Configure IPsec iranshorm sel.

Task 4; Create a cryplo &CL

Task 5: Craste and apply the crypto map




Task 1 — kontrola FW politik
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W Lanfgueme [ Fead

|Ta51-: 1: Ensura that ACLs are compatinle with IPsac |
Task 2: Cragte |SAKMP |IKE) policy.
Task 3! Configure IPsec iranshorm sel.
Task 4; Create a cryplo &CL

Task 5: Craste and apply the crypto map

Rl {configld acoess-list 102 permit abp host 172_30.2.2% host 172_30.1.2
P Rl {pconfigld access-list 102 permit esp host 172_30.2.2 host 172_30.1.2
Eliconfigly access-list 102 permit wdp host 172.30.2.2 host 172.30.1.2 eqg isalmp
Rl {configld inbterface Beriald/ 0,0
€ ERli{ponfig-if)f ip address 172.30_1_2 255 258 288 Q
Rl {config-if) } nmo shutdown
Rl {ponfig-if) } ip access-group 10% in
¢ Ri{config-if)# exit
Rl {configly exit
Rrig
1} show acmess-licts
access-list 102 permit ahp host 172.30.2.2 host 172.30.1.2
spcess-list 102 permit esp host 172.30.2.2 hest 172.30.1.2
access-list 102 permit udp host 172_.30.2 .2 host 172.30.1.2 &g isalnap




Task 2 — ISAKMP policy
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Tasks o Canfiqueme [ Fead

Task 1: Ensura that ACLs are compatible with IPsac
Task 2: Cragte |SAKMP IKE ) policy.
Task 3! Configure IPsec iranshorm sel.
Task 4; Create a cryplo &CL

Task 5: Craste and apply the crypto map

|I 10.0.1. 0024 10.0.2.0024 .
| p43 10.0.2.3
oo 1
-3 —
L
Rld R2E
(W] crypto isalmp policy 1040 crypto isalmp policy 100

hash nds
authentication pre-share

hash nds
aunthentication pre-share =1

! ! !
crypto isalmp policy 200 crypto isalmp policy 200

hash sha Gy | e
suthentication rsa-sig suthentication rsa-sig

!
crypto isalmp policy 3404

y hash ndS

suthentication pre-share

crypto isalmp policy 300
hash nd& i

authentication rsa-sig

Palicy 100 and 200 can be siceosssfully regotiated, bul palicy 300 eannat

Mote: smaller pricnity numbers hawve highar priority




Task 2 — IKE kluc
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Site 1 Site 2
10.0.1.0024

10.0.1.3 10.0.2.3

S0
1723012

4

Alizontigl 4 crypto isalkmp policy 110

Aliconfig-isakmp) § anthentHcation pre—shara
Rliconfig-isakmp) ¢ enocrypdon ides

Al {oonfig-isakog) ¢ grouop 2

Rl {zonfig-isakmp) ¢ hash sha

Aliconfig-isalkmpl § lifetime 43200

Rljconfig-isakog) ¢ edt

Al{zonfig| 4 crypto isalmp key ciscolld address 172.30.2.2
Rl {zonfig| &

R i o e poliey T

»  The keyainng decol23 melches. :Hi-:-:anEl:.q-:i.:ah'p]l- anthentication pre-shame
+  The address identily method is Adizonfig-isakrgl ¢ enoryption ides
ifind R {zonfig-isalkop) & groop 2
specing. A2 {oonfig-isaingif hash sha
*  The ISAKMP policies ara A2 {config-isakrg) ¢ lifetime 43200
corminat s, R {zonfigq-isalkop) ¢ sodt
«  Default values do not have 1o be E:::EE:EE;:: erypto isakmp key ciscol2d address 172.30.1.2

corfigunad,




Task 3 — konfiguracia transform-setu
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Tasks o Canfiqueme [ Fead

Task 1: Ensura that ACLs are compabinle with IPsac
Task 2: Cragta 'SAKMP | IKE | palicy.

| Task §: Configure IPsec iransform sel. |
Task 4; Create a cryplo ILL

Task 5: Craste and apply the crypto map

router {cenfig) f

crypto ipsec transform—set transform-set-name cransformi |cransform?)
Itransformsj itranstformdy

cryplo ipsec fransform-set Parameters

transform-set-nams This paramatar specifies the neme of the renstonm set to create (o
madify).

trapstorml, trapsfornd, transformds | Type of ransform sel. Specify up ta four “rensionms" one

translormd Authenlicalion Header (AH), she Encapsulating Security Payloasd
{ESP) encryplion, one ESP authenlication. These Iransiorms define
thia IP Secunty (|Psec) sacunity protocols snd alkgarithms.

= & fransfomm selis & combination of IPse: ranslonms thal enact & securily palicy for traffic.
& transfomm set can have one &H fransform and up o teo ESP transformes,




Task 3 — zhoda transform-setu
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Sna 1 Site 2
100010024 10L0.2.0024

SOVD S0/0/0 10.0.2.3
1 172.30.1.2 172.30.2.2 \

El [config) % crypto isakmp Key ciscolil address 172.30.2.2
El [config) % crypto ipsec transform-set MYSET esp-aes 128
Rl [cfg-crypto-Lrans) & eaxit

Bl [contfig) #

1000613

Blfconlliaq)# crypte lsakmp Key clecolidd address 172.30.1.4
BElfoconfiql# erypte ipasac transfcrm-sat OTHERSET esp-aes 128
B2 [cfg-crypto-trans) & axit

= Pears must share the same transtonm aat sattings.
=  Mames are only locally significant.




Task 4 — konfiguracia Crypto ACL
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Tasks o Canfiqueme [ Fead

Task 1: Ensura that ACLs are compatinle with IPsac
Task 2: Cregte [SAKMP (IKE) palicy.

Tazk &' Configure IPsec (ransfarim gl
ITﬂ.'J-: 4: Create a cryplo ACL |
ask 5; Cragie and apply the crypto map
e 1 Site 2
10000100024 10L0.2.00 24
e el 8
e sofai s/ 10.0.2:3
172.30.1.2 172.30.2.2

Applied 1o R SO cuthound trafic:

fZliconfigl 4 access-list 110 permit tcp 10.0.1.0 O.0.0.255 10.0.2.0 O.0.0.258

Applisd 10 B2 08D cuthound trafic:

EZdeonfiql 4 access-list 101 permit top 10.0.2.0 0.0.0.255 10.0.1.0 ¢.0.0.255




Task 5 — konfiguracia Crypto mapy
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Tasks o Canfiqueme [ Fead

Task 1: Ensura that ACLs are compatible with IPsac
Task 2: Cragte |SAKMP |IKE) policy.

Task 3! Configure IPsec iranshorm sel.

Task 4. Create a cryplo &CL

|Ta5h: 5: Crasie and apply the crypto map |

Site 1 Site 2
e el 2
10013 10.0.2.5

Crplo maps oefine T follosng:
= ACL to be used
= Famote VEN pears
= TrarsTarm sel o ba used
+  Key management method Encrypted
+  BA Ifetimes Traffic
Router
Interiaca or

Subinterface



Task 5 — konfiguracia Crypto mapy

Sie 1
10010024

10.0.1.3
50070
172.30.1.2
S
router (config-1r)#

Indamat

172.30.2.2

www.cnl.tuke.sk

Site 2
10020024
10.0.2.3

crypto map map-nazme

Bl {config)# interface seriall/ /0,0
Bl jconfig-ifld crypto map MYMAP

| =+ Mulliple peers can be specified for redundancy,




Overenie a troubleshooting IPSec
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i routerd I
3 debug crypto ls=akmp |
|
I 1d00h;: ISAEMP [0:1); atts are not acceptable. Next payload is O ld00h: ISAKMP
g (0:1}s5 no pffers accepted!
X 1ol ITSAEME [Hil]: SA not accepLabie.

! ldiih: 32CEYPTO-E-TEMPF HODE FAILURE: Processing ol Maln Mode Lalled with pesl |
. [ at 172.30.2.2

=  This & anexarmple of e Maln kode arrar meassage.
= The fallure of KMain Mode sugaests that the Phase 1 policy do=s nol maich on bath sides.
+  \fpnly that the Phase 1 policy is on both peers and ensure that all the attrnbuies match

\

— TPRLS USCAPS: £1,; TPALD OSCOYPLE &Ly FHAELL w=LLILy WU
¥epand errara @, ¥resy arroara
lz=n]l crypbs epdpt.: 172.30.1.2, r&amste crypts eapdpgb.: 172.30.2.2
paCh mtbu 1500, medis mtua 1500
curc=nkt oukbtbound =spi: BAELCIC




Vzdialeny pristup
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» Poskytuje flexibilitu

* Pouzivatel moze byt
fyzicky na fubovolnom
mieste

Teleworking Benefits:

Organizational benefits:
+ Continuity of operations
+ Increased responsiveness
= Secure, reliable, and manageable access to information
« Cost-effective integration of data, voice, video, and applications
= Increased employee productivity, satisfaction, and retention

Social benefits:
« Increased employment opportunities for marginalized groups
+ Less travel and commuter related stress

Environmental benefits:
+ Reduced carbon footprints, both for individual workers and organizations




Vzdialeny pristup
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* Pre vzdialeny pristup je potrebné
vysokorvchlostné pripoienie

i Dialup Modem
Dialup

a ' Telephone Line
DSL Modem

Satellite Internet access speeds range from 128 kb/s to 512 kb/s, depending on the
subscriber plan.

ISP A (Telephone

Cable

ISP C (Satellite Service
Provider)

Satellite Satellite Modem



Broadbandovy pristup
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* Dostup siete 24/7
* Podpora sluzieb Voice&Video
* Vysokorychlostny pristup
* NajCastejSie pouzivané: DSL — variacii je
viacero
— ADSL je asymetricky (download > upload)
— Rychlost ADSL je zvyCajne > T1
— Rychlost zavisi od vzdialenosti



Remote-access VPN
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 Dve zakladné kategorie remote-access VPN

SSL-based remote
: access :

Network Resources




Remote-access VPN
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* Dve zakladné kategorie remote-access VPN

Applications Web-enabled applications, file sharing, All IP-based applications

Email
Encryption Moderate Stronger

Key lengths from 40 bits to 128 bits Key lengths from 56 bits to 256 bits
Authentication Moderate Strong

One-way or two-way authentication Two-way authentication using shared

secrets or digital certificates

Ease of Use Very high Moderate
Can be challenging to nontechnical users

Connection Any device can connect Only specific devices with specific
Options configurations can connect




SSL VPN
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N

Supply Partner | Y
Clientless SSL +

VPN

Client-based

SSL or IPsec
VPN

Corporate Public Internet
Managed Laptop =
: Y isco ASA

Clientless SSL ) . 9900 Series

VPN _ Client-based

SSL or IPsec

! VPN

Employee at Home

Public Terminals




Cisco EasyVPN
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EasyVPN —_—

Corporate Router

Corporate
‘Headquarters

| Cisco Easy VPN -'

« Negotiates tunnel parameters

+ [Establishes tunnels according to set parameters
« Authenticates users by usernames, group names, and passwords
= Manages security keys for encryption and decryption

« Authenticates, encrypts, and decrypts data through the tunnel

Komponenty:

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
. .

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo



EasyVPN Client

(IR AR CAEEERTICEEEERRIVLCAEEERRRARLEE ‘www.cnl.tuke.sk
# status: Disconnected | ¥PN Client - ¥ersion 4.8.01.0300 10| x|
Zonmection Entries  Status  Cerkificates Log Options Help
=, L2l @ m Cisco SrsTews
< I
Connec b M e [rmpart b by Delete
Connec tiorn E ntriez IEertificates I Log I

Connection Entry

R1-vpn-cluster.span.com IPSec/UDP

-
« | _"*|_I
| Mat connected. Y

« ZabezpecCuje end-to-end Sifrované spojenie

» Je kompatibilny so vsetkymi Cisco VPN
produktmi



R

Implementacia technik
filtrovania sietovej prevadzky



Filtre siet'ovej prevadzky
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Historicky vyvoj filtrov sietovej prevadzky:
« Standardné a rozsirené ACL

* Funkcionalita TCP established v ACL

» Reflexivhe ACL

* Dynamické ACL

* Time-based ACL

« CBAC

« Zone-based policy firewall
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IF

Extanded IP

Ethern&t type code

DECnet and Exiended DECnat
ANS

Extanded XMNS

AnpleTalk

Ethernel address

IFX

Extended IFX

IPX SAF

Extended transparant bridging

Protocol ____________|Ranp=

1-88, 1300-1889
100-19%, 2000-2600
200-205
300-389
400-49%
S00-585
BO0-AES
700-795
a00-805
S0N-HE5
10001055
1100-1 160




Typy ACL
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ACL Typy

pomenované Cislované

Standardné rozSirené Standardné rozsSirené

- Standardné — rozhodnutie je realizované iba na zaklade zdroja (siet, host)

* Rozsirené — rozhodovanie na zaklade komplexnejSich kritérii:
« zdrojova a cielova adresa hosta / siete
* pouzity protokol
* v pripade TCP/UDP kontrola pouzitého portu



ACL volba LOG
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Router(config)#

| access-list 101 permit ip any any log

*May 1 22:12:13.243: 3SEC-6-IPACCESSLOGP:
list ACL-IPV4A-EO/0-IN permitted tcp
192.168.1.3(1024) -> 192.168.2.1(22), 1
packet

*May 1 22:17:16.647: 3SEC-6-IPACCESSLOGP:
- list ACL-IPV4-E0/0-IN permitted tcp
192.168.1.3(1024) -> 192.168.2.1(22), 9
packets




Poznamka
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* Outbound ACL filtre sa nevztahuju na
prevadzku generovanu samotnym
zariadenim

* Pre filtrovanie smerovacich aktualizacii je
potrebné nakonfigurovat filttre v
smerovacich protokoloch (distribucné listy)



TCP established a reflexivne ACL
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T i I'_'| o] |'_|1' P- I:: L 8

Standard IP ACLs

Extandad IP ACLs

Exlended IP ACLs using TCF astablished
Reflexve IP ACLs

Cymamic ACLs

Time-Hased ACLs

Context-basad Access Contral (CBALC) ACLS

Telnet HTTP Reply



Konfiguracia TCP established

(CCCEEEEERERRTRTRT T CECEEEERRRRRTRTI O CLCCCCCCEEEEEEEERRRRO e e

Router(config)# access-list {100-199} {permit | deny} protocol
source-addr [source-wildcard] [operator operand] destination-
addr [destination-wildcard] [operator operand] [established]

Volba established umoznuje kontrolovat
prichadzajuce |IP packety z vonku siete a v pripade
detekcie priznaku ACK alebo RST v hlavickach
TCP identifikuje komunikaciu ako spojenie
nadviazane z vnutra siete (ide o odpoved)

TCP established je pouZiteI’né’ iba pre TCP, pre
UDP je nekontrolovatelne bez hlbkovej inspekcie, Ci
bolo spojenie nadviazané zvnutra




Reflexivhne ACL
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R2 (confiqg) #ip access-1list extended OUTBOUNDFILTERS

R2 (config-ext-nacl)# permit tecp 192.168.0.0 0.0.255.255 any
Step 1 reflect TCPTRAFFIC

R2 (config-ext-nacl)# permit icmp 192.168.0.0 0.0.255.255 any
reflect ICMPTRAFFIC

R2 (confiqg) #ip access-1list extended INBOUNDFILTERS
Step 2 R2 (config—-ext—nacl) # evaluate TCPTRAFFIC
R2 (config—-ext—nacl)# evaluate ICMPTRAFFIC

R2 (config) #interface S0/1/0
Step 3 R2 (config-if) #ip access—-group INBOUNDFILTERS in
R2 (config-if) #ip access-group OUTBOUNDFILTERS out




Dynamicke ACL
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* Umoznuju dynamicky zavadzat
pravidla do ACL v pripade, ze sa
pouzivatel uspesne autentifikuje

» Autentifikacia m6ze prebehnut voci
lokalne] databaze, alebo voci
centralnemu serveru (radius/tacacs)



Casovo zalozené ACL
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Time-based ACLs

Time-based ACLs:

Allow for access control
based on the time of day,
day of the week, or day of
ﬁﬂ'ﬂmﬂ‘l.




Firewally
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« Ulohou je filtrovat sietovu prevadzku

* Prvy firewall (paketovy filter) bol vytvoreny
DEC-om v r. 1988

* Vr.1989 AT&T Bell laboratories navrhli prvy
stavovy firewall



Implementacia filtrovacich pravidiel
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Aliov web fraffic from any exiemal address o = Deny all inbound iraflic with nebwvork addresses
the web sarver matching intemal-regisiered IP addresses
= Alow traffic to FTP server «  Deny all inbound fraffic o server from extermal
Adorassas

= Ao traffic o SMTP server
Deny all inbound ICMP echo request raffic

Aoy frafflc io Infemal IMAP sarver
Deny all inbound ME Active Direclory
Deny all inbound MS S0L sarver poris

Dany all M3 Damain Local Broadoasts




Typy firewallov
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Layar 7 Layer 7

Layer & Layer &
Layer 5 Layer 5
Layar 4 Layar 4
Layer 3 Layar 3

Layer 2 Layar 2

Application
[ e |
E—
)
MNatwark .
T
Physical

Stataful Firewall

Layer 1 Layer 1

Packet-Filtering Address Tranalation

Firswall Firewall




Typy firewallov
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Phiysical
Application Gateway
Firewall




Paketove filtre (nestavove firewally)
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 Jednoducho zavadzané
pravidla

Layer 5 Saaslon

Lo = (@ « Nezatazuju zariadenie tak

Layer 3 Mt cirlk

ako filtre s hibkovou
o - analyzou prevadzky

« Zakladnu uroven zabezpecenia siete je
mozneé vytvorit prave paketovym filtrom

* Problém predstavuju fragmentované data
(hlaviCka je sucCastou iba prveho
fragmentu)



Stavove firewally
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Layer 1

* Do osobitnej tzv. ,flow table® eviduju
informacie o spojeniach nadviazanych z
vnutra siete

* Dynamicky zavadzaju zaznamy do
inbound ACL pre spatnu komunikaciu



Design sieti s firewallmi - DMZ

R

Traffic can originate from
sither the private to the DMZ -
of Vice versa. 3

Traffic originating from the
pubbc to the DMZ is

... allowed, but resiricted,
Traffic originasng ~. ™

fram the DWZE o -"-l-.

the public is hol '
alkewed.

Traffic originating from the
prvate to public = allowed,

Trafic originating from the public
o the private is nof aliowed.



Context Based Access Control (CBAC)

1. Userl inifiates a telnet session.

-

S0/000 {’i,l-:
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3. Orbwer belret rafc |8 blocked.

2. Fatum trafiic of Lsar] teneat
session s permibied.
g

Usarl Falid

Protected Intermal Nebsork

S0/01



CBAC ako IPS
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« CBAC dokaze blokovat half-open spojenia
(chrani pred SYN flood utokom)

« CBAC dokaze analyzovat prevadzku na
pritomnost znamych vzoriek komunikacii
(napr. prenos virusu) a aktivne prevadzku
blokovat

* Pri blokovani prevadzky dokaze logovat na
Syslog server



Schopnosti CBAC
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Monitors TCP Conneclion Setup
Examines TGP Sequence Wumbers

| Inspects DNS Queries and Replies

| Inspects Comman ICKMP bMessage Types

| Supparts Applications with Multiple Channets, such as FTP and Mulimedia

| Inspects Embedded Addressas

Inspects Applicaton Layer Informmation

CBAC can limit the interaction betwesn two devices, for example, limiting SMTP commands
betwesn wo email senders,

« CBALC uses imeoul and Lhreshold values lo inspect Ihe selup of TGP conneclions o prevent Do
altacks. When threshalds are reached, the 105 can siart dropping incomplete connections,

generate an alert, andfor block the TCP traffic.
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acoass-list 101 pemit top any any =g 23 accass-list 102 deny ip aony any
interface rastEthernet0,0 interface Fastrthernet0,1

ip access-group 101 ino ip access-group 102 in

ip inspect PWEULE in

I.I-I-I-I-I-I-I-ﬁ

:ﬁ;lllllllllllll

Inside Dutside
; Falid alV1 ;

_;IIIIIIIII IIIIIIIIIIIIIIIIIIIIIIIII'I'I'I'I-I-I-I-I'I'IE

10.0.0.3 :
Source Port 2447 Destination Part 23
TEF traffiic & inspeched by FWRILILE.

172.30.1.50

i ip impsect FWEULE in

Firewall creabes o dynamic ACL allowing redurmn traffic back through the firesall.
2 popass-list 102 permit top bost 172_.30.1.50 &3 2% host 10.0.0.3 ag 2447

Firewall confinurs b2 inspect control raffic and dynamically creates and removes ACLs as requined by
the apphcation, it also manfors and probects against epplication-specific attacks.

Firewall datacis whan an application tarminatas. or trmes ouk and remoses all dynamic AGLs for that
SEEE ko



Konfiguracia CBAC

CCEEEEET e EEEEEEEEErmmnnnnnnnnenEEEEEEEevmmannnnnnneecVFY www.cnl.tuke.sk

Foulbers {conflig)§

ip inspect name [(nspection name profoco!l [alert [en | off)] [awvdit-trail (on | off})]
[Eimsaut saoonss]

Farametesr DiessaripBon

Lnspect i on=name Wamas the set of Imspection nules, f wou want o add a protocal 0 an existing sat of rukas, use the
sarme Inspecton nama for he rukes.

protocol The protocol fo inspect.

aleck {on | off)  [Dplional) For each inspecied protocaol, the generation of aled messages can be set to on or off

i ma option is selecied, akarts are genarated based on the setting of the ip inspect alert=
aff comimand.

audit-trail {enm | [Optional) For each inspectad protocol, the audit-tcail option can ba sat to on or off, Fno
oL} oplion is selected, audit trail messages are gereraied based on the setling of the 1p
ingpeoct audit-trail command.

timeont seconds (Optional) Specify the number of seconds for a different idie timeout 1o overide the global TGP or
LDF kdle brreouts for the spacified protacal. This imeout osvermdeas the glabal TGP and UDRP
limeauls bul daes nol avermde the glabal Domain Name Sefvice (DNS) imeoul.




Konfiguracia CBAC
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ipg inspect name MYSITE Cop - bAgI| Serear
ip inspect name MYSITE odo 9185 201 .2
WA Sereer
208,165 01 .1

1

interface FastEthecnet0 0
ip s3dreas 140.10.10,259 255
L aocEss—geaupE 101 ik
ip inspect MYSITE im

250, 2585.1

1
irnterface FastEtherre=t0/1

ip sddres= 209.165,.201.30 255,255, 2C
1

interface Eerialls/0/0
1y F3ress 209165 . 200 225 5L LS5 _ZELR _224
ip soccess=group 102 in
!
acoems-list 101
pemmit bop 10.10.10.0 0.0.0.Z55
parmit e 19.10.10.0 0.0.4 5
pemmit ionp 10.140.10.0 O_0.0_255 =&
:\-.i_._.r .r. i.:: AF .r. Ar .r.

acocess-list 102 -




Zone-Based Policy Firewall
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N1 N THILNL T 11 IH

— Ochrana pred DoS



Zone-Based Policy Firewall
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* Filtrovacie politiky sa definuju
prostrednictvom jazyka C3PL
(Cisco Common Classification Policy

Language)

= The private zone must mach the Intamat. with access to HTTR, SMTP, and DS sarvicas
»  The public zore shoukd mot kave ary iInbourd access.




Volby zone-based policy firewallu
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* |nspect

Fkvivalentné s IP insnect v CBAC.. Automatickv novoluie

Inspect Drop Pass
1 AJIDJI

Ekvivalentné s permit pravidlom v ACL.



Pravidla konfiguracie
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« Zoéna musi byt nakonfigurovana skor ako sa
rozhranie priradi k zéne

 Kazdé rozhranie smerovaca musi byt’ clenom
nejakej zony

 Jedno rozhranie moéze patrit’ iba do jednej zény

 Prevadzka v ramci jednej zény tecCie
neobmedzene (nefiltrovane)

 Prevadzka neprechadza medzi rozhraniami z
ktorych iba jedno patri k zéne



Kroky k implementacii ZBPF
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dns.isp.com
172.168.0.1

smip.isp.com
172.16.0.2

Intemat wvww web.com
17218.25.10

1 Vytvorenie zony prikazom zone security

2 Vytvorenie tried prevadzky prikazom class-map type inspect

3 Specifikovanie politik prikazom policy-map type inspect
4 Aplikovanie filtrovacich pravidiel prikazom zone-pair security

& Priradenie rozhrani k zGnam prikazom zone-member security



Vytvorenie zon (priklad)
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smip.isp.com
172.16.0.2

172.16.0.1

I

172.16.10.32128

wvww . web.com
172182510

Inside

Fe (config)# come sscurity Inside

FH [config-sao-zana | § description Inside natwoER
FRIconf gl d zone security Outzide

FM [config-sec-zane | § description Outside network




Definovanie tried prevadzky (priklad)
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dns.isp.com
172.16.01

PR iconfigl ¢ class-map type inspect FOREXHMFLE
FW{config-cnap) # match access-group 101

FRiconfig-cnaph # exit

FRiconfigly access-list 101 permit ip 10.0. 0.0 0.0.0_25% any

RozsSiritelné o match protocol a match class-map pre nested-class



Specifikovanie politik (priklad)
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-‘ [ dnsisp.com || smip.isp.com
172.16.01 172.16.0.2
MAT Paal
1TZ21B10. 32028
I -
TP www . web.com
182 1662016 172182510

Ihuh:h ‘ [Ch.ltﬂh:h-

Fa{configl ¢ policy-map type inspect InsideToOutside
FR{config-pnap) # class type inspect FOREXAMELE
FAiconfig-pnap—ch b inspect




Priradenie politik k zonam (prlklad)

[ E

dns.isp.com

www web.com
1Tr2 182510

jconfigi 4 zons-palir secursity InzidaToOutsids scucsce ITnalde destinabion Oubalids
iconfig=pec=zonc=pairl 4 degaripticn Internet Rhoocess

i{config-sec-zone-pairid sarvice-policy type inspect InsideToOutside
{eanfig-ses-zare-gairl 4 Lntaclfece Fo/sSo

i{config-if)# zone-membar security Inside

i{config-ifi 4 interface 20/0/0.100 point-to-point
icanfig-i71 4 zome-mambas: Fecusliy Outalds
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