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Bezpecnost LAN

e \/rstva L1/L2
o Ty p | C ké u to ky I_2 . Layer 2 Compromise Affects Upper Layers

e CDP Reconnaissance Attacks

* Telnet Attacks —
* MAC Address Table Flooding e
Attacks

e VLAN Attacks
e DHCP Attacks



CDP Reconnaissance

Cisco Discovery Protocol (CDP) — standardne zapnuty

* verzia OS

* |P adresy vSetkych portov
* identifikacia portov

e duplex

VTP doména

* Nativna VLAN

* spotreba PoE zariadeni

vypnutie:
* no cdp run (globalne)
* no cdp enable (rozhranie)

CDP Wireshark Capture
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Wireshark captured the software version from CDP frame.

Cisco I0S Software, C2960 Software (C2960-LANBASEKS-M), Version 12.2(44)SE,
RELEASE SOFTWARE (fc1)...



Telnet Utoky
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vyuzit port-security
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MAC Address Table
Flooding

zahitenie (pretec¢enie MAC tabulky)

prechod do fail-open mddu -> broadcast-ovanie celej komunikacie

switchl#tshow mac-address-table count
Mac Entries for Vlan 10:

Dynamic Address Count : 5
Static Address Count : ©
Total Mac Addresses : 5

Mac Entries for Vlan 1:

Dynamic Address Count : 1
Static Address Count : ©
Total Mac Addresses 1

Total Mac Address Space Available: 8024




VLAN Utoky

zneuzitie 802.1Q trunking protokolu

VLAN 10

zneuzitie DTP (Dynamic Trunking Protokolu) Soner

802.1Q

Unauthorized
Trunk

ziskanie pristupu do vsetkych VLAN

Server2

Odporucanie: Atacorgais sces
* natvrdo pridelit porty do VLAN B
* vypnut trunk méd AUTO
* manualne nastavit trunk porty
* vypnut nepouZzivané porty, samostatna VLAN
* zmenit nativhu VLAN

* nahodit port-security



 DHCP spoofing attack
* faloSny DHCP server v sieti (IP, GW, DNS)

* DHCP starvation attack
* vezmem si vSetky dostupné IP adresy z poolu

DHCP Utoky

Rogue DHCP Attacker b
{ J

Legitimate DHCP Server H

Clien



Par odporucani

vyuzivat port-security // MAC address flooding

vypnut DTP
* switchport nonegotiate (na porte)

zapnut DHCP snooping pre boj s DHCP spoofing
* Trusted DHCP ports
* Untrusted ports

vyuzit AAA
* Authentification, Authorization, Accounting
 TACACS+ / Radius / 802.1X

DHCP Server

User PC Attacker

O Trusted Port

AUmrusted Port

TACACS+ or RADIUS protocols are used to communicate between |
the router and AAA security servers. ‘

>

AAA Router

AAA Server



* umozZniuje administrdtorom spravovat a monitorovat zariadenia v sieti

* SNMP emelenty:
* Manager

* Agent

* MIB (Management
Information Base)

 SNMP akcie:
* Trap
* Get
* Set

SNMP

get-request

Retrieves value of specific MIB variable. Managed Node

5

Managed Device SNMP Agent

get-next-request

Retrieves next instance of MIB variable.

Agent

set-request Managed Node

Modifies the value of a MIB variable.

SNMP Agent
get-response
Contains values of requested variable.
trap Managed Node
Transmits an unsolicited alarm condition.
SNMP Agent

Operation
get-request Retrieves a value from a specific variable.
get-next-request Retrieves a value from a variable within a table; the SNMP manager does not need

to know the exact variable name. A sequential search is performed to find the
needed variable from within a table.

get-bulk-request Retrieves large blocks of data, such as multiple rows in a table, that would

otherwise require the transmission of many small blocks of data. (Only works with
SNMPV2 or later.)

get-response Replies to a get-request, get-next-request, and set-request sent by an

NMS.

set-request Stores a value in a specific variable.



SNMP verzie

—m

SNMP\:‘I noAuthNoPriv Community Uses a community string match for

string authentication.

SNMPv2c  noAuthNoPriv Community No Uses a community string match for

string authentication.

SNMPv3 noAuthNoPriv Username No Uses a username match for

authentication (an improvement over
SNMPv2c).
SNMPv3 authMNoPriv Message Digest No Provides authentication based on the
5 (MD5) or HMAC-MD5 or HMAC-SHA
Secure Hash algorithms.
Algorithm (SHA)

SNMPv3 authPriv MD5 or SHA Data Encryption Provides authentication based on the
(requires the Standard (DES) HMAC-MD5 or HMAC-SHA
cryptographic or Advanced algorithms. Allows specifying the
software image) Encryption User-based Security Model (USM)

Standard (AES) with these encryption algorithms:
* DES 56-bit encryption in addition
to authentication based on the
CBC-DES (DES-56) standard.
« 3DES 168-bit encryption.
« AES 128-bit, 192-bit, or 256-bit
encryption.



SPAN

 Cisco Switch Port Analyzer

* umoznuje prepinacu kopirovat Ethernet ramce zo Specifického portu na
zvoleny port kde je pripojeny analyzator ramcov

PC1-PC2 Unicast Traffic

< 5 2.

Duplicated Traffic

=

Sniffer




SPAN terminologia

Term Definition
Ingress traffic This is traffic that enters the switch.
Egress traffic This is traffic that leaves the switch.

Source (SPAN) port | This is a port that is monitored with use of the SPAN feature.
Destination (SPAN) This is a port that monitors source ports, usually where a packet analyzer, IDS or IPS is

port connected. This port is also called the monitor port.
SPAN session This is an association of a destination port with one or more source ports.
Source VLAN This is the VLAN monitored for traffic analysis.

[ Source Port (Ingress) ] Source Port (Egress) ]

= =
7

Destination Port
(Monitor Port)

R

Sniffer



Konfiguracia SPAN

Associate a SPAN session with a source port

Ewitch (config)+ monitor session number source [ interface interface | vlan vlan ]

Associate a SPAN session with a destination port

Switch (config)# monitor session number destination [ interface interface | wlan vlan ]

FO/1 FO/2
» SPAN port sending copies r

PCA of traffic Packet
Analyzer

S1(config)# monitor session 1 source interface fastethernet 0/1

51 (config)# monitor session 1 destination interface fastethernet 0/2




Dakujem za pozornost
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