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Uvod

= Adaptivne bezpecnostné

zariadenie (ASA) Cisco

poskytuje:

= Komplexné firewall-oveé riesenia
(s FirePower)

= Skalovatelnost

= Je sucastou Cisco Secure
Borderless Network

= Skupinu firewallov ASA 5500

je mozné ovladat' dvoma
sposobmi:
= Prikazovym riadkom (CLI)

= Rychle, ale pre advanced users

= Grafickym rozhranim - ASA
Security Device Manager
(ASDM)

= Pomalsi spb6sob



ASDM - ASA Security Device Manager

= Java-Based GUI

= Browserova alebo
desktopova aplikacia
= Umoznuje setup nastavenie,
konfiguraciu, monitorovanie,

troubleshooting
= ASA Packet Tracer ©

= Spojenie cez SSL certifikat
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10.1 ASA Security Device Manager (ASDM)

Domovské menu - ASDM dashboard

QEMU (PC-B) - TightVNC Viewer — O K

SEHERD NS oA Qe @ al|H

Menu bar
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ASDM logging is disabled.To enable ASDM logging with informational level, click the button belowr.
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10.1 ASA Security Device Manager (ASDM)

Domovské menu - ASDM dashboard

= Tool bar => configuration

= Pristup ku konfiguraCnym
volbam ASA
= Device setup
= Firewal konfig
= Remote Access VPN konfig
= Site to site VPN konfig
= Device management konfig

= Pozor: zmeny treba vzdy
ukladat

(L) Cisco ASDM 7.4 for ASA - 19216811
File View Tools Wizaeds Window Melp

@) rome O%Cmﬁw»m Omnn-mo kg 5ove Q¥ retren ) 2ok () rorva ?m

o Device Setup g 9 Configuration > Device Setup > Startup Wizard
[
- W Interfaces
| &-42% Routng Cick the Launch Startup Wizard” button to start the wizard.

$ |l U) Device Name Password
1| ® © System Tme
-
Startup Wizard

The Gsco ASDM Startup Wizard asssts you in Qettng your

Csco Adaptve Secunty Apphance configured and rurnng. Use

this wizard o create a basic configuration that enforces 8
seaunty polces I your network,

The Startup Wizard can be run at any time and will be intialced
with values from the current running configur ation.

‘ﬁ,flﬂ'&w

o

83 Remote Access VPN

» Launch Startup V




ASDM — monitoring view
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ASDM - config wizards

(£ Cisco ASDM 7.4 for ASA - 192.168.1.1 W
File View Tools | Wizards | Window Help |
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Host Name: ciscoasa

ASA Version: 9.2(3) Device Uptime: 0d Oh 37m 29s
ASDM Version: 7.4(1) Device Type: ASA 5505
Firewall Mode: Routed Context Mode: Single

Total Flash: 128 MB Total Memory: 512 MB




10.1 ASA Security Device Manager

h)Y)

Po dokonceni tejto podkapitoly by ste mali vediet’
nakonfigurovat'’

* Pristup na ASDM

« Zakladné nastavenia ASA prost. ASDM (rozhrania,
DHCP, SSH, PAT/NAT...)

 Dodato¢né nastavenia ASA prostr. ASDM (AAA, DMZ,
ACL)



10.1 ASA Security Device Manager (ASDM)

Konfiguracia pristupu na 5505 pre ASDM

= Na ASA nakonfigurujte:

= Vnutorné rozhranie vlan1
= Nazov rozhrania: inside (nameif
iInside)
= |P adresa: 192.168.1.1/24

= Security level na hodnotu 100
(security-level 100)

= no shutdown

= Povolte HTTPS pristup na ASA
z0 siete 192.168.1.0/24 (http
server enable, http 192.168.1.0
255.255.255.0 inside)

ciscoasa# conf t

ciscoasa(config) # interface vlan 1

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0
ciscoasa(config-if)# nameif inside

INFO: Security level for "inside" set to 100 by default.
ciscoasa(config-if) # exit

ciscoasa(config) #

ciscoasa(config) # interface Ethernet0/1
ciscoasa(config-if) # no shut

ciscoasa(config-if) # exit

ciscoasa(config) #

ciscoasa(config) # http server enable

ciscoasa(config)# http 192.168.1.3 255.255.255.255 inside
ciscoasa (confiqg) #




10.1 ASA Security Device Manager (ASDM)

2. cast’: Konfiguracia pristupu na ASDM pre ASAv

= Na ASA nakonfigurujte:

= Vnutorneé rozhranie Gi0O/1
= Nazov rozhrania: inside (nameif inside)
= |P adresa: 192.168.1.1/24
= Security level na hodnotu 100 (security-level 100)
= no shutdown
= Vonkajsie rozhranie Gi0/2
= Nazov rozhrania: outside (nameif outside)
= Security level na hodnotu 0 (security-level 0)
= no shutdown

= Povolte HTTPS pristup na ASA zo siete 192.168.1.0/24 (http server enable, http
192.168.1.0 255.255.255.0 inside)

= Username?




10.1 ASA Security Device Manager (ASDM)

Pristup na ASDM &z oo LA

SHER NS oo at| | & Q@A H

Warning: Potential Security Risk Ahead - Mozilla Firefox

" Prehliadaé A Waming: Potential Secur X +_
&« C @ © @ https://192.168.1.1 I Vo e o N @ &
= URL na IP adresu

vnutorneho
. Firefox detected a potential security threat and did not continue to 192.168.1.1. If you visit this site,
roZ h ranla attackers could try to steal information like your passwords, emails, or credit card details.

u Note ASA Learn more...
pouziva self | Go Back (Recommended)  JERCICES
signed certs,
nutné akceptovat
risk warnings

Warning: Potential Security Risk Ahead

Websites prove their identity via certificates. Firefox does not trust this site because it
uses a certificate that is not valid for 192.168.1.1.
Error code: MOZILLA PKIX ERROR SELF SIGNED CERT

View Certificate
Go Back (Recommended) Accept the Risk and Continue

Report errors like this to help Mozilla identify and block malicious sites




10.1 ASA Security Device Manager (ASDM)

Pristup na ASDM

QEMU (PC-B) - TightVNC Viewer - O X
BRUED I G oRmal b Qe as H
g7 168 1

* Cisco ASDM 7.9(2) - Mozilla Firefox -0 X 192.168.1.1
Cisco ASDM 7.9(2) X |+
< c © & https://192.168.1.1/admin/public/index.htm ave % @D & =

S : alre]

% Cisco ASDM 7.9(2) Pl

Cisco ASDM 7.9(2) provides an intuitive graphical user interface that makes it easy to set up, configure and Cisco ASDM-IDM Launcher v1.8(0) — x

manage your Cisco security appliances.

Run Cisco ASDM as a Java Web Start application i % c ol | 1l I I u ‘
Java Web Start is required to run ASDM, but it is not installed on this computer. Is cn all“ c E l c l 5 c o

Install Java Web Start

Copyright © 2006-2017 Cisco Systems, Inc. All rights reserved.

Enter username and password for 192.168.1.1

Username:

Password: or tl

[ |Remember the username of the specified device on this computer

[ox ][ close




Security Warning | |

Do you want to Continue?
The connection to this website is untrusted.

A Website: https://192.168.1.1:443 ASDM Security
5 Warning - 1

Note: The certificate is not valid and cannot be used to verify the identity of this website.
More Information

[ Contrue | [ Cancel |

Do you want to run this application?

Name: ASDM

!: Publisher: Cisco Systems, Inc.

Location: https://192.168.1.1

ASDM Security Running this appication may be a security risk
Warning - 2 Risk: This application wil run with unrestricted access which may put your computer and personal
g information at risk. The information provided is unrekable or unknown so it is recommended not to

run this application unless you are famiiar with its source

Unable to ensure the certificate used to identify this application has not been revoked.
More Information

Select the box below, then dlick Run to start the application
(V] Eaccept the risk and want to run this application [ R | [ concel |

‘Security Warning s




10.1 ASA Security Device Manager (ASDM)

3. cast’: Konfiguracia zakl. nastaveni ASA cez ASDM

= Configuration

= Device setup
= => Startup wizard
= Interface setting
= Routing
= Service passwords
= System time

= Device management
= Wizards => Startup wizard

QEMU (PC-B) - TightVNC Viewer

Cisco

SEHED NS e Ron A G| & Q&R
File View Tools Wizards Window Help [Type topic to search |
@ HomeMD Monitoring Q Save @ Refresh o Back Q '? Help

Satup el Configuration > Device Setu »Mtartup wizard

o Startup Wizard
o B Interface Settings
o= «Z+ Routing Click the "Launch Startup Wizard" button to start the wizard.
99 Device Name/Password
o ) system Time

Startup Wizard

The Cisco ASDM Startup Wizard assists you in
getting your Cisco Adaptive Security Appliance
configured and running. Use this wizard to

Unapplied Changes

There are changes to the configuration that have not been
applied to the device. Please apply or discard the changes
before proceeding further.

]

Discard Changes Cancel

&) Device Setup
% Firewsall

@ Remote Access VPN

-@ Site-to-Site VPN

E) Device Management

<admin= |15

e’

IEI 12/2/19 9:00:34 PM UTC




Zakladna konfiguracia => Wizards




Startup wizard

Nastavenie ASA host name, domain name a hesla do

privilegovaného moédu

Startup Wizard Starting Point Window

Startup Wizard

Starting Point {Step 1 of 11}
Choose a starting point for the wizard.

® Modify existing configuration
(0 Reset configuration to factory defaults
[¥] Configure the IP address of the management interface

P Address

Cisco ASDM 7.9(2) for ASA - 192.168.1.1 - Startup Wizard -0 X

Startup Wizard Basic Configuration
Window

fe Cisco ASDM 7.9(2) for ASA - 192.168.1.1 - Startup Wizard -0 X
( Startup Wizard

Basic Configuration (Step 2 of 11}

Enter the host name and the domain name of the ASA, If your Internet Service Provider (ISP) requires

that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: |CCNAS-ASA

Dornain Name: |ccnasecur\ty.com

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

[¥] Change privileged mode (enable) password

Old Password:

New Password: [reeanenans

Confirm New Passwords [«=esrerees

= Bacl | Next = I Einish H Cancel H Help ‘

l < Back I Next = I Einish H Cancel “ Help I




Startup wizard

Konfiguracia vonkajsieho rozhrania

e
¢ Startup Wizard

Cisco ASDM 7.9(2) for"ASA - 192.168.1.1 - Startup Wizard - O X

Outside Interface Configuration (Step 3 of 11)

[ Interface Settings | IPv6 Interface Settings |

Configure the outside interface of the ASA. Check with your ISP to determine which option to use.

Interface Properties

Interface: ‘GigabitEthernetOﬂ ‘v‘ [¥] Enable interface
Interface Name: joutside | Security Level: |0
IP Address

® Use the following IP address

IP Address: [209.165.200,226 | Subnet Mask: [255.255.255.248| | w |

) Use DHCP

The ASA will obtain an IP address from a DHCF server, Ensure that a DHCP server is configured on
your corporate network or by your ISP,

[] Obtain default route using DHCF
() Use PPPoOE

The ASA will obtain its IP address from a PPPoE server if you do not specify an IP address in next
step. Ensure that a PPPoE server is configured by your ISP,

l < Back I Next = I Einish H Cancel H Help ‘




Startup wizard

Kontrola vonkajsieho rozhrania

Cisco ASDM 7.9(2) for ASA - 192.168.1.1 - Startup Wizard

Startup Wizard

4

Other Interface Configuration {Step 4 of 11)

Configure the remaining interfaces of the ASA. To configure an interface, select it in the list below and

click Edit.

Interface Marne Enabled Sﬁ;:‘:lty IP Address SPL::;?::_Q:%S‘EH
iGigabitEthernet0/0 No
GigabitEthernet0/1 inside Yes 100192.168.1.1 255.255.255.0
'GigabitEthernetOD outside Yes 0209,165.200.226 255.255.255.248
'GigabitEthernetDIB No
\GigabitEthernet0/4 No
\GigabitEthernet0/s No
\GigabitEthernet0/6 No
:ManagementOfO MNo

[l Enable traffic between two or more interfaces with the same security levels

[_] Enable traffic between two or more hosts connected to the same interface

Edit

l = Back I Next = I Einish H Cancel H Help I




Startup wizard
Cisco ASDM 7.9(2) for ASA - 192.168.1.1 - Startup Wizard - O X

D H C P S e rV er Startup Wizard DHCP Server (Step 6 of 11)

y The ASA can act as a DHCP server and provide IP addresses to the hosts on your Inside network. To
g configure a DHCP server on an interface other than the inside interface, go to Configuration = Device
Management = DHCP = DHCP Server in the main ASDM window.

Enable DHCP server on the inside interface

DHCP Address Pool

Starting IP Address: [192.168.1,31 | Ending IP Address: [192.168.1.39
DHCP Parameters
DNS Server 1 10.20.30.40 | DNS Server 2: |
WINS Server 1: | | WINS Server 2 |
Lease Length: | sec  Ping Timeout: | | ms
Domain Mame: |ccnasecurity.com| |

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS and domain
name. The values in the fields above take precedence over the auto-configured values,

[l Enable auto-configuration from interface:

= Back | Mext = | FEinish Cancel || Help ‘




Startup wizard

Port Address Translation (PAT)

e
i Startup Wizard

Cisco ASDM 7.9(2) for ASA - 192.168.1.1 - Startup Wizard - O X
Address Translation {(NAT/PAT} (Step 7 of 11}
Select Port Address Translation (PAT) to share a single external IP address for devices on the inside
interface. Select Network Address Translation (NAT) to share several external IP addresses for devices

on the inside interface. Select the first option, if no address translation is desired between the inside
and outside interfaces.

This NAT configuration applies to all the traffic from the inside interface to the outside
interface.

) No Address Translation
® Use Port Address Translation (PAT)
® Use the IP address on the outside interface
i) Specify an IP address
P Address:
O Use Network Address Translation (NAT)

IP Address Range

l = Back | Next = ‘ Einish H Cancel H Help ‘




Startup wizard

SSH

Startup Wizard

Cisco ASDM 7.9(2) for ASA - 192.168.1.1 - Startup Wizard - O X

Administrative Access (Step 8 of 11}

Specify the addresses of all hosts or networks, which are allowed to access the ASA using HTTPS/ASDM,

SSH or Telnet.

Type Interface IP Address Prefr;{al_s:rigth Add
HTTPS/ASDM inside 192.168.1.0 255.255.255.0 Edit
SSH inside 192.168.1.0 255.255.255.0 .
ISSH Loutside 172.16.3.0 255.255.255.0 Iﬁl

Enable HTTP server for HTTPS/ASDM access
Disabling HTTP server will prevent HTTPS/ASDM access to this ASA,

[ | Enable ASDM history metrics

l = Back I Next = I Einish H Cancel H Help ‘




Startup wizard

Kontrola konfiguracie

Cisco ASDM 7.9(2) for ASA - 192.168.1.1 - Startup Wizard - O X

Startup Wizard Summary (Step 11 of 11)

You have completed the Startup Wizard. To send your changes to the ASA | click Finish. If you want to
modify any of the data, click Back,

Configuration Summary:
Host Name: CCHNAS-ASA
Domain Name: ccnasecurity.com

Outside interface:

outside (GigabitEthernet0/2), 208,165,200.226
Other named interfaces:

inside (GigabitEthernet0/1), 192.168.1.1

Mo static routes configured.

DHCP Server is enabled on Inside interface. Pool : 192,168,1.31 -1982.168.1.39
PAT is configured on inside interface.
Bdministrative access to the device:

HTTPS/ASDM access for 192.168.1.0 through inside

SSH access for 172.16.3.0 through outside
SSH access for 192.168.1.0 through inside

Disable Smart Call Home

Next = I Finish H Cancel H Help ‘




Zakladna konfiguracia cez ASDM




ASDM - zakladné nastavenia

. ] ] ] Polozka Manazment zariadenia
Polozka Nastavenie zariadenia

1T Cisco ASOM 7.4 forASA - 19216811 {5} Cisco ASOM 7.4 for ASA - 102.168.1.1 1
File View Tools Wizards Window Help File View Tools Wizards Window Help
Home | &% Configuration| | Monitofing Save Refresh Back Forward | D Help
@ %} [;] Q G o @ @ Home 0% Configuration D Monitoring Q Save GRefresh o Back \) Forwar|
.. || Device Setup a ) ) uj d
:‘j Q," tatupwlzard ! " en o /2 {
1 [Sriviey A7l
&8 || 6143+ Routing Click the "Launch Startup Wizard" button to start the wizard. v (1% | Management Access This section contains the following items
& @ Device Name Password = [+ @ Licensing
g; - ) System Time = 3 @ System Image/Configuration - ASDM elne
2 Startup Wizard fal |&-{3] Logging
The Cisco ASDM Startup Wizard assists you in getting your [—l Smart Call-Home Command Line (CLT)
i (i Noplye toxly e el d e aioec e =/} 8§ Cloud Web Security - File Access
) gl Users/AAA
[+ [ Certificate Management -ICMP.
# @' DHCP M kA
() % DNS
- Advanced - Management Session Quota
- SNMP
- Management Access Rules




ASDM - zakladné nastavenia

fl ' H D ' : :
ﬁgrrll'e‘?‘;HQgEnQSFQ%rQSegWS{Ea'” Configuring a Master Passphrase

(L) Cisco ASDM 7.4 for ASA -192168.1.1 ORI A ey E=3EC8 ==
File View Tools Wizards Window Help Type toplc to sea l|l '|.
View Tools Wizards Window Hel - . bl B AR by
v A Z il Deip ‘ @m«e|o% Configuration Lj Meritoring || o) seve QU Refresh | () mack () Feovard ? “ep Clscoi
@ Home 0& Configuration I”J Monitoring QSW& @Reffesh ‘ oBbd( \ )=0w’avd ? Help _ |Device Management @ 7 || ytion >  Advanced > Master Passphrase o
fm = o = ; = CEPTTRES t : g::emwna: et Acee Enable reversble enaryption of supported shared keys and passwords, Encryption protects
2 : shared keys and ords in the on, particularly from viewing while
*‘:‘ = "“‘—m—"a—‘? — :: & ySvstemlrmgejcmﬁgwanm ;”;“kd m’dv'mv;mmpz's::;l‘ " cmﬁwm = mbapiaal
= @ Startup Wizard ; fn || -8 Loggng
u Hostname and Domain Name 1= ] Smart Cal-Home Encryption occurs when the feature is enabled and the device has a master passohrase.
= &3 Interfaces - Goud Web Security Disabing encryption does not return already encrypted shared keys and passwords to plain
é; i 3 Routing Hostname: CCNAS-ASA B Users/AAA text, Onfy future changes to shared keys and passwords wil be n plain text.
* ¥ o "
= (;Q Device Name Password :E ;’g“" Menagement 77 Enable Advanced Encrypion Standard (AES) password encrypaont
f’ & o System Tine Domain Name: ccnasecurity.com &= ONS S
- - = Advanced Enter the old master passphrase, if any, and a new master passphrase (8-128 characters)
Enable Password . B3 ARP to reversbly encrypt shared keys snd passwords. Tf master passphrase enoryplion is
e Embedded Event Manager enabled, encrypts or re-encrypts al suoported shared keys and passwords.
o : %L HTTP Redrect
[¥] Change the privleged mode password. | €9 History Metrks To dissbie encryption and decrypt supported shared keys and passiiords, enter the ofd
- g TPV6 Neighbor Discovery Ca  Master passphrase and leave the new passplvase empty.
Old Password: ) ] Change the encryption master passphrase
onity Queue
New Password: sssee i ° Rule Engne Okd master passphrase
1~ SSL Settings New master passphrase:
i ol WCCP e o e
Confirm New Password: eeees Confirm master passphrase:
Telnet Password
[7] Change the password to access the console of the security appliance.
Old Password:
New Password:
Confirm New Password:




ASDM - zakladné nastavenia - bannery

(15 Cisco ASOM 7.4 for ASA - 19216811 =3y
Fie View Tools Waards Window Help
@m)o?jw.mgmwm QSI\’QGMM OM O’:"-"f ?"ﬁb

Device Management o8 )

I
CISCO

Configure the Session (exec), Logn or Message-of-The-Day (motd) banners.
You can use S{hostname) and ${doman) tokens 1o specfy the hostname and doman name of the device.

®
§
g
i
g

L Session (exec) Banner
[ £33 L1 Prompt |

-l P Logn Barner

. g System image/Configuration
L0QoNg
£] Smart Cal-+Home
Coud Web Secunty
Users/AAA
+ i) Certficate Management Message of The-Day (motd) Banner




Konfiguracia rozhrani

(L) Cisco ASOM 7.4 for ASA - 19216811 =% £ ~x”
File View Tools Wizards Window Help ..||..|'.
@m aW‘M'DWﬂ QS&\! erfreﬁ OM Qw vard ? CISCO
. | Device Setup 3 & || - ' - a
- [ P strnp wawd :
|| interfaces | Swtch Ports
S |4 *2* Routng | As

. 3 Seauity Subnet Mask Restrict 8 J
l. Q%ﬁ?&ﬁmd Name Switch Ports Enabled Level P Address Ptd&xlenq!h Trafhe Sow :
[51]| & Svstem e roce —[ethemeto, Ethemetd]s, Et.. " iooszisin  fssassasso | (NS
| Delete
gy Deve et
e
p— ‘ m ’,
G ==s *
wvamummamnwlmﬂd\ntwwnm;ﬂmm
te-to-Site VPN
@2 Enable traffic between two or more hosts connected 1o the same interface
@mwm
» Reset




Konfiguracia rozhrani

Adding an Outside Interface

(L) Add Interface @q

| General| advanced | 1Pvs)|
Switch Ports

Avalable Switch Ports Selected Switch Ports
Ethernet1 Akl >>

Ethernetl)2 = -

EthernetD3 —

Ethernet/s

[ 1 | | Change Switch Port Window

:
e (L Change Switch Port

Dedcate the interface to management only

IELER R ok Ethernet0/0 is assodiated with inside interface. Adding it to this interface, will

remove it from inside interface.
IP Address

@ Use Statc P Obtan Address via DHCP Use PPPoE

Do you want to continue?
P Address:

Subret Magkc:  255.000.0




Konfiguracia rozhrani

Adding an Outside Interface

—

(L) Add Interface

| General | Advanced | v

Seatch Perts
| adsbie Swatch Ports
[Eshemetnyz [ add>>
|E¥hernetD/3 el r
:Ethemem.f#

:Emnem,l's
|EShearnetlfs =

Interface Name: outside
Security Level: | 0

| Dedicate thes mterface o management only
'] Enable Interface

IP Address
@ Use Static P Obtain Address via DHCP Lise PPPOE

IP Adcress: | 209, 165.200.226

Subnet Mask: | 255.255.255.248 -

Advanced Outside Interface Settings

(D Add Interface =
General | Advanced | py6

MTU: 1500 |  VLANID: 2

MAC Address Cloning
Enter MAC addresses for the active and standby interfaces in hexadeamal format. Example: 0123.4567.89A8.

Active MAC Address: | Standby MAC Address:

Block Traffic
Block traffic from this interface to: v:

Updated Interface Page

| Interfaces | Switch Ports|

'] . | 5 _‘lmA—-—n

Name  SwitchPorts Enabled MY b Address Subnet Mask Restrict s
Level Prefix Length Traffic flow ‘

EthernetD/0, Ethernet0/1, Et... Yes 100 192.168.1.1 255.255.255.0 E
——-1 165.200.226 255.255.255.248 | |



Konfiguracia rozhrani

Verifying Interfaces

Interfaces| Switch Ports |

Switch Port Enabled A ylemodeed | ode Protected Duplex  Speed

S L S I T T
Ethernet0/1 1 inside No
Ethernet/2 No 1 nside Access No auto auto
Ethernetd/3 No 1 inside Access No auto auto
EthernetD/4 No 1 inside Access No auto auto
Ethernet0/S No 1 inside Access No auto auto

(@) Etherneto/s No 1 nside Access No auto auto

S Ethernet0/7 No 1 nside Access No auto auto

L 4




Konfiguracia rozhrani

[Z) Edit Switch Port

Ay

Switch Port: Ethernet0/0
Mode and VLAN IDs

@ Access

VLANID: |2
) Trunk
VLAN IDs:

Configure Native VLAN Native VLAN ID:

VLAN ID must be in the range of 1 to 4090. For access mode, onlyoneVLANans Enable SWItCh Ports

allowed. For trunk mode, up to 20 comma-separated VLAN IDs can be entered.
Isolated
[ Isolated

An isolated /protected port does not forward any traffic to any other isolated port within
the same VLAN

Dupl... auto v

]Inherfaoes Switch Ports |

Ap p |y Name Switch Ports Enabled Seaurity IP Address Subnet Mask Restrict

)
g . Level Prefix Length Traffic flow
Configuraition | e B X S
outside Delete

Ethernet0/0 0 209.165.200.226 255.255.255.248
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Overenle stavu rozhrani

R QEMU (PC-B) - TightVNC Viewer

- ] X QEMU (PC-B) - TightVNC Viewer ] X
BEHED NS @& aal|H BEHED N S| a6 & @ |
fe Cisco ASDM 7.9(2) for ASA - 192.168.1.1 - 0 X Cisco ASDM 7.9(2) for ASA - 192.168.1.1
File View Tools Wizards Window Help } pic to searct | 'I' 'I' File View Tools Wizards Window Help Type toy 'l. ||.
Ll Ll Ll L} L} L}
om ?;3. Configuration E‘] Monitoring LB Save @- Refresh o Back \) '? Help CIsco 0% Configuration B Monitoring B Save @- Refresh o Back \) ? Help cisco
= Home & = Home =g
g | [BBDevice Dashboard | @b Frewall Dash @ EX Device Dashboard | 8 Firewall Dashboard
= = T
g mation Interface Status el g mation Interface Status =
2| [ License | "Virtual Resources | [ interface [ 1P AddressmMask | Line nk | Kbps iz]|[ Ucense | virtual Resources | Interface | IP Address/Mask | Line Unk | Kbps |
= de 102,168.1.1/24 © up Q up 2 inside 192.168.1.1/24 O up QO up 3
[&l])e: CCNAS-ASA.ccnasecurity. com 208.1 . Qup © up 0 &) )e: CCNAS-ASA. ccnasecurity. com outside 200,165.200.226... @ up O up 0
on:  9.9{2)25 Device Uptime:  0d 3h 58m 41s on:  9.9{2)25 Device Uptime:  0d 4h 3m 31s
jsion: 7.9(2) Device Type: ASAv rsien: 7.9{2) Device Type: ASAv
ode: Routed Nurnber of vCPUs: 1 ode: Routed Murnber of vCPUs: 1
h: 8192 MB Total Memory: 2048 MB h:  8192MB Total Memery: 2048 MB
Select an interface to view input and output Kbps | Select an interface to view input and output Kbps
ry Fallover Status - y Failover Status r
Clientless SSLVPN: 0 AnyConnect Client(SSLTLS,DTLS): 0  Details Failover not configured. Click the link to configure it. Configure Clientless SSLWPN: 0 AnyConnect Client(SSL.TLS,DTLS: 0  Details Failover not configured, Click the link to configure it. Configure
purces Status Traffic Status purces Status Traffic Status
bry Usage r Total CPU Usage [ Core Usage | Details | Connections Per Second Usage pry Usage | Total CPU Usage | Core Usage | Details Connections Per Second Usage
ge (ME) S Wy —_— 3e (ME) .
[ 22:02 22:03 2204 22:05 E 22:06 22:07 22:08 22:09 2210
W UDP: O MTCR: 0 M Total O I M UDP: 0 MTCP: 0 M Total: 0
‘outside’ Interface Traffic Usage (Kbps) E ‘outside’ Interface Traffic Usage (Kbps)
0]_-.-.-_-1-.-.-.-.-.-”_-.-.-.”.-.-_-_-1-.-.-.-.-.-‘1 - ] lw---\_w---\--ml '
22:02 22:03 22104 22:05 | 22:06 22:07 22:08 22:09 2210 _
[. T T T T M Input Kbps: O M Output Kbps: 0 hed| T | r r T T B Input Kbps: 0 M Output Kbps: 0 x|
q 1 » < [ |
Latest ASDM Syslog Messages g0 8 E Latest ASDM Syslog Messages B qE
ASDM logging is disabled.To enable ASDM logging with informational level, click the button below. ASDM logging is disabled.To enable ASDM logging with informational level, click the button below.
Enable Logging Enable Logging
<admin> [15 £ 4 & | 12/2n910:06:04 PM UTC

<admin= 15 G ga 8| [12/2n910:10:54 PM UTC




10.1 ASA Security Device Manager (A

SDM)

Konfiguracia HTTPS/Telnet/SSH

[T} Cinco ASDM 74 for ASA - 19216811

File View Tools Wizards Window Help

@m(%c«:mom@mm
Device Hanagement o 8
B Management Access |

8 1 Device List

.
.

.

P Yiccupris revevss)
v+ 3] Command Line (CL1)
. ﬂﬂem
o 1o
Management Interface
wmequ
S
Bl Maragement Access Rules
LUicensing
System Image /Configuraton
Logong
{1} Smort Colltome
Cloud Web Security
o Ol Users/AAA
+ 23 Certficate Management
. DNS
Advanced

.

== §oR =<
; NIE
(i sove Qyreren Q) oes (Dromed P v CcISCO
Speofy the addresses of all hosts networks which are allowed to access the ASA using ASOMMTTPS Telnet/SSH.
— — (——ee
Type Interface 1P Address Mask Prefix Length Add
hoowprrs ——— leade  [w2.u6813 255.255.255.255 =
Delete

Mitp Settngs

7| Enable MTTP Server
Port Number: E*5
Ide Temeout: 20 mrutes

| Session Timeout: minutes
Requre dent certficate to access ASOM on the following nterfaces

Interfaces: -
Teket Settngs
Telhet Timeout: 5 mirutes
SSH Settings
Alowed SSH Version(s): 162 «
SSH Tmeout: S minutes
DH Key Exchange: o Growp 1 Growp 14

ool - Reset =
<admn> 15 o B B nspsmsaement




SSH

OV?r?d%(jylce Access Configuration Configure SSH Settings

’ el i
Specify the addresses of all hosts/networks which are allowed to access the ASA using ASDM/MHTTPS /Telnet/SSH.

Type Interface IP Address Mask Prefix Length
ASDMMTTPS inside 192.168.1.3 255,2585.255.255

192. 168.1.3

[ Add Device Access Configuration [=t5+) |

Access Type: *) ASDM/HTTPS () Telnet @ SSH
Interface Name: nsde v Hitp Settings

7 Enable HTTP Server

IP Address: 192.168.1.3 Port Number: 443
Idie Tmeout: 2 minutes

Mask: 255.255.255.255 v e R

Require dient certificate to access ASDM on the following interfaces
] Interfaces: -

oK | Cancel |[ Hep

Teinet Settings
Teinet Timeout: 5 minutes

SSH Settings
Allowed SSH Version(s): 2 v

SSH Timeout: 5 minutes

DH Key Exchange: ) Growp 1 @ Group 14
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Otestovanie HTTP pripojenia cez Packet Tracer

QEMU (PC-B) - TightVNC Viewer

N EIE Y i Y N

s B Cisco ASDM Packet Tracer - 192.168.1.1 - O X

Select the packet type and supply the packet parameters. Click Start to trace the packet,
‘@ Interface: Packet Type ® TCP O UDP O SCTP O IcMP O IP )
[] SGTnumber| | (0-65535) =}

Source: [192.168.1.3 | Destination: [209.165.200.225 | |k Saata ‘
.1 Source Port: |1500 lv‘ Destination Port: |http |v| % Clear

w7 |m7 Device List

Show animation

o FLOW-CREATION

o ROUTE-LOOKUP

o ADJACENCY-LOOKUP

9 RESULT - The packet is allowed.

] 9 s d .= D (* 2%
inside QO0S | NAT | QoS | NAT | IF Options | Flow | Route | AD]ACENCYi UMEND...
1 Lookup Lookup Lookup creation Lookup =
4 »
P | Phase ‘Acti.”| ‘
?| |eaccEsS-UIST v |4
3| | = ROUTE-LOOKUP v
oNAT v
o NAT v
o|P-OPTIONS "4
°>Q0S v = L
o NAT ' -
H | eqos W TL
1 | oNAT v -
oIP-OPTIONS v =
v
v
v
v

uTc
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10.1 ASA Security Device Manager (ASDM)

Konfiguracia casu

Nastavenie casu

r
[Z) Cisco ASDM 7.4 for ASA - 19216811
File View Tools Wizards Window Help

@m'oﬁfaw.momm (g sove Q¥ retresn | ) mack () Forvare ?Heb

_ | Device Setup & §  Coofiguration > Device Setup > System Time > Clock
¢ ||| 97 Srpwiawd Configure the ASA date and dock.
B Interfaces

. ) o:,. Routng

[a || @ Device NamePasswocd
System Time

(. o Clod Date

NTP Apr 14, 2015 -
Time

Tme: 16 : 43 : 31  Hhummiss (24hour)

Update Deplayed Time

Use NTP to Change the
System Time

[ Ooannnde

Time Zone:  (GMT00:00) UTC, Abdjan, Banpd, Bssau, Conakry, Dakar, Lome, M

File View Tools

@) rome G%Conﬁgnun () Montomng | (g save Q¥ Refesn | ) sack () o

Wizards

__\DevloeSemp -

==
=

l
=

530 Tome, Tenbukty, Reylgavik, ... v

[ Cisco ASDM 7.4 for ASA - 19216811

F=% Eo] d

l'|'l|'|'
cisco

o

Window Help

a

B

= [P startup Wizard

&3 Interfaces
+) 0:" Routing
@2 Device Name Password
= 0 System Time
Clock

8t

Manually Change
the System Time

CDHeb

 Confiquration > Device Setup > System Time > NTP
Configure NTP servers and define authentication keys and values.

| 1P Address Interface

[7] Enable NTP authentication

Preferred?

Key Number  Trusted Key? [i_ Add__ 3




10.1 ASA Security Device Manager (ASDM)

Konfiguracia predvolenej statickej cesty

r

[ Cisco ASDM 7.4 for ASA - 192.168.1.1

File View Tools Wizards Window

@ Home Jf,} Configuration D Monitoring ['] save Q¥ Refresh O Back () Forwe

Device Setup 5 o
= \) Startup Wizard
L B3 Interfaces
- 0.)0 ROUDNG
= +2» Static Routes
¢ ‘4%, Route Maps
= B IPV4 Prefix Rules
#) 428 OSPF
# 78, OSPFV3
4 %8, RIP
) 4@, EIGRP
¥) g2, BGP
# +g% Multicast
(3 Proxy ARP/Neighbor Discove
@° Device Name Password
= @) System Time
@ Clock
® ntP

Help

Confiquration > Device Setup > Routing

This section contains the following items:
- Static Routes
- M
- [PV4 Prefix Rules
SPF
- OSPFv3
-RIP
- EIGRP
-BGP
- Multicast

- Proxy ARP Neighbor Discovery

QEMU (PC-B) - TightVNC Viewer - O x
BHED NS efonan B & Q&&|H
{ File View Tools Wizards Window Help Type topic to search | 'l' III
L] L] L]
@ Home @% Configuration E”:l Monitoring Q Save G Refresh o Back \) ? Help CISCO
‘ % Device Setup ' & cConfiguration > Device Setu, !Rnutin > Static Routes 2
= @
@ @* Startup Wizard Spacify statl e
% o &} Interface Settings pecn‘yis stic routes
&l e 3 R_gumg Filter: = - - o
q +3+ Static Routes ] Edit Static Route N
Route Maps Interfad Add
iz IPV4 Prefix Rules | Interface: |nutside ‘v‘
B3 IPv6 Prefix Rules outside T
o 4gh OSPF Network: |anyd |_I F
o < RIP Gateway IP: |209.165.200.225 |- | wetric; [1
o 24 EIGRP
o= 4% BGP Options
o 4@ ISIS
o <34 BFD @® None
o 4 Multicast © Tunneled (Default tunnel gateway for VPN traffic)
[ Proxy ARP/Meighbor [

o2 Device Name/Password
¢ @ System Time
© clock
Qe

<] Ii ] [»
&9 Device Setup
% Firewall

85 Remote Access VPN

@g Site-to-Site VPN

@ Device Management

) Tracked

Track IP Address

| Monitoring Options ‘

Enabling the tracked option starts a job for
monitoring the state of the route, by pinging the
track address provided.

OK H Cancel || Help

Reset ‘

= )|

| Apply |[

<admin> |15

&

12/3/19 5:51:25 PM CEST



Nezabudni na vzdy Apply

Speafy static routes.
Fiter: @) Both IPv4 only IPvé only

Netmask/ Metric/
Interface 1P Address Prefix Length Gateway IP Options

outsde _0.0.0.0 _ [255.255.25... [209.165.2..] ifNone

HH
O

—




10.1 ASA Security Device Manager (ASDM)

Overenie funkcnosti predvolenej statickej cesty

. QEMU (PC-B) - TightVNC Viewer O

BHED NS fonan| D& @&

File View Tools Wizards Window Help ype topic to searct |

@ Home ? Help

0{.:% Configuration

Device Setup

D Monitoring B Save @ Refresh o Back u

@~ Startup Wizard
o B Interface Setting
? *E* Routing

+3» Static Routes
y Route Maps IP Address or Hostname: [10.1.1.1 Port

Packet Type: ® |ICMP O TCP

Destination

@7 =7 Device List

@%OSPF Source
o g OSPFu3
o 2 RIP
**’&EIGRP Address (optiona
o 2 BGP
&*'&ISIS ort ®) Randorn port -/ Start "
o @ BFD eneat(options
o- *2h Multicast
3 Proxy ARP/Ne
@2 Device Name/Pa
? 0 System Time

© clock

O NP Success rate is 100 percent (5/5), round-trip minfavg/max = 10/10/10 ms

Interface {optional): |—— None --

Ping Output:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
L

% Firewall

@%S Remote Access Vi

Clear Output

Site-to-Site VPN Ping I | Close | | Help

E:.‘L Device Management

» Apply Reset ‘

Configuration changes saved successfully. <admin= 15 £ a2 kY & 12/3/19 5:53:55 PM CEST
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Traceroute ASA - PC-C

QEMU (PC-B) - TightVNC Viewer

BEED NS ooy Q@&

File Wiew Tools Wizards Window Help Type topic to search | |I| |||
] ] ]
2 : : o : " s
@ Home Om Configuration D Monitoring Q Save @Refresh o Back \) ? Help CISCO
” Device Setup ' &L configuration = Device Setup > Routing = Static Routes a
ﬁ 3‘9 Startup Wizarg
2 || o & Interface Setiff & Traceroute - 0 X
B || o +3 Routing
- 3+ Static RoU  Host Name or IP Address: [172.16.3.3
& dd
: 'eh Route Map A
fal £4IPV4 Prefif optional Parameters o
B3 IPv6 Prefiy . . Edit
o & OSPF Timeout: ,7 (terautialcec) [_] Specify source interface or IP address
: Delete
> % OSPFY3 Port: (default: 33434) ® Source Interface -]
o 4% RIP : | : Co
*

o *15 EIGRP Probe: {default: 3) ) Source IP

o " BGP Min. & Mas, TTL: | | (defaults: 1 and 30)

o 4 ISIS n. b ' LU & el Reverse resolve [ |Use ICMP

o 484 BFD
o ‘g4 Multicast | Traceroute Output

: = Proxy ARP Type escape sequence to abort. -
@2 Device Name - —
- Tracing the route to 172.16.3.3
¢ © system Time -
Q Clock 1 209.165.200.225 8 msec 10 msec 10 msec
O NP 2 10.1.1.2 40 msec 20 msec 24 msec
3 10.2.2.1 56 msec 60 msec 40 msec =
4 172.16.3.3 101 msec 50 msec SO msec
L1 INR—— -
&-} Device Setup Clear Qutput
-5 Firewall
- Trace Route Close Help ‘
@é Remote Acces
@ Site-to-Site VPN
m) Device Management
» Apply Reset |

Configuration changes saved successfully, <admin=>_ 15 < 2 B 12/3/19 5:55:45 PM CEST
S —




Konfiguracia DHCP sluzby

Ly : -
(L) Cisco ASDM 74 for ASA - 19216811 -
File View Tools Wrzards Window Help b o
alian

(@) rome o contoaaten] (] wrwores | [ sove Qvretresn | Qs () rervt | P e - ~ aisco

.. | Device Management g bl > DHCP Server a
o || ® ¥ Management Access -
¥ & mw Interface DHCP Enabled Address Pool DNS Servers  WINS Servers  DomanName  Ping Timeout Edt
& e gswm image/Configraton | N [N O SO (N (N
(&) || ® 8 ropong outside No .
I {3 Smart Cat-Home
(ml Coud Web Secunity
0 Users/AAA
+ (B Certificate Management
# o
' OHOP Relay
[ JOHCP Server |
. ons
= £3 Advanced « " ’
Gobal DHCP Optons
Enable suto-configuration from nterface: outsde Aow VPN overnde
Enabiing auto-configuration causes the DHCP server to sutomaticaly configure DNS, WINS and the defauit domain name. The values in the Sieids below
take precedence over the suto-configured values.
DNS Server 1: Primary WINS Server:
DNS Server Secondary WINS Server:
Domain Name:
Lease Length: cacs
&g«msmp Png Timeout: ms
3 Frewal Advenced...
% Remote Access VPN Dynamic DNS Settngs for DHCP Server
| Update DNS Server
@gu-m-wm
Update Both Records Override Cient Settings
@mw




Konfiguracia DHCP sluzby
Edit DHCP Server Window

-
[ Edit DHCP Server .3
Interface: inside

DHCP Address Pool: -

Optional Parameters

DNS Server 1: Primary WINS Server:

DNS Server 2: Secondary WINS Server:
Lease Length: seconds  Ping Timeout: milliseconds

Domain Name:

Auto-Configuration

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS and the default doman
name, The values in the fields below take precedence over the auto-configured values.

|| Enable auto-configuration from interface: outside Allow VPN override

Advanced Options
Advanced Parameters : [ Advanced... \

- - ey

Dynamic DNS Settings for DHCP Server
| Update DNS server

Update both records Override cient settings

Lo J[ comd [[ ne

|
L

Configuring DHCP Server Services

-
[ Edit DHCP Server 130
Interface: inside
[V Enable DHCP server

DHCP Address Pool: |192.168.1.10

Optional Parameters
DNS Server 1:

- 192.168.1.41

Primary WINS Server:
DNS Server 2: Secondary WINS Server:

Lease Length: 43,200 seconds  Ping Timeout: milliseconds

Domain Name: conasecurity.com

Auto-Configuration

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS and the default doman
name, The values in the fields below take precedence over the auto-configured values.

| Enable auto-configuration from interface: outside - Allow VPN override

Advanced Options
Advanced Parameters : [»Advmced |

Dynamic DNS Settings for DHCP Server
[ Update DNS server

Update both records Override cient settings
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Konfiguracia AAA s vyuzivanim lokalnej DB ASA

QEMU (PC-B) - TightVNC Viewer - o X
BHED NS R a5 & Q@ E

f&d aEmu (PC-B) - TightVNC Vi - o x

ig iewer f= Add User Account

SEHERD N S| || @ Q@& H

]

i Iclentity
C ASDM 7.9(2) for ASA - 192.168.1.1 - .
1S€o LT Public Key Authentic

File View Tools Wizards Window Help topic to searct " I " I " Public Key Using PKF

- i & VPN Palic
@ Home @% Configuration @ Manitoring G Save ORefresh o Back K) ? Help CIsco Y Password: |“““““*

Confirm Password: |wwmmmm

Username: |admin01

o Device Management o8 Configuration > Device Management > Users/AAA > User Accounts I~
= M @ M A | User authenticated using MSCHAP
.g o g u?g:gisen ceess Create entries in the ASA local user database.
(0] P
o : & aysﬁle:] ITEEIE{COHTSTE Command authorization must be enabled in order for the user account privileges to be enforced. To enable Access Restriction
] L(;%glh\;al ARlty 8nd 53 command authorization, go to Authorization. Select one of the options below to restrict ASDM, SSH. Telnet and Console access.
&l Smart Call-Home AAA authentication console commands must be enabled in order for certain access restrictions to be enforced. To Note: All users have network access, regardless of these settings.
Cloud Web Security enable AAA authentication command go to Authentication. ® Full access(ASDM, SSH. Telnet and Console)
¢ Bl Users/AAA - i 3
%fgﬁsﬂ;ﬁz&?w)@z Username | Privilege Level (Role) | Access Restrictions | WPN Group Folicy | WPN Group Lock | ladd Privilege level is used with command autherization.
£ Authentication Prom enable 15 15 Full NFA /A II Privilege Level: [15 -
H AAA Access J |
By Dynamic Access Polic [ . ) CU login prompt for SSH, Telnet and console (no ASDM access)
£F] User Accounts [
A Password Policy This setting is effective only if "aaa authentication http conscle LOCAL" command is configured.
& Change My Password
Login History
o [ Certificate Management
o (B DHCP g () No ASDM, SSH, Telnet or Console access

o B DNS
' REST API Agent
o @ Advanced

This setting is effective only if "aaa authentication http console LOCAL" and "aaa authorization exec" commands are cor

< | [ I»

&_) Device Setup
gﬂ Firewall -
g% Remote Access VPN —

@ Site-to-Site VPN ; ——
Eindk: @O | Match Case

ﬂ) Device Management

[4]

» Apply Reset ‘ K \ [l |

<admin> |15 el | @1 209 6:02:45 pM cest| | Find: ‘ |

OK | Cancel || Help




Overenie DHCP sluzby

Interface DHCP Enabled Address Pool DNS Servers

192.168.L.10-192.368.041 | [ Jeowseasty..| |
|outside No .

L« m

WINS Servers  Domain Name  Ping Timeout {a—»—]

Global DHCP Options

|| Enable auto-configuration from interface: outside Allow VPN override

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS and the default domain name, The values in the fields below

take precedence over the auto-configured values.
DNS Server 1: Primary WINS Server:

DNS Server 2: Secondary WINS Server:
Domain Name:
Lease Length: S8cs

Ping Timeout:

Dynamic DNS Settings for DHCP Server
|| Update DNS Server

Update Both Records Override Chent Settings
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Konﬁgurama AAA s vyuzivanim lokalnej DB ASA

QEMU (PC-B) - TightWVNC Viewer O X

BSEED NS oo Ron A By @ Q@ &|H

Cisco ASDM 7.9(2) for ASA - 192.168.1.1

File View Tools Wizards Window Help Type topic to search lll |||
L} L} '
@ Horne 03} Configuration [a Monitoring Q Save @ Refresh o Back Q ? Help CISCO
ﬁ Device Management ' fl  Configuration > Device Management > Users/AAA = AAA Access > Authentication &
ﬁ o (B Management Access ) ) }
S |[ o 88 Licensing ( Authentication | Authorization | Accounting
2 || = 88 system Image/Configural
5| be & High Availability and Sca Enable authentication for administrator access to the ASA.
=1 o Logging
m Smart Call-Home
; equire authentication to allow use of privieged mode commands
& Cloud wWeb Security Requi thentication to all f privileged mod d
¢ Users/AlA [ ]Enable Server Group: O Use LOCAL when server group fails
H8 nan Server Groups Q
& LDAP Attribute Map Require authentication for the following types of connections
fie authentication Promg -
B AnA Access v HTTF/ASDM  Server Group: v [J Use LOCAL when server group fails
Dynamic Access Polic . I:
% Uierﬁccounts ] serial Server Group: [J use LOCAL when server group fails
ﬁPassword Folicy — ) Al when o - ile
v] SSH Server Group: |LOCAL Use LOCAL when server group fail
B change My Password - P - x U grou
Login History ] Telnet Server Group: Ouse AL when server group fails
H SE [ LW 3 WE JLP Tal
o [@ certificate Management
o ' DHCP
o B DNS

' REST API Agent
o @ Advanced

gg Remote Access VPN
@ Site-to-Site VPN

@ Device Management

» | Apply | Reset |

Configuration changes saved successfully, <admin=  [15 &= ca & 12/3/19 6:07:55 PM CEST
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Vygenerovanie RSA kluca

QEMU (PC-B) - TightVNC Viewer = O X

SHERD NS R A& e afl|H

F& QEMU (PC-B) - TightVNC Viewer

SEHED I S| R A

File View Tools Wizards Window Help opic to searct ||| ||‘
" L] L]

@ Home D Monitoring B Save @ Refresh o Back \) ";:) Help Cisco

Device Management ' fl  Configuration > Device Management > Certificate Management > Identity Certificates a

& & @&|[

File View Tools Wizards Window Help ype topic to sej

g ﬁ I‘IGIIHHEIIIEIIL SESSIUTT A
@ : = o & @ SN - - - - _
Horne 2| Manitorin Save Refresh Back 2 Hel o oa Add
@ _ D g G 0 o u J . & B3 Management Access
4 | Device Management[3' §  Configuration > Device Management = Certificate Management > Identity % g ;ice:smr_; sconfiaurat Show Details
S | gE TEageTTe T Sese1e =L | GP SYSLEmm Mage/onligura Trustpeint Name: [ASDM _TrustPointl —_—
8 lssued To | lssued By | Expiry Date | Associated Trustpoints | Usage ||[g] ! High Availability and Scal ~ B B Delete
B Management Acces, Legging . O Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key):
O 1188 Licensing = Add Identity Certificate Smart Call-Home : Expo
[al||88 system Image/Configu 2 Cloud Web Security Decryption Passphrase:
# High Availability and Sc : . Ffil Users/ana - " .
fe] Lo?;ging ! Trustpoint Name: ASDM_TrustPoint0 | ﬁM\A Server Groups Es Identity Certificate Request - O X Insital\
Smart Call-Home ) Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private m LDAP Attribute Map
Cloud Web Security s £ Authentication Promp To comtpl(:ztSeRt)he znrollré]intt ptrﬁc%ils. please save the PKCS10 enroliment
£l Users/AnA : i) AAA Access regques and send it to the CA, Mew, .,
il 224 Server Groups File to Import From: Browse B Dynamic Access Policii ) ) _ _
S5 LDAP Attribute Map o8l User Accounts You will then need to install the certificate that is returned from the CA by
&5 Authentication Pron @ Add a new identity certificate: £ Password Policy clicking the Install button in the Identity Certificates panel.
W Ann Access
i} Dynamic Access Pol Key Pair: <Default-RSA-Key= - Show., " B8 Change My Password _
€8 User Accounts — Login History Save CSR to File: [klug| | | Browse... |
A\ Password Policy Certificate Subject DN:  |CN=CCNAS-ASA || select.. B3 ‘C%Zmﬁcate Management
Identity Certificates
E:;r;g:gg;asswor [] Generate self-signed certificate £ CA Certificates | | [ OK | | Cancel ‘ | Help o —
|
3 Certificate Managemer] [ Act as local certificate authority and issue dynamic certificates to TLS-Prox fi' DHCP | ) ) : :
£ Identity Certificates o DNS - Enable CA flag in basic constraints extension
£ CA Certificates . ] [ [ 1»
(' DHCP —e—
DNS . &Qewce Setup .
";ﬂ ‘ 1 I [v] Enable CA flag in basic constraints extension [ Add Certificate ] | cancel | ‘ Help |
T L L P L T %Fjrewa\\
&_) Device Setup Get your Cisco ASA security appliance up and running qqickly with an SSL Advant_age digital certificate from Entrust.
g y | Add Certificate | rrvap— . Help | @Eemote Access VPN Entrust offers Cisco customers a special promotional price for certificates and trial certificates for testing.
g Hirewa . e = T— @ e | Enroll ASA SSL certificate with Entrust ‘
Entrust offers Cisco customers a special promotional price for certificates and tri e e
&S D A W ; s i Using a previously saved certificate signing request, enroll with Entrust,
@ S e | Enroll ASA SSL certificate with Entrust I E;!) Device Management
m) = Using a previously saved certificate signing reguest, enroll with Entrust, » Apply Reset |
Device Management - .
» Apply Reset | Configuration changes saved successfully. <admin> [15 3 2 ke & 12/3/19 6:39:25 PM CEST

<admin= [15 g i & 12/3/19 6:30:05 PM CEST



10.1 ASA Security Device Manager (ASDM)

Otestovanie SSH pristupu na ASA

QEMU (PC-B) - TightVNC Viewer _ o x
SEHERD NS Mo A @ Q@ & | [H

Y gns@gns-pc: ~

il File Actions Edit View Help

gns@gns-pc: ~
401

oupl-shal admin@1@192.

5:54 CEST Dec 3 19 from 192.168.1.3

ASA#
ASA#
ASA#
ASA#H#
ASA#
ASA#
ASA#H#
ASA#
ACA

A
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Cisco Modular Policy Framework (MPF)

QEMU (PC-B) - TightVNC Viewer - O X

SEED I 9|eRana| Qe ad|H

51

QEMU (PC-B) - TightVNC Viewer
e, — Edit Service Policy Rule -lll-lll-
& Il & on At | By | & & @& @ Home 0% Configurati CIsSCcoO
Cisco ASDM 7.9(2) for ASA - 192.168.1.1 Firewall [ Traffic Classification | Default Inspections [ Rule Actions [
B
Fi i Tools Wi Wi Type topic to seard 5 oo
Ele View Tools Wigards Window Help : : o [ BH Access Rules (“Protocol Inspection | Connection Settings | QoS | MetFlow | User Statistics | Cluster | ofE
@ Home 033 Configuration @ Monitoring LB Save @ Refresh o Back \‘) ? Help '§ g NAT F{ulesl y Q Not Uset
Senvice Paolicy R Select all i ti I L
- - - - - . o | Select all inspection rules
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@ B3 : S fall| BFEthertype Rules LJ Cloud Web Securit P —— ~
< NAT_FLuIes . | % Add - [ Edit | fif Delete =) *Add - (5 Fublic Servers oud Web Security onfigure,..
2 &L‘ Sem;elecy Rules “EL URL Filtering Ser] [ ] DCERPC Configure
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B B FllLer Rules | Name | # |Enabled Match | Source & Identity Options DNS Configure... DNS Inspect Map: migrated_dns_map_1
&4 Ethertype Rules PP T = I
A ¢ Global; Policy: global_policy &8 \dentity by Trust i =
Public § - : = ; S [v] ESMTP Configure...
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Threat Detection
@” |dentity Options @ anyd > Ob!gcts H.323 H.225 Configure...
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B4 WM Attribute Agent & inside-network/24 o & Advanced [v] H.323 RAS Configure... |
o 3 Botnet Traffic Filter af outside-network/29 [ IHTTP Configure...
o Objects -
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&_} Device Setup []IPSec-Pass-Thru Configure...
g] Firewall & IPv6 onrigure =
Eﬁ-) Device Setup &‘g Remote Access VI
E-?a Firewsall &4 steto-site veN
gg Remote Access VPN @ Device Managemsg
= o ][ cancel |[_sep
@ Siteto-Site VPN
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5. Cast’: Konfiguracia DMZ, statického NAT a ACL

QEMU (PC-B) - TightVNC Viewer — O Y

SHERD IS @A e e

N
5 ] ) File View Tools ) ) . i
QEMU (PC-B) - TightVNC Viewer - = -0 [ General | Advanced | IPv6 il I Il | K]
BEED IS @R b Qa0 a @ @ Home| o conf g cisco
Flle View Taols Weards Window Help . Device Setup Hardware Port: GigabitEthernet0/0 ‘ Configure Hardware Properties... g
@ Home [ZI Monitoring Q Save G Refresh o Back \) ? H @ t:-,?cah Startup W Bridge Group: ﬂ ]
. . . . = (| ¢ & Interface 3 Interface Name: [drmz | IE
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o +§ OSPF g o 4& RIP v| Enable Interface B
- ’:& OSPFv3 Management0/0 o ,& EIGRP =
o 42 RIP o- 484 BGP
o & EIGRP o & 1SS
o 4gt BGP o 42 BFD IP Address
o4 1SS o 4 Multic ; ; :
o 4gt BFD B ® Use Static IP (U Obtain Address via DHCP () Use PPPoE
o 4gh Multicast o Devpigz)ﬁ; "
% Proxy ARP/Neighbor O 2 )
o Dewce}{glramefPas%word ¢ © System Tif .2 2.166.2.1
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© cClock Q© TP
O TP A
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‘ll]“ <] I ] o s o
&9 Device Setup [ ] Enable traffic between two or more interfaces which are cq Device Sety
"% Firewall [ ] Enable traffic between two or more hosts connected to th ;53 Firewall =
3 Fl 2 L
gg Remote Access VPN [JEnable jumbo frame reservation &g Lol Description: | =]
Site-to-Site VPN [_| Enable auto-generation of MAC addresses for subinterfacH Site-to-Site
) Prefix: (If y t enter a prefix, the AS; e
@Dewce Management i %Device Marl
» Apply
<admin> [15 l Cancel l ‘ Help
J 19 7:10:25 PM CE!




10.1 ASA Security Device Manager (ASDM)

Overenie konfiguracie DMZ rozhrania

QEMU (PC-B) - TightVNC Viewer - O X
BEHED NS | Ron B & Qaa|HE
File Wiew Tools Wizards Window Help Type topic to search 'I' 'I'
] L} ]
{? i i e P i )
@ Home G{g Configuration D Monitoring Q Save @Refresh o Back \) OD Help CISCO
w Device Setup ' Bl cConfiguration > Device Setup > Interface Settings > Interfaces % |
; 9@ Startup Wizard Securit
2 || ¢ &3 Interface Settings Interface Name Zone Route Map State e Y IP Address Add «
3 &3 Interfaces — ]
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gﬂ Firewall [ Enable traffic between two or more hosts connected to the same interface
&g Rernote Access VPN [] Enable jumbo frame reservation
gg site-to-Site VPN || Enable auto-generation of MAC addresses for subinterfaces .
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E;!) Device Management
» | Apply ‘ Reset |
<admin> (15 G |48 & [12/3/19 7:12:05 PM CE¢
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Konfiguracia DMZ servera

QEMU (PC-B) - TightVNC Viewer
BEED NG oA Qe|E

File Wiew Tools Wizards Window Help Type topic to search

aloadn
@ Home[ﬂ Monitoring B Save GRefresh o Back \_) ‘? Help

CISCO
” Firewall ' i configuration > Firewall > Public Servers g
5 = g
e a;?e;’jl::les Define the servers and services that you would like to expose to an outside interface.
E Q Service Policy Rules Private Interface| Private IP Address| Private Service | Public Interface| Public IP Address| Public Service Add
] ﬁ AAA Rules £ Add Public Server
— g Filter Rules ‘ Edit
[a]]| EgEthertype Ruld )00 thig panel to define the server that you wish to expose to a public interface. You will need to S
% PUbnc_ SemrS specify the private interface, address of the server, and the service to be exposed. Finally, specify the ‘ Delet
"5 URL Filtering & pyplic interface, address, and service in which the server will be seen,
& Threat Detect
& Identity Option Private Interface: |dmz |v
&g \dentity by Tru )
B UM Attribute A Private IP Address:
o & Botnet Traffic _ . .
o [ Objects Private Service: |
o Unified Commi - \
o Advanced Public Interface: outside lv
Public IP Address: |209.165.200.227 :l
Options
[] Specify Public Service if different from Private Service. This will enable the static PAT,
Public Service J TCP or UDP service only) @
&9 Device Setup
= i 0K | [ Cancel ‘ ‘ Help
% Firewall

@g Remote Access VPN
Site-to-Site VPN

@) Device Management

admin0l 15 £ i 8| [12/3/18 7:17:15 PM CE¢
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Konfiguracia DMZ servera

QEMU (PC-B) - TightVNC Viewer

R QEMU (PC-B) - TightVNC Viewer BEHED N S| e at| By & e @ &|H
BHED NS @R f Qe el

File Wew Tools Wizards Window Help

File View Tools Wizards Window Help Type topic to s @H

-'.'ZT:“ topic to search

s Browse Private IP Address

= X °
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== % add | [ Edit | [ Delete| | @ Where Used | @ Not Used
| Fin S )
2l |4 add Q Not Used z Filter:| ]
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g — ; 7 Network Objects
i Name ~l] P Address | MNetmask | Description [Object NAT Add..| Agent Name attrf [al = DMZ-Server|192.168.2.3 PCA
.
fal
= Add Network Object
Name:; DMZ-Server
-
Type: [Host 19
IP Version: ® IPvd O IPv6 :
IP Address: [192.168.2.3
Description: [Pc-a
NAT
[cancel ] [_sip

Selected Private IP Address

| Private IP Address -> DMZ-Server
Selected Private IP Address

TR D M, |

|
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Povolenie sluzieb

E= Browse Private Service - 0
% Add -~ Q wWhere Used‘
Filter: |

Name |Protocol| Source Ports |Destination Po..| ICMP | Description
e sip tep-udp 5060 A
I sunrpc  tep-udp 111
I tacacs tcp-udp 49
5E talk tep-udp 517
ﬂaltema,,, icrnp 5]
ﬂccrwerm icmp 31
e echo icmp 8
o echo-r... icmp 0
o inforrn... icmp 16 | ]
¥ inform... icrp 15 '
Jmask-r... icmp 18 -
o mask-r... icmp 17
g mobile-... icmp 32
o param... icmp 12
e redirect icmp 5
ﬂrouter-... icrmp 9
o router-... icmp 10
g source... icmp 4
Jtlme—ex... icmp 11
&timest... icrmp 14 =

Selected Private Service

Private Service -=> | |tcp/ftp, tep/http, icmp/echo, icmp/echo-reply

0K | Ccancel
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DMZ — zhrnutie

f= Add Public Server -
Use this panel to define the server that you wish to expose to a public interface. ¥You will need to
specify the private interface, address of the server, and the service to be exposed. Finally, specify the
public interface, address, and service in which the server will be seen,
Private Interface: |dmz v
Private IP Address: DMZ-Server
Private Service:; tep/ftp, tep/http, icmp/echo, icmp/echo-reply ..
Public Interface: outside -
Public IP Address: |209.165.200.227 [ . ]
Options
|| Specify Public Service if different from Private Service. This will enable the static PAT,
Public Service J TCP or UDP service only) @
(] 4 Cancel ‘ l Help
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Nové ACL

QEMU (PC-B) - TightVNC Viewer
SHED N S| eoRom At By & Q@@ |

File Wiew Tnols Wizards Window Help [Type topic to search
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URL 5 i
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Monitoring prevadzky v ASDM

f= QEMU (PC-B) - TightVNC Viewer - O *
BEHED NS @A & @eH File Window Help

File Wiew Tools Wizards Window Help Type topic to search ‘I' '|‘ " G Export 6 Print ‘? Help
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il IPY6 DHCP Relay Bind
¥ IPVS DHCP Client PD | Graph Window Title: [Cisco ASDM 7.9(2) for ASA -192.168.1.1 - Graph (2) |~
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#
B
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W Dynamic ACLs Byte Counts Add == Interface outside, Packet Counts o
¢ 8 Interface Graphs Facket Rates <
e g
B2 inside Drop Packet Count g
&3 outside Buffer Resources a
wie) IPv6 Neighbor Discovery Packet Errors ¥
¥ PPPOE Client Miscellaneous
Collision Counts
Input Queue
£l I Output Queue
@mteﬂaces
B
Botnet Traffic Filter
4;%Bouting o I- [ -I-- - N l . . I
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10.2 ASA VPN konfiguracia

Po dokonceni tejto podkapitoly by ste mali vediet’:

« Nakonfigurovat’ Site-to-site VPN na ASA

« Vysvetlit' rozdiel medzi client-based a clientless VPN
 Nakonfigurovat’ remote-access VPN na ASA

 Nakonfigurovat’ remote-access VPN s pouzitim
clientless SSL VPN



10.2. ASA VPN Configuration

ASA VPN

= Vytvorenie VPN spojenia medzi inou ASA alebo ISR (Integrated Service
Routers)

= Komunikacia prostrednictvom vytvorenim zabezpeceného pripojenia cez
siet TCP / IP (internet)

= Sifrovanie




10.2. ASA VPN Configuration

5 krokov konfiguracie ISR

Konfiguracia Internet Security Association and Key Management
Protocol (ISAKMP) pre IKE

Konfiguracia |IPsec politiky pre IKE

Konfiguracia ACL pre nasSu prevadzku

Konfiguracia crypto map pre IPsec

Aplikacia krypto map na interface z ktorého vychadza prevadzka
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Site-to-Site VPN

= Vytvorenie Sifrovaného spojenia medzi dvoma sietami

VLAN2
(outside)
209.165.200.224/29 209.165.201.0/30
CCNASA-ASA
/ S0/0/1
C :
11 GO/
FO/24) 192.168.1.0/24 FO/S
VLAN1 172.16.3.0/24
{inside)
Fo/18 FO/18
Internal PC-A (S External
Host Host

172.16.3.3
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Konfiguracia ASA Site-to-site VPN pouzitim ASDM

= Step 1. Launch the Site-to-Site VPN wizard.

(L Cisco ASOM 7.4 for ASA - 19216811
File View Tools | Wizards | Window Help
(@) vome o cont __ Startup Wizard... Do A rovard D reo
= 1 VPN Wizards P I Site-to-site VPN Wizard... \
y High Availability and Scalsbility Wizard.. AnyConnect VPN Wizard... b
. S8 Oxvent Unified Communication Wizard... Clientless SSL VPN Wizard...
£ | |Devlinfor ASOM Identity Certificate Wizard... Psec (IKEv) Remote Access VPN Wizard... l
(= Genera | ua Packet Capture Wizard... ‘ [ nter face 1P Address/Mask Une
I -
N pae el S 4
ASA Version:  9.2(3) Device Uptime: Od Oh 18m 8s
ASDM Version: 7.4(1) Device Type:  ASA 5505 . e 4 ° ﬁ




10.2. ASA VPN Configuration

= Step 2. ldentify the peer device

mwvﬁnmww@d

Steps Peer Device Identfication
1. Introduction This st=p lets you iden®fy the peer VPN device by its [P address and the nterface used to access the peer.
2. Peer Device
Identification Peer [P Address: 209.165.201.1
3. Traffc to protect
4 Seamty VPN Access Interface: | outside -
5. NAT Exormpt
6. Summery

[ <sock |[ Mext> |
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= Step 3. ldentify interesting traffic

| &
[T Site-to-se VPN Connection Setup Wizard

Steps Traffic to protect
1. Introducton This step lets you identfy the local network and remote network between which the traffic is © be protected using IPsec encryption.

2. Peer Device 1dentficatio
iNetwerk:  inside 24
3. Traffic to protect o e

4. Security Renote Network: | 172, 36,3.0

5. NAT Exempt

6. Summary

[ <8ac |[ Next> |
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= Step 4. Secure the selected traffic

= Simple Configuration
= Customized Configuration

Steps

1. Introducton

2, Peer Device Identificatio
3. Trafec to protect

4. Securnity

5. NAT Exompt

6. Summary

[ Site-to-site VPN Connection Setup Wizard

Seaunity
This st=p lets you seaure the selectad traffic,

9@ Smple Configuraton
ASA uses the pre-shared ey entered here to authenticate ths dewice with the peer. ASOM wil select common IKE and ISAOMP secunty parameters for
that will allow tunnel establshment. 1t i recommended that this option is also selected when configuring the remote peer.

Preshared Key:
Customized Configur ation

You can use pre-shared ey or agital cortficate for authentcation sith the peer device. You can also fine tune the data enaryption aigorithms ASOM
seiected for you.

’’’’ ) Gnd | [ hep |
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= Step 5. Determine whether NAT should be exempted

-
7T Site-to-site VPN Connection Setup Wizard o
Shers NAT Exenmpit
L. Introduchon This st=p alows you o exempt the local network addresses from network Translaton,
2. Peer Deviee Jdentificatin
V' Exampt ASA gide host netwark from address trardation  side

3. Tral®c to orotect

4. Sequrty

5. NAT Exempt

5, Summary

Help

< Back { Next > ||
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= Step 6. Verify and commit the configuration.

VPN Wizard

(T} Site-to-site VPN Connection Setup Wizard

Summer y
Here 15 the summary of the configurabon.

| Nama

= Sammary
Peer Device P Address
VN Access Inerface

Protectad Traffic

IXE Yersicn Allowed
= Authenbcabon Methed
EvL

WEv2

= Encryption Pokcy
Perfect Forveard Secrecy (PFS)
HIKE vl

TXE Paky

Value

209, 165.201,1

oulsce

Locsl Network: 192168, 1.0/2¢
Remote Netveork: 172,16.3.0
E vergon 1 and IXE versco L

Use ore-shared kay

Use ore-sharad kay when loca devce accass the peer
Use pre -share key when peer device access the local device

Disabled

Oack-ses4ha, rea-Si)-aes-aha, prehare-aesahs, ack-aes-1924ha,
rsa-sg-oes-152sha, preshare-ses-152<hs, ceck-ees-256+ha,
rsasg-o=s-256-shs, pre-share-oes-250<sha, cadi-Jdes—sha, reasig-Jdessha,
pre-share-3des-sha, cradk-des-gha, rsa-sg-des-sha, pre-share-des—<ha
ESP-AES-128-54A, ESF-AES-123-MDS, ESF-AES-192-5HA, ESP-AES-152-MDS,
ESP-AES-256-54A, ESP-AES-255-MDS, ESP-30ES SHA, ESP-IDES MDS5,
ESP-DES-SHA, ESPDESMDS

m
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= Step 7. Verifying Site-to-Site VPNs Using ASDM

| AT - A \
728 Concs ASDOA 7.4 for 254 - 19236811 ol o
l Flde View Tools Weads Wndow Help . '||"'|'-
;@ma;’acmw[_)m s e Qreven Q) ok (D romt| P v cI1sco
;( v G5 Monteoes > PN > YISl > Sexsiens Tan
= [ B o suvens ]
; L Yoewsora
X ! Cryptm Stavstes Tye Avie Curdote Pean Coraurent raceve
Ia Comgresson Statsics S -t0 S0 N ] ] i
- EncryDton Sstcs WEv i Puec ! ' 1
- Glodal IXE Psex S1tss
Pronoiod Satets
B AN Magong Sessora
@ ) Certess 52 N
» 5 Eaoy W% Clent
PN Cannection Graghe Fiter Oy: Paa Ste-te-S0e v A Saeons - Fiter
B WSA Sessors
Convecton Profle ool Logn Tere Syoes T
P Adresn Ererypton Duraten Bytes Ry

34

Q’Wﬁ:«

w
.
] T0 50rt VPN sesm0ns, nght-cick 0n the sbove tabie and seiect Tabie Sart Crder $0m popup mery,
&3'@"" Loont By~ Al Sessons ~ - Logout Sesmons
oo [ Retet |

Last Updated: 42435 324 15 7
B v eaarmurc

Dota Retreshed Successiy aone 2 SR




10.2 ASA VPN Configuration

IPsec vs SSL

= |nternet protocol security (Ipsec) a Secure Socket Layer (SSL) su dve
hlavné technologie vyuzivané pre remote-access VPN

= |Psec:
= L3 VPN technoldgia
= Vlyzaduje predinstalovaného VPN klienta (napr. Cisco AnyConnect)
= Podporuje vsetky typy aplikacii
= Poskytuje silnu enkrypciu a celkovu bezpecCnost
= SSL:
= L7 VPN technoldgia
= Nevyzaduje ziadny VPN softver
= Umoznuje pristup k sluzbam, suborom a webstrankam
= Umoznuje posielanie e-mailov, pouzivanie TCP-based aplikacii a prehliadac
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ASA SSL VPNs

= Cisco ISR a ASA poskytuju technologie IPsec a SSL VPN integrované na
jedinej platforme s jednotnou spravou

= ASA poskytuje tri typy rieSeni VPN so vzdialenym pristupom

= |[KEV1 je implementovany pri pripajani k starsim klientom VPN, ako je
napriklad klient Cisco VPN

= |[KEV2 je implementovany pre novsich klientov VPN, ako je napriklad klient
Cisco AnyConnect Secure Mobility Client

() Cisco ASDM 7.4 for ASA - 19216811
File View Tools | Wizards | Window Help

@ Home O‘:fa Con Startup Wizard.. ™ sack N Foward | D Heo
1 ‘ VPN Wizards p Site-to-site VPN Wizard...
= ‘ High Availability and Scalability Wizard... AnyConnect VPN Wizard..
LY
553 Device ‘ Unified Communication Wizard... Clientless SSL VPN Wizard... ‘
avice Informe ASDM Identity Certificate Wizard... ’ IPsec (IKEvl) Remote Access VPN Wizard... !
General | Licy Packet Capture Wizard.. " | | Interface 1P AddressMask Line
N dmz 192.168.2.1/24 o
: nside 192,168.1.1/24
ASA Version:  9.2(3) Device Uptime: 0d Oh 18m 8s ' : ‘ 0.
outside 209.165.200.226/27 ©

ASDM Version: 7.4(1) Device Type: ASA 5505




10.2 ASA VPN Configuration

Client-Based SSL VPN

= Client-Based SSL VPN poskytuje uplné tunelové rieSenie
= Vyzaduje sa instalacia klientskej aplikacie na koncove zariadenie

= Poskytuje uplny pristup ku zdrojom
vo firemnej sieti

= Cisco poskytuje Cisco AnyConnect
Secure Mobility Client

User Computer
with Browser

=t

Cisco AnyConnect
Secure Mobility Client

Headquarters

-
Sl v - - ———
Betetac e — —

il

Workplace Resources




10.2. ASA VPN Configuration

Clientless SSL VPN

= Clientless model umoznuje pristup k zdrojom vo firemnej sieti

= VPN so vzdialenym pristupom k ASA prostrednictvom weboveho
prehliadaca

= Cisco ASA je pouzivana ako proxy Headauartes
zariadenie ku zdrojom v sieti it Browser

= Cisco ASA poskytuje web portal J N
interface na navigaciu v sieti s vyuzitim
port-forwardingu j

= Jednoduchsie na nasadenie ako o momect

client-based SSL VPN

Workplace Resources




10.2. ASA VPN Configuration

Konfiguracia Clientles SSL VPN na ASA

= ASDM poskytuje dva nastroje na pociatoCnu konfiguraciu clientless SSL
VPN na. ASA ':ncma.mumw-m.mx.x | ;—:n—ﬁ_@‘

Fle View Teols Wusrds Window Help = e
. . L]

= ASDM Assisstant 8 ore By coton [ s e Q| @ o | P e | ~ 'tisco

RemoteAccess VP & 8 Confauration > Remote Access YPTL» Intreduction O
- ARl .
= VPN wizard v Ry
Gl Sess SR VPN Access
M €8 Camy VPN Rercte Remote Accecs VPN provides seQure, Qustomzable 0onnections o Conporate networks and appications 10 users at home or on the read.
| 5o AsALocHl Users
Most Scan 3 The ASDM Assatant Suadies you ttep By hep Srouch e configraton of the Bree Types of Remcts Accoss VPN,
i Seaure Desknop Manager
5 33 Ceruficate Management
Y Larguage Localzanon 30—“”{ VPN Remote Access (unng Web Bromuer)
O Server
o TH 55 o [Poac (D ) VPN Remote Access (Lsing Ceco AyCoanmest Cherl)
g Acvarcred

P! Prec(div 1) VPN Remaote Access (using Cisco VRN Clent)

<adnn> 15 $E8 B 4ass0xsAMUTC




10.2. ASA VPN Configuration

Lab 3 - Configure Clientless Remote Access SSL VPNs
Using ASA- 5506-X ASDM

= Konfiguracia SSL VPN pouzivatelského rozhrania
= Konfiguracia autentifikacie
= Konfiguracia group policy pre VPN

= Konfiguracia bookmark list-u (URL adresy, ktoré su nakonfigurované na
pouzivanie vo webovom portali clientless SSL VPN)

= Qverenie
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