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VPNs - Virtual Private Networks

Upon completion of this section, you should be
able to:

Describe VPNs and their benefits.
Compare site-to-site and remote-access VPNSs.



VPN Overview




VPN - remote access solution

= Why do | need remote access?

= Businesses typically need to o VPN
address remote access to a ( |
company's network for reasons: o ]
= Integration of branch networks with <= 1™
headquarters i

= E.g. access from the branch office
network (s) to headquarters services
(internal services and servers)

= Customer access to the company's
internal services

= E.g. various production systems for the
supply of goods and services

= Teleworking/Homeworking
= Allowing employees to work from home
= Freelancing




Remote access solutions

Solution requirements

= Each of the previous options requires:

= Broadband / fast access

= Various services (VolP, TelePresence, sharing, etc.)

= Secure access

= Broadband and fast access solutions

= Speed higher than 200kbps

= Cable / DSL/ WiFi/ WiMAX/ Fiber (,Always-on“ technologies)
= |tis necessary to consider when choosing

= Price, speed
= Security
= Simplicity and reliability
= Secure access solution
= Private VPN services ISP

= e.g. VPLS via MPLS to SK, Frame Relay and so on

= L3 VPN over the public internet
= This is how the CCNA understands it

Headguarters Branch Office(s)
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VPNs as understood in CCNA

VPN basics

= Virtual Private Networks

= Technically, private end-to-end network,
through which organizations connect their private parts
(eg branches)

= Typically, realized over physical infrastructure Pobocka 1

of SPs (third-party networks) 1

= Realization => virtual
Pobotka 2 Fyzicka topoldgia (Underlay)

Logicka topologia (Overlay)

Centrala

Interconnection — a network tunnel
- over existing networks
of ISP providers

= Creating so-called Overlay (VPN tunnel network)
= On top of so-called Underlay (ISP networks)

= Note: At present, VPN is already mainly understood as a secure (encrypted) network created via
IPSec in the form of a tunnel




VPN - basics

What is protocol tunneling?

Many times, it is necessary to create the illusion of a new network over an existing
network

= The existing network does not know the protocol we need to transfer through it or the
service we want to use

= We want to use the existing network only as a transport, but from the point of view of our
internal network it should be almost invisible

= We need to link multiple sites, potentially with a private address range

= We do not trust the existing network and we want to transfer data through it in a secure
way

Tunneling is a technique in which packets of one type are Tunnel endpoints

repackaged into new packets
= The original packets become a payload into which

Transit | Tunneled = Tunnel
Internetworl pay|oad
header

Transit
internetworlk




VPN - basics

Tunneling protocols - terminology

Transmitted protocol (passenger protocol)

= A protocol whose datagrams we need to tunnel over an existing network
= |Pv4 or IPv6

Auxiliary tunneling protocol (carrier protocol)

= A protocol whose header is appended to the datagrams of the transmitted
protocol

= |t allows you to identify the transmitted protocol, implement security,
authentication and other functions
= With us GRE

Carrier protocol (transport protocol)

= The protocol on which the existing network works and inside of which we
transport the datagrams of the transmitted protocol wrapped in the auxiliary
tunneling protocol

= |Pv4 or IPv6



VPN - basics

Tunneling protocols

= Tunneling can be performed with or without an auxiliary tunneling protocol
= Tunneling with the Auxiliary Tunneling Protocol

= Tunneled (passenger) packets are wrapped in the auxiliary tunneling protocol header,
and then re-inserted into new packets

= Authentication options, multiple tunnels between the same devices, different types of
tunneled protocols, encryption

= Potentially higher overhead

= For example: GRE, L2TP, PPTP Tunnel endpoints
= Tunneling without an auxiliary tunneling protocol |
= Tunneled packets are inserted directly into ranst ork

new packets
= Minimum overhead
= Limited options
= For example: IP-in-1P, IPv6-in-IPv4

<

Payload Payload

Transit ‘ Tunneled = Tunnel

Internetwork payload
header




VPN - basics

What do we need to implement VPN?

= What we need to implement
VPN?

= VPN gateway/s SN

= Network devices between or against Businoss Parmer with
which VPN tunnels are created 7 Cisco Router
= They implement the support of the

necessary VPN protocols in their OS

e
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= Example: ay =R
= Router, Firewall, Cisco Adaptive Regil,ln;.iomcewnh
Security Appliance (ASA), VPN s Cisco ASA (:ptj

Server, VPN concentrator, etc.

= |deally, the VPN gateway should
have hardware encryption support
SOHO with a Cisco Mobile Worker with Cisco

| VPN Client Router AnyConnect

= VPN software running on a
computer/terminal OS

e S
-




VPNs

VPN types in terms of deployment options

= Site-to-Site VPN

It interconnects a VPN gateway to a VPN
gateway

= Entire networks, e.g. branches with
headquarters

All activities implemented on VPN gateways

= No software is required on the end PCs, they
have no idea about a VPN

= Remote Access VPN

Used to connect individual PCs to the VPN

gateway,
= e.g. for access to headquarters

Client-based or non-client based

Client has no
knowledge of VPN

Internet

VPN Terminating Device VPN Terminating Device

Client initiates VPN
connection

Internet

VPN Terminating Device




VPN types in terms of who manages them

" Enterprise VPN = Private VPN services
= The establishment and removal of VPN .
IS managed by the company itself prowded by SP /ISP
= By own employees on their VPN devices = Setting up and managing a VPN
= Site-to-site VPN solution technologies service is ordered as a turnkey
) IC;'_“;E (unencrypted) product from a specific ISP
. ec (encrypted) :
= GRE over IPSec (encrypted) prowder
= Cisco Dynamic Multipoint Virtual Private - ot ohi
Network (DMVPN) We are currently distinguishing
= Cisco IPsec Virtual Tunnel Interface (VTI) = Layer 2 MPLS VPN
" Remote-a_ccess VPN solution = Layer 3 MPLS VPN
teﬁh_”dog\'/le:il o PSes VPN = Qut of CCNA Scope
= Using a client: ec _
= With or without a VPN client: SSL VPN = Legacy, but obsolete solutions

= Frame Relay, ATM Asynchronous
Transfer Mode



Private VPN Services SP (CCNA does not cover)

= |[SP => Guaranteed Service

= Stability, speed, loss, safety, etc.

= For this purpose, the ISP builds its own
WAN only for customers of this service - ISP

= Rather for companies => price

= E.g. only setting up 34Mbps MPLS
service

= 9950 Euro with DPH

= Types of private VPN services
= L3VPN (via MPLS) WAN

= Customer routers exchange updates
with ISP routers

= L2VPN (via MPLS)

= Customer routers exchange updates
directly




VPNs as understood in CCNA

VPN basics

= VPN advantages

Cost savings

= Teleworking, mobility, use of cheap Internet for
secure access to the corporate network

Scalability

= Easy management of adding / removing users and
networks through the creation of a new tunnel

Compatibility, resp. independence from

broadband Internet connection technologies

Security

= When using encrypted solutions with authentication
(or solutions from ISPs) a high level of
communication security




Types and possibilities of VPN

solutions - a closer look




Remote-Access VPN




Headquarters

User Computer
with Browser

Remote-Access VPN 3

= Primarily intended for mobile

workers / homeworkers / —

company partners

= The user connects from his NB / | cieopncomes secure
mobile / tablet to the employer's

N etWO rk Workplace Resources
= Creates a tunnel from your device
to configured VPN gateway = Secure type of dynamic VPN

= By starting the client application

= VPN offers

= Access to specific services behind a
VPN gateway,

= Access to web / file server, etc.

= Created only for a certain time

= When the required action is
completed, the user turns it off




& VPN Client | Properties for "Firewall.cx" ﬁ

Remote-Access VPN

Connection Entry:

VPN gateway connection options — il
Hu::ust:|_
= TWO dlﬁerent Remote ACCGSS VPN SOIUtlonS le:;?t;izﬁl.lm::i::pmt ] e LDilj:lJ:I -,_’ln:-up Authentication
. Client'based VPN - L3 |PSGC VPN and L4 SSL VPN Name:. |.:.:|_|E[-j'|’.'-.r-'|:'[-j .
= The installed and configured VPN software is required on Password: [
the end device Er e

= |[PSec examples: Cisco IPSec client (older version), Cisco
AnyConnect Secure Mobility Client (current software), built-in
IPSec in Win 10 (KIS) (L2TP over IPsec)

= SSL VPN:Cisco AnyConnect, FortiClient, other
= Disadvantages: Erase User Pasoword | — oo

= The VPN client must be installed and configured correctly .

= Each time a user wants to connect, he must start the client
= Advantages:

= Works for all services from L3 up

= Client-less L4 VPN - SSL VPN

= No need to install a client => SSL VPN (TLS - Transport
Layer Security)

= Uses PKIl infrastructure of keys and certificates

= Currently popular, but only suitable for some services
from L4 up

= Primarily accessible through a Web browser

{ Cerificate Authentication

Mame: | J ’

I Send CA Certfficate Chain




: _ -

le Help
@ FortiClient VPN
# & 0 0 a

C O n n e ct i vi ty Upgrade to the full version to access additional features and receive technical support.

‘ VPN Connected ‘
= Routing |
= Full routing I ee— ®
= Everything is routed to remote GW
and then out s

Duration 00:00:12
Bytes Received 10.27 KB

= Good to enforce company polices

= Split routing

= For local breakout

= Only some prefixes are routed to — .-
remote site

= Other internet access
go out locally

= Especially needed in  |iiiasiadsed 0000 Gateway Interface Metric

Command Prompt

[Pv4 Route Table

192.168.10.1 192.168.10.108 281
Cloud era 10.50. 10.215.152.2 10.215.152.° 1
On-link : NeW
10.215.152.2 : 5.152.° : h
10.215.152.2 : 5.152. : routes
10. Neo A .. 152.- ..

192.168.18.1




Comparison IPsec vs. SSL VPN
Attribute __ |IPSec_____|ssL

Application support
Authentication level

Encryption level

Connection complexity

Connection options

Extensive - support for all applications
from L3 up

High - two-way authentication with
passwords or certificates

High - key size from 56 to 256 bits, many
types of algorithms

Medium - because it requires client
installation and configuration

Limited - only a device with a client, client
support for different OS is limited

Limited - support for web
applications and file sharing only

Medium high - one and two way
authentication

Medium to high - key size from
40 to 256 bits, fewer algorithm
types

Low - just a web browser

Extensive - can use any device
with a browser



Site — to — Site VPN




Site — to — Site VPN

Client has no Internet

knowledge of VPN

VPN Terminating Device VPN Terminating Device
= |t uses the concept of tunneling between two network devices
= Cisco Site-to-Site VPN Solutions
= GRE
= unencrypted, so it is no longer recommended
= |[PSec — we do extra
= encrypted VPN, routing problem

= GRE over IPSec:
= solves routing problem, config. overhead

= Cisco Dynamic Multipoint Virtual Private Network (DMVPN):
= addresses overhead GREoverIPsec configuration

= |Psec Virtual Tunnel Interface (VTI)

= SD-WAN




Generic Routing Encapsulation — GRE

= GRE is a Layer 3 auxiliary tunneling
protocol

= |t supports different types of tunneled packets
= E.g. IPv4, IPvG, IPX...

= Creates a virtual point-to-point connection
between a pair of routers B Neswort

= |t also allows you to transfer multicast traffic (Transport Protocol)

= GRE characteristics
= |s stateless, without data flow control Tra%nsport Protocol
= GRE does not provide security l

= no confidentiality, authentication or integrity
checking

= |tis inserted into IP packets, the overhead of
GRE tunnels is 24B T

(Carrier Protocal)

- Passenger ProtoCo| e

IP GRE IP TCP Data

= 20B for the new IP header and 4B for the GRE
header

= |t creates a "normal" interface with an IP
address on the router

= |t can therefore be inserted into the routing process

Carrier Protocol




IPsec

= Presented on next few slides....




GRE over IPsec
= |n reality, we have the following problem:

= GRE = |PSec
= |t supports routing via the GRE = is encrypted
interface

= but in the common configuration it does
not have an interface in Cisco I0Se

= Unable to start routing over it

= However, it is unencrypted => it is not
recommended to use it separately in a
"living" environment

= Solution => connect and deploy both => GRE over IPsec

192.168.1.0 24 Daec VPN 10.10.10.0 j24
— R ) - GRE Tunnel } — ——
o . — Original IP Packet . e
Go/0/0 — S Go/ /0

=

Internet

Email Server




SD-WAN - application and ,,cloud-centric* solution

Centrala / DC | SDWAN “SDWAN | POBOCKA
CPE =i CPE | (HomeOffice)

kontrolér

= SD-WAN = SDN + cloud + WAN siete + virtualizacia + automatizacia + bezpecnost’
= Autondmne riadenie siete podla poZiadaviek aplikacii (SLA a kvalitu sluzby (QoS))




Simple GRE configuration

B

(Generic Routing Encapsulation)

Site-to-site GRE tunnels



GRE tunnel configuration

= GRE tunnels are represented on a router by a virtual Tunnel interface
= The Tunnel interface must be manually defined
= Own IP address (like any other interface)
= Sender's IP address
= Sending interface or IP address of the sending interface
= The IP address of the carrier of the carrier packets
= Tunneling mode

= A pair of Tunnel interfaces on different routers that communicate must meet these
criteria:

= Tunnel's own IP addresses must be on the same network (as well as on a pair of
interconnected interfaces)

= The sender's and recipient's |IP addresses must correspond to each other (the
sender's IP on one router must match the recipient's IP on the other router and vice
versa)

* The default bandwidth of the Tunnel interface is 9 Kbps
= Think of EIGRP or OSPF metrics
= |tis recommended to increase it to a realistic value




GRE tunnel configuration example

GRE Tunnel Configuration

192.168.2.1 192.168.2.2

Tunneld GRE Tunnel Tunneld

1 1

209.165.201.1 222.1.2.3
hostname Bratislava hostname Kosice
! !
interface Serial0/0/0 interface Serial0/0/0
ip address 209.165.201.1 255.255.255.0 ip address 222.1.2.3 255.255.255.0
no shut no shut
! !
interface TunnelO interface Tunnel?
bandwidth 1000 bandwidth 1000
tunnel source s0/0/0 tunnel source s0/0/0
! Or ! Or
! tunnel source 209.165.201.1 ! tunnel source 222.1.2.3
tunnel destination 223.1.2.3 tunnel destination 209.165.201.1
tunnel mode gre ip ! OPTIONAL tunnel mode gre ip ! OPTIONAL
ip address 192.168.2.1 255.255.255.0 ip address 192.168.2.2 255.255.255.0
! !
router ospf 1 router ospf 1
network 192.168.2.0 0.0.0.255 area O network 192.168.2.0 0.0.0.255 area O




Diagnostics

Tunnel interface status

= GRE Tunnel interfaces will be "up, protocol up” if all of the following
conditions are met at the same time

The interface has a defined source and destination commands tunnel source,
tunnel destination

= The tunnel has a valid source and destination IP defined

The real interface from which we borrow the source IP in the tunnel source
command is in the "up, protocol up" state

= The source IP address must be alive

In the routing table, we can find the path to the opposite end of the tunnel defined
by the command tunnel destination
= According to our RT, the destination IP address must be reachable

If GRE Keepalive is enabled, the other party responds to our Keepalive packets

= The interior of the transport network must be able to deliver packets between the ends of the
tunnel



Verification

Branch# show interfaces tunnel 0

TunnelO is up, line protocol is up
Hardware is Tunnel
Internet address is 192.168.2.1/24
MTU 17916 bytes, BW 100 Kbit/sec, DLY 50000 usec,

reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 209.165.201.1, destination 223.1.2.3
Tunnel protocol/transport GRE/IP
Key disabled, sequencing disabled
Checksumming of packets disabled

Tunnel TTL 255
Fast tunneling enabled
Tunnel transport MTU 1476 bytes
Tunnel transmit bandwidth 1000 (kbps)
Tunnel receive bandwidth 1000 (kbps)
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

<output omitted>




IPsec VPN — Components and
function

Upon completion of this section, you should be able
to:

 Describe the IPsec protocol and its basic
functions.

« Compare AH and ESP protocols.
 Describe the IKE protocol.



Introduction to IPsec




Internet Protocol Security

IPsec VPNs

IPsec is a series of IETF standards that
describe how IP packets are securely
transmitted

It does not relate to a specific algorithm /
mechanism

= Encryption, authentication or other security
algorithm / mechanism

= Able to use various existing and future
mechanisms

He works as a tunneling mechanism on L3
ISO OSI

= |t thus secures L3 packets and evrything over
L3

= in IPv4 added, requires a client
= in IPv6 native component

= Type of connection
= Site-to-site even remote-access

VPNs

|

Business Partner with
a Cisco Router

Regional Office with
a Cisco ASA Firewall

_____ CDrpDr‘ale
oo Mobile Worker with

2 Cisco Router Cisco AnyConnect

Main Site

Perimeter
Router

Cisco
ASA Firewall




Internet Protocol Security

IPsec Technology

IPsec .
Framework Choices

ESP ESP +
AH

IPsec Protocol

Confidentiality

Integrity

Authentication

Note: The set of used parameters creates the so-called
Security association (SA)

= |Psec provides CIA features
= Four IPsec building blocks

IPsec framework protocol

= Packet transmission solutions (ESP, AH,
ESP+AH)

Data confidentiality (Confidentiality)

= Encryption so that the message cannot be
decrypted and read (DES, 3DES, AES ...)

Data integrity (Integrity)

= Proof that the message was not modified
= Achieved by hashing (MD5 or SHA).
Sender authentication

(Authentication)

= Proof. that the report is not a scam and came
from who | think it is.

= Achieved by authentication (PSK or RSA)

and Diffie-Hellman
= Secure exchange of encryption keys



IPsec — protocol framework




IPsec Framework

IPsec Protocol Framework (cont.)

= |t defines the way IPsec works => two basic

Framework

OneS: Choices

" AUthenticatiOn header (AH) IPsec ProtocoE ﬂ
= |t protects the complete content of the packet, including the T T T T

fixed parts of the IP header,
= |t does not provide encryption
= Does not like NAT (rewrites of IP addresses in the header)
= Encapsulation Security Payload (ESP)
= Protects the payload of the packet by encryption
= |t does not secure the packet header in transport mode
= |t additionally protects authenticity and integrity

= Notes

= The use of AS or ESP determines what other CIA
options will be on offer

= AH is currently rarely used, ESP very often (ASA
firewalls do not support AH at all)

= AH and ESP can be used simultaneously




IPsec Framework

Authentication Header (AH)

* Provide

= Authenticity and Integrity
= Does not provide

= Confidentiality
= Transmited in plaintext

il

All data in plaintext

= Both sides are using one way Choices
hash function ntegrity
= Using a shared secret key

= AH functions are applied to the B oot
entire packet

= Except TTL and Checksum .




IPsec Protocols

Authentication Header (AH)

IP Header + Data + Key

“

IP Header + Data + Key |
Internet

Internet

Recomputed Hash
(O0OABCDEF)

Received Hash




IPsec Framework

Encapsulation Security Protocol (ESP)
* Provides full CIA

Data payload is encrypted

= Confidentiality by encrypting the
payload

= Authentication
= and Integrity

= With NULL encrypt algorithm
same as AH

= Authentication is performed first
= Encryption is performed second

oices




Untrusted Network

IPsec - modes of operation

= Tunnel mode -
Clgla%::: Hel:::i‘er Hderts TCP Data
= Appends a new |IP header and
tunnels the original IP packet Transport Mode
. . . . IP | Ext ESP EsP | EsP
without its modification Header | Hdrs| Header |TCP EData : Trailer| Auth
«—— Encryple =
= Preferred method today TR Authenticatse '
Mew IP| Ext ESP P Ext ESP | ESP
[ | Header| Hdrs| Header [|Header|Hdrs TCP Data Trailer| Auth
Transport mode : S

r

Authenticated

= Keeps the original IP header
= On Cisco routers, the transport

Original IP Exi
Packet |Header | Hdrs | TCF Data

mode is used only if the sender Srancoariiicds
1 P Ex Authent.
(author) of the packet is the router Header |Hars| ‘Header |TCP| Data
|tse|f — Authenticated (except for mutable fields) ——=
Tunne| Mode
New IP | Ext Authent. IP Ext TCP Dat
, , _ _ Header|Hdrs| Header |Header|Hdrs ald
Note. Pic. From http://www.ipv6now.com.au/primers/IPv6PacketSecurity.php

«— Authenticated (except for mutable fields in new IP Header) —



http://www.ipv6now.com.au/primers/IPv6PacketSecurity.php

IPsec Framework

Confidentiality with Encryption

= |t uses encryption techniques
= Converts the original message to
its ciphered variant
= To make the encryption work

properly

= Both the sender and the recipient
must know the rules used to
transform the original message into
its coded form and back.

= The rules are based on

algorithms and associated keys.

= Decryption is extremely difficult (or
impossible) without the right key

Pay to Jeremy 2100 Pay to Jeremy
Cine Hundred Dollars ~* ~* Oine Hundred Ciallars
Emcryption  Decryption
Algarithon Algarithmn
dghiDxE7MNMopSeR dahiDxE7MMopSeR
U781 0PtV Bnd 5TR 4 UTE10FPotyY Bnd 5TR

Intermeat !
Hrmmm... | cannot read a thing
—A
Unavuthorized Usar

b -

100




IPsec Framework

Encryption Algorithms

Encryption Key "_J_._f Pre-zhared key ’f Decrypticn Key
= Two main types:

= Symmetric algorithms l l
= Same key for encryption and decryption —
= DES, 3DES, AES, SEAL, RC ciphers
= They differ in speed, key strength (56-256b) —— — —
= Lower safety, high speed texdt

= Asymmetric algorithms

= Another key for encryption, another for
decryption

= Uses RSA and PKI
= Private and public key Twa separala keys

] ! ] Encryption Key which are not : : 2 Decryption Key
= Higher security, however, are slower if they want l shared l

Decrypt

more resources
= Both use encryption keys

= Balance between length (safer) and resource Encrypt
consumption and time

= Problem: how do you exchange keys? Plaintext Encn/pled Flaintext
= Algorithm selection
= Durability, speed, credibility, key strength

Decrypt




IPsec Framework

IPsec Data Integrity

I

Plaintext Message

I

= A means of getting the recipient to know that

the message has not been manipulated with
= QOriginal sender

= Generates a hash of the sent message

= Which he sends with the message itself.
= Recipient

= Creates its own hash from the received

message
= Analyzes the message and the received hash

= |If they are the same, the recipient can be
reasonably sure of the integrity of the original
message.

= Problem:

= |t is not possible to verify that the hash itself
has not been manipulated

= Mechanisms => Hashing
= MD5 (key 182-bit)
= fast but breakable is no longer recommended
= or SHA (160/256/512-bit)

SHA Hash Function

Hashed Message

—— —
—_—— ——m
|
= =
—
— —
— —
— ——
— ——
— —

Pay to Alex 5100.00 Pay to Jeremy 51000.00

One Hundred and 00/100 Dollars One Thousand and 007100 Dollars

4ehiDx67NMop3 12ehgPx67MNMoX

Starting Hash Ending Hash




IPsec Framework

IPsec Authentication

= |s the other side the team | think it is?

= Before the communication path can be considered secure, the device at the
other end of the VPN tunnel must be authenticated

= |Psec supports two authentication methods
* Pre-shared key (PSK)
= Signatures Rivest, Shamir and Adleman (RSA)

Remote Office Corporate Office
Internet
»
HR Servers




IPsec - PSK Authentication

= Pre-shared key (PSK)

= The key is entered on each neighbor manually by the admin, easy manual
configuration

= Uses symmetric encryption => key transfer problem

= The solution is not very scalable (key on every neighbor, many neighbors, many
keys)

Local Remote

Auth. Key 1 + n Auth. Key

Information Informallon

Hash Algorithm Hash Algorithm
Internet

Authenticating Hash
(Hash_L)

Cumpuled Hash

Received Hash (Hash_L)




IPsec RSA authentication

= Signatures Rivest, Local Remote
Shamir and &
Auth. Ke Auth. Ke + m
Adleman(RSA) yj Information ' 1 Information
= |t uses a digital signature Hash Hash
to transmit certificates
= Digital certificates T
exchanged between
neighbors are used to =

Private Key

authenticate neighbors T . > e

. neryption Algorithm
= |t uses asymmetric E “'pt -

Public Key T

algorithms for encryption \

T Digital Certificate

Digital —
Certificate + Digital Signature




IPsec Framework

Key exchange via Diffie-Hellman

= Symmetric encryption algorithms (DES, 3DES and AES) as well as hashing
algorithms (MD5 and SHA-1)

= They require a symmetric shared secret key to perform encryption and decryption.
= But how to transfer the key through an untrusted environment?

= Solves Diffie Hellman (DH) algorithm
= DH is not an encryption algorithm

= |t is a method by which two parties can securely agree on encryption keys without the
keys themselves being transmitted

= The algorithm allows both neighbors to generate the same password without
communicating at any time

beforehand Description Diffie-Hellman Algorithm
. Timeline 1976
- There are mUItIple grOUpS by Type of Algorithm Asymmetric
key length = DH groups Key Size (in bits) 512, 1024, 2048, 3072, 4096
= |tis part of IPsec for the Speed Slow
. Time to Crack Unknown but considered safe using keys of
bUlId phase (Assuming a computer could try 255 keys per 2048 or higher
second)
Resource Consumption Medium




IPsec Framework

Diffie-Hellman Key Exchange

= Multi-step procedure

1) The two sides must first agree on two
numbers to share

= Numbers do not have to be kept secret

= P: prime number, usually large

= @G: base of the power, usually small

2) Each of the parties will generate a random
private number PRIVATE locally

3) Each party, using G, P and private
number, calculates its Public number (key)
= (GPRIVATE) MOD P = SHARED PUBLIC KEY
4) The Parties shall exchange their Public
Keys over an unencrypted network

5) Each party calculates a secret key using
G, P and the received public number

= (SHARED_PUBLICFPRVATEYMOD P = SECRET
KEY

= |tis the same on both sides
= Can be used for symmetric encryption

~

Private = 5§

-

(6*7) MOD 13
(7776) MOD 13
Public = 2

e

Shared Secret = 3

(9*%) MOD 13
(59649) MOD 13

NI |

i

J

— Y 1—

/Hglle upon two numherm——--

P Prime Mumber 13 '
G Generatorof P &

r Randomly generate a Private Key ]

Calculate Public Key:
{GAPr‘i\ra‘te} MOD P

[ Exchange Public Keys ]

|

Calculate the Shared Secret
(Shared Public~Privatey wop p

_K\"_ T N A __/;_

¢ ™
(6*%) mob 13

(1296) MOD 13
Public = 9

L h A

[

(2*%) mob 13
(16) MOD 13
shared Secret = 3

- /




IPsec Framework

Diffie-Hellman groups

= In practice, there are (O~ (D
numbered so-called DH _/’_[ T".LLTEIZ.'""Z?} —
groups G GeneratorofP 6 -
= The group number determines || ([ Randomtypomaren s rvnty ]| [ gy

how long is the DH key e [c..m.mpuh.kw] i (o o 13 b
= DH groups 1, 2 and 5 should no || Feic-2 (2Privete) o ¢ i -s |
longer be used [_Exchange Public eys | o

= Dh groups
. S g
“ 14, key: 2048b|t0V (g.-ﬁ] MOD 13 [ Calculate the Shared Secret ] (zn"; MOD 13
= 15, key: 3072bitov D | | (shared Punic ) mo e )

= 14, key: 4096bitov Y ) e Y




Simple IPsec configuration




Establish a connection between IPsec neighbors

= |t is necessary to realize
= =>We set up an encrypted IPsec VPN over an insecure Internet with a remote
"unknown" gateway
= VPN gateways therefore need to resolve number of issues:
= How do | know that a distant neighbor is the one to be and is not a stranger or a
stranger?
= Handled by authentication
= How do we exchange encryption keys to encrypt data over the insecure internet?
= We don't have a secure channel yet
= What symmetric algorithm to use for data encryption?
= What password to use for encryption / decryption
= Which traffic will be encrypted and which will not?
= What IPsec protocol and mode of operation will we use for VPN ?

= And many others....




IKEv1

Estalalisl‘ling of a connection between IPsec Frlleighbors
ost ost

1. Host A sends interesting traffic to Host B.

2. Routers A and B negotiate an IKE Phase 1 session.

3. Routers A and B negotiate an IKE Phase 2 session.

IPsec SA < IKE Phase 2 > IPsec SA

4. Information is exchanged via the IPsec tunnel.

— . —

5. The IPsec tunnel is terminated.




Connection creation: IKE phase 1 (IKE SA)

IKE phase 1

= Authenticates neighbors and manage ISAMP policies (ISAKMP Security Associations)

= Creates a secure channel for IKE Phase 2 (It does not negotiates the characteristics of
the IPsec tunnel itself]

= Has two modes, Main and aggressive (uses different number of exchanged messages)

U s S Ny g o S N s Sy _—--—-___—--——---——1

» | KE phase 1 has three Steps: ] Phase 1 - Negotiate ISAKMP policy 1o create a tunner. |

= ISAKMP policy agreement : potcy 10 potcy 15 :
= Cipher / hash key exchange using Diffie- | & & |
He”man algorithm | MNegotiate ISAKMP policy o PSK _)F( PSK o Megotiate ISAKMP policy |
= Verification of neighbors' identity ‘l fetme ietme |
- What are ISAKMP policies? H |
What encryption algorithm? (confident.) l| :
= What hashing algorithm? (integr.) [ 2 > @ |
. What Diffie-HeIIman grOUp? : DH key exchange e i - | 9 DH key exchange :
= What way to verify your identity?(auth.) ( [
. Llfe_tlme . . : WVerify the peeridenﬁtﬁ_.re - > OVerify the peer identity II
= ldentity verification IR i W |
= According to the method agreed in the first - T - T T e -
Step Phase 2 - Negotiate IPsec policy for sending secure traffic across the tunnel.

Negotiate IPsec policy - > Megotiate IPsec policy




Establishing a connection between IPsec neighbors

= The creation of an IPsec tunnel is not done in advance

= Tunneling always triggers the arrival of a first packet (so called packet of
interest) transmitted from the one network to another

= Upon arrival of such a packet (identified by the ACL)

= Both phases will take place and connection security associations will be
established

= Their use is tied to the lifetime determined by the configuration

= |Psec is terminated after a period of inactivity and lifetime
= And created till after




Connection creation: IKE phase 2

Host A Host B

I~ =,

10.0.1.3 : : 192.168.1.3

€ MNegotiate IPsec >
Security Parameters

= |KE Phase 2 is responsible for arranging how IPsec will select packets for
encryption and how packets is going to be encrypted between neighbors

= What IPsec protocol - AH, ESP, AH + ESP? transformation set
Which mode - tunnel or transport?

What encryption algorithm?

What hashing mechanism??

What encryption keys ? (DH)
What will be the lifetime of the agreed information?



IPsec Negotiation

o 5 o IPsec VPN Negotiation:
10001 ul ﬁ m !'1"" w1 StEF' 1 - HﬂSt .IE'\ EE"':IS
HJ-E © o & interesting traffic to Host B.

IPsec VPN Negotiation: U O
Step 2 - R1 and R2 .._l-ﬁ @ ﬁ_l—. -
negotiate an IKE Phase 1 ot & © N

SEession. (4] E Prass 1
e

IPsec VPN Negotiation:

Step3-R1andR2 m $|—'

negotate an IKE Phase
2 session.

Lt

m*—*‘_




IPsec Negotiation

- ..—‘_é 2] @_I—. _ IPsec VPN Negotiation:
B .  Step 4 - Information is
© :

o
&' exchanged via |IPsec tunnel.

N

P Tunna

IPsec VPN Negotiation: = 5, o
Step 5 - The IPsec m 3|—. s
. o .
4

IRt

funnel 1= terminated.




Site-to-Site IPsec VPN configuration

/,.,J (with IKEv1)
v
/\‘ )




IPsec configuration steps

= |Psec configuration procedure
= Establish at least one ISAKMP policy for phase 1
= Create at least one transformation set for phase 2

= Create an ACL that specifies what to provide using IPsec
= When the arrival of the packet starts IPSec processing

= Create an encryption map that specifies what the ACL should provide with the ACL and how
= Till the arrival of the packet starts IPSec processing

= Apply an encryption map to the output interface
= Note:
= |n the example, the Internet is used only as a backup connection for a private WAN

192.168.1.0 /24 10.10.10.0 /24

|

NAT Pool Email Server
& 209165200233 |, 104010.238
209.165.200.237 /29 SLEEeE

/l 209.165.200.240 /29 [=]

Branch Server NAT Pool

192.168.1.254 209.165.200.249 —
(209.165.200.254) 209.165.200.253/29




Complete IPsec VPN Branch Router configuration

ISAKMP Policy
Specifies the initial VPN
security details

Branch# conf t

Branch (config)# crypto isakmp policy 1 0 o
Branch (config-isakmp) # encryption aes 256

Branch (config-isakmp)# hash sha

Branch (config-isakmp)# lifetime 3600 IPsec trans. set
Branch (config-isakmp)# authentication pre-share Specifies how
Branch (config-isakmp) # group 24 9 the IPsec packet
Branch (config-isakmp) # exit .

Branch (config)# crypto isakmp key ciscol23 address 209.165.200.226 will be

! Specifikuj IPSec transformacnu sadu encapsulated
Branch (config)# crypto ipsec transform-set MOJA TR SADA esp-aes esp-sha-hmac @:—3des

Branch (cfg-crypto-trans) # exit Crypto ACL

! Specifikuj prevadzku, ktora bude sifrovana

Branch (config)# access-list 110 permit ip 192.168.1.0 0.0.0.255 10.10.10.0 0.0.0.255 N
Branch (config) # that will trigger the

Branch (config) # VPN to activate

Branch (config)# crypto map MOJA MAPA 10 ipsec-isakmp 9 I
% NOTE: This new crypto map will remain disabled until a peer .
! Mapa spoji kroky dokopy, t.j. na akeho suseda aku Tr.Sadu + ake ACL VPN Tunnel Information
! Moze mat viac blokov pre viac susedov Creates the crypto map

Specifies the traffic

Branch (config-crypto-map)# set transform-set MOJA TR SADA @ that combines the
Branch (config-crypto-map) # set peer 209.165.200.226 ISAKMP policy, IPsec
Branch (config-crypto-map) # match address 110 transform set, VPN peer
Branch (config-crypto-map) # exit address, and crypto ACL
Branch (config)# int s0/0/1 6

Branch (config-if) #

Branch (config-if) # ~Z Apply the Crypto Map

Branch# |dentifies which interface is actively looking




Default ISAKMP Policy

= |SAKMP policy

= Zariadenie ma default politiku s predefinovanymi vlastnostami
= Konfiguraciou vytvarame vlastné
= M6zeme pouzit rézne per suseda

R1# show crypto isakmp default policy

Default IKE policy
Default protection suite of priority 635507
encryption algorithm: AES - Advanced Encryption Standard (128 bit keys).
hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-Adleman Signature
- Diffie-Hellman group: o0 (1536 bit)
lifetime: 86400 seconds, no volume limit

Default protection suite of priority 65508

encryption algorithm: AES - Advanced Encryption Standard (128 bit keys).
hash algorithm: sacure Hash Standard

authentication method: Pre-Shared Key

Diffie-Hellman group: #5 (1536 bit)




IPsec Transform Set

XYZCORP

- KOnflg mnOiiny ‘Iﬂ.ift‘le.ti:fﬁd 192_15r,3it§.12.:};24
Sifrovacich a '
hasovacich
algoritmov

= Mbze obsahovat

Internet

s0/0/0
172.30.2.1

S0/0/0
172.30.2.2

10.0.1.3 192.168.1.3

Rl (config)# crypto ipsec transform-set 7
WORD Transform set tag

Rl (config)# crypto ipsec transform-set R1-R2 ?

viac kombinacii ab-mdS-hmac  AH-HMAC-MDS transform
ah-sha-hmac AH-HMAC-SHA transform
o S ah-sha256-hmac  AH-HMAC-SHA256 transform
pre IGpSlU ZhOdU SO ah-sha384-hmac  AH-HMAC-SHA3B84 transform
susedom a vyssiu ah-sha512-hmac  AH-HMAC-SHAS512 transform
, . . . comp-lzs IF Compression using the LZ53 compression algorithm
uroven beZpeCnOStl esp-3des ESP transform using 3DES(EDE) cipher (168 bits)

esp-aes ESP transform using AES cipher

esp-des ESP transform using DES cipher (56 bits)
esp-gcm ESP transform using GCM cipher

esp-gmac ESP transform using GMAC cipher
esp-md5-hmac ESP transform using HMAC-MD5 auth
esp-null ESP transform w/o cipher

esp-s5eal ESP transform using SEAL cipher (160 bits)
esp-sha-hmac ESP transform using HMAC-SHA auth
esp-sha2b6-hmac ESP transform using HMAC-SHR256 auth
esp-sha38d-hmac ESP transform using HMAC-SHA384 auth
esp-shaSl2-hmac ESP transform using HMAC-SHRS512 auth




IPsec configuration example (ISR routers)

! BRANCH ena
e ¢ cont t
crypto isakmp policy 1 crypto isakmp pol_lcy 1 256

encryption aes 256 encryption aes 25

hash sha hash sha

authentication pre-share authentication pre-share

group 24 group 24
crypto isak;x:LEe ciscol23 address 209.165.200.226 exit
crgto ipsecptragsform—set MOJA TR SADA esp-aes esp-sha256- crypto :_Lsaka key ciscol23 address 209.165.200.242
hmac crypto ipsec transform-set MOJA TR SADA esp-aes esp-
access-list 110 permit ip 192.168.1.0 0.0.0.255 10.10.10.0 sha256-hmac
0.0.0.255 access-list 110 permit ip 10.10.10.0 0.0.0.255
crypto map MOJA MAPA 10 ipsec-isakmp 192.168.1.0 0.0.0.255

::t tz:i:sgggmizgtzgngng_SADA crypto map MOJA MAPA 10 ipsec-isakmp

matcﬁ address 110 set transform-set MOJA TR SADA

exit set peer 209.165.200.242
int s 1/0 match address 110

crypto map MOJA MAPA exit

end int s 1/1
wE mem crypto map MOJA MAPA

end -
wWr mem

1
192.168.1.0/24 Branch?*?

Internet 226 HQ 10.10.10.0/24
w2255 209.165.200.224/29

'3'1,0 ) (S1/1°
k ISP )




Verification

= Displays configured ISAKMP policies
= Show crypto isakmp policy
Display PSK key
= sh crypto isakmp key
= Display IKE phase 1 SA
= |t can be seen only when phase 1 is over
= Sh crypto isakmp sa

= View config and status of Sapre Ipsec
= Sh crypto ipsec sa

= Show crypto map
= Show crypto map

= Show crypto session




Verification

Branch# sh crypto isakmp policy

Global IKE policy
Protection suite of priority 1
encryption algorithm: AES - Advanced Encryption Standard (256 bit keys).
hash algorithm: Secure Hash Standard
authentication method: Pre-Shared Key
Diffie-Hellman group: #24 (2048 bit, 256 bit subgroup)
lifetime: 86400 seconds, no volume limit

Branch# sh crypto isakmp key
Keyring Hostname/Address Preshared Key

default 209.165.200.226 ciscol23

Branch#sh crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst src state conn-id status
209.165.200.226 209.165.200.242 QM IDLE 1001 ACTIVE

IPv6 Crypto ISAKMP SA




Verification

Branch#ish crypto isakmp sa detail
Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
T - cTCP encapsulation, X - IKE Extended Authentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption
IPv4 Crypto ISAKMP SA

C-id Local Remote I-VRF Status Encr Hash Auth DH Lifetime Cap.
1001 209.165.200.242 209.165.200.226 ACTIVE aes sha psk 24 23:54:29
Engine-id:Conn-id = SW:1

IPv6 Crypto ISAKMP SA

Branch#sh crypto session
Crypto session current status

Interface: Seriall/O0
Session status: UP-ACTIVE
Peer: 209.165.200.226 port 500
Session ID: O
IKEvl SA: local 209.165.200.242/500 remote 209.165.200.226/500 Active
IPSEC FLOW: permit ip 192.168.1.0/255.255.255.0 10.10.10.0/255.255.255.0
Active SAs: 2, origin: crypto map




Verification

Branch#{sh crypto ipsec sa

interface: Seriall/0
Crypto map tag: MY MAP, local addr 209.165.200.242

protected vrf: (none)
local ident (addr/mask/prot/port):
(192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port):
(10.10.10.0/255.255.255.0/0/0)
current _peer 209.165.200.226 port 500
PERMIT, flags={origin is acl,}
#pkts encaps: 14, #pkts encrypt: 14, #pkts digest: 14
#ipkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#ipkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 209.165.200.242, remote crypto endpt.:

209.165.200.226

plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb

Seriall/0
current outbound spi: 0x3486AE69(881241705)
PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox96FAEG6C7 (2533025479)
transform: esp-aes esp-sha256-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: SW:1, sibling flags 80004040, crypto

map: MY MAP

map:

sa timing: remaining key lifetime (k/sec): (4270878/3185)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: O0x3486AE69(881241705)
transform: esp-aes esp-sha256-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: SW:2, sibling flags 80004040, crypto
MY MAP
sa timing: remaining key lifetime (k/sec): (4270877/3185)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

outbound ah sas:




IPsec: Final notes

= |f we have ACLs on the devices, ports must be open for Ipsec
- ESP: UDP/50
« [SAKMP: UDP/500




— Simple GRE over IPsec configuration




Simple GRE over IPsec configuration

= Used if dynamic routing is required to operate exchange network prefixes
between sites

= Otherwise, static routing is required
= Requires
= Configure GRE

= Configure IPsec

= ... however, it need keep in mind that plain packets of the transmitted protocol no longer leave
the output interface, but GRE packets

= Command set peer in the cryptomap must match the address given
In command tunnel destination on the Tunnel interface

= ACLs in the cryptomap must select GRE packets whose source matches the tunnel source
command and the destination of the tunnel destination command




Router config - GRE

! Branch
ena
conf t
int tunnel O
tunnel source s 1/0
tunnel destination 209.165.200.226
tunnel mode gre ip
ip add 172.16.1.1 255.255.255.0
router ospf 1
network 192.168.1.0 0.0.0.255 area O
network 172.16.1.0 0.0.0.255 area 0

'HQ
ena
conf t
int tunnel O
tunnel source s 1/1
tunnel destination 209.165.200.242
tunnel mode gre ip
ip add 172.16.1.2 255.255.255.0
router ospf 1
network 10.10.10.0
network 172.16.1.0

255 area 0

0.0.0.
0.0.0.255 area 0

Fa0/O¢ ~ = —

h242

192.168.1.0/24 Branc

_  GRE over IPsec e
! S1/1 1

Int

226 HQ 10.10.10.0/24

ernet




Router config - preparation

! Branch
ena
conf t
crypto isakmp policy 1
encryption aes 256
hash sha
authentication pre-share
group 24
exit
crypto isakmp key ciscol23 address 209.165.200.226
crypto ipsec transform-set MY TR SET esp-aes esp-
sha256-hmac -
access-list 110 permit gre host 209.165.200.242 host
209.165.200.226
crypto map MY MAP 10 ipsec-isakmp
set transform-set MY TR SET
set peer 209.165.200.226
match address 110
exit
int s 1/0
crypto map MY MAP
end -
Wr mem

Fa0/O ¢
A

h242

192.168.1.0/24 Branc

ena
conf t
crypto isakmp policy 1
encryption aes 256
hash sha
authentication pre-share
group 24
exit
crypto isakmp key ciscol23 address 209.165.200.242
crypto ipsec transform-set MY TR SET esp-aes esp-
sha256-hmac -
access-list 110 permit gre host 209.165.200.226 host
209.165.200.242
crypto map MY MAP 10 ipsec-isakmp
set transform-set MY TR SET
set peer 209.165.200.242
match address 110
exit
int s 1/1
crypto map MY MAP
end -

WX mem

g
226 HQ 10.10.10.0/24
209.165.200.224/29




IPsec in PT

= Implementation of IPSec in P.T 7.3 using 1841 / 19xx requires activation of the
Security feature in |IOS as follows:
= Enter the show version and if is the security feature disable

Technology Technology-package Technology-package
Current Type Next reboot

D S —— e R s Permanent ipbasek®

security disable None None

= OIS d0TI= None None

|
= Enter the command in config mode

Router (config) #license boot module cl1900 technology-package securityk9

= And then
ACCEPT? [yes/no]: yes
Router (config) # End
Router# Copy run startup
Router# reload

= After restart, verify that Security is enabled




Configuration of Site-to-Site IPsec

A+ PSKVPN with IKEv2
_r
3

New
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IKEV2 benefits

= Dead Peer Detection and Network Address Translation-Traversal

= Internet Key Exchange Version 2 (IKEv2) provides built-in support for Dead Peer Detection (DPD) and Network
Address Translation-Traversal (NAT-T)

= Denial of Service Attack Resilience

= EAP Support
= |[KEv2 allows the use of Extensible Authentication Protocol (EAP) for authentication
= And hybrid methods

= Multiple Crypto Engines

= Certificate URLs

= Certificates can be referenced through a URL and hash, instead of being sent within IKEv2 packets, to avoid
fragmentation.

= Reliability and State Management (Windowing)

= |KEv2 uses sequence numbers and acknowledgments to provide reliability, and mandates some error-processing
logistics and shared state management.

= Several possibilities to identify neighbors
= |P address, DNS name, URL

= Several possibilities to apply IPsec
= Using crypto map
= Gre tunnel protection




By Piotr Kupisiewicz — Technical Leader Services - Designing RemoteAccess and Site-toSite IPSec networks with FlexVPN BRKSEC-2881

Comparing IKEv1 & IKEv2

- 4\?

RFC 2408

| Suite-B |
IPSec DOI . KEv2
RFC 2407 Mm, RFC 5996 Secure

/ PSK, RSA-Sig

L —
Options .

Hybrid Auth.

NAT-T

IKE
RFC 2409 -

::.. - . o
Similar but Uses UDP Ports 500 & 4500
Different

Main + Aggressive = INITIAL

Acknowledged Notifications



IKEv1 vs IKEv2

Auth messages

First IPsec SA

Authentication

Security
IKE rekey
I\Iﬁntifies

Message Segmentation

NG Cryptography

6 max
6-9 messages

pubkey-sig, [pubkey-encr], PSK

Vulnerable to DOS attacks
Requires re-auth (expensive)
Fire & Forget

None, relies on IP fragmentation

Supportis stopped*

Open ended

~ 4-6 messages minimum

pubkey-sig, PSK, EAP,
asymmetrical authentication

Anti-clogging, Suite-B Support, ...

No Re-auth

Acknowledged
Protocol built in

Yes



IKEV2 exchanges

Initiator (1) Responder (R)
' IKEV2 Security Association (SA) establishment

IKE_SA_INIT (proposal selection, key exchange)

—

1---- |KE_AUTH lllllk

Mutual authentication & identity exchange
Initial IPSec SAs establishment
Certificate exchange (optional)
Configuration exchange (optional)

CREATE_CHILD_SA

Can be (| = R) with ACK or (R = 1) with ACK
Notifications (SA deletion, liveness check, ...)
Configuration exchange (one or both ways)

INFORMATIONAL




Cisco I0S
Internet Key Exchange Version 2 - CLI Constructs

= |KEv2 Key Ring

= An IKEV2 keyring is a repository of symmetric and asymmetric preshared keys and is independent of the
IKEV1 key ring.

= The IKEV2 keyring is associated with an IKEv2 profile and hence supports a set of peers that match the
IKEV2 profile.

= The IKEv2 key ring gets its VPN routing and forwarding (VRF) context from the associated IKEv2 profile.
= Defined per a peer neighbor

m IKEv2 Proposal

A collection of transforms used in the negotiation of Internet Key Exchange (IKE) security associations
(SAs) as part of the IKE_SA_INIT exchange.

= The transform types used in the negotiation are as follows:
= Encryption algorithm
= Integrity algorithm
= Pseudo-Random Function (PRF) algorithm
= Diffie-Hellman (DH) group
= |KEv2 Policy

= Contains proposals that are used to negotiate the encryption, integrity, PRF algorithms, and DH group in
the IKE_SA_INIT exchange.

= |t can have match statements, which are used as selection criteria to select a policy during negotiation.
= Applied per a peer neighbor




Cisco I0S

Internet Key Exchange Version 2 - CLI Constructs

IKEv2 Profile

= An IKEV2 profile is a repository of nonnegotiable parameters of the IKE SA, such as local or
remote identities, authentication methods and services that are available to authenticated
peers that match the profile.

= An IKEVv2 profile must be attached to either a crypto map or an IPSec profile on the initiator.
= An IKEVv2 profile is not mandatory on the responder.

= Applied per a peer neighbor

= Note: In my case, I'm using the IP address as the identity of my peers.

IPsec transform set

= Transform Set is used to define how the data traffic between IPSec peers is going to be
operated and protected.

ACL

= Crypto ACL is just an ACL created to identify interesting traffic that starts the IPsec tunnel
initialization.

Crypto Map

= Crypto Maps are used to connect all the pieces of IPSec configuration together. A Crypto Map
consists of one or more entries as an ACL, Transform Set, Remote Peer, the lifetime of the
data connections etc



https://nil.uniza.sk/site-to-site-ikev2-ipsec-vpn-using-pre-shared-key-authentication-simple-configuration-example-on-cisco-routers/

Example

Eﬂ[ lpggl 200.248/29 ;g Tﬁgtm 0.232/29
209.165.200.240/29 209.165.200.224/ 29
Branch ISP
242 241 & 225 ]
GigabitEthernet2 GigabitEthernet3
192.168.1.0/ 24 GigabitEthernet1

el

. TinyCoreLinux6.4~1-2
TinyCorelLinux6.4~1-1




Example — router’s

init config

!'BRanch

ena

conf t

hostname BRANCH

int gl

ip add 192.168.1.1 255.255.255.0
ip nat inside

no shut

int g2

ip add 209.165.200.242
255.255.255.248

ip nat outside

no shu

exit

ip access-list extended NAT

10 deny ip 192.168.1.0 0.0.0.255
10.10.10.0 0.0.0.255 1log

20 permit ip 192.168.1.0 0.0.0.255
any log

ip nat inside source list NAT int g2
overload

ip route 0.0.0.0 0.0.0.0 g2
209.165.200.241

ip dhcp pool LAN

network 192.168.1.0 /24
default-router 192.168.1.1

line con 0

logging synchronous

'HQ

ena

conf t

hostname HQ

int gl

ip add 10.10.10.1 255.255.255.0
ip nat inside

no shut

int g3

ip add 209.165.200.226
255.255.255.248

ip nat outside

no shu

exit

ip access-list extended NAT

10 deny ip 10.10.10.0 0.0.0.255
192.168.1.0 0.0.0.255 log

20 permit ip 10.10.10.0 0.0.0.255 any
log

ip nat inside source list NAT int g3
overload

ip route 0.0.0.0 0.0.0.0 g3
209.165.200.225

ip dhcp pool LAN HQ

network 10.10.10.0 /24
default-router 10.10.10.1

Line con 0

logging synchronous

'ISP

ena

conf t

hostname ISP

int g2

ip add 209.165.200.241
255.255.255.248

no shut

int g3

ip add 209.165.200.225
255.255.255.248

no shu

exit

Line con O

logging synchronous
end

wWr mem




Configuring IKEv2 keyring

BRANCH (config) #icrypto ikev2 keyring KEYRING 1

! thare can be several peers identified several ways,

! i'm using peer IP address

BRANCH (config-ikev2-keyring) # peer HQ ROUTER

BRANCH (config-ikev2-keyring-peer) # address 209.165.200.226

BRANCH (config-ikev2-keyring-peer) # pre-shared-key MY PASS ciscol23

HQ (config) # crypto ikev2 keyring KEYRING 1

HQ (config-ikev2-keyring)# peer BRANCH ROUTER

HQ (config-ikev2-keyring-peer)# address 209.165.200.242

HQ (config-ikev2-keyring-peer)# pre-shared-key MY PASS ciscol23




Configuring IKEv2 proposal

'proposal
BRANCH (config) #crypto ikev2 proposal MY IKEV2 PROPOSAL
IKEv2 proposal MUST either have a set of an encryption algorithm other than
aes-gcm, an integrity algorithm and a DH group configured or
encryption algorithm aes-gcm, a prf algorithm and a DH group configured
BRANCH (config-ikev2-proposal) #fencryption aes-gcm-256
BRANCH (config-ikev2-proposal) #prf sha512
BRANCH (config-ikev2-proposal) #group 21

HQ (config) #crypto ikev2 proposal MY IKEV2 PROPOSAL

IKEv2 proposal MUST either have a set of an encryption algorithm other than
aes-gcm, an integrity algorithm and a DH group configured or

encryption algorithm aes-gcm, a prf algorithm and a DH group configured

HQ (config-ikev2-proposal) #encryption aes-gcm-256

HQ (config-ikev2-proposal) #prf sha512

HQ (config-ikev2-proposal) #igroup 21




IKEv2 Policy

BRANCH (config) #crypto ikev2 policy BRANQ TO HQ POLICY
IKEv2 policy MUST have atleast one complete proposal attached
BRANCH (config-ikev2-policy) #proposal MY IKEV2 PROPOSAL

HQ (config) #crypto ikev2 policy HQ TO BRANCH POLICY
IKEv2 policy MUST have atleast one complete proposal attached
HQ (config-ikev2-policy)# proposal MY IKEV2 PROPOSAL




Configuring IKEv2 Profile

BRANCH (config) #crypto ikev2 profile IKE BRANCH TO HQ PROFILE
IKEv2 profile MUST have:
1. A local and a remote authentication method.
2. A match identity or a match certificate or match any statement.
BRANCH (config-ikev2-profile) #match address local 209.165.200.242
BRANCH (config-ikev2-profile) # match identity remote address 209.165.200.226 255.255.255.248
BRANCH (config-ikev2-profile) #authentication local pre-share
BRANCH (config-ikev2-profile) #authentication remote pre-share
BRANCH (config-ikev2-profile) #keyring local KEYRING 1

HQ (config) #crypto ikev2 profile IKE HQ TO BRANCH PROFILE
IKEv2 profile MUST have:
1. A local and a remote authentication method.
2. A match identity or a match certificate or match any statement.
HQ (config-ikev2-profile)# match address local 209.165.200.226
HQ (config-ikev2-profile)# match identity remote address 209.165.200.242 255.255.255.248
HQ (config-ikev2-profile)# authentication remote pre-share
HQ (config-ikev2-profile)# authentication local pre-share
HQ (config-ikev2-profile)# keyring local KEYRING 1




IPsec transform set

BRANCH (config) #icrypto ipsec transform-set IPSEC TR SET esp-aes 256
BRANCH (cfg-crypto-trans) #mode tunnel

HQ (config) #fcrypto ipsec transform-set IPSEC TR SET esp-aes 256
HQ (cfg-crypto-trans) # mode tunnel




ACL

ip access-list extended ACL
remark Preotect flows form Branch to HQ
permit ip 192.168.1.0 0.0.0.255 10.10.10.0 0.0.0.255

ip access-list extended ACL
remark Preotect flows form HQ to Branch
permit ip 10.10.10.0 0.0.0.255 192.168.1.0 0.0.0.255




Crypto Map

BRANCH (config) #crypto map MY MAP 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured.

BRANCH (config-crypto-map) # set peer 209.165.200.226

BRANCH (config-crypto-map) # set transform-set IPSEC TR SET

BRANCH (config-crypto-map) # set ikev2-profile IKE BRANCH TO HQ PROFILE
BRANCH (config-crypto-map) # match address ACL

'apply
interface g2
crypto map MY MAP

HQ (config-if) #icrypto map MY MAP 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

HQ (config-crypto-map) # set peer 209.165.200.242

HQ (config-crypto-map) # set transform-set IPSEC TR SET

HQ (config-crypto-map) # set ikev2-profile IKE HQ TO BRANCH PROFILE
HQ (config-crypto-map) # match address ACL

'Apply
interface g3
crypto map MY MAP




Verification

BRANCH#sh crypto ikev2 ?
authorization Author policy
certificate-cache Show certificates in

ikev2 certificate-cache
client Show Client Status
cluster Show Cluster load
diagnose Shows ikev2 diagnostic
policy Show policies
profile Shows ikev2 profiles
proposal Show proposals
sa Shows ikev2 SAs
session Shows ikev2 active session
stats Shows ikev2 sa stats

BRANCH#sh crypto ipsec ?

out-sa-hash IPsec Outbound SA Hash for
VESEN

policy Show IPSEC client policies

profile Show ipsec profile information

sa IPSEC SA table

security-association Show parameters for
IPSec security associations

spi-lookup IPSEC SPI table

transform-set Crypto transform sets

BRANCH#sh crypto session ?

active Shows HA-enabled crypto sessions in the active state

brief brief output
detail detailed output
fvrf Front-door VRF

groups show all connected groups usage
interface Show crypto sessions on the interface

isakmp Show crypto sessions using the isakmp profile or group
ivrf Inside VRF




sh crypto session detail

BRANCH#sh crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

S - SIP VPN

Interface: GigabitEthernet2
Profile: IKE BRANCH TO HQ PROFILE
Uptime: 00:37:20
Session status: UP-ACTIVE
Peer: 209.165.200.226 port 500 fvrf: (none) ivrf: (none)
Phasel id: 209.165.200.226
Desc: (none)
Session ID: 1
IKEv2 SA: local 209.165.200.242/500 remote 209.165.200.226/500 Active
Capabilities:U connid:1 lifetime:23:22:40
IPSEC FLOW: permit ip 192.168.1.0/255.255.255.0 10.10.10.0/255.255.255.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 40 drop 0 life (KB/Sec) 4607995/1362
Outbound: #pkts enc'ed 40 drop 0 life (KB/Sec) 4607996/1362
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Why DMVPN?

= To have efficient spoke-to-
spoke communication in a
hub-and-spoke topology.

= Dynamic tunneling

* No more static configuration of
separated p-t-p tunnels is
required

« Spoke-spoke
* Hub-spoke

Hub-to-Spoke Tunnels
=== Spoke-to-Spoke Tunnels




How are these tunnels built?

= Next Hop Resolution Protocol (NHRP)
= Multipoint Generic Routing Encapsulation (ImGRE) tunnels
= |P Security (IPsec) encryption




Config Tasks

1. NHRP: set the hub as the
server, allow multicast to flow

to it.
2. mGRE tunnel config.

3. Enable IPSec encryption on
the tunnels.

Spoke

Lo0: 2.2.2.2/24

Fa0/0: 192.168.123.2/24
Tu0: 172.16.123.2/24

-
e

HUB

Lo0: 1.1.1.1/32
Fa0/0: 192.168.123.1/24
T0:172.16.123.1/24

f—
5

Fouger1

Fouter2

Spoke

Lo0: 3.3.3.3/32

Fa0/0: 192.168.123.3/24
Tud: 172.16.123.3/24

A

Switch0

4--_...,..'"
pns
e

Router3



Hub and Spoke configuration example

I Spoke config

crypto isakmp policy 1

encr aes

hash md5

authentication pre-share

group 2

'crypto isakmp key MYKEY address 0.0.0.0

érypto ipsec transform-set MYSET esp-aes esp-md5-hmac
!

crypto ipsec profile MGRE

set security-association lifetime seconds 86400
'set transform-set MYSET

interface TunnelO

ip address 172.16.123.1 255.255.255.0
no ip split-horizon eigrp 10

ip nhrp authentication CISCO

ip nhrp map multicast dynamic

I' ldentifiy DMVPN net

I Have to be same on hub and spookes
ip nhrp network-id 1

tunnel source FastEthernet0/0

tunnel mode gre multipoint

tunnel protection ipsec profile MGRE

5 No explicit tunnel destination required
router eigrp 10

network 1.0.0.0

network 172.16.0.0

I Hub konfig

crypto isakmp policy 1

encr aes

hash md5

authentication pre-share

group 2

'crypto isakmp key MYKEY address 0.0.0.0

E:rypto ipsec transform-set MYSET esp-aes esp-md5-hmac
!

crypto ipsec profile MGRE

set security-association lifetime seconds 86400
'set transform-set MYSET

interface TunnelO

ip address 172.16.123.2 255.255.255.0

ip nhrp authentication CISCO

ip nhrp map multicast dynamic

! the HUB tunnel address

ip nhrp nhs 172.16.123.1

I Map tunnel address of Hub to its real and globally
I reachable IP address

ip nhrp map 172.16.123.1 192.168.123.1
ip nhrp map multicast 192.168.123.1

ip nhrp network-id 1

tunnel source FastEthernet0/0

tunnel mode gre multipoint

|tunnel protection ipsec profile MGRE
router eigrp 10

network 2.0.0.0

network 172.16.0.0




Verification

Show dmvpn
!' Not from the topology above
' Just an example

R1# show dmvpn

TunnelO, Type:Hub, NHRP Peers:3,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb
1 172.16.25.2 192.168.0.2 UP 00:02:28 D
1 172.16.35.2 192.168.0.3 UP 00:02:26 D
1 172.16.45.2 192.168.0.4 UP 00:02:25 D




