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Osnova kapitoly

= 9.0 Uvod
= 9.1 Uvod do ASA

= 9.2 Konfiguracia firewallu ASA
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Uvod

= Existuje mnoho typov firewallov:
= packet-filtering
= stateful
= application gateway (proxy)
= address-translation
= host-based
= transparent
= hybrid firewalls




Uvod - Firewally Cisco

= v ramci kurzu :
= ISR s podporou firewallu

= Zariadenie Cisco Adaptive Security Appliance (ASA)
= — QOut of Sale

= + ASA 5500-X
= Realita je trochu ina
= V principe zariadenia podla vykonu a pre
SMB a male pobocCky
Velké pobocCky a podniky
Campus a datacentra (DC)
= Service providers (SP), velke DC




Next Gen Firewall

= Next Gen Firewall

= kombinuje technologiu firewallu ASA s pokrocCilymi funkciami Sourcefire
FirePOWER na detekciu hrozieb a skodliveho softveru.

= Up to L7 funkcionality
= NextGen IPS, AMP, URL Filtering, Identity management




= 1) Firepower => Firepower Threat Defense FTD

= Konsolidacia viac bezpecostnych rieseni do jedného
= Konfig cez GUI manazment only (bez CLI) — Firepower Management

Center

B ==

A

Firepower 1000
Series

For SMB and branch offices.
Simplified Cisco Defense
Orchestrator management saves
you administration time so you can
spend more driving your business
forward.

Cisco — aktualny stav firewall produktov - Firepower

Firepower 2100
Series

For large branch, commercial and
enterprise needs. Select the
management option that suits your
environment and how you work.

Firepower 4100
Series

For large campus and data center,

create logical firewalls for
deployment flexibility, inspect
encrypted web traffic, protect
against DDoS attacks, cluster
devices for performance and high
availability, scalable VPNs, block
network intrusions, and more.

Firepower 9300

For service providers and high-
performance data centers, this
carrier-grade modular platform
enables the creation of separate
logical firewalls and scalable VPNSs,
inspects encrypted web traffic,
protects against DDoS attacks,
clusters devices for performance
and high availability, blocks
network intrusions, and more.



Cisco — aktualny stav firewall produktov -

Séria 5500-X

" 2) ASA5500-X with Firepower = 3) Virtuall cloud firewalls
= ASA + Firepower Service modul +

SSD disk (na fiom je Firepower (Public/Private)
virtualka)

= Konfig GUI or CLI, napin kurzu

ASA 5516-X with FirePOWER ~ ASA 5508-X with FirePOWER  ASA 5506-X with FirePOWER

Services Services Services

¢ Upto 900 Mbps FW ¢ Up to 500 Mbps FW ¢ Up to 300 Mbps FW
¢ Multiservice capable ¢ Multiservice capable ¢ Multiservice capable
e« 8x1GE « 8x1GE « 8x1GE

« 1TRU « 1TRU ¢ Desktop




Zivotnost* modelov X

ASA 5506-X with FirePOWER Services
Status: Available | Release Date: 17-Feb-2015

ASA 5506H-X with FirePOWER Services
Status: Available | Release Date: 30-Apr-2015

ASA 5506W-X with FirePOWER Services
Status: Available | Release Date: 07-Apr-2015

ASA 5508-X with FirePOWER Services
Status: Available | Release Date: 07-Apr-2015

ASA 5512-X with FirePOWER Services
Status: End of Sale EOL Details | End-of-Support Date: 31-Aug-2022

ASA 5515-X with FirePOWER Services
Status: End of Sale EOL Details | End-of-Support Date: 31-Aug-2022

ASA 5516-X with FirePOWER Services
Status: Available | Release Date: 07-Apr-2015

ASA 5525-X with FirePOWER Services
Status: Available | Release Date: 17-Jul-2014

ASA 5545-X with FirePOWER Services
Status: Available | Release Date: 17-Jul-2014

ASA 5555-X with FirePOWER Services
Status: Available | Release Date: 17-Jul-2014

ASA 5585-X with FirePOWER SSP-10
Status: End of Sale EOL Details | End-of-Support Date

ASA 5585-X with FirePOWER SSP-20
Status: End of Sale EOL Details | End-of-Support Date

ASA 5585-X with FirePOWER SSP-40
Status: End of Sale EOL Details | End-of-Support Date

ASA 5585-X with FirePOWER SSP-60
Status: End of Sale EOL Details | End-of-Support Date

©31-Aug-2022

:31-Aug-2022

c31-Aug-2022

:31-Aug-2022



Bezpecnost’ vo vrstvach - Cisco

Detect and stop threats better with our cybersecurity products
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SecureX platform

v

Secure Firewall

Secure Access by Duo

O

Secure Network Analytics
(Stealthwatch)

L.

Umbrella

1.

Identity Services Engine (ISE)

O

Secure Endpoint (AMP for
Endpoints)

Secure Web Appliance

ey
AnyConnect (VPN)

O

Secure Email

“
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Secure Workload (Tetration)
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Cyber Vision



Gartner Magic Quadrant
report

= Situacia na trhu, plateny
report
= tu enterprise firewalls 2020

Figure 1. Magic Quadrant for Network Firewalls
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NSS Labs

= Situacia na trhu, volny pristup
= tu NextGen firewalls 2019

Vendor Block Rate Evasions  Stability and Reliability  Security Effectiveness
Barracuda Networks 92.7% 99% 100% 91.7%
Check Point Software Technologies 98.4% 99% 100%
Forcepoint 97.2% 99% 100% 96.2%
Fortinet 99.0% 94% 100% 93.0%
Huawei 96.2% 98% 100% 94.2%
Palo Alto Networks 97.9% 100% 100% _
SonicWall 97.6% 97% 100% 94.7%

' sophos 94.2% 99% 100% 93.3%
Versa Networks 99.0% 94% 100% 93.1%
WatchGuard 96.5% 100% 100% 96.5%
Vendor A 98.3% 79% 3 100% _
Vendor B | 88.4% _ 3% | 100% 82.2%




Security Value Map™
N https [lwww.fortinet.com/co Next Generation Firewall (NGFW)

ntent/dam/fortinet/assets/an F e[|
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PRODUCTS TESTED

Barracuda Metworks CloudGen Firewsll FROO.CCEWT 2.3 =  Sophos XG 750 Firewsll SFO5v17.3
= Check Point Software Technologies 8300 Security Gateway = SonicWall N5 4550 Sonic05 vh.5
R80.20 = \ersa Metworks FlesWNF v161R2-57
Forcepaint 2105 NGFW w6.3.11 = WatchGuard Firebox METD Firmware: 12.3 B3B9693
Fortinet FortiGate S00E v6.0.4 builld 0211 Wer-4907

v600R00ECODSPCI10

= PaloAlo Networks PA-5220 BAN-05 B.1.6-h2 - \endorB




9.1 Uvod do ASA

Po dokonceni tejto Casti by ste mali byt’ schopni:
Porovnat riesenia ASA s inymi firewall smerovacimi technologiami .
Vysvetlit ASA 5505 s predvolenou konfiguraciou.



I0S Firewall vs ASA firewall — Preco ASA?

= |0S Firewall " ASAX
] _ P6vodna ASA 5500:
* Pre malé podniky = End of Sale, End of Live

= Stale velmi rozSirena, Bez NextGen funkcii

= Pre adminov oboznamenych s . X rada poskytuje
|IOS OS = Overena technoldgia stavoveho FW
= Problé 'k = Extra config features
rfobiem s vykonom a - | = Vykonné riedenie VPN
Skalovatelnostou pre vacsie " L3~ IPSec, bez obmedzenia
_ = L4 SSL, default 2 licencie
flrmy = Failover redundancia
. v . . = Licencované
- Rlesenle => ASA fl rewa” = Skalovatelost vykonu
. . . = Modelové rad
= Adaptive Security Appliance .+ podpormé moduly
¥ - = NextGen Features
= Alebo lepsie dnes - IPS (cez FirePOWER sluzbu)
= NextGen Firewall = ASA FW + = Advanced Malware Protection (AMP)
FirePower upper Iayer inspection . ﬁ?eprlilr?stlon control/visibility (SSL inspection), URL

(kupené 2013) Identity




Malé podniky

ASA firewall modely

= Aktualny stav?
= S Firepower 5506-X/5508-X/5516-X
= |né, ak su, tak ako klasické ASA

ASA 5585-X S5P10

ASA 5585-X S5P20

ASA 5585-X S5P40

ASA 5585-X S5PG0

Velké podniky a data centre

ASA Service Module

ASA 5505 [ Security Plus Up to 150 Mbps

.-“‘0"0&6 e i

ASA 5506-X/Security Plus

ASA 5512-X/Security Plus
ASA 5515-X

Stredné a velké podniky

[

ASA 5525-X 2 Gbps

ASA5545-X 3 Gbps

ASA 5555-X 4 Gbps




Virtualna ASA (ASAv)

The Cisco Adaptive Security Virtual Appliance (ASAv)

‘VMHVM‘ |VMHVM‘

|VMHVM‘

VM
VMVM\ /VMVM

_

= ASAv podporuje
= Site-to-site VPN
= VPN so vzdialenym pristupom
= Clientless VPN.

= ASAVv je k dispozicii 4
modeloch

= Narocnost nha RAM a
priepustnost

Cisco ASAvV5

Cisco ASAv10
= Cisco ASAv30
Cisco ASAv50



Feature

Stateful inspection throughput
(maximum)?!

Stateful inspection throughput
(multiprotocol)?

Advanced Encryption Standard
(AES) VPN throughput3

Connections per second

Concurrent sessions
VLANs

Bridge groups

IPsec VPN peers

Cisco AnyConnect® or clientless
VPN user sessions

Cisco Unified Communications
phone proxy

Cisco Cloud Web Security users

High availability
Hypervisor support

Public Cloud Support

Modes
Virtual CPUs
Memory

Minimum disk storage?*

ASAv5 ASAv10 ASAv30
100 Mbps 1 Gbps 2 Gbps
50 Mbps 500 Mbps 1 Gbps
30 Mbps 125 Mbps 1 Gbps
8,000 20,000 60,000
50,000 100,000 500,000
25 50 200

12 25 100

50 250 750

50 250 750

50 250 1000
250 1,000 5000
Active/standby

VMware ESX/ESXi 6.0, 6.5; vMotion
KVM

Hyper-V: Windows Server 2012 R2 (Not supported for ASAv50)
AWS (c3.large, c3.xlarge, c4.large, cd.xlarge, M4)

Azure (d3, d3_v2) (including Azure Government Cloud)
Routed and transparent

1 1 4

1 GB minimum 2GB 8 GB
1.5 GB maximum

8 GB 8 GB 16 GB

ASAvV50
10 Gbps

5 Gbps

3 Gbps

120,000

2,000,000
1024

250
10,000
10,000

Not tested

Not tested

Currently not supported on

Public Cloud

16 GB

16 GB



Pokrocilé vlastnosti ASA - Virtualizacia

= Jedna ASA sa mbze rozdelit na

viacero virtualnych zariadeni = Dees
= Kazdé virtualne zariadenie % f—g
= sa nazyva bezpecénostny kontext. Securiy Context A Cumtcmen &

= |je nezavislé zariadenie s vlastnou

bezpe&nostnou politikou, < oot H g
rozhraniami a spravcami. iy

Security Context B

)

Customer B

= Vlastna smerovacia tabulka,
funkcie firewallu, IPS a manazment %

ry 1
= M I n u S Security Context C

)

Customer C

= nie je podporované VPN a dynamickeé
smerovacie protokoly.




Pokrocilé vlastnosti ASA - Vysoka dostupnost’

= Tzv. Failover sy
= Dve identické ASA sa
m(’jzu Sparovat’ aby sa 10.1.1.0/29 1 1 192.168.1.0/24
zabezpedila redundancia 2 ==
zariadenia !

= Mode Active/Standby

= Vlyzaduje dedikovany 10220730
fa)illoverjport g <')—F A 5:;.

= Musia mat rovnake
= |denticke v softveri
= Licencie

) Pamate T LAM Fail Link

= Rozhrania rr

= V ratane rozsSirujucich Secondary/Standby
modulom bezpecnostnych
sluzieb (SSM)




Pokrocilé viastnosti ASA - Firewall politiky s

identitami

= Riadenie pristupu zalozené na priradeni IP adries k prihlasovacim

informaciam pomocou Windows Active Directory
= V ACL sa potom pouzivaju mena pouzivatelov

g >—1@

Client

Microsoft Active AD Agent
Directory

}'

Server



Pokrocilé vlastnosti ASA - Kontrola hrozieb (Threat
control)

= VSetky ASA podporuju
= \/stavané zakladné funkcie IPS

= Pokrocilé funkcie => K dispozicii pomocou zasuvnych modulov (=> Specialne
hardvérovée moduly do ASA)

= Pokrocilé IPS: Advanced Inspection and Prevention Module (AIP SSM) a card (AIP
SSC)

= Antimalwarové funkcie => modul Content Security and Control (CSC)
= AIP-SSM a AIP-SSC poskytuju ochranu pred desiatkami tisic znamych zneuziti.
= Vhodnné aktualizovat

= Cisco Services for IPS poskytuje aktualizacie signatur prostrednictvom globalneho

spravodajského timu, ktory pracuje 24 hodin denne, aby pomohol zabezpecit ochranu pred
najnovsimi hrozbami.




K nasadeniu FW

Pripomenme si — uloha zénovych stavovych FW

= Nasadenie perimeter
= Zony: Outside, Inside, DMZ
= Stavovy FW: riadenie pristupu na zénach + ACL

Outside Qutside
< Internet ’ < Internet ,
A
EQ/O EO/O

DMZ Inside

DMZ Inside
- EO/1 g EO/2 D E0/1 ED/2 ® D
™ e o I e ® »

Web Server

Web Server

- Povolena prevadzka Zamietnuta prevadzka—->



Prevadzkové rezimy ASA - Routed Mode

= L3 box s podporou smerovania 10.2.1.0/24

= Dve alebo viac rozhrani oddeluju siete
L3, t. j. domény

= Méze vykonavat NAT medzi pripojenymi
sietami 10.2.1.1

= ASA uplatnuje politiku na toky, ked
prechadzaju branou firewall

10.1.1.0/24




Prevadzkové rezimy ASA - Transparentny rezim

= L2 rezim
= Casto sa oznaduje ako ,bump in

the wire,” alebo ,stealth firewall”.

= Ziadne smerovanie a
obmedzené L3 funkcie

= Tento rezim neobsahuje podporu pre
dynamické smerovacie protokoly,
VPN, QoS alebo DHCP Relay.

= Vhodnost

= zjednoduSenie konfiguracie siete Ci
nasadenia

= ked nie je mozné zmenit existujuce
IP adresy.

Transparent Mode

10.1.1.0/29

10.1.1.3




Licencneé poziadavky ASA

1]

Licenses

Firewall Licenses

Botnet Traffic Filter

Firewall Conns, Concurrent
GTP/GPRS

Intercompany Media Engine
Unified Comm. Sessions
VPN Licenses

Adv. Endpoint Assessment

AnyConnect Essentials

AnyConnect Mobile

AnyConnect Premium
(sessions)

Combined VPN sessions of
all types, Maximum

Other VPN (sessions)
VPN Load Balancing

Encryption

Failover

Interfaces of all types, Max.
Security Contexts

Users, concurrent

VLANs/Zones, Maximum

VLAN Trunk, Maximum

Description (

Disabled
10,000

No support
Disabled

2

Disabled
Disabled

Disabled
2

25

10
No Support

Base (DES)
Active/Standby
120

No Support

10

Routed mode: 2

Transparent mo

8 trunks

3ase License in Plaintext)

Optional Time-based license: Available

Optional license: Available

Optional license: 24

Optional license: Available

Optional license: Available
(25 sessions)

Optional license: Available

Optional Permanent or 10
Time-based licenses:

Opt. lic Strong (3DES/AES)

no stateful failover)

Optional licenses: 50
D

le: 3 (2 regular zones and 1 failover link)

VPN Licenses

Unlimited

r'Y

[4

[«

D

Licenses

Firewall Licenses

Botnet Traffic Filter

Firewall Conns, Concurrent
GTP/GPRS

Intercompany Media Engine
Unified Comm. Sessions
VPN Licenses

Adv. Endpoint Assessment

AnyConnect Essentials

AnyConnect Mobile

AnyConnect Premium
(sessions)

Combined VPN sessions of
all types, Maximum

Other VPN (sessions)
VPN Load Balancing

VPN Licenses

Encryption

Failover

Interfaces of all types, Max.
Security Contexts

Users, concurrent

VLANs/Zones, Maximum

VLAN Trunk, Maximum

Description (Se curity Plus Lic. in Plaintext)

Disabled
25,000

No support
Disabled

2

Disabled
Disabled

Disabled
2

25

25
No Support

Base (DES)
Active/Standby (n
120

No Support

10

Routed mode: 20

Transparent mode

8 trunks

Dptional Time-based license: Available

Dptional license: Available

Dptional license: 24

Dptional license: Available

Dptional license: Available
5 sessions)

Dptional license: Available

Dptional Permanent or 10 25
[ime-based licenses:

Dpt. lic Strong (3DES/AES)

stateful failover)

Dptional licenses: 50 Unlimited

3 (2 regular zones and 1 failover link)

[«



ASA licencia
CCNAS-ASA# show version

= Co je ztoho aktualne  [EE——.
F)()(jF)C)r()\/Ear](ét? Licensed features for this platform:

Maximum Physical Interfaces 8 perpetual
3 DMZ Restricted
Disabled perpetual
0 perpetual
10 perpetual
Disabled perpetual
Enabled perpetual
Enabled perpetual
2 perpetual
Disabled perpetual
10 perpetual
12 perpetual
Disabled perpetual
Disabled perpetual
Disabled perpetual
Disabled perpetual
2 perpetual
2 perpetual
Disabled perpetual
Disabled perpetual
Disabled perpetual

VLANS

= . show version* Dual ISP

VLAN Trunk Ports

Inside Hosts

Failover

Encryption-DES
Encryption-3DES-AES
AnyConnect Premium Peers
AnyConnect Essentials

Other VFN Peers

Total VFN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine
Cluster

wE EE R EEF EE EE  EE HF EEF  EE EF WE EF EF WEEF WEE EE EE EE EER WEE

This platform has a Base license.




Basic ASA Configuration

Kapitola sa zaobera:
 ASA 5505

 ASA 5506-X

 ASA urovne bezpecnosti
 Nasadenia ASA 5505



Prehlad ASA 5505

Male podniky, pobocky, teleworkers
= EoS 2017, EolL 2022

= Amazon (2020) od 60% (refurb) po 280%
(nova)

= Small edge appliance
Podporuje
= SSL VPN, IPsec VPN,

DRAM 256 MB (rozsiritelna na 512
MB)

Flash pamat 128 MB

SSC slot

6 x Fast ethernet ports 10/100
Serial Console Port

3 x 2.0 USB Ports

Two PoE 10/100 Fast Ethernet Switch
Ports

Power Connector - 48 VDC power




Prehlad ASA 5506-X with FirePOWER

https://ciscogpl.com/

https://itprice.com/

Amazon (2020): 3509, real od 500 s
Firepower cez 1200%

DRAM 4GB

8 GB Flash pamat

MSATA Disk 50GB

Nepouziva SwitchPorts

Crypto akcelerator

Power Connector - 12V

Power, Status Active and wLAN LED

8 x 1 Gigabit Ethernet Ports (L — Link
status, S — Connection status)

Gigabit ethernet Management Port

RJ45 Console port a mini USB Console
Port

Reset PIN
USB typ A — disk musi mat format FAT-32


https://ciscogpl.com/
https://itprice.com/

ASA - urovne bezpecnosti

= Tzv. Security levels

= Implementacia zonového FW
= QdliSenie Inside/outside/DMZ
= Urovne zabezpecenia
= Riadenie pristupu
= Od 0 (nedbéveryhodné)
= Typicky Outside
= Az 100 (velmi déveryhodné)
= Typicky Inside
= DMZ => medzi
= Permit by default z vysSieho na nizsie
a inSpekcia v obratenom smere
= Deny z nizSieho na vyssSie

= Kazde operacne rozhranie musi
mat priradeny nazov a uroven
zabezpecenia

= Aplikacia prisstupovych rules

Outside
< Internet ,
Outside Network
T Interface Mame: outside
Security Level: 0

Inside

=)

Web Server

Interface Mame: dmz Interface Mame: inside

DMZ Network Inside Network
Security Level: 50 Security Level: 100




Nasadenie ASA 5505

Nasadenie ASA v malej pobocke Nasadenie ASA v malom podniku
= Small edge device with PoE SRPRAT A , ,

= Medzi modem (DSL, cable) a siet - ”KIaSICky tl’Oj Z0Nnovy p”Stup

= Dve zony

Inside: Level 100
Outside: Level 0

Outside (VLAN 2) Outside (VLAN 2)

< ntemet> < Internet )
DMZ (VLAN 3)

EO/O
Web Server
EO!Z EU!S
EO;’Z EO/S
Netwc:rk Printer IP Phones
IP Phones

' Workstatlo ns \ Workstatlons
Inside (VLAN 1) Inside (VLAN 1) -




Nasadenie ASA — podnik s poboCkami

[ | Tele/Home/BranCh Corporate Headquarters
= + riesenie site-to-site
VPN na centralu

IPsec VPN

IP Phone

\ Workstation ~ Workstation
Telecommuter 1 Telecommuter2

IF Phone .,




ASA Firewall Configuration

Kapitola sa zaobera konfiguraciou:
* Firewallu ASA
» Manazmentovych nastaveni a sluzieb
= ACLs, sluzieb NAT na ASA
» Politiky sluzieb tykajuce sa ASA



Zakladné nastavenie ASA

Konfiguracia ASA Firewallu

" ASCA kgfa‘:'gu"ac'a = Rovnako ako IOS CLI aj ASA
" ez 4 .
- Cez ASDM GUI (Adaptive Security CLI rozpoznava:
RDehwce -Mana’ﬁer) o i ASA = pouzitie prikazu (?)
- ozNnranie prikazoveno riadka vy 7
(CLI) = pouzitie .klav.esy Tab
= Patentovany OS (nastupca PIX OS) = vykonanie Ciastocného prikazu
= Qvladanim podobny ako CLI na Cisco : 2 : it +
smerovaci, ale nie identicky " pohyb medzi modmi (exit + end)
enable secret password enable password password
line vty 0 - 4 passwd password
password password
login
ip route route 1f name
show ip interfaces brief show interfaces ip brief
show ip route show route
show vlan show switch wvlan
show ip nat translations show xlate
copy running-config startup-config write [memory]

erase startup-config write erase



ASA CLI — zaklady

! pohyb v CLI a konfig mody
ciscoasa> e?

enable exit

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config)# interface GigabitEthernet 0/0
ciscoasa(config-if)# exit

ciscoasa(config)# exit

ciscoasat

! Show ide aj bez do a inde ako v EXEC
! Dopisovanie tiez

ciscoasa (config)# show runn<TAB>
ciscoasa (config)# show running-config

! Napoveda cez ?
ciscoasa (config)# show ?

exec mode commands/options:

aaa Show information for AAA
runtime data
aaa-server
information

Show aaa-server configuration

! Napoveda ina ako v IOS
ciscoasa(config)# help KEYWORD OR PRIKAZ
ciscoasa(config)# help interface

USAGE:

interface
<type><type id>[.<subif number>]
[no] interface
<physical type><type id>.<subif number>
[no] interface BVI <id>
[no] interface
<dyn_type><type _ 1d>[ <subif number>]
show running-config [all] interface
<type><type id>[.<subif number>]
show interface {<type>
<type id>[.<subif number> | <if name>}
[detail|stats|ip brief|summary]
clear config interface
{<type><type id>[.<subif number>]}
clear interface
{<type><type id>[.<subif number>]}
DESCRIPTION:
interface Set network interface parameters
show/clear interface counters

show brief summary of IP status
and configuration

SYNTAX:
<type> <physical type> | <dyn type>
<type_ id> <phys_. number> | <dyn _ number>

<phys_. " number> <port>|<slot>/<port>




Konfiguracia ASA firewallu hostname ciscoasa
enable password 8Ry2YjIyt7RRXU24 encrypted names

ASA - Zékladné konfiguréCia SVI inter*Fa-:E Ethernet8/o

switchport access vlan 2
1

= HW ASA 5505 inter*Fa-:E Ethernetd/1

= Dodavana s predvolenou konfiguraciou !
= hostname, konfiguracia rozhrani (e0/0 - outside, e0/1 - e0/7 vo

VLAN 1), <output omitted>

DHCP sluzby...
= Pomoc pri nasadeni pre menej znalého pouzivatela interface Vlanl

oy , - , nameif inside
= vo vacsine pripadov staci pre SOHO nasadenie .
) . i ) .. security-level 168
= Konfiguracia obsahuje 2 predkonfigurovane siete ip address 192.168.1.1 255.255.255.8

VLAN inter*Face Vlan2
= VLAN 1 — pre vnutornu INSIDE siet i TR
= VLAN 2 — pre vonkajSiu OUTSIDE siet security-level @

ip address dhcp setroute
<output omitted>
object network obj any

= VSetky vyrobné nastavenia je mozné zmenit
= Manualne pomocou prikazového riadku (CLI)

= Interaktivhe pomocou sprievodcu inicializacie R - s 3
nastavenia CL| nat {lnfﬁﬁ?trt;iggedh c interface
= Pouzitim ASDM http server enable
= Resetovat ASA firewall do vyrobnych nastaveni je LA eRES S et ot -
mozné prikazom "configure factory-default” <output omitted>
dhcpd auto config outside
!
= Pozn. Pozor, ASAv v GNS3 nie je prednastavena dhcpd address 192.168.1.5-192.168.1.36 inside

dhcpd enable inside

courtmrt oo Hreds



Konfiguracia ASA Firewallu

Sprievodca inicializacie nastavenia CLI

[ Sprievod Ca (Wizard) Sa Spustl' Pre-configure Firewall now through interactive prompts [yes]? no
PO vymazani a restartovani
Type help or "?' for a list of available commands.

pomOCOU ciscoasad
= "write erase" a "reload”.

Pre-configure Firewall now through interactive prompts [yes]?
Firewall Mode [Routed]:

= Po dokonceni interaktivnej e D

Clock (UTC):

konfiguracie sa zobrazi suhrn R
Day [29]: 1
novej konfiguracie. onsgement 1 adirons 193168.1.1
Management network mask: 255.255.255.8
Host name: CCNAS-ASA

" Potvrdenie konfiguracie ju = T
ulozi na flash, alebo je moznée Ertte povomrds oo

Allow password recovery: yes

tuto konfiguraciu restartovat it e roved

Management IP address: 192.168.1.1

a Opravit, Chybné ::igﬂxf gzm)fzsgask: 255.255.255.8

Domain name: ccnasecurity.com

n a ko nfig u rova n é naStave n ia - .I.P a:.:lj:lr.‘ess oi.host' r;unning' neuictn_ Hiljagjer::rlQZ:lﬁS.i.Z




Manazmentové nastavenia a sluzieb

ASA CLI

Zakladna konfiguracia ASA (hostname, clock...)
VLANSs

Telnet, SSH

NTP, DHCP



Globalny konfiguracny maod

Konfiguracia manazmantovych nastaveni a sluzieb

Ak spravca nevyuzije moznost interaktivnej konfiguracie, zobrazi sa ASA CLI.

Pohyb v rezioch ako v CLI
= Enable, conf t, exit, end

Pre spravne fungovanie ASA je potrebné nastavit datum a Cas
= manualne: clock set HH:MM:SS Month Day Year
= automaticky: pomocou NTP servera
Pri prvom otvoreni konfiguracného rezimu (configure terminal), sa zobrazi
sprava o funkcii Smart Call Home.
Smart Call Home
= proaktivna diagnostika
= upozornenia v realnom Case na vybranych cisco zariadeniach
= vysSia dostupnost’ siete
= vySSia prevadzkova efektivnost

= Nutnost: ID cisco.com, ASA musi byt registrovana na zaklade zmluvy o poskytovani
sluzieb Cisco SMARTnet.



Konfiguracia zakladnych nastaveni

Konfiguracia zakladnych nastaveni a sluzieb

ASA Command Description

hosztname name = Specifies a hostname up to 63 characters.
* A hostname must start and end with a letter or digit, and
have as interior characters only letters, digits, or a

hyphen.
domain-name name = Sets the default domain name.
enable password password = Sets the enable password for privileged EXEC mode.

= Sets the password as a case-sensitive string of 3 to 32
alphanumeric and special characters (not including a
question mark or a space).

banner motd msssags = Provides legal notification and configures the system to
display a message-of-the-day banner when connecting
to the ASA.

key config-key password-encryption = Sets the passphrase between 8 and 128 character long.

[ new-pass [ old-pass ]] = Used to generate the encryption key.

password encryption aes * Enables password encryption and encrypts all user

passwords.




Konfiguracia zakladnych nastaveni

Konfiguracia zakladnych nastaveni a sluzieb

! Odporuc¢ana zakladna konfiguracia ASA

ciscoasa(config)# hostname Moja-ASA

Moja-ASA (config) # domain-name kis.fri.uniza.sk

Moja-ASA (config)# enable password class

Moja-ASA (config) # banner motd

Moja-ASA (config)# banner motd VYSTRAHA! Toto je KIS

Moja-ASA (config) # banner motd #i######

Moja-ASA (config)# banner motd # # HHHHE HHGHHE H #  ##
Moja-ASA (config)# banner motd # # # # # # # # #
Moja-ASA (config)# banner motd ##### # # # H#H4#H # # # #
Moja-ASA (config) # banner motd # # #Hi###44 # # ## # H4###H4
Moja-ASA (config) # banner motd # ## # # ## ## # #
Moja-ASA (config) # banner motd # # # # H#H#44 # # # #
Moja-ASA (config)# banner motd Neautorizovany vstup je trestny!

3= IR

#HHAH HHHARH

! Zapnutie silnejsieho sifrovania hesiel, default NDS5

Moja-ASA (config)# show password encryption

Password Encryption: Disabled

Master key hash: Not set (saved)

Moja-ASA (config)# key config-key password-encryption CISC0123

Moja-ASA (config) # password encryption aes

Moja-ASA# show password encryption

Password Encryption: Enabled

Master key hash: 0x57ba2069 0xde760f4b 0x99fe0d9d Oxecd2f686 0x5096446d (not saved)
Moja-ASA#




Rozdiely pri konfiguracii logickych VLAN rozhrani

Konfiguracia manazmantovych nastaveni a sluzieb

ASA 5505 Modely ASA 5500 vratane ASAv

= 8 integrovanych prepinanych = Fyzickemu portu moze byt
portov (layer 2) => nutnost priamo priradena IP adresa
konfigurovat' dva druhy rozhrani (layer 3)

= Bud’ Logické VLAN rozhranie

= Tieto rozhrania su nakonfigurované ako
layer 3 vratane nazvu, IP adresy a urovne
zabezpecenia.
= Alebo fyzické prepinacie porty
= Porty prepinaca layer 2, ktoré su
priradené logickym rozhraniam VLAN




Konfiguracia logickych VLAN rozhrani

Konfiguracia manazmantovych nastaveni a sluzieb

= ASA 5505

= Parametre 3 vrstvy su konfigurované na logickom VLAN (SVI)
= Vlyzaduje sa: meno, uroven zabezpecenia, IP adresu
= Prepinané porty 2 vrstvy su potom priradené konkréetnej VLAN.

= Tieto porty m6zu navzajom komunikovat pomocou hardvéroveho prepinania, ak su v
rovnakej VLAN.

= Ak porty patria do r6znych VLAN, ASA aplikuje bezpecnostnu politiku na prenos
a smerovanie medzi tymito VLAN-ami.

= Pozn. Pocet LVAN zavisi od licencie
= Basic ponuka len DVE




Prikazy pre logické VLAN rozhrania

Konfiguracia logickych VLAN rozhrani

= Logicke VLAN rozhrania musia byt pridelené pomocou prikazov
" interface [vlan vlan- numbe

" nameif [1f name ] interface vlan vlan-number Enters VLAN interface configuration mode.
nameif if name * Names the interface using a text string of up to 48 characters.
= security-level [value] * The name is not case-sensitive.
* You can change the name by re-entering this command with a
new value.

* Do not enter the no form, because that command causes all
commands that refer to that name to be deleted.

security-level valus * Sets the security level, where number is an integer between 0
(lowest) and 100 (highest).

= Konfiguracia IP adresy

Manualhr ip address ip-addrsss netmask = Assigns an IP address to the

rOZh ranla interface.

Using DHCP ip address dhop = Used to have the interface request

m Manuélne an IP address configuration from the
upstream device.

- DHCP ip address dhop setroute = Used to have the interface request
and install a default route to the

- PPPOE upstream device.

Using PPPOE ip address pppos * Interface configuration mode
command that requests an IP
address from the upstream device.

ip address pppoe setroute = Same command but it also requests
and installs a default route to the
upstream device.




FUN FACT - ASA 5505

ASA 5505 so zakladnou licenciou neumoznuje vytvorenie troch plne funkcnych
VLAN rozhrani.

Je mozne vytvorit tretie VLAN rozhranie, ktoré bude obmedzené avsak je nutné
dodrzat
= Ak je najprv nakonfigurované prikazom: no forward interface vlan [number]

= Tento prikaz obmedzuje toto rozhranie pri nadviazani kontaktu s inou VLAN.

= Ak su nakonfigurované vnutorné a vonkajSie VLAN rozhrania, prikaz no forward
interface vian [number] musi byt zadany pred prikazom nameif na tretom rozhrani.

Parameter [number] urcuje ID VLAN-y, ku ktoremu toto rozhranie nemdze iniciovat
prenos.

RieSenim tohto problému, a dosiahnutie uplnej funkénosti, je kupa licencie Security
Plus.



Prikazy pre konfiguraciu layer 2 portov a ich overenie

Konfiguracia portov druhej vrstvy a statickej cesty

Predvolené nastavenia
= VSetky prepinacie porty druhej vrstvy su vo VLAN 1.
Zmena predvolenych nastaveni
Inter e0/0
switchport access vlan [vlan id]
no shutdown
Overenie
= show switch vlan — overenie nastaveni VLAN
= show interface ip brief — zobrazenie stavu vSetkych rozhrani
= show ip address — zobrazenie informacii pre VLAN rozhrania tretej vrstvy (layer 3)
Predvolena staticka cesta (Default static route)

= Ak je ASA nakonfigurovana ako DHCP klient, predvolenu staticku cestu sa mdze naucit z
upstrem zariadenia.

= V opaénom pripade sa konfiguruje manualne

route [interface-name] 0.0.0.0 0.0.0.0 [next-hop-ip-address]
show route



Konfiguracia L3 portov - ASAv

":1 Giﬂfﬂ

Lubuntu-1

eth0

interface GigabitEthernet0/0
nameif inside
security-level 100
ip address 192.168.2.1
255.255.255.0
'
interface Management0/0
nameif MGMT
security-level 100
ip address 192.168.1.1

255.255.255.0
'




Konfig DHCP client a overenie

! IF ako Dhcp client v GKR
dhcpd auto _config IF NAME

! Priklad

Moja-ASA (config)# int gi 0/1

Moja-ASA (config-if) #
INFO: Security level
Moja-ASA (config-if) #

Moja-ASA (config-if) #
Interface

Protocol
GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
Management0/0

nameif outside
for "outside" set to 0 by
ip address dhcp

sh int ip brie

IP-Address OK?
192.168.2.1 YES
158.193.152.118 YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
192.168.1.1 YES

default.

Method Status

manual up

DHCP

unset
unset
unset
unset
unset

up

administratively down
administratively down
administratively down
administratively down
administratively down

manual up

up

up

down
down
down
down
down

up




Konfig default route a overenie

Moja-ASA (config)# route outside 0.0.0.0 0.0.0.0 ?

configure mode commands/options:
Hostname or A.B.C.D The address of the gateway by which the foreign network
is reached.
Moja-ASA (config) # route outside 0.0.0.0 0.0.0.0 158.193.152.1
Moja-ASA (config)# sh route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
Gateway of last resort is 158.193.152.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 158.193.152.1, outside

158.193.152.0 255.255.255.128 is directly connected, outside
158.193.152.118 255.255.255.255 is directly connected, outside
192.168.1.0 255.255.255.0 is directly connected, MGMT
192.168.1.1 255.255.255.255 is directly connected, MGMT
192.168.2.0 255.255.255.0 is directly connected, inside
192.168.2.1 255.255.255.255 is directly connected, inside

oo

Moja-ASA (config)# ping 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 10/12/20 ms
Moja-ASA (confiqg) #




ASACommand _____________|Description

dhocpd address IP addressl * Creates a DHCP address pool in which IP_address1 is the

Ko nfi g u réCia D H C P [-ITP address2 ] Ej:__-":ﬂr_“'_s start of the pool and IP_address2 is the end of the pool,

separated by a hyphen.
* The address pool must be on the same subnet as the ASA

se rve ra interface.

dhcpd dns dnsl [dnsZ ] « (Optional) Specifies the IP address(es) of the DNS server(s).

dhepd lease Iease length » (Optional) Changes the lease length granted to the client
which is the amount of time in seconds that the client can use
its allocated IP address before the lease expires.
* The lease_length defaults to 3600 seconds (1 hour) but can
be a value from 0 to 1,048,575 seconds.

dhcpd domain domain name » (Optional) Specifies the domain name assigned to the client.

dhcpd enable if name » Enables the DHCP server service (daemon) on the interface
(typically the inside interface) of the ASA.

! ASA ako DHCP server, 5505 s BASE max 32 adries
dhcpd address 192.168.2.2-192.168.2.32 inside
dhcpd dns 8.8.8.8 1.1.1.1

dhcpd lease 3600

dhcpd domain kis.fri.uniza.sk

dhcpd enable inside

! Nastav pre DHCP server DNS, WINS, Domain name ako
! sa naucil ASA int so spustenym DHCP client-om
dhcpd auto config outside




Overenie DHCP servera

Moja-ASA# sh dhcpd state

Context Configured as DHCP Server

Interface MGMT, Not Configured for DHCP
Interface inside, Configured for DHCP SERVER

Moja-ASA# show dhcpd binding
IP address Client Identifier Lease expiration
192.168.2.2 010c.eal0f.5£d2.00 3560 seconds

Moja-ASA# show dhcpd statistics
DHCP UDP Unreachable Errors: O
DHCP Other UDP Errors: 0

Address pools
Automatic bindings
Expired bindings
Malformed messages
Message eceived
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

Message
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

RNNOWn ocooowbhow ooRrpRr

Type

Automatic




SSH

Konfiguracia vzdialeného pristupu - SSH

Moja-ASA (config)# username admin password ciscol23
Moja-ASA (config)# aaa authentication ssh console LOCAL
Moja-ASA (config)# crypto key generate rsa modulus 768
Moja-ASA (config)# ssh version 2

! Povol SSH z Ipciek vstupujucich cez rozhranie
Moja-ASA (config)# ssh 192.168.1.0 255.255.255.0 MGMT

! Ine rozhranie

! ssh 192.168.100.0 255.255.255.0 inside

! overenie

Moja-ASA (config)# show ssh
Idle Timeout: 5 minutes
Version allowed: 2

Cipher encryption algorithms enabled: aesl28-cbc aesl92-cbc
aesl28-ctr aesl92-ctr aes256-ctr
Cipher integrity algorithms enabled: hmac-shal hmac-shal-96

Hosts allowed to ssh into the system:
192.168.1.0 255.255.255.0 MGMT
Moja-ASA (confiqg) #

aes256-cbc




telnet

Konfiguracia vzdialeného pristupu - telnet

! Prepokladajme Ipcka uz je

! kurikulum uvadza, na ASAv nejde

Moja-ASA (config) # password Cisco

Moja-ASA (config)# telnet 192.168.1.0 255.255.255.0 MGMT
Moja-ASA (config) # telnet timeout 3

Moja-ASA (config)# Show run telnet

! ASAv + odporucam pouzivat v GNS3

Moja-ASA (config) # username admin password ciscol23
Moja-ASA (config) # aaa authentication telnet console LOCAL
! Povol telnet z Ipciek vstupujucich cez rozhranie
Moja-ASA (config)# telnet 192.168.1.0 255.255.255.0 MGMT
! ITne rozhranie

! telnet 192.168.100.0 255.255.255.0 inside

Moja-ASA# show run telnet

telnet 192.168.1.0 255.255.255.0 MGMT

telnet timeout 5

Moja-ASA (config) #




Konfiguracia DNS a overenie

! povol dns lookup na danych rozhraniach
Moja-ASA (config)# dns domain-lookup outside
Moja-ASA (config) # dns domain-lookup inside
Moja-ASA (config)# dns name-server 8.8.8.8

loverenie

Moja-ASA (config) # ping netacad.uniza.sk

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 158.193.152.8, timeout
is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max
= 1/1/1 ms

Moja-ASA (config) #




Konfiguracia NTP

ntp authenticate Enables authentication with an NTP server.

ntp trusted-key key id * Specifies an authentication key ID to be a trusted
key, which is required for authentication with an
NTP server.

ntp authentlﬂatlﬂn—key key id md5 key * Sets a key to authenticate with an NTP server.

ntp server ip address [key ksy id] * |dentifies an NTP server.

! Autentifikovana NTP sluzba

! Ntp kluc a heslo musi byt aj na NTP servery
ntp authenticate

ntp trusted-key 1

ntp authentication-key 1 md5 Ciscol23

ntp server 1.1.1.1




NTP priklad SVK a overenie

! 2.sk.pool.ntp.org a 0.europe.pool.ntp.org bez AUTH
ntp server 90.176.21.0 prefer
ntp server 45.148.141.154

loverenie

Moja-ASA# show ntp associations
address ref clock st when poll reach delay offset

disp

~90.176.21.0 .PPS. 1 54 64 0 9.9 148.92
16000.

~45.148.141.154 0.0.0.0 16 - 64 0 0.0 0.00
16000.

* master (synced), # master (unsynced), + selected, - candidate, ~
configured

Moja-ASA# show ntp status

Clock is synchronized, stratum 2, reference is 90.176.21.0

nominal freq is 99.9984 Hz, actual freq is 99.9984 Hz, precision is 2**6
reference time is e36cfecl.81466a5d (16:52:17.504 UTC Sat Nov 28 2020)
clock offset is -0.7027 msec, root delay is 9.63 msec

root dispersion is 15892.35 msec, peer dispersion is 15890.63 msec




Objekty a objektove skupiny

(Objects and Object Groups)

Network objects
Service objects
Object groups



Objekty a objektové skupiny

Co su objekty a objektové skupiny?

= Objekty sa vytvaraju a vyuzivaju v ACL namiesto |IP adries alebo protokolu/portu
= Mnemo dévody pre pracu s ACL

= Jednoduchsia uprava ACL Ci inych konfiguracii
= Pri Uprave objektu sa zmena automaticky pouzije na vSetky pravidla, ktoré pouziva dany
objekt
= EXxistuju 2 typy objektov
= Network object - konfiguruje sa pomocou prikazu: object network

= MOGze byt troch typov: host, podsiet’ alebo rozsah
= konkrétna IP adresa, cela podsiet, rozsahom adries

= Service object - konfiguruje sa pomocou prikazu: object service
= Obsahuje protokol a volitelny zdrojovy a/alebo ciefovy port, €i rozsah portov
= Objekty mozu byt v pripade potreby pripojené alebo odobrate od jednej alebo
viacerych skupin objektov.
= Jednotlivé objekty mézu byt vyuzité pri NAT, ACL a objektovych skupinach.




Prikazy na konfiguraciu Network object

Konfiguracia siet'ovéeho objektu (Network object)

= Sietovy objekt (Network object):
= nazov objektu obsahuje iba jednu IP adresu/rozsah a masku
= v sietovom objekte preto m6ze byt len jeden prikaz
= pri zadani druhého paru IP adresy a masky sa nahradi existujuca konfiguracia
= Mb&ze byt definovany jednou z troch metod

host ip-addr « Assigns an |IP address to the named object.
subnet net-address net-mask » Assigns a network subnet to the named object.
range ip-addr-1 ip-addr-n « Assigns a range of IP addresses to the named object

= prikazom - clear config object network - sa vymazu vsetky sietové objekty




Siet'ove objekty

!jedna IPcka
Moja-ASA (config) # object network ?

configure mode commands/options:

WORD < 129 char Specifies object ID
Moja-ASA (config)# object network INSIDE IF
Moja-ASA (config-network-object)# host 192.168.2.1
Moja-ASA (config-network-object)# exit

! Range

! overenie
Moja-ASA (config-network-object)# show runn object
object network INSIDE IF

host 192.168.2.1

object network SIET INSIDE

range 192.168.2.1 192.168.2.254
Moja-ASA (config-network-object) #




Prikazy na konfiguraciu Service object

Konfiguracia objektu sluzby (Service object)

= Objekt sluzby (Service object)

mo&ze obsahovat port protokolu alebo rozsahy portov (ICMP, TCP, UDP...)
volitelné kfuCové slova sa pouzivaju na identifikaciu zdrojového alebo cielového
portu (alebo oboch).

Operatory: eq(equal), neq(not equal), It(less than), gt(greater than) a range
podporuju konfiguraciu portu pre dany protokol.

= Ak nie je Specifikovany operator, predvoleny je eqg(equal).

prikazom - clear config object service — sa vymazu vSetky servisné objekty

service proteococl [ source [ coperator = Specifies an IP protocol name or number.

pert 1] [ destinmation [ copsrator port

11

service tcp [ source [ opsrator peort = Specifies that the service ocbject is for the TCP

1] [ destination [ cpsrater peort ]] protocol.

service udp [ source [ opsrator peort = Specifies that the service object is for the UDP

1] [ destination [ cpsrater peort ]] DI’DIDCDL

service iomp iomp-type * Specifies that the service object is for the ICMP
protocol.

service icmp6 iocmpé-type = Specifies that the service object is for the ICMPv6

protocol.



Service object — priklad WWW

Moja-ASA (config) # object service HTTP
Moja-ASA (config-service-object) # service ?

service-object mode commands/options:
<0-255> Enter protocol number (0 - 255)
ah
eigrp
esp
gre
icmp
icmp6
igmp
igrp
ip
ipinip
ipsec
nos
ospf
pcp
pim
pptp
sctp
snp
tcp
udp

<--- More --->

Moja-ASA (config)# object service HTTP
Moja-ASA (config-service-object)# service tcp ?

service-object mode commands/options:
destination Keyword to specify destination
source Keyword to specify source
<cr>

Moja-ASA (config-service-object)# service tcp

destination ?

service-object mode commands/options:

eq Port equal to operator
gt Port greater than operator
1t Port less than operator
neq Port not equal to operator

range Port range operator
Moja-ASA (config-service-object)# service tcp
destination eq 80

! overenie
sh run object service
object service HTTP
service tcp destination eq www




Typy objektovych skupin

Skupiny objektov (Object groups)

= Samotné objekty m6zu byt zoskupené do pomenovanej skupiny

= Zoskupenim podobnych objektov sa da skupina pouzit v zazname riadenia
pristupu (ACE — access control entry) namiesto toho, aby bolo nutné
zadavat ACE pre kazdy objekt osobitne.

= ASA podporuje rézne typy objektovych skupin

= Pre objektové skupiny plati:

network, service, protocol, security, ICMP-Type, usel

objekty a objektové skupiny zdielaju rovnaky
priestor mien

objektové skupiny musia mat' jedineCné nazvy
objektovu skupinu nemozno odstranit’ alebo
vyprazdnit, ak sa pouzije v prikaze

ASA nepodporuje skupiny vnorenych skupin IPv6

ICMP-Type

o —



Common Object Groups

Konfiguracia vseobecnych objektovych skupin

= Network object group
= konfiguracia pomocou prikazu object-group network [grp-name]

= v konfiguracnom rezime skupiny pomocou prikazov network-object a group-object pridame
Sietové objekt

Moja-ASA (config)# object network SSH JUMP IN
Moja-ASA (config-network-object)# host 192.168.2.2
Moja-ASA (config-network-object) # exit

Moja-ASA (config)# object-group network SSH SERVERY

Moja-ASA (config-network-object-group) # description ZOZNAM SSH SERVEROV
Moja-ASA (config-network-object-group) # network-object host 192.168.2.4

! Odvolavat sa na vytvoreny network object

Moja-ASA (config-network-object-group) # network-object object SSH JUMP IN




Overenie

Moja-ASA# sh run object-group
object-group network ADMIN HOSTS
description Stroje Adminov
network-object host 192.168.2.50
network-object host 200:acad:ffff: :55
object-group network SSH SERVERY
description ZOZNAM SSH SERVEROV
network-object host 192.168.2.4
network-object object SSH JUMP IN




Common Object Groups

Konfiguracia vseobecnych objektovych skupin

= [ICMP-Type object group
= konfiguracia prikazom object-group icmp-type [grp-name]
= na pridanie objektov do skupiny pouzijeme prikazy icmp-object a group-object

CCNAS-ASA(config)# object-group icmp-type ICMP-ALLOWED
CCNAS-ASA(config-icmp-object-group)# icmp-object echo
CCNAS-ASA(config-icmp-object-group)# icmp-object time-exceeded
CCNAS-ASA(config-icmp-object-group)# exit

CCNAS-ASA(config)#

CCNAS-ASA(config)# show running-config object-group id ICMP-ALLOWED
object-group icmp-type ICMP-ALLOWED

icmp-object echo

icmp-object time-exceeded
CCNAS-ASA(contig)#




Common Object Groups

Konfiguracia vseobecnych objektovych skupin

Service object group

= konfiguracia - object-group service [grp-name]
= pridavanie objektov - port-object a group-object

Na odstranenie vsetkych
skupin objektov z

konfiguracie sluzi prikaz
= clear configure object-group

Overenie
= show running-config object-group

CCNAS-ASA(config)# object-group service SERVICES-1
CCNAS-ASA(config-service-object-group)# service-object tcp destination
CCNAS-ASA(config-service-object-group)# service-object tcp destination
CCNAS-ASA(config-service-object-group)# service-object tcp destination
CCNAS-ASA(config-service-object-group)# service-object udp destination
CCNAS-ASA(config-service-object-group)# exit

CCNAS-ASA(config)#

CCNAS-ASA(config)# object-group service SERVICES-2 tcp
CCNAS-ASA(config-service-object-group)# port-object eq www
CCNAS-ASA(config-service-object-group)# port-object eq smip
CCNAS-ASA(config-service-object-group)# exit

CCNAS-ASA(config)#

CCNAS-ASA(config)# object-group service SERVICES-3 tcp
CCNAS-ASA(config-service-object-group)# group-object SERVICES-2
CCNAS-ASA(config-service-object-group)# port-object eq fip
CCNAS-ASA(config-service-object-group)# port-object range 20800 2085
CCNAS-ASA(config-service-object-group)# exit

CCNAS-ASA(config)#
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ASA ACLs
Typy ASA ACLs

Konfiguracia a nasadenie ACLs
ACL a objektové skupiny



Styl pisani ACL na ASA

ASA Acls

= Cisco ASA 5505 podporuje a poskytuje zakladné moznosti filtrovania
= Zhody IOS ACL s ASA ACL
= Obidve su tvorené ACE
= Spracuvaju sa postupne (zhora nadol)
= Posledné pravidlo je implicitné deny
= Plati pravidlo jedného ACL na rozhranie, protokol a na smer
= OdlisSnosti ASAACL
= Namiesto wilcard masky (0.0.0.255) sa vyuziva sietova maska (255.255.255.0)
= Vacsina ASA ACLs je pomenovana, nie Cislovana

= Zabezpecenie rozhrania bez nakonfigurovaneho ACL sa riadi na zaklade security
level

= Mo&ze pouzivat object-y a object-group-y, Ci identity namiesto IP adries




Typy filtrovania ASA ACLs

= Through-traffic filtering (Filtrovanie prenasanych paketov)
= prevadzka, ktora prechadza zariadenim z jedného rozhrania do druhého
= konfiguracia v 2 krokoch
= vytvorenie ACL
= aplikovanie vytvoreného ACL na rozhranie
* To-the-box-traffic filtering (Filtrovanie paketov na zariadeni)
= vztahuje sa na filtrovanie prevadzky, ktora konCi na ASA
= dostupné od verzie 8.0

= konfiguracia je jednokrokova, ale implementacia ma subor pravidiel




More secure interfaces can access less secure interfaces

Vplyv security-level na filtrovanie

s = Prevadzka z bezpecnejsieho rozhrania,
Security level: 0 napr. security level (SL) 100, ma povoleny
pristup k menej bezpeCnym rozhraniam,

< Internet ) napr SeCUFIty Ievel O
= Spat povolena na zaklade stavovej inSpekcie

Inside = Prevadzka z nizSieho SL na vysSi SL

DMZ

. | = Je blokovana
Security level EDQ Qse‘“”“” S = Je potrebné aplikovat ACL, ktoré umoziiuje
i Sarer o prenos z nizsej urovne zabezpecenia do

e A =N vySSej.

- | = Prevadzka medzi rozhraniami s rovnakymi

Outside SL . . . i
Security level: 0 = Povolenie VyzadUJe prlkaZ:
same-security-traffic permit inter-

Internet - interface
: = Pre to isté rozhranie
~— i ]
|
1

Inside same-security-traffic permit intra-
interface

DMZ

Security level: 50 - 4‘: -_ - Security level: 100




Typy ASAACLs

Pat’ typov ASA ACL

= Extended access list

= Najbeznejsi typ ACL, filtrovanie tak ako v 10S
= Standard access list
= Na rozdiel od 10S ACL kontroluje ciefové IP adresy
= ZvyCajne sa vyuzivaju v route mapach pri redistribucii OSPF
= Nemozno ich aplikovat na rozhranie na riadenie pristupu
EtherType access list

= Je ich mozné konfigurovat iba ak je zariadenie spustené v transparentnom
mode (transparent mode)

Webtype access list
= Pouziva sa v konfiguraciach, ktoré podporuje filtrovanie pre klientov SSL VPN.
IPv6 access list

= Pouziva sa na urCenie prenosu, ktory sa ma blokovat' a ktora preposlat dalej cez
rozhranie.




Konfiguracia ACLs

= Pomocny prikaz pri tvorbe ACL
* help access-list

ACL id * The name of the ACL. It can be any alphanumeric name up to 241
characters.

Action *= Can be permit or deny.

Protocol number - Source * Can be ip for all traffic, or the name / IP protocol number (0-250)
including iemp (1), tcp (6), udp (17), or a protocol object-group.

Source = Identifies the source and can be any, a host, a network, or a network

object group.
* For to-the-box-traffic filtering, the interface keyword is used to specify
the source interface of the ASA.

Source port operator * (Optional) Operand is used in conjunction with the source port.
* Valid operands include It (less than), gt (greater than), eq (equal), neq
(not equal), and range for an inclusive range.

Source port * (Optional) Can be the actual TCP or UDP port number, select port
name, or service object group.
Destination * Identifies the destination and like the source, it can be any, a host, a

network, or a network object group.
* For to-the-box-traffic filtering, the interface keyword is used to specify
the destination interface of the ASA.

Destination port operator * (Optional) Operand is used in conjunction with the destination port.
= \alid operands are the same as the source port operands.

Destination port * (Optional) Can be the actual TCP or UDP port number, select port
name, or service object group.

Log = Can set elements for syslog including severity level and log interval.

Time range * (Optional) Specify a time range for this ACE.




Priklad pre Extended ACL

Source traffic to filter.
It could also be a network object
group. The interface optionis
for to-the-box-traffic filtering.

ACL name but could be a
number. Examples: IP, TCP, UDP

access-list id extended [deny | permit} protocol

{source addr source mask | any | host src host | interface src if name}
[operator port [port]]

{dest addr dest mask} | any | host dst host | interface dst if name}
[operator port [port]]

Operator can be operands 1t (less than), gt Destination traffic to filter.
(greater than), eq (equal), neq (not equal), and It could be a network object
range for an inclusive range. Port could be port group.The interface option is for to-

number or TCP or UDP port name. It could also be a
service object group.

the-box-traffic filtering.




access-list ACL-IN extended deny tcp any host 209.165.201.29 eq www
access-list ACL-IN extended permit ip any any

access-group ACL-IN in interface inside

Implementacia ACLs

= ACL prevents all inside hosts access to a web service at 209.165.201.29.
* |nternal hosts are permitted to access all other services at 209.165.201.29.
* |nternal hosts are permitted access to all other addresses.

[ | Ove ren |e = All other traffic is implicitly denied.

= show access-list
= show running-config access-list

= Vymazanie vytvoreného ACL
" (:I(?Ei”(:()"ffg’ll’!? Ei(:(:f?!?&?-lif;t access-group id { in | out } interface if name | per-user-override | control-plane ]

access-group Keyword used to apply an ACL to an interface.

id The name of the actual ACL to be applied to an
interface.

in The ACL will filter inbound packets.

out The ACL will filter outbound packets.

interface Keyword to specify the interface to which to apply
the ACL.

if name The name of the interface to which to apply an
ACL.

per-user-override Option that allows downloadable ACLs to override
the entries on the interface ACL.

control-plane Keyword to specify whether the applied ACL

analyzes traffic destined to ASA for management
purposes.




ACL a Objekty Ci Objektove skupiny

= Priklad

= Z PC1 a PC2 povol pristup k webovym a e-mailovym sluzbam vo vnutri
= VSetko ostatné dropni

209.165.201.1
Inside

(VLAN 1)

Web and Email

Server 131 Qutside
(VLAN 2)

E0/1 ' \
E0/O
209.165.202.128/27 Internet
209.165.200.224/27
E0/2

Web and Email 132
Server

N 209.165.201.2

.-'".'
..r"f



ACL pravidla pre PC1 a PC2

ACLs pre PC1 a PC2 — klasicky pristup

CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

ACL-IN
ACL-IN
ACL-IN
ACL-IN
ACL-IN
ACL-IN
ACL-IN
ACL-IN
ACL-IN
ACL-IN
ACL-IN
ACL-IN
ACL-IN

remark Permit PC-1 -> Server A for HITP / SMTP

extended permit tcp host 289.165.201.1 host 269.165.282.131
extended permit tcp host 209.165.201.1 host 269.165.282.131
remark Permit PC-1 -> Server B for HTTP / SMTP

extended permit tcp host 209.165.201.1 host 209.165.282.132
extended permit tcp host 209.165.201.1 host 209.165.202.132
remark Permit PC-2 -> Server A for HTTP / SHMTP

extended permit tcp host 209.165.201.2 host 269.165.282.131
extended permit tcp host 209.165.201.2 host 269.165.282.131
remark Permit PC-2 -> Server B for HTTP / SMTP

extended permit tcp host 209.165.201.2 host 209.165.282.132
extended permit tcp host 209.165.201.2 host 209.165.202.132
extended deny ip any any log

access-group ACL-IN in interface outside




ACLs s vyuzitim objektovych skupin

Vyuzitie objektovych skupin pri ACL

access-list 1d extended { deny

T T A T AT —— sy

b=
la'c L Wl L U b o L hd

object-group

permit } E

oy T T P ——
difs LW LU

ol object-group
object-group

— —_—

CCNAS-ASA(contig)# object-group network
CCNAS-ASA( config-network-object-group)#
CCNAS-ASA( config-network-object-group)#
CCNAS-ASA( config-network-object-group)#
CCNAS-ASA( config-network-object-group)#
CCNAS-ASA(config)#

CCNAS-ASA(config)# object-group network
CCNAS-ASA( config-network-object-group)#
CCNAS-ASA( config-network-object-group)#
CCNAS-ASA( config-network-object-group)#
CCNAS-ASA( config-network-object-group)#
CCNAS-ASA(config)#

CCNAS-ASA(config)# object-group service
CCNAS-ASA(config-service-object-group)#
CCNAS-ASA(config-service-object-group)#
CCNAS-ASA(config-service-object-group)#
CCNAS-ASA(config-service-object-group)#
CCNAS-ASA(config)#

NET-HOSTS
description 0G
network-object
network-object
exit

SERVERS
description 0G
network-object
network-object
exit

HTTP-SMTP tcp
description 0G
port-object eq
port-object eq
exdt

matches PC-A and PC-B
host 209.165.201.1
host 209.165.201.2

matches Web / Email Servers
host 209.165.202.131
host 209.165.202.132

matches SMTP / WEB traffic
smtp
WW

CCNAS-ASA(config)# access-list ACL-IN remark Only permit PC-A / PC-B -> Internal Servers
CCNAS-ASA(config)# access-list ACL-IN extended permit tcp object-group NET-HOSTS
object-group SERVERS object-group HTTP-SMIP




NAT UN NAT services on an ASA

GISGO ASA

Dynamic NAT
Dynamic PAT
Static NAT



DMZ
(VLAN 3)

ASA NAT -

B} 192.168.2.0 /24 :
nasadenle QOutside ;. |
NAT :
N -
\\ EO/ 2, i Qutside
Inside EOQ/1 EOQ/O (VLAN 2) /'/
(VLAN 1) - Internet
. 209.165.200.224 /27 \ )

| A 209.165.201.2

= Inside NAT _._192.168.1.0 12?;_ AT
= To najbeZnejsie S— >
nasadenie -

= Zinside s vy33im s AT
SecLEvel na Outside s niz§im SeclLevel

= Typicky prekladam najprv source

= Najprv sa NAT-uje, potom sa smeruje

Outside NAT

= Preklad pri prechode z outside s nizSim SeclLevel na interface z vy$Sim SecLevel

= RieSene kedy outside host sa javi ako Clen vnutornej siete
= Typicky prekladam najprv destiantion

= Najprv sa smeruje, potom sa NAT-uje

Bidirectional NAT

= Ked sa pouzivaju oba predchodzie typy

Pozn. sp6sob ovplyvnuje procesy ako kedy sa robi NAT a kedy routing



Prehlad ASA NAT

ASA — vseobecné typy NAT

= Cisco ASA podporuje tieto typy NAT

= Dynamic NAT

= many-to-many => preklad sukromnych IP adries z jedného rozsahu na verejné |IP adresy z druhého
poolu

= Dynamic PAT
= many-to-one => taktiez nazyvané ako pretazenie NAT.

= Preklad viacerych sukromnych IP adries z jedného poolu pretazenim vonkajSieho rozhrania alebo IP
adresy

= Static NAT

= one-to-one => zvyCajne sa mapuje vonkajSia adresa na interny server
= Policy NAT

= Policy-based NAT => zaloZené na subore pravidiel.

= Pravidla urCuju, ze sa preloZzia iba urcité zdrojové adresy urCené pre konkrétne cielové adresy a /
alebo konkrétne porty.

= DalSie funkcie ASA NAT
= Twice-NAT
= |dentifikuje zdrojovu aj cielovu adresu v jednom pravidle (prikaz nat)
= Pouziva sa pri konfiguracii vzdialeného pristupu IPsec a SSL VPN




NAT priklad

* |nside: 192.168.1.0/27
= Qutside pool: 209.165.200.240 to 209.165.200.248

- Qutside

e (VLAN 2) / |
nsige
(VLAN 1) - Internet
- 209.165.200.224/27 \
-

,  192.168.1.0/27 .
»

209.165.201.2




Konfiguracia dynamického NAT

ASA - konfiguracia Dynamic NAT

= Na konfiguraciu dynamického NAT su potrebné dva sietove objekty
= Prvy sietovy objekt:
= identifikuje skupinu verejnych IP adries, na ktoré sa prekladaju sukromné adresy.
= pomocou object prikazov range alebo subnet
= Druhy sietovy objekt
= identifikuje interné privatne adresy
= Tieto dva sietoveé objekty sa spoja pomocou prikazu
nat (real-ifc, mapped-ifc) dynamic mapped-obj.

object network PUBLIC

range 209.165.200.240 to 209.165.200.248
object network DYNAMIC-NAT

subnet 192.168.1.0 255.255.255.224

nat (inside, outside) dynamic PUBLIC




Povolenie ICMP

= Povolenie ICMP
= Aby neboli filtrované odpovede

Policy-map global policy
class inspection default
access-list ICMPACL extended permit icmp any any

Access—-group ICMPACL in interface outside




89

Overenie - show xlate, show nat

CCNAS-ASA(config)# show xlate

1 in use, 1 most used

Flags: D - DNS, e - extended, I - identity, i - dynamic, r - portmap,
s - static, T - twice, N - net-to-net

NAT from inside:192.168.1.3 to outside:209.165.200.242 flags i1 idle 0:00:02 timeout 3:00:00
CCNAS-ASA(config)#
CCNAS-ASA(config)# show nat

Auto NAT Policies (Section 2)

1 (inside) to (outside) source dynamic DYNAMIC-NAT PUBLIC
translate hits = 1, untranslate hits = 1

CCNAS-ASA(config)#

CCNAS-ASA(config)# show nat detail

Auto NAT Policies (Section 2)
1 (inside) to (outside) source dynamic DYNAMIC-NAT PUBLIC

translate hits = 1, untranslate hits = 1

Source - Origin: 192.168.1.8/27, Translated: 209.165.200.240-209.165.200.248
CCNAS-ASA(config)#




Konfiguracia dynamického PAT

ASA - Konfiguracia Dynamic PAT

= Pri pretazeni vonkajSieho rozhrania (PAT) sa vyzaduje iba jeden sietovy
objekt.

= Povolenie internym hostom pretazit vonkajsie rozhranie sa zabezpecCi
prikazom - nat (real-ifc,mapped-ifc) dynamic interface

CCNAS-ASA(config)# object network INSIDE-NET
CCNAS-ASA{config-network-object)# subnet 192.168.1.8 255.255.255.224
CCNAS-ASA{config-network-object)# nat (inside,outside) dynamic interface
CCNAS-ASA(config-network-object)# end

CCNAS -ASA#H

CCNAS-ASA# show xlate

1 in use, 1 most used

Flags: D - DN5, e - extended, I - identity, 1 - dynamic, r - portmap,
s - static, T - twice, N - net-to-net

ICMP PAT from inside:192.168.1.3/1 to outside:289.165.2080.226/1 flags ri idle
8:00:82 timeout ©8:00:30
CCNAS-ASA#H




Konfiguracia statického NAT

ASA - Konfiguracia Statického NAT

= napr. ak je potrebné aby server bol pristupny aj z vonku

= Konfiguracny prikaz

= nat (real-ifc,mapped-ifc) static mapped-inline-host-ip

DMZ
(VLAN 3)

192.168.3.3

QOutside
(VLAN 2)

Inside EO/
(VLAN 1) 3
r E =

192.168.1.0/27

209.165.200.224/27

( Internet r

-
209.165.201.2

CCNAS-ASA( config)# interface Vlan3

CCNAS-ASA(config-if)# no forward interface Vlanl
CCNAS-ASA(config-if)# nameif dmz

INFO: Security level for "dmz™ set to 8 by default.
CCHNAS-ASA(config-if)# security-level 70
CCNAS-ASA(config-if)# ip address 192.168.2.1 255.255.255.8

CCNAS-ASA(config-if)# exit

CCNAS-ASA(config)#

CCNAS-ASA(config)# interface Ethernetd/2
CCNAS-ASA(config-if)# switchport access wvlan 3
CCNAS-ASA(config-if)# mo shut
CCNAS-ASA(config-if)# exit

CCNAS-ASA(config)#

CCNAS-ASA(config)# object network DMZ-SERVER

CCMAS-ASA(config-network-object)# host 192.168.2.3
CCNAS-ASA(config-network-object)# nat (dmz,outside) static 209.165.200.227
CCNAS-ASA(config-network-object)# exit

CCNAS-ASA(config)i

CCNAS-ASA(config)# access-list OUTSIDE-DMZ extended permit ip amy host 192.168.2.3
CCNAS-ASA(config)# access-group OUTSIDE-DMZ in interface outside

CCNAS-ASA(config)i#

CCMAS-ASA(config)# policy-map global policy

CCNAS-ASA(config-pmap)# class inspection default

CCMAS-ASA(config-pmap-c)# access-list ICMPACL extended permit icmp any any
CCNAS-ASA(config)# access-group ICMPACL in interface dmz
CCNAS-ASA(config)#




CCNAS-ASA(config)# show xlate
2 in use, 2 most used
Flags: D - DNS, e - extended, I - identity, 1 - dynamic, r - portmap,
s - static, T - twice, N - net-to-net
NAT from dmz:192.168.2.3 to outside:209.165.200.227
flags s idle 9:00:21 timeout ©:00:00

NAT from inside:192.168.1.3 to outside:209.165.200.242 flags 1 idle 9:09:06 timeout
3:00:00

CCNAS-ASA(config)#

CCNAS-ASA(config)# show nat detail

Auto NAT Policlies (Section 2)
1 (dmz) to (outside) source static DMZ-SERVER 209.165.200.227
translate hits = 1, untranslate hits = 1
Source - Origin: 192.168.2.3/32, Translated: 209.165.200.227/32
2 (inside) to (outside) source dynamic DYNAMIC-NAT PUBLIC
translate hits = 1, untranslate hits =
Source - Origin: 192.168.1.8/27, Translated: 209.165.200.240-209.165.200.248
CCNAS-ASA(config)#




AAA ON THE CISCO

ASA

AAA
Lokalna databaza a server
Konfiguracia AAA



ASA - AAA

AAA

= Autentifikacia, autorizacia a uctovanie poskytuju dalSiu uroven ochrany.

= |ba pomocou AAA sa mdzu autentifikovany a autorizovany pouzivatelia pripajat’ cez
ASA.

= Autentifikacia riadi pristup vyzadovanim platnych pouzivatelskych povereni,
ktorymi su zvyCajne meno a heslo.
= ASA moéze autentifikovat vSetky pripojenia k ASA vratane
= Telnet, SSH, konzoly, ASDM pomocou HTTPS a privilegovaného EXEC modu
= Autorizacia riadi pristup uzivatela po jeho autentifikacii.
= moze autorizovat prikazy na spravu, pristup do siete a pristup VPN
= Ugtovanie
= sleduje prenos, ktory prechadza cez ASA
= umoznuje spravcom mat zaznam o cCinnosti pouzivatela

= zahfna Cas zacCiatku a konca relacie uzivatela, uzivatelské mena, pocet bajtov ktoré
precadzaju cez ASA atd...



Autentifikacia vocCi lokalnej databaze alebo serveru

Lokalna databaza a server

= Cisco ASA

= Autentifikacia pomocou lokalnej databazy (mena a hesla su ulozené lokalne na
ASA)

= username name password password [privilege priv-level]
= clear config username [name]
= show running-config username

= Autentifikacia pomocou externého servera (Radius alebo TACACS+)

aaa-server ssrver-tag protocol protocol * Creates a TACACS+ or RADIUS AAA server

group.
aaa-server ss=rver-tag |[(interface-nams)| * Configures a AAA server as part of a AAA server
host {server-ip | nams} [ key ] group.

* Also configures AAA server parameters that are
host-specific.




Ukazka konfiguracie tacacs+

Konfiguracia TACACS + na ASA 5505

= Na autentifikaciu pouzivatelov, ktory pristupuju k ASA CLI cez konzolu, SSH,

Telnet atd... pouzijeme prikaz:

= aaa authentication { serial | enable | telnet | ssh | http } console { LOCAL | server-
group [LOCAL ]} CCNAS-ASA(config)#

. CCNAS-ASA(config)#
= clear config aaa CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#
CCNAS-ASA(config)#

CCNAS-ASA(confTig)# username Admin password class privilege 15
CCNAS-ASA(confipg)#

CCNAS-ASA(config)# show run username

username Admin password obYXcKAuUM.jTSNE encrypted privilege 15
CCNAS-ASA(config)#

CCNAS-ASA(config)# aaa-server TACACS-SVR protocol tacacs+
CCNAS-ASA(config-aaa-server-group)# aaa-server TACACS-SVR (dmz) host 192.168.2.3

daa
ddd
ddd
ddd
dad

CCNAS-ASA(config-aaa-server-host)# exit

CCNAS-ASA(config)#

CCNAS-ASA(config)# show run aaa-server

aaa-server TACACS-SVR protocol tacacs+

aaa-server TACACS-SVR (dmz) host 192.168.2.3
kEY ok ok

CCNAS-ASA(config)#

CCNAS-ASA(config)#
CCNAS-ASA(config)#

authentication
authentication
authentication
authentication
authentication

Logof+

Username: Admin
Password: wwews

Type help or

CCNAS-ASA>

aaa authentication http console TACACS-SVR LOCAL
aaa authentication enable console TACACS-SVR LOCAL
aaa authentication hitp console TACACS-SVR LOCAL
aaa authentication serial console TACACS-SVR LOCAL
aaa authentication ssh console TACACS-SVR LOCAL
aaa authentication telnet console TACACS-SVR LOCAL

show run aaa

enable console TACACS-SVR LOCAL
http console TACACS-SVR LOCAL
serial console TACACS-SVR LOCAL
ssh console TACACS-SVR LOCAL
telnet console TACACS-SVR LOCAL

CCNAS-ASA(config)# exit
CCNAS-ASA# disable
CCHNAS-ASA> exit

'2" for a list of available commands.




Modular Policy Framework (MPF)

Konfiguracia class maps
Definovanie a aktivacia politiky
Prednastavené ASA politiky



Co je MPF?

= Definuje subor pravidiel na uplathovanie funkcii brany firewall
= kontrola prevadzky a QoS, na prenos cez ASA
Umoznuje podrobnu klasifikaciu jednotlivych tokov prevadzky, na aplikovanie réznych pokrocilych politik na

jednaotlivé toky.
= MPF sa vyuziva s hardverovymi modulmi na presnejSie smerovanie z ASA na zariadenia vyuzivajuce

Cisco MPF.
= Kedze podporuje kontrolu 5 az 7 vrstvy, je mozné vyuzit ASA MPF na priradenie HTTP URL na

zabranenie pouzivatefom surfovat na konkrétnych webovych strankach v konkrétnych ¢asoch,
alebo stahovat subory (napr. Mp3 cez HTTP/FTP alebo HTTPS/SFTP).
= MPF vyuziva tri konfiguracné objekty na definovanie politik:
= Classify Traffic (klasifikacia prevadzky pomocou class mapy)
= Define Actions (definovanie akcii pomocou policy mapy)
= Activate policy (aktivovanie politiky pomocou service policy)
= 4 kroky konfiguracie
= 1. (volitelné) konfiguracia rozsirenych ACLs na identifikaciu podrobnej prevadzky
= 2. vytvorenie class mapy, na identifikovanie prevadzky
= 3. vytvorenie policy mapy, na aplikovanie akcii pre vytvorené class mapy
= 4. konfiguracia service policy, na aplikovanie politiky na rozhranie



Konfiguracia class mapy, policy mapy a aplikovanie
politiky
= class mapa identifikuje prevadzku na 3-4 vrstve

CCNAS-ASA(config)# access-list UDP permit udp any any
CCNAS-ASA(config)# access-list TCP permit tcp any any
CCNAS-ASA(config)# access-list SERVER permit ip any host 10.1.1.1
CCNAS-ASA(config)#

CCNAS-ASA(config)# class-map ALL-TCP

CCNAS-ASA(config-cmap)# description "This class-map matches all TCP traffic” I I tFi
ECHAS—&SAEcunfig—cmaE;# match 2{c955—1i5t TCP ° Apllkovanle pO“tIky
CCNAS-ASA(config-cmap)# exit

CCNAS-ASA(config)#

CCNAS-ASA(config)# class-map ALL-UDP

CCNAS-ASA(config-cmap)# description "This class-map matches all UDP traffic”
CCNAS-ASA(config-cmap)# match access-list UDP

CCNAS-ASA(config-cmap)# exit

CCNAS-ASA(config)#

CCNAS-ASA(config)# class-map ALL-HTTP

CCNAS-ASA(config-cmap)# description "This class-map matches all HTTP traffic”
CCNAS-ASA(config-cmap)# match port TCP eq hitp

CCNAS-ASA(config-cmap)# exit

CCNAS-ASA(config)#

CCNAS-ASA(config)# class-map TO-SERVER

CCNAS-ASA(config-cmap)# description "Class map matches traffic 18.1.1.17
CCNAS-ASA(config-cmap)# match access-list SERVER

CCNAS-ASA(config-cmap)# exit

CCNAS-ASA(config)#

CCNAS-ASA(config)# access-list TFTP-TRAFFIC permit udp any any eq 69
CCNAS-ASA(config)#

CCNAS-ASA(config)# class-map CLASS-TFTP

CCNAS-ASA(config-cmap)# match access-list TFTP-TRAFFIC
CCHAS-ASA(config-cmap)# exit

CCNAS-ASA(config)#

CCNAS-ASA(config)# policy-map POLICY-TFTP

CCNAS-ASA(config-pmap)# class CLASS-TFTP
CCNAS-ASA(config-pmap-c)# inspect tftp
CCNAS-ASA(config-pmap-c)# exit
CCHNAS-ASA(config-pmap)# exit

CCNAS-ASA(config)#

CCNAS-ASA(config)# service-policy POLICY-TFTP global
CCNAS-ASA(config)#




ASA - predvolena politika

= ASA obsahuje predvolenu globalnu politiku
= zhoduje sa so vSetkym zakladnym aplikaCnym prenosom
= vyuziva kontrolu prenosu globalne

= Politiky aplikované na rozhranie maju prednost pred globalnymi politikami.

<output omitted>

= Zmena globalnej politiky
= upravit predvolenu politiku :
= deaktivovat’ predvolent politiku “inspect ane preset.dns.sap

inspect ftp
, inspect h323 h22%5
[ | Prl kazy inspect r.1323 ras
inspect ip-options
inspect netbios

| Show SerVice-pOIicy inspect rsh Policy map associates actions to perform on the traffic

inspect rtsp identified in the class map.

Class map consists of one statement matching a special
keyword default-inspection-traffiec.

. . . . %nspect skinny

= show running-config service-policy |[Rswinsd

. . . inspect sunrpc
= clear configure service-policy e O

. . inspect xdmcp Service policy applies a policy map to an interface or to al
[ ] interfaces using the keyword global. The global

CIear serv'ce-pOI'cy ErvVICE-po Yy BLODdl_po y E10Dd keyword applies a policy map to interfaces that do not
have a specific policy applied.
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