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Obsah prednasky

= Podmienky pre absolvovanie predmetu

= Kapitola 1 z kurzu ITN - Networking Today: = Kapitola 2 z kurzu ITN
= Networks Affect our Lives (nebude prednasane, ostane na domace
preStudovanie, a precvicenie na cviceni 2.
= Network Components tyzden):
= Network Representations and Topologies = 2.1 Cisco |0S Access
= Common Types of Networks = 2.2 10S Navigation
= |nternet Connections = 2.3 The Command Structure

= Reliable Networks
= Network Trends

= Network Security

= The IT Professional



Pocitacove siete a Cisco
s iet,OVé a kadém ia Welcome to Introduction to Networks v7.02 (ITN)

u Predmet PrinCipy |KS, POéitaéOVé Scroll down to find all of the content, assessments, and resources for this course.
Siete 1 a 2, ako aj niektoré d’aléie In order to aveid potential compatibility issues, you should use the latest version of Packet Tracer.
predmety (RBI, BIS, OKS, ...) su ‘
vyucovane prostrednictvom tzv. Cisco
sietove] akadémie
= Cisco: producent sietovych zariadeni,
softvéru, protokolov a sluzieb

= Cisco Networking Academy:

spolupraca spolocnosti Cisco s

vybranymi Skolami

= Cisco pripravuje pravidla, napln kurzov,
testy, Studijné materialy

= Od skoly sa Ziada, aby si tento program
integrovala do svojho portfélia
predmetov

(kurz: PIKS 2021, )



Kurzy na FRI: CCNA Routing & Switching

= Uroven Cisco Certified Network Associate (CCNA) CISCO.
= Zakladna uroven znalosti o sietach Networking
Academy

= Semestre kurzu CCNA:

* Introduction to Networks v7.0 (ITN)
= Uvod do principov sieti, terminoldgia, zakladné protokoly

= Na FRI pre viaceré st. programy povinny predmet Principy IKS (Bak., 2. semester),
na FBIl predmet PocCitaCové siete 1

= Switching, Routing, and Wireless Essentials v7.0 (SRWE)

= Zakladné principy a protokoly v smerovanych a prepinanych sietach

= Na FRI predmet Pocitacove siete 1 (Bak., 3. semester), na FBI predmet PocitaCoveé siete 2
= Enterprise Networking, Security, and Automation v7.0 (ENSA)

= Pokrocilé principy a protokoly v smerovanych a prepinanych sietach, echnoldgie pristupu k
internetu, WAN siete, automatizacia, cloudy, virtualizacia

= Na FRI predmet Pocitacove siete 2 (Bak., 4. semester)




Zapisovanie povinne volitelnych predmetov
“ Zadania na cvicenia ¢

Nadvazujuce siet'ové predmety:

@ STRANKA
Informacie pre uchadzacov o nadvéazujlice predmety PS1 a PS2 &*

Pre tych, ktory to v riadnom termine nespravili, ale dodatocne planuju si PS2
zapisat, ked studijné otvori prihlasovanie - august:

=N DOTAZNIK
¥ Dodato¢né prihlasenie predmetu PS2 ¢
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Kurzy na FRI: CCNP CISCO.

= Cisco Certified Network Professional (CCNP)

= Pokrocila uroven znalosti o sietach
= Podla kapacity vyucujucich nemusia byt otvarané kazdy skolsky
rok

N
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= Semestre kurzov CCNP:
= Building Scalable Internetworks (ROUTE)
= Pokrocilé smerovanie v IPv4 a IPv6

= Na FRI volitefny predmet Pokrocilé smerovanie v IKS
(Ing., 3. semester)

= Building Multilayer Switched Networks (SWITCH)
= Pokrocilé prepinanie a redundancia v prepinanych sietach |
= Na FRI volitefny predmet Pokrocilé prepinanie v IKS ( CISCO )

(Ing., 2. semester) CERTIFIED

= Troubleshooting Networks (TSHOOT) CCN P
= Techniky a principy pri rieSeni problémov v sietach '

i . ROUTING &
= Ponechany ako komercny kurz

SWITCHING




Expert

Professional

Associate

Enitry

Cisco Career Certification Tracks

CCDE CCIE CCIE CCIE CCIE
Cresign Wirebess Security Routing & Collaboration
! ' Switching "
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— Industrial/loT Network Engineer

— Metwork Designer/Architect
Wireless Network Engineer
MNetwork Security Engineer

— Metwork Engineer

— Collaboration Architect/Engineer
— Data Center Engineer

- Cloud Network Engineer

CCIE CCIE
Data Service

: Center . Provider

: :

i i
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CCHP CCHP CCHP
Data Cloud Service
Center Provider

CCHA
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= Service Provider Network Engineer
- Cyber Operations Analyst

« Optional track

@ Certification



CISCO

Preco celé CCNA na bakalarskom stupni? CISCO CISCO CERTIFIED
o _ e . CERTIFIED CERTIFIED
Zrucénosti a certifikacial! &CCNAJ&JCNPJQCE)

= Bakalar ma byt pripraveny pre prax

= Kurzy Cisco CCNA a CCNP st bezprostrednou PEARSON
pripravou na zodpovedajuice priemyselné

et s u VUE-Authorised
certifikacie Test Centre

= Preco sa certifikovat?

= Mnohi zamestnavatelia vyzaduju Cisco
certifikaciu, alebo je drzitefl certifikatu vyznamne
zvyhodneny

= Od juna 2017 - sme certifikacné centrum Pearson
Vue

= Titul + znalosti + certifikat = uspech

],
CISCO

Nrw




Vzt'ah kurzov k priemyselnym certifikaciam

= Kurzy Cisco CCNA a CCNP su bezprostrednou
pripravou na zodpovedajuce priemyselné certifikacie
= Certifikacia CCNA alebo CCNP sa ziskava na
akreditovanych testovacich centrach
= Bratislava: Gratex, Gamo, Gopas, Soitron
= KoSice: elfa
= Zilina: KIS FRI UNIZA — Pearson Vue (od juna 2017)

= Certifikat sa ziskava absolvovanim jednej alebo
niekolkych predpisanych skusok
= SkusSky su spoplatnené (moznost zliav)
= Platnost certifikatu je 3 roky

= Obnova: opatovné absolvovanie tej istej skusky alebo skusky
k vysSej certifikacii

(&)
&)

CISCO
GEH’.TIFIED

CCI

F!DUTIHG AND
SWITCHING




Certifikaty o ukonceni NetAcad semestra

= Nezavisle od priemyselnych certifikacii je mozné na nasej akademii
poziadat o vystavenie certifikatu
o absolvovani vybraného semestra sietovej akadémie

= Certifikat o ukon€eni semestra uznavaju mnohi zamestnavatelia ako potvrdenie o uspeSnom
ukonceni kurzu
= Cena cca 10 € za jeden certifikat [ —
(spolu 3 certifikaty za CCNA) o
CCNA Routing and Switching: Introduction to Networks

. F i n a n én é p rOStri ed ky Z I’S ka n é Za Ce rtifi kéty I?;llring thef{:i:sc:aNetworking Academy® course, administered by the undersigned instructor, the student was
su investované do vybavy a rozvoja

» Understand and describe the devices and services + Explain fundamental Ethernet concepts such as
used to support communications in data netwarks media, services, and operations

A4
. /4 L 4
CISCO Ia borato rl I na KI S F I tl ZU RB301 RB303 RB003 AN Intemet + Build a simple Ethernet network using routers and
H H . .
« Understand and describe the role of protocol layers in switches
y y ’ . . e Rve , data netwaorks « Use Cisco command-line interface (CLI) comman ds
u Za 3 I u b OVO I n e C I S CO Cet I fl kat Stu d e nt Z I S ka + Understand and describe the importance of to perform basic router and switch configurations
addressing and naming schemes at various layers of « Utiize common network utilities to verify small
ts

data networks in IPv4 and IPv6 environments

tricko Cisco akademie Ttk w s
= Kuvalita pristrojového vybavenia, jeho aktualnost

a funkcénost je jednym zo zakladnych e

predpokladov, aby si nasa akademia nadalej — A

udrzala svoju kvalitu | @

= Tu je priestor pre vas!

network operations and analyze data traffic




Laboratoria KIS

= Sietové laboratoria
= RB301, RB303, RB0O03
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Moznosti Studia sieti na bakalarovi (odbor 1aST)
Informacné a sietové technolégie (predmety zastreSované KIS)

1. semester 2. semester 3. semester 4. semester 5. semester 6. semester
- v 13 Yoo Poéitatiové | | |
Uvod do stadia - Pocitacove iete 2 | potitatove |
2-0-2 Principy IKS siete 1 siete - | 0
(principy 2-0-2 2-0-4 2-0-4 siete 3 Prax
informatiky, (Gvod do potit. .. : 1 (OSPF, EIGRP,WAN |1 2-0-2 | (aj u nds
y P (zakl. smerovania s KIS
pravne a etické sieti, CCNA1 v6.0) prepl'.nania sluiby' techn.,QoS,cloud, | (multimédia, SIP | na )
aspekty pouz. IT) CCNA 2 +1/2’CCNA3’) SDN, JunOSs, | VolP, PBX) |
CCNA4 +% CCNA3) T
Algoritmicka Zéklady V;rzr:l';;gflge
teoria grafov bezdr6tovych N
2-0-2 sieti apzlllc()a;le BP
(it allg' F,’lreh ~2-0-2 (LXC/LXD, Docker/
riesenie prakt. dloh) (WiFi, 3G/4G/5G, Kubernetes, auto.
Katedra KMMOA kom. tech. pre IoT) skripty, OpenStack)
| . ) | Python v Datab?zove R|€sen|e ’
| Linux zaklady | sietovych systemy bezpecnostnych
0-0-2 oA s 2-0-2 incidentov
| (administracia | gplkagech HIEL CalEe ey 2-0-2
I . | 2-0-2 model, integrita, .
| Linuxu) | (sietové API) algebra) (Cybersecurity
| _ Katedra K| OperatE)
| Analyza | | Internet veci
| procesov | | Zabezpecenie | 2-0-2
| 2-0-2 | | sieti pt:vkami | i,
| (analy’za éasovy’ch | I Fortlnet | Raspberry Pl,
radov lineadrnymi 2-0-2 Smart City)
| metédami) | | Katedra KTK

BP- bak.praca, 2-0-3 — 2 hodiny prednasok, 0 hodin cvic¢eni a 3 hodiny lab.cviceni, KI — katedra informatiky, KTK — Katedra technickej kybernetiky, KMMOA — katedra matematickych metdd a operacnej analyzy

IPredmetys aplik. matematikouvsiet’achl I Predmety praktické sietové l I Predmety programatorsko-sietové l l Povinny I [ Povinne volitelny I r_ Volitelhy |




InZinier

ASI

* % %

Studijny

plan

*

ponukané
predmety

d

profilacie

ASI

Aplikované
siefove
nzinierstvo

4. Diplomova
semester praca

Statna skuska

. [ N N N N N J

0 Projektovanie

' sieti 2
2/3

¢ (ISP techn., DC. '

0SDN, MPLS VPN):

‘---l----

Projektovy
manazment
2/2

'------.
.-------

L N W N N N J
0
0 Kyberneticka
bezpeénost
0 2/2

L. e pec ost 0 l Optimalizécia 4
Tedria ¢ informacnych
3. . . . ¢ Ykonvergovanycg
oznamovania 0 sieti
semester 0 0 h sieti ]
2/2 3 2/3 ' ! 2/2
(signaly, Al) (NetSec+ o L 0
0 . 0 (prakticky QoS)
Teorla. |n’orm. . ntegraaa IKS : . ATgf)r[tmy v : Projektovanie
sieti 0 2/3 o | 0 sietach e sieti 1
2. 2/2 ¢ (Cloud/SDN, 0 2/2 2 2/a
semester (tedria a prax 00penStack, 1aaS,g 0 (Ceko, siet ¢ L
d : 0 0 (ospf,isis,mcast,
dimenzovanie, . autom./orch, 0 . program., 0 R e
front toodtlood | esocket, tabul&yu 8P, MPs,13VP
m : . Siet O% oo
ryptogratia a ietove Uvod do OPristupové sietey
R 2/3 systémového 2/2 0
= 2/2 (Linwc/Win, yro ramov (pevné a radiovél
semester (mat. alg., NAT, FW, DHCP, prog : 0P

pri nC|py

Profllaua Profnlaua snete Proﬁlacna Povmn ‘
bezpecnost DevOps v 0

DNS, NTP

2/2
(C jazyk)

0 prist. siete - .
0 prehlad - EF)

]
]
0
]
—
0
]

Uvod do
strojového
ucenia
2/2

'------

- (N N N N N J
. 0
Povinne '
volitefny ¢
-

Anglicky
jazyk 2

Anglicky
jazyk 1




Avsak sme tiez aj ... JUNIPEr

NETWORKS

= Juniper Networks Academy Alliance EDUCATION SERVICES
Program (J NAAP) ACADEMIC ALLIANCE
= Fortinet Network Security Academy }
= AWS Academy - g
==RTINET
Network Security
Academy

= Pripravuju sa akadémie zamerane na
bezpecnost’

== FIOWMmMon

N N Driving Network Visibility




Plan semestra — prednasky

1.

N

N O s W

8.
9.
10.
11.

12.

Uvod do predmetu a podmienky. Uvod do konfiguracie
sietovych zariadeni

Zakladna konfiguracia zariadeni. Sietové protokoly a
sietova komunikacia

Vrstva pristupu k sieti (fyzicka a linkova vrstva RM OSI)
Technologia Ethernet

Sietova vrstva a jej zakladné funkcie

Adresovanie a uvod do subsietovania v IPv4

Subsietovanie v IPv4 sietach (s pevnou aj variabilnou
maskou).

Adresovanie a subsietovanie v IPv6
Transportna vrstva (protokoly TCP a UDP)
AplikaCna vrstva

Dizajn, bezpecnost a prikazy pre overenie funkCnosti
malej siete

Pozvana prednaska — odbornik z praxe




Podmienky
pre
absolvovanie
predmetu

v Moodle: Podmienky hodnotenia

How can yov How can yov
leave it all leave i} all 1
in the hands the hands oF

of an imrPdenn,

test? @@

Qa s inj |e FC'S.'J

/

v Moodle: Ako uspesSne zvladnut tento predmet

\ .

Hodnotenie (vahy na celkovom skore) Stupnica

Tyzden C. testu Testy  |DU (PT labs) C. DU (labu) A| <92, 100> bodov

1 B| <84, 92) hodov

2 TO1 3 C| <76 - 84) bodov

3 TO2 3 3 DU 03.1 D| <68, 76) bodov

4 T03 3 3 DU 04.2 E| <60, 68) bodov

5 T04 3 3 DU _05.3, 05.4 (1,5+1,5b.) FX| <0, 60) bodov

6 T05 3 3 DU 06.4

7 TO6 3 3 DU 07.5

8 TO7 3 3 DU 08.3

7 Semestralna praca

9 TO8 3 3 DU 09.3

10 TOS 3 3 DU 10.4

11 T10 3 3 DU 11 (test)

12 T11 3 3 DU 12

13 0 DU 13 Komplexna topo

Priebezné hodnotenie: 5 =33 =37 y=70 min. 30
Skuska: 15 15 >=30
min. 8,7 min 9 > =100
Skuska Test SkuSka Prax

Informacie k ziskaniu bodov:
Forma hodnotenia Termin Miesto stretnutia Prerekvizity

Skuska Test&Prax od 13. tyzdia *

Lab FRI, test v SEB, prax v PT

z priebez.hodnotenia min. 30 b.

DU 13 Komplexna topo |do nedele 23:59, 13. tyZden

odovzdat na Moodle

z priebez.hodnotenia min. 60 b.

Semestralna praca do nedele 23:59, 8. tyidef

odovzdat na Moodle **

Ziadne

DU3az12 vidy do nedele 23:59 ***

odovzdat na Moodle

Ziadne

* yypisané na vzdeldvani (Prihlasovanie na skisku), aj moZnost si opravit, max. 3 terminy, kto ziska zo semestra

min. 60 b., a cdovzda DU_13 na 100%, nemusi ist na sktsku

** obsahuje 7 uloh zadanych na cviceniach 1 aZ 7, odovzdava sa suhrnné vypracovanie vsetkych uloh

*** (jlohy treba odovzdat vidy do nedele dany tyZder, ked je zadana


https://moodle.uniza.sk/moodle/mod/wiki/view.php?id=27
https://moodle.uniza.sk/moodle/mod/wiki/view.php?pageid=16

Podmienky pre uznanie predmetu bez jeho absolvovania

= Pre tych, ktory maju Cisco certifikat zo SS
s ST
platl cisco (.3::_:(:0 Networking Academy — _n....

= Nemuisia chodit' na cviCenia, ale znamka zavisi CCNA Routing and Switching: Introduction to Networks

Od : During the Cisco Networking Academy® course, administered by the undersigned instructor, the student was
able to proficiently:

= + Absolvovat test a praktické zadanie v Case s o, ol it oo

used to support communications in data networks media, services, and operations
P-4 A 1 and the Internet « Build a simple Ethernet network using routers and
S ku S koveho OdebIa to hto Semestra « Understand and describe the role of protocol layers in switches
data networks « Use Cisco command-line interface (CLI) commands

Understand and describe the importance of to perform basic router and switch configurations

= Podrobné informacie na Moodle (tu a tu) " cresing and g s ARLS 87959 e compen newor s oty sl

data networks in IPv4 and IPv6 environments network operations and analyze data traffic

» Design, calculate, and apply subnet masks and
addresses to fulfill given requirements in IPv4 and
IPv6 networks

= Studentov, ktori by si chceli dat’ uznat predmet PIKS (na zéklade svojho

dobrovolného rozhodnutia), bud b
SPSD Trnava o e —
m na zaklade certifikatu zo strednej sSkoly (CCNAT1) Reatery e
- S . . . - . Slovakia Jun 15, 2015
= alebo na zaklade toho, ze absolvovali PIKS pred viac ako 3 rokmi, ale ziskali = ' o
Miroslav Madunicky R I o
zZ neho Znémku A ai E Instructor - Instructor Signature
&=
. ang . 5 8 i 1wy 5 ele V)
= prosime aby sa zaradili do tejto skupiny \E@, :
RN /

Ziadatelia o uznanie PIKSu (certif. CCNA1 zo SS, alebo uspesni
absolventi PIKS pred viac ako 3r.)

ZADANIE

Sem nahrat fotku svojich certifikatov zo SS

a nebudu chodit na cvi¢enia, musia si ale precitat' podmienky hodnotenia v
predmete ktore pre nich platia v tomto pripade: E

= Podmienky pre drzitelov Cisco certifikatov



https://moodle.uniza.sk/moodle/mod/wiki/view.php?pageid=14
https://moodle.uniza.sk/moodle/mod/assign/view.php?id=907

Anonymne vyjadri nazor (+/-

= CviCenia tu

-

-l

:_.“ ﬂ':‘

SLINE

Seria

R4 54 Wirelesgap

%
P, IP
IP PHoned 1P Pinel

Intranet ALINE

Seria

ALINE

o |

Anketa k cviceniam z predmetu PIKS

Nehodnotena a anonymna anketa pre zisfovanie vadej spatnej vazby.

* Required

Ktoré cvicenie idete hodnotit? *

Choose

U ktorého vyucujlceho ste absolvovali toto cvicenie? *

Choose

Ako ste celkovo spokojny s cvicenim? *
1 2 3 4 5

© O O O O

Velmi

Nic moc -
spokojny

S ¢im konkrétne ste boli spokojny a s ¢im nespokojny? *
(Uviest mézete akykolvek nazor tykajici sa cvicenia, len bud'te konkrétny, aby sme vedeli reagovat
na podnety. Co by ste na cviceni uvitali? Co povazujete za kvalitné a ¢o by ste odportcali zmenif?)

SUBMIT

konstruktivne kritizuj

* Prednasky tu

T HAD

Anketa k predndske z predmetu PIKS

Nehodnotend a anonymna anketa pre zistovanie vase] spatnej vazby.

* Required

Ktoru prednasku idete hodnotit? *

Choose

Ako ste celkovo spokojny s prednaskou? *
1 2 3 4 5

o O O O O

Velmi

Ni¢ moc -
spokojny

S &im konkrétne ste boli spokojny a s ¢im nespokojny? *
(Uviest mdzete akykolvek ndzor tykajici sa prednasok, len budte konkrétny, aby sme vedeli
reagovat na podnety. )

SUBMIT


https://docs.google.com/forms/d/e/1FAIpQLSeNoUxhDB1HA-3LeZdFnTauT6wiQALLFT0DnoGgfNu-Zn6RDg/viewform
https://docs.google.com/forms/d/e/1FAIpQLSesfymFkN6UGX0toMB0R6KVk8Oxvlj6KQOM6iLFTQpvK3wFHg/viewform

Komunikacny portal - MS Teams

Timy = %?,. Vieobecné rPrispevky Subory P
?. vzdel-FRI-5BN110-principy_IK5S 1L Nové ~ T Nahrat 73 Synchrc

Vseobecne

Cv Pon17 Dokumenty > General

Cv_5tr08

Cv_Str10 [ Nazov

Cv_5Str12 = Ucebné matenialy

Cv_5tri4

Prednasky 2021

Cv_5tr15

Cv_Utol2 Recordings

Cv Uto15

Softvér na cvicenia
Erasmus students

Kenzultacie k DU lol  Certifikicia ECDL IT zkademia 1.pdf
Konzultacie k semestralkam
Prednasky

Uznanie predmetu PIKS




Siete v nasich zivotoch

= Ziadna civilizacia sa nezaobide bez komunikacie
= Jeding, Co sa meni je forma komunikacie

How Connected We Are

J
C, o) 135/135 [ O yuf® [



https://www.youtube.com/watch?v=yKcLzdst3HU

Technologie predtym a dnes

= Ako sa zmenil internet za poslednych 25 rokowv...

= Tazko sa predstavuje internet bez google sluZieb, youtube, facebooku,
chatu, wikipedie, ....

Here's To Humanity



https://www.youtube.com/watch?v=bAOWpdQeyBQ

Siete podporuju sposob akym sa..

= Ucime (nemusime sediet v triede..)

= Komunikujeme (socialna interakcia bez
obmedzenia miestom a ¢asovou zonou)

= Pracujeme (vymena napadov a info cez
on-line komunity => vacsia svetova
produktivita)

= Zabavame (nekoneCno moznosti...)




Dnesné formy komunikacie

Chat
= Vynema sprav v realnom Case
Socialne siete

= interaktivnhe web stranky, kde mozno zdielat
obsah s priatelmi, rodinou, celym svetom

Nastroje pre vzdialenu spolupracu
= interaktivne (nielen) video v realnom Case
Blogy

= Lahko upravovatelné web stranky pre zdielanie
svojho obsahu, myslienok..

Wiki
= Podobne ako blogy, ale pre skupiny, s
moznostou recenzovat a editovat obsah

Podcasting

= Automatické stahovanie novych video/audio
suborov z predvolenej série (ipod+broadcasting)

P2P zdielanie suborov

= Velmi jednoduché a pohodiné, ale
porusovanim autorskych prav

a mnoheé iné

... Casto s




Siete roznych velkosti

Malé siete inStalované
doma — umoznuju
zdielanie zdrojov,
tlaciarni, dokumentov,
obrazkov, hudby medzi
domacimi PC

Vo vacsich firemnych
sietach alebo vacsich
organizaciach ako
napr. ZU — sa siete
vyuzivaju vo vacsom
rozsahu — su potrebné
sietové uloziska,
sietové servery s
réznymi sluzbami,
nastroje kolab., 100-
1000 zariadeni

small Home Networks

Medium to Large Networks

small Office/Home Office

MNetworks

World Wide Networks

= Ked niekto pracuje z

domu a pripaja sa do
firemnej siete, alebo
ma niekto mensiu
firmu doma, kde
poskytuje sluzby
alebo predava
produkty cez internet

Internet je najvacsou
existujucou sietou
dneska, siet sieti, je
to prepojenie
privatnych a
verejnych sieti
réznych velkosti,
miliony zariadeni



Peer-to-Peer ‘ | have a printer to ‘

share. | have files to share.
= Vyhody:

= Jednoduché zalozenie P2P siete
= Pomerne mala komplexnost
= Nizka cena — netreba sietoveé zariadenia ani dedikované servery

Print Sharing File Sharing

= Nevyhody:

Nemoznost centralnej spravy

Nie velmi bezpecné

Tazko Skalovatelné

M&ze znizovat vykonnost’ stanice — je aj klient aj server

= Mozno pouzit na jednoduché sluzby — prenos suborov, zdielanie tlaCiarni, ...



Celkovy pohlad na sietove komponenty l.

Devices Devices

= Cesta ktorou
prechadza sprava
moze byt rézne dlha
= od 1 kabla, po x10-
x100 sieti po celom
svete
= Hoci su komunikacneé
siete mimoriadne
rozmanite, predsa
maju iste rysy
spolocCneé:

LAN LAN

1. Zariadenia, ktoré
komunikuju alebo
komunikaciu

sprostredkuju Devices Media Services




1.A. Medzilahlé zariadenia

& = &

Wireless Router LAN Switch Router
Intermediary

Devices - a

Multilayer Switch Firewall Appliance

= Regeneruju a preposielaju prenasany signal

= Udrziavaju informacie o cestach do cielovych sieti

= |nformuju dalSie zariadenia o chybach a zlyhaniach v komunikacii

= Pri vypadku primarnej cesty presmeruju data zaloznymi trasami

= Obsluhuju tok dat na zaklade poziadaviek na kvalitu sluzby

= Povoluju alebo zakazuju tok dat na zaklade bezpecnostnych pravidiel

= Typické zariadenia: rozboCovace (hub), prepinace (switch), smerovace (router),
firewally, pristupové body (access point), opakovace (repeaters), ...




1.B. Koncoveé zariadenia

= g -

Desktop Computer Laptop Printer
End Devices
IP Phone Wireless Tablet TelePresence
Endpoint

= Koncoveé zariadenia (end devices) predstavuju koncovy bod komunikacie
= Typicky ich ovlada pouzivatel — Clovek

= Data v koncovych zariadeniach vznikaju a spracuvaju sa, obvykle vsak cez ne
neprechadzaju

= Typické ulohy koncovych zariadeni: klient, server, klient i server




Klienti a servery

Vsetky zariadenia v sieti ktore chcu spolu
komunlkova’g’ nazyvame ako hostov, alebo
koncoveé zariadenia

Servre

= Specializované PC so Special. SW

= poskytuje sluzby koncovym zariadeniam — email, web,
SIP, viacerym zaroven

= na jednom severy zvacsa bezi viacero sluzieb, dnes uz
je bezna aj virtualizacia
Klienti

= $pecial. PCs so Secial. SW

= chcu vyuzivat sluzby z réznych serverov — web
prehliada¢

= potrena simultannost - kazdy PC je schopny paralelne
Eé(ljdzigrat’ web, stahovat si emaily, chat-ovat a poCuvat

Objavime ako je tato simultannost mozna
cez dnesne IP siete
= ako sa realizuje
= aké su moznosti
= akeé su problémy, ako sa rieSia

= Aspekt bezpecénosti

Web Client

Email Client

File Client

Email Server

File Server

Web Server



Celkovy pohlad na siet'ovée komponenty II.

2. Média, ktorymi su
zariadenia prepojeneé

* O mediach, typoch, Internetwork
ich parametroch,
charakteristikach,
vyuziti - na 3.
prednaske

LAN LAN

Devices Media Services




Média v siet’ach

Copper

Fiber Optic

Wireless




Celkovy pohlad na siet'ovée komponenty lll.

3- SIUiby, ktoré Siet’ — Prmess-es and
ponuka pomocou sprav a Services || = e Sonoes

. g (Software) || = ...
pravidiel (protokolov)

Rule 1, Rule 2, Rule 3

= 0 Strukture tychto
pravidiel, ktoré v sietach
nazyvame protokoly —
na prednaske 2

LAN LAN

. . } -
Devices Media Services




Symboly siet'ovych prvkov
= = =

Desktop Computer Laptop Printer
End Devices
IP Phone Wireless Tablet TelePresence
Endpoint
Wireless Router LAM Switch Router
Intermediary
Devices .l a
Multilayer Switch Firewall Appliance

Wireless Media

Network Media LAN Media

=z WAN Media




NIC, fyzicky port / sietové rozhranie

= NIC = sietovy adapter NIC
= na fyzické pripojenie do siete pre
PC alebo iné zariadenie,

kabel/médium sa zasuva priamo do
NIC

= Fyzicky port

= Konektor, alebo zasuvka sietového
zariadenia, kde sa zasuva médium

= Rozhranie

= Specializovany port na zariadeni,
na prepojenie k inym sietam —
preto sietové rozhranie

= Posledné dva su synonyma.




| IV 4

Diagramy siet’'ovych topologii

Physical Topology <'"1E"*ED Rm: 2124

Server Room: rm: 2158 Rack 1 Class 1: Rm: 2125

Web Server IS
Rack 2
Shelf 1

0

Class 2: Rm: 2126

Email Server IS

Rack 2 e
Shelf 2
Rack 1
Shelf 3
File Server s Class 3: Rm: 2127
Rack 2

Shelf 3

IT Office: Rm: 2159




Diagramy siet’'ovych topologii (pokrac.)

Internet
Logical Topology < > Network

192.168.100.0

Network FO/M

Fof2 FO/1
Emiail Server f
GoNM
File GO/
FOf1 !

MNetwork
192.168.102.0

FO/f2

MNetwork
192.168.11.0




Typy sieti

= Najznamejsie typy sietove; Home Offce
infrastruktury:

= Lokalna siet(Local Area
Network, LAN)

= Siet velkého rozsahu(Wide Area
Network, WAN)

= Iné typy sieti:
= Metropolitan Area Network
(MAN)
= Wireless LAN (WLAN)
= Storage Area Network (SAN)

LAN

WAN

Branch




Lokalna siet’ (Local Area Network, LAN)

= Siet spravidla mensieho rozsahu, pomerne vysoke rychlosti
= Vlastnikom a pouzivatelom je obvykle jedna organizacia

= Typickymi LAN sietami su domace Ci vnutrofiremnée siete

= Technologie: Ethernet, WiFi

2

”D




Siet’ velkého rozsahu (Wide Area Network)

= Siet’ velkého geografického rozsahu, prepajajuca vzdialené lokality

= Pouzivatel tejto siete je spravidla iny ako jej vlastnik — WAN siet alebo
komunikaciu po nej si pouzivatel od jej vlastnika prenajima

= Vlastnik WAN sa nazyva ,poskytovatel sluzby® (service provider)

= Technologie: dial-up, HDLC, PPP, ISDN, Frame Relay, DSL, FTTx, GPON,
MPLS, ATM, Carrier Ethernet, X.25, SONET/SDH, ...

= Pomerne Siroky diapazon rychlosti




Internet

= Prepojené LAN a WAN.

Branch LAN

Home LAN

Government
LAMN

School LAN Enterprise LAN




Intranet a extranet

= Z pojmu ,internet” su

odvodené dva dalsie

pribuzné pojmy:

* Intranet
je akakolvek vnutrofiremna
pocCitaCova siet, ktora vyuziva
internetové technologie na baze
TCP/IP

= Extranet
je siet' ingj firmy,
ktorej umoznujeme
obmedzeny a kontrolovany
pristup do nasho vlastného
Intranetu

The Internet
The World

Extranet
Suppliers, Customers, Collaborators

Intranet
Company Only




Technologie pre pristup k internetu

Internet Service Provider (ISP)

Broadband cable

Broadband Digital Subscriber Line (DSL)
« Wireless WANs

Mobile Services

Business DSL

Leased Lines

Metro Ethernet




Moznosti pristupu k internetu

Pre domacich zakaznikov a malé firmy:

DSL — ADSL — download je rychlejsi
ako upload, cez teleféonnu linku,

Cable — cez rozvody kablovej
televizie

Cellular — bunkové/mobilné —
obmedzené telefobnom a BTS
stanicou, ku ktorej sa pripajam

Satelite — na ostrovoch a tam kde sa
neda inak

Dial-up phone — telefbn a modem —
dnes uz zriedka, pomalé

Co tu este chyba?

[ Y

Home User

|

Teleworker

Small Office

DSL

Cable

0600000000000,

Cellular

5P g,
Y
Satellite

Dial-Up Telephone

Intermet Service
Provider

Internet ?



Moznosti pristupu k internetu

Pre business zakaznikov:

1. vyhradené okruhy v sieti Decicated Leasec
ISP, napr. na prepojenie
viacerych pobociek
2. predizeny Ethernet do
WAN siete -
DSL ale symetrické SDSL ~ Orgenizaten \M R
Satelit - ked sa neda inak

Metro Ethemet

ﬁ _< -

Intermet Service
Provider

Satelllte

B~ W




Tradicné oddelené siete

Message
c . — Rule
omputer A N
Networks Standard.
» Medium 5

Devices

Message
- Rule

Telephone Agreement

Metworks

Mediurm Standard
Devices
Message
Broadcast = Rule
Networks Agreement
Medium Standard

Devices

Multiple services are running on multiple networks.

= Aké to ma vyhody a aké nevyhody?



Konvergencia sieti

= Nahradzanie jednoucelovych sieti univerzalnou sietou

Rule

. Agreement
» Standard Message

Devices

Medium

Message

Devices Message

Medium
Devices One Network-

Multiple Devices

Converged data networks carry multiple services on one network.

= Aké to ma vyhody a aké nevyhody?




Charakteristiky sieti

= Kazda dobre navrhnuta siet by mala mat tieto 4 vlastnosti
= Odolnost’ vocCi chybam (Fault Tolerance)
= Skalovatelnost’ (Scalability)
= Ohlad na kvalitu sluzby (Quality of Service)
= Bezpecnost (Security)

= Vediet dobre navrhnut siet
je otazka velkych vedomosti Aol L L
a dlhoroCnych skusenosti

Reliable Networks

Quality of Service

QoS) Security




Odolnost’ voCi chybam

= Kedy? = Cim ju dosiahneme?

= ak siet dokaze pracovat aj po vypadku = redundanciou (viachasobne zastupenymi
niektoreho uzla alebo linky zariadeniami a prepojmi) a jej vhodnym

= Co je dolezité? vyuzitim

= ako rychlo prebehne zotavenie po = Da sa dosiahnut 100% odolnost?
vypadku (napriklad najdenie zaloznej = Tazko, ale treba spravit maximum
cesty)

= Cim je odolnost siete vacsia?
= Cim vac&si vypadok svojich Easti dokaze
siet tolerovat bez vyznamneho

obmedzenia
svojej Cinnosti

@

““‘;i

Redundant connections allow for
alternative paths if a device or a

link fails. The user experience is

unaffected.




Siete s prepinanim okruhov

= Prvé siete boli postavené na principe prepinania okruhov

= Vlyhradenie komunikacCnej cesty pre ucastnikov pocCas vystavby spojenia a
rozpad tejto cesty po ukoncCeni spojenia

= Komunikacna cesta: par vodiCov, ¢asové okno, frekvencia, ...
= Tato cesta bola rezervovana, i ked ucastnici niC neprenasali
= Nikto iny nemohol tuto cestu vyuzit, jej parametre boli garantovaneé
= QOdolnost voci chybam sa implementuje pomerne zlozito

Once a call is
established, all
Many paths are communication takes
possible, but only one place on this path, or
path is selected per :

The circuit stays active,
even if no one is speaking.

Telephone Network




Siete s prepinanim paketov

= Kazda sprava (paket) sa prenasa osobitne, bez ohfadu na predchadzajuce
Ci nasledujuce pakety, potencialne roznymi cestami

= Vypadok postihne
len niektore
pakety, nie
celé spojenie

Packet Switching in a Data Network

No fixed path is
established. Packets
are routed according to

Many paths may be
used for a single
communication as
individual packets
are routed to a
destination.

Prior to transmission,

each communication is Internet At the destination,
bro_ken into packets Source Destination |Sequence packets may l_)e

which are addressed address address Number reassembled into order
and numbered. according to their

sequence number.




Internet ?
-
b

Skalovatelnost’ P
i -
= je schopnost siete rast o: _/-' <
nové Gasti &
novych pouzivatelov /M i |
noveé protokoly Tt I I
nove sluzby S < /

bez toho, aby to negativne ovplyvnilo jej Cinnost' a existujucich pouzivatelov
= siet, ktora nie je skalovatelna, nemdze rast
= od coho zavisi?

= od spravneho navrhu (dizajnu) siete

= od spravne zvolenych zariadeni a protokolov




Internet — skutocne skalovatelna siet’

= |nternet je ukazkou skalovatelnej siete
= Hierarchicky, decentralizovany, distribuovany dizajn
= Spolo¢né Standardy a protokoly

Tier-2 ISI_’/-’




Ohlad na kvalitu sluzby

" SChOpnOSt, Slete ObSthOvat’ Quality of Service, managed by the router,
’ y . ensures that priorities are matched with the
tOky dat pOdIa |Ch typu a typeufoomml::.unicationand its importance to < Internet )
, the organization.
narokov \
. L B —
= Hlas a video neznesu velke S = M
SN

zdrzanie, toleruju drobné Q ~
straty /__
__ -

e T
o

—

= Data neznesu straty, toleruju |
Zd rza n Ie - :| Web pages can usually |H
. , , , , . receive a lower priority.
- N |ekt0 re datOVG tO ky SuU viacC Streaming media will need priority to

maintain a smooth, uninterrupted user ~

délezité, iné mene; axperience. o |




Kvalita sluzby v konvergovanych siet'ach

= Konvergovaneé siete su obzvlast citlivé na spravne nastavenie QoS
nastrojov, pretoze prenasaju rézne data

_ Converged Networks
Real-time traffic

= Voice over IP (VoIP)
+ Videoconferencing

Transactional traffic
« Order processing & billing
* Inventory & reporting

Web content + Accounting & reporting
* Browsing

« Shopping

Convergence
- hh‘ ' w— — ';.‘_ .:. 3 ] | T ‘_r‘ oy / Y | 4 .
I:r T - ! r"E ) I.

All traffic is NOT alike



Nastroje na kvalitu sluzby

= V paketovych sietach je, na rozdiel od sieti s prepinanim okruhov, potrebné
pouzivat r6zne nastroje na garanciu QoS

Using Queues to Prioritize Communication

Voice Over IP

&

All communication has some access to th
media, but higher priority communication
has a greater percentage of the packets.

[ High Priority Queue )

rmemee | L 1L N N

Medium Priority Queue

D] [ I —

Low Priority Queue Link to Network —_—

Financial
Transaction

Queuing according to data type enables voice data to have priority over transaction data,
which has priority over web data.




Bezpecnost’

= schopnost siete chranit
= prenasanu informaciu
= a pristup k nej
= tak, aby ju nebolo mozné neopravnene:

u VI d Iet, Administrators can protect the network with
software and hardware security and by
vy preventing physical access to network
= podstrCit dovices

= alebo pozmenit

Internet




Aspekty komunikacnej bezpecnosti

= Utajenie obsahu sprav, dovernost’ = Bezpednostné nastroje:
(confidentiality)

= Sifrovanie dat = Firewally
e pé : = Intrusion Detection/Prevention systémy
= QOverenie pbévodu spravy

(authenticity) = Antivirusové programy

= |dentifikovanie odosielatelov a prijemcov * Redundantny dizajn
pouzitim autentifikaChych mechanizmov
(hesla, certifikaty, ...)
= Overenie originality spravy
(integrity)
= Digitalne podpisy
= Zabezpecenie dostupnosti
(availability)
= QOchrana pred znefunkénenim siete
virusmi, vonkajSimi utokmi, pokusmi o
spbsobenie Denial of Service
(odmietanie sluzby), ...




Trendy v sucasnych sietach

= Schopnosti sieti a sluzby nimi poskytovaneé sa neustale vyvijaju,
zdokonaluju a inovuju

= SucCasnym sietam dominuju viaceré trendy
= Bring Your Own Device (BYOD)

Online spolupraca

Video

Cloud computing

... a mnohé dalSie




Bring Your Own Device (BYOD)

= idea vyuzitia akehokolvek
datoveho zariadenia na pristup
k akémukolvek obsahu v
akejkolvek sieti
= ,Dones si svoj notebook / tablet /
smartfon, budes sa moct k nasej sieti
pripojit' a vSetko bude fungovat™
= s touto filozofiou su spojené
mnohé otazniky, tykajuce sa
kompatibility zariadeni Ci obsahu a
bezpecnosti




Online spolupraca (collaboration)

= V/yuzitie sieti pre Coraz vernejsSie sprostredkovanie spoluprace medzi fludmi,
ktori su geograficky vzdialeni

= Niektoré technologie sa zacCinaju velmi priblizovat' idealu vytvorit pocit,
Ze partner, s ktorym
komunikujem, sa
skutocnhe nachadza
SO mnou Vv jedne]
miestnosti

Telepresence Messaging

Online Conferencing




Video

= ESte donedavna bol dominantnym
obsahom na internete web, e-maill
a prenosy suborov

= V sucCasnosti jasne dominuje video
(YouTube, Netflix, Vimeo, ...)

= Javi sa, ze tento trend bude
pokraCovat v buducnosti, nielen
ako prenos zaznamenaneho
videa, ale aj ako videohovory Ci
videokonferencie

People are becoming more connected...

World Population
_ Internet Users - 2.08 billion worldwide
(" Internet users
- 250 million worldwide |

© Internet users

4 Jou
3 -,
o S
;Lf:--, - <
e =~ ~
= — B

|
|

""""""" Internetwdeo accounts - | Internet video will
for 40% of all consumer = become 62% of all
2001 2006 2012 Internet traffic. :c:onsumer Internet traffic.

...and video is becoming the
preferred channel of ,
communication... 2012 J | 2016




Cloud Computing

Poskytovanie istej sluzby
externym dodavatelom, ktory ju
poskytuje prostrednlctvom
sietoveho pristupu

Existuju viaceré modely pre
cloud computing

= Software as a Service (SaaS)
= Platform as a Service (PaaS)

= |nfrastructure as a Service
(laaS)

= VVyhody

= Flexibilita, operativhost
= Rychlost nasadenia

= Celkova cena v porovnani
s vlastnym riesenim




Technologické trendy pre domacnost’

Cloud i

= Ako smart city, aj smart home...
= |nteligentné automatizované zariadenia v domacnosti...




Powerline Networking

F'LEl{d_DI.'J
1-Port PIC;L".;?;IS:- - i Lm,,ﬁ
Wireless-N r lfi & ‘-J ﬁ -
Router -1 —
- g N = | L8 N

P
= | r""fr_lﬁ
PLSKA400

4-Port Powerline f
Adapter

4 i

Wired Connection .

Powerline Connection

= Ak nembzem pouzit’ wifi, alebo nedosiahne vsetky zariadenia, tak je to
dobra alternativa

= Posiela data na urcCitych frekvenciach
= Nutny Specialny adapter, ktory sa zasunie do zasuvky




Wireless Broadband

%&




Externé bezpecnostné hrozby

Casto sa vyskytujuce hrozby:
= Virusy, Cervy, trojske kone

(Viruses, worms, and Trojan < Imem)

horses)
= Spidnsky a reklamny softvér
(Spyware and adware) ’%‘@

= Zero-day utok (resp. Zero-hour
attack)

= Hekerske utoky (Hacker attacks)

= Utoky na vyradenie sluzby (Denial
of service attacks) Cmpmm;

= Odpocuvanie a kradez dat (Data Host
interception and theft)

= Kradez identity (Identity theft)




Bezpecnostné riesenia
Minimalne:

= Antivirus and antispyware
= Firewall filtering

ldealne aj:
= Dedicated firewall systems
= Access control lists (ACL)

= |Intrusion prevention systems
(IPS)

= Virtual Private Networks
(VPNSs)




Kapitola 2

2.1 Cisco I0S (domace studium z materialov na Netacade a tejto prezentacie)
2.2 Zakladna konfiguracia Cisco zariadeni (az na prednaske 2)
2.3 Adresy pre zariadenia (az na prednaske 2)



Cast’' 2.1:

Cisco IOS

Na konci by ste mali vediet’:
« Vysvetlit ucel Cisco IOSu.

* Vysvetlit ako sa da pristupovat k Cisco zariadeniam pre ich
konfigurovanie

« Vysvetlit navigaciu v Cisco |OSe pre konfiguraciu zariadeni
* Popisat Strukturu prikazov v Cisco I0Se



Téma 2.1.1:

Cisco IOS




Operacne systemy

Operating System

CL

Gl

User Interface

Shell: The user interface that allows users to request specific tasks from the
computer.
These requests can be made either through the CLI or GUI interfaces.

Kermel: Communicates between the hardware and software of a computer and
manages how hardware resources are used to meet software requirements.

Hardware: The physical part of & computer including underlying electronics.




Uéel IOSu

= PC operacny systém umoznuje pouzivatelovi :
= Pouzivat mys pre vyber a spustenie programov.
= Zadavat textove a textovo zalozené prikazy.
= Vidiet vystup na monitore.

= Cisco I0S umoznuje sietovemu technikovi:
= Pouzivat klavesnicu pre spustenie sietovych programov ,,CLI-based”.
= Pouzivat klavesnicu na zadavanie textovych a textovo zalozenych prikazov.
= Vidiet vystup na monitore.

= VsSetky Cisco sietove zariadenia maju prednastaveny IOS.
= Je mozné ho aktualizovat,
= bud celkovo na novsiu verziu IOSu
= alebo len nejaku mnozinu vilastnosti, funkcii.




Siet'ové zariadenia — specializované pocitace

= Sietoveé zariadenia — smerovace, prepinace — su vo svojom principe pocitacmi
= Mavaju podobné komponenty ako obycCajné PC
= Su vybavené pocCetnymi sietovymi rozhraniami r6znych druhov
= |ch vnutorna konstrukcia je zamerana na €o najvyssiu priepustnost’ pri prenose

a spracovani tokov dat | Jax | | console
‘ llcar Intarfara ‘ ‘ DI ] Slot 0
. Komponenty: HWIC/WIC/VWIC
CPU - procesor i
UART - radi€ portov CON, AUX Bus
RAM - obsahuje pracovné e

data, beziaci kéd operacného
systému, aktualnu konfiguraciu,

—_ FastEthernet 0/0

smerovaciu tabulku, atd.
NVRAM — obsahuje ulozent

konfiguraciu (trvanliva pamat)
FLASH — obsahuje operaCny —

FastEthernet 01

systém (trvanliva pamat)

ROM - obsahuje zavadza€ operaCného systému, diagnosticky kéd ROMMON a POST
ASIC — $pecializovany jednoucelovy obvod na Specialne funkcie




Konektory Cisco zariadeni

= Konektory typického Cisco

smerovaca
= Console: Manazmentovy port, Telnet Access
pripaja sa ku COM portu o

pocitaca, sluzi na konfiguraciu

= AUX: Manazmentovy port, pripaja
sa spravidla k modemu, sluzi na
konfiguraciu

= FastEthernet, Serial: Sietové
rozhrania r6znych typov, sluzia na
datovu komunikaciu

= Na rozhraniach pouiivanych Vv FastEthernet Ports Auxiliary Port Console Port
laboratoriach KIS je mozné pripajat
| odpajat’ kabel poCas behu, bez
vypinania zariadenia

i I A s CISCO 1841
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Softverove vybavenie siet'ovych zariadeni

= Kazdé sietové zariadenie, Ci uz koncové alebo medzilahlé, pracuje s vnhutornym
softvéerovym vybavenim, ktoré sa nazyva operacny systém alebo firmvér

= Na Cisco zariadeniach sa v sucCasnosti najCastejSie pouzivaju tieto operacné
systemy
= 10S (Internetwork Operating System): Najstarsi OS, postaveny na vlastnom monolitickom

jadre, pouziva sa na vacsine smerovacov a prepinacov, stale vyvijany, ale v principe uz
zastaraly

= |OS-XR: Postaveny na komercnom mikrojadre QNX, pouziva sa len na smerovacoch
najvyssej triedy (ASR9000, CRS-1, CRS-3)

= |OS-XE: Postaveny na jadre Linux, pouziva sa len na zariadeniach vyssej triedy
(ASR1000, Catalyst 4500E)

= NX-OS: Postaveny na jadre Linux, pouziva sa len na prepinacoch Nexus urCenych pre
datove centra

= ASA OS: Postaveny na jadre Linux, pouziva sa len na firewalloch ASA

= My budeme na zariadeniach pracovat s operachym systémom Cisco IOS (nemylit
si s Apple iOS ©)




Internetwork Operating System

= |OS je Specializovany sietovy operacny systém
= Stara sa o riadenie hardvéru sietového zariadenia (obsahuje ovladace), prideluje
systémové prostriedky beziacim procesom (procesor, pamat, 1/O periférie, ...)

= Vlykonava sietové operacie (prepinanie, smerovanie, filtrovanie, beh réznych
riadiacich protokoloy, ...)

= Je optimalizovany pre vykonavanie sietovych operacii

= |OS je komercCny softver
= Nie je volne dostupny ani Siritefny, jedna sa o plateny softvér
= Legalne pouzitie IOSu je podmienené zakupenim licencie

Internetwork Operating System for Cisco networking devices

SECURITY ADDRESSING INTERFACES ROUTING QoS

MANAGING
RESOURCES




Téma 2.1.2:

Pristup k Cisco IOSu




Sposob konfiguracie zariadeni s I0S

Console

Telnet

The advantage of using a consocle port is that the
device is accessible even if no networking services

have been configured, such as when performing an Best practice dictates to use SSH instead of Telnet for

initial configuration of the networking device. When . .
remote management CLI connections. Cisco 105

performing an initial configuration, a computer running i ]
terminal emulation software is connected to the includes a Telnet server and a Telnet client that can be
CD‘HS'D'E pD,rt G'f thE dEU.H:E' using a SF]E‘CiEl 3 bIE US’Ed -tﬂ EST-EIIDh.Sh TE‘lHEt SE‘SSiD‘HS W.Ith DthEF dE".I'.IEE'S-

Configuration commands for setting up the switch or

router can be enterad on the connected computer.

SoH

S5H is the recommended method for remote
management because it provides a secure connection.
S5H provides encrypted password authentication and
transport of session data. This keeps the user 1D,
password, and the details of the management session
private. Most versions of Cisco 105 include an SSH
server and an S5H client that can be used to establish
S5H sessions with other devices.




Sposob konfiguracie zariadeni s I0S

= Zariadenie, na ktorom bezi |OS, sa ovlada a nastavuje pomocou textového
prikazoveho riadku

= Tzv. CLI — Command Line Interface

= Existuju i grafické utility na ,komfortnd“ konfiguraciu, avSak tymi sa nebudeme vébec
zaoberat (su pre amatérov, nie pre profikov ©)

= Pristup k prikazovému riadku je mozné ziskat viacerymi sposobmi

= Pripojenim konzolového (rollover) kabla k portu CON alebo AUX a konfiguracia cez COM
port poCitaCa pomocou terminalového emulatora

Device with Console
RJ-45-to-DB-9 Adapter
labeled TERMINAL

RJ-45-t0-RJ-45

5 Rollover Cable

12l

= Prostrednictvom protokolu Telnet alebo SSH (avSak zariadenie uz musi byt
nakonfigurovane, mat funkCnu sietovu konektivitu a umoznovat takyto vzdialeny pristup)



Sposob konfiguracie zariadeni s I0S

1) Cisco 2960 switch
2) Power cord
3) Rollover cable




Mini USB

Sposob konfiguracie zariadeni s I0S

Con=sole Port

Laptop USE Port

R.J-45 Roll-Over cable
(MOTE: This Roll-Cwer cable
can alzo bein light blue color )

Tus B to Serial Adapter RJ-45 to DB-9 Adapter

e S0

i r:-:'_ e .
> : '
——

USB Console
Port

~ 24 Ethemet 10/100/1000 ports

WS-C2960S-24TD-L
Cisco Catalyst 2960-5
Series Switch

~f Two 10 Gigabit Ethernet or 2 1 Gigabit Ethernet SFP+ uplink ports
~f Optional Cisco FlexStack stacking support
~f LAN Base image

10/100/1000 ports RJ-45 console port Eﬂtgr?;r;i_tmem
Mode button and switch LEDs USB mini-Type B (console) port ort

USB Type A port



€ PuTTY Configuration

Categony:

=) Session
Logging

= Terminal
Keyboard
Bell
Features

= Window
Appearance
Behaviour
Translation
Selection
Colours

= Connection
Data
Prosgy
Telnet
Rlagin

H

Serial

.
() Telnet () Rlogin () 55H (&) Seral

Load, save or delete a stored session
Saved Sessions

|seﬁa| |

Default Settings
kis-asa
serial

Sip prooy

Close window on exit:
() Mways () Mever

€ PuTTY Configuration

Categary:

= Sezzion
Logging

= Terminal
F.eyboard
Bel
Featuresz

= W irdona
Appearance
Behawviour
Tranzlation
Selection
Colours

= Connechion
Data
Promy
Telnet
Rlogin

55H

Senal

Pristup k I0S CLI cez konzolu a program PuTTY

Optiong contraling local zenal lines

Select a zenial line

Serial ling o connect ko |EEIM'I |
Configure the zenial line

Speed [baud) 59600 |
Drata bits | a |
Stop bits K |
Parity | Mone w |
Elow control | Maone w |

Open l [ LCancel




Pristup k IOS CLI cez konzolu a program TeraTerm

! Tera Term - [disc
File Edit Setup

Tera Term: New conneckion

 TCPAIP

Host: Imyhust.example.cum

I
TCP portd: |22

55H wersion: |SSHZ -

Protocol: IUNSPEC vl

¥ Histony
Service: © Telnet

& 88H

1 Other

Port: |COM1: Communications Port [COM1] v

Cancel

Coc |

Help |

=101 x|

W ComM1:9600baud

File Edit Setup  Conkro

Tera Term: Serial port setup

Port: - 0K
Baud rate: Im

Data: m Cancel
Parity: m

Stop: Im Help
Flow control: Im

Transmit delay

Il] msecfchar Il] msecfline

=101 ]




Pristup k IOS CLI cez konzolu a program SecureCRT

) o & o /WBOPBO ubuntu - SecureCRT

S = ol S S (Enter host <Alt+R> ) et

onne e ECH I1scanne nn ptions ools = = elp ' ﬂ E £ ‘5 ¢ a
« local shell % <« linux & @ solaiis ¥ < pbx % <@ router % ] : — — ot B Enter host <3R>
user@ubuntu:~$ ping 192.168.0.1 4 ' A ST e—

PING 192.168.0.1 (192.168.0.1) 56(84) bytes of data.

64 bytes from 192.168.0.1: icmp seq=1 ttl=128 time=1.43 ms ;'J}
64 bytes from 192.168.0.1: icmp seq=2 ttl=128 time=0.720 ms i 3 i
64 bytes from 192.168.0.1: icmp_seq=3 ttl=128 time=0.721 ms ;.;::;3:;:- PRSI e ﬁ”;é?;é; geee p“‘““‘*d -
64 bytes from 192.168.0.1: icmp_seqg=4 ttl=128 time=0.408 ms Jdev/sda2 17772 25621 48135 35% /boot
64 bytes from 192.168.0.1: icmp seq=5 tt1=128 time=0.392 ms d""fd“g WI1E468 23506276 4088506 B¥% },h“"'
64 bytes from 192.168.0.1: icmp seq=6 tt1=128 time=0.393 ms -‘:m:: by 18920 3  igtaece 8N M::Lh_
64 bytes from 192.168.0.1: icmp seq=7 ttl1l=128 time=0.459 ms
X B Jdev/sdas 256667 9122 234293 4% /tmp
--- 192.168.0.1 ping statistics --- Jdev/sdof 3099268 2630220 183688 97% fusr
7 packets transmitted, 7 received, 0% packet loss, time 6006ms £F°”55d°3 3sLi21 99109 262333 28% /var

rtt min/avg/max/mdev = 0.392/0.646/1.431/0.348 ms
user@ubuntu:~$ |

w @Wps wlist @email @log & script 3

Ready Local Shell 16, 25 24 Rows, 80 Cols VT100 4

Default E W ps W list i email W log  script




Pristup k I0S CLI cez mini USB

# U VIS @I VLTS W Ui
A Monitors
» - &¥ Network adapters
4 "% Ports (COM & LPT)
~.Y3" ECP Printer Port (LPT1)

i ._'? USE Serial Port (COMS)

> [} Processors Update Driver Software...
P Security Devices Uninstall

»-% Sound, video and gam¢

» &> Storage controllers Scan for hardware changes
, oI i

b - S:,rs.ltern dewcles Properties

> - § Universal Serial Bus cor

Launches the Update Driver Software Wizard for the selected device.

1) USB 5-pin mini Type-B console port
2) USB 5-pin mini Type-B to USB Type-A Console Cable
3) USB Type-A connector




Téma 2.1.3:

Navigacia v Cisco I0S




Konfiguracia na IOS zariadeniach

= |OS rozliSuje dva druhy konfiguracie
= startup-config — ulozena konfiguracia pouzita pri starte IOSu

= Subor s konfiguraciou ulozeny v trvalej pamati NVRAM, ktory sa nacita pri Starte
operacneho systemu

= Po Starte operacného systému a prvotnom nacitani sa startup-config viac pocas behu
|OS nepouziva

= running-config — aktualna beziaca konfiguracia —
= Aktualna aktivna konfiguracia v RAM startup-
configuration

= Pri Starte 10S sa startup-config
kopiruje do RAM a tym sa z neho

- _ 1 At start up, startup-configuration is copied
Stane runnlng Con.l.:lg from NVRAM to RAM and executed as running-
= Pocas behu IOSu je tuto configuration.
konfiguraciu mozné menit, Y
pri padne U|O_Z|t ako Configuration edits ru.nning—. Running-configuration
startu p-CO nflg directly change running- EEED OB TR LT —> directs device

configuration RAM operation




Format prikazového riadku v 10S

= Prikazy IOSu su jedno- alebo viacslovné konstrukcie
= Prikazy su organizované do skupin, tzv. rezimov alebo médov

= Mody su hierarchicke, t.j. vnorené do seba

10S Mode Hierarchical Structure

ping

show (limited)
enable

etc. ..

User EXEC Command-Router>

debug commands

Privileged EXEC Commands-Router#
all User EXEC Commands

reload
configure

etc..

Global Configuration Commands-Router (config)#

hostname
enable secret

ip route

interface ethernet ¢::{Interface Commands-Router (config-if) #
serial ip address
bri ipx addressl
ete. encapsulation

shutdown/ no shutdown
etc..

router rip ‘=:f

ospf
eig rp

Routing Engine Commands-Router (config-router)jd
network
version

a1k~ cimmarr




Najdolezitejsie mody prikazoveho riadku 10S

= User EXEC Mode, tzv. pouzivatelsky rezim
= Prvy rezim, v ktorom sa nachadzame, ked sa pripojime k zariadeniu

= Rezim ma obmedzené prava, su dostupne len niektore prikazy, nie je mozne upravovat
konfiguraciu, dokonca ani ju vidiet v uplnosti

= Jedna sa o rezim, v k_t.orom je_moiné ziskat’ zé_kladny prehlad o Cinnosti zariadenia,
avsak nie je mozné nijako do jeho Cinnosti zasiahnut

= Privileged EXEC Mode, tzv. privilegovany rezim
= Rezim, v ktorom su

dostu pné Vée‘tky L cl’Jser E).(E(t.‘: Moc:ce t . Gllobal (i_onﬁglt.fration Moded
pr'l kazy beZ Obmedzenl imite Riﬁ:;:ﬁ;g:;s- router. imple configuration commands.

* Sluzi na ucely udrzby, e Ml
kontroly stavu, Router>

ladenia problémoy,
pristup k citlivym
datam a suborom,

re§ta rt Za riaden ia Privilleged EXEC Mode Other Configuration Modes
b)

r I Detailed examination of router, Complex and multiple-line
prlvs_tu p k d aIS Im Debugging and testing. File configurations.
rezimom manipulation. Remote access.

Switch# Switch (config-mode) #

Routeri# Router (config-mode) #




Najdolezitejsie mody prikazoveho riadku 10S

Globalny konfiguracny rezim
= Tzv. ,editor” konfiguracie
= V tomto rezime sa priamo upravuje konfiguracia zariadenia

= V globalnom konfiguraChom rezime je mozné konfigurovat parametre, ktoré platia pre
celé zariadenie, alebo prejst do podrezimov tykajucich sa r6znych sucasti zariadenia,
pripadne roznych jeho sietovych funkcii

* Podrezimy globalneho konfiguracného rezimu
= Sietové rozhrania

(| nte rface) User EXEC Mode Global Configuration Mode
- , . Limited examination of router. Simple configuration commands.
= Manazmentové rozhrania Remote access.
(”r163) . Switch(conf%g)#
. Switch> Router (confiqg) #
= Smerovacie protokoly Router>
(router)
= Virtualne LAN siete
(Vla n) Privilleged EXEC Mode Other Configuration Modes
n .am nohé d’a|§ie Detailed e.xamination .of romfter, Complex and m.ultiple-line
Debugging and testing. File configurations.
manipulation. Remote access.
Switch# Switch (config-mode) #

Routeri# Router (config-mode) #




Navigacia medzi |IOS modmi

FEouter conl is now available.

Press RETURN to get started.

User Access Verification

Password:

Router> (—[ User EXEC Mode Prﬂmpt]
FEouter> enable

P d:
- Privileged EXEC Mode Prnmpt]

REouter# disable
Router> _[ User EXEC Mode Prﬂmpt]
Router> exit




Najdolezitejsie mody prikazoveho riadku 10S

= Typické poradie navstivenych rezimov pri konfiguracii zariadenia je
= Pouzivatelsky rezim
= Privilegovany rezim
= Globalny konfiguraCny rezim
= Specificky konfiguradny rezim

10S Configuration Modes

User EXEC mode Router>

I
Privileged EXEC mode Router#

I
Global configuration mode Router (config) #

R

L=

Specific configuration mode

Configuration Mode

Interface Router (config-if) #
‘ Line Router (config-line) #

‘ Routers Router (config-router) #




Navigacia medzi |IOS modmi

Switch> enable
Switch# configure terminal EXit

Enter configuration commands, one per line. End alebo Ctr|+z

End with CNTL/Z.
Switch (config) # interfaca vlan 1
Switch (config-if)# exit
Switch (config) # exit
Switch#

Switch# configure terminal

Enter configuration commands, one per line.
End with CNTL/Z.

Switch (config)# wlan 1

Switch(config-vlan)# end

Switch#

Switch# configure terminal

Enter configuration commands, one per line.

End with CHTL/Z.

Switch (config)# line vty 0 4

Switch (config-line)# intarface fastethernet 0/1
Switch (config-if)+ end

Switchit




Téma 2.1.4:

Struktura prikazov




Struktura prikazového riadku a prikazov

= Prikazovy riadok IOSu ma svoj vzhlad a Strukturu, jeho sucasti maju definovany

vyznam
Router>ping 192.168.10.5
A P
| ! ! |
Keyword or
PROMPT COMMAND SPACE
Argument
| i | |
Vv

Router>show ip protocols

Router : meno zariadenia

> . indikuje pouzivatelsky rezim (privilegovany pouziva znak #)

ping, show : prikaz

Dal3i text : kluGové slova alebo argumenty prikazu oddelené medzerou




Syntax I0OS prikazov

boldface

italics

[x]

{x}

[x {y | 2}]

Boldface text indicates commands and keywords that you enter literally as
shown.

ltalic text indicates arguments for which you supply values.
Square brackets indicate an optional element (keyword or argument).
Braces indicate a required element (keyword or argument).

Braces and vertical lines within square brackets indicate a required cholce within
an optional element.




Automatické doplinanie prikazov

= 10S CLI dokonca ide tak daleko, ze prikazy nie je ani potrebné pisat
a doplnat na uplné slova
= Ak IOS vie na stlacenie klavesu <TAB> prikaz doplnit na uplny tvar, potom uz
vlastne vie, o aky prikaz ide aj bez doplnenia

= Naucenie sa spravnych ,skratiek” prikazov je vec praxe
= Staci preto zadavat len jednoznacné zaciatky prikazov
= Priklady:

= enable = ena

= show running-config = sh run

= show startup-config = sh start

= configure terminal = conf t

= no shutdown = no sh

= copy running-config startup-config = copy run start




Context-sensitive help

Switchfel?
clear clock -

Switch#clock set ?

Command options - display
a list of commands or
keywords that start with the

characters cl

hh:mm:ss Current Time {

Switchffelock set 19:50:00 7

Command explanation - the
105 displays what command
arguments or variables can
be next, and provides an
explanation of each

<1-31> Day of the month -
MONTH Month of the year

Switch#feclock set 19:50:00 25 June 2012
Switch#

Command explanation with
more than one argument or
variable option




Funkcie IOS Help

Switchf>clock set
% Incomplete command.

Switchffelock set 19:50:00
% Incomplete command.

The 105 returns a help message
indicating that required keywords or
arguments were left off the end of the
command.

Switchfe

% Ambiguous command: 'c’

The 105 returns a help message to
indicate that there were not enough
characters entered for the command

interpreter to recognize the command.

marker.

Switch#feclock set 19:50:00 25 6

A

% Invalid input detected at '#'

The 105 retumms a " ™" to indicate where the command
interpreter can not decipher the command.




Zadavanie a uprava prikazov v CLI

Po rozpisanom prikaze je mozné pohybovat sa dolava a doprava kurzorovymi Sipkami -
vhodné pre opravu chyb

<CtrI><D> treba pouzit namiesto <Del>, ktory nefunguje

<Backspace> funguje normalne

<CtrI><A> a <Ctrl><E> treba pouzit namiesto klaves <Home> a <End> , ktoré nefunguju
<CtrI><R> alebo <Ctrl><L> prenesie rozpisany prikaz na novy riadok

Prikaz je mozné odoslat’ klavesom <Enter> nezavisle na tom, v ktorom mieste riadku sa
nachadza kurzor

= Nie je potrebné presunut kurzor na koniec riadku

CLI si pamata historiu prikazov zadanych od posledného prihlasenia sa k zariadeniu

= Tieto prikazy je mozné spatne vyvolat kurzorovymi Sipkami 1 a |

= Vyvolany prikaz je mozné beznym sp6sobom upravit, ak je to potrebné

Prikaz zadany v konfiguracii je mozné opatovne odstranit zopakovanim toho istého prikazu
s kluCovym slovom no na zaciatku riadka

= Napr. no ip route 0.0.0.0 0.0.0.0 192.168.1.1



Zadavanie a uprava prikazov v CLI

CtrI-Shift-6
= Prerusi |OS proces, napr. ping alebo traceroute.

Ctrl-Z

= Aplikuje dany prikaz a odide z konfigurachého modu a vrati sa do
pouzivatelského user EXEC mddu

Ctrl-C

= Zrusi dany prikaz a odide z konfigurachého modu a vrati sa do pouzivatelskeho
user EXEC mddu




Postup pri zakladnej konfiguracii

= Odporucany postup pre konfiguraciu zariadenia
= Nastavenie mena zariadenia

= Zabezpecenie pristupu pomocou hesiel a vystraznych hlaseni pred nepovolanym
vstupom

= Konfiguracia sietovych rozhrani
= Konfiguracia dalSich mechanizmov

= Tento postup nie je zavazny, ale je osvedcCeny

= Pri pristupe k editoru konfiguracie je najprv potrebné prejst z pouzivatel'ského
rezimu do privilegovaného prikazom enable a potom spustit samotny globalny

konfiguracny rezim (dalej oznaCovany skratkou GKR) prikazom configure
terminal

Router>enable

Routerfficonfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #




Postup pri zakladnej konfiguracii

= Konfiguracny rezim je mozné opustit' viacerymi sposobmi

= exit — presunie nas vzdy o uroven nizsie. V zavislosti od aktualnej polohy je
mozné, ze ho bude potrebné pouzit opakovanie

= end — okamzite ukoncCi konfiguracny rezim
= Klavesova kombinacia <Ctrl><Z> — ekvivalentné prikazu end

= V konfiguraChom rezime nie je mozné priamo zadavat prikazy prikazoveho
riadku, pretoze ich bude smerovacC chapat ako (neplatneé) konfiguracné
prikazy

= Je ich vSak mozné spustit pomocou klfuCového slova do na zaciatku riadka, napr.
do show running-config




UNIVERSITY OF ZILINA

Faculty of Meragement Science bakujem za pozornost’
Priestor pre Vase otazky

Doma treba precitat kapitolu 1, spravit' si kviz 1.10 z portalu Netacad
(priprava na ostry test na 2. cviceni — z obsahu kapitoly 1),

precitat’ aj casti 2.1, 2.2 a 2.3 z kapitoly 2,

pretoze na dalsom cviceni budeme riesit ulohy tykajuce sa tychto casti.

a vyplnit anketu k a/alebo tohto tyzdna tu.
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