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Co nds ¢aka v prvej polovici...

Najdeme odpovede na otazky:

Aké problémy IPv4 adresovania riesi IPv6?
Ako reprezentovat IPv6 adresu? Aké ma cCasti?
Aké su typy IPv6 adries?

Ako nakonfigurovat IPv6 link-local adresu?

Ako staticky a ako dynamicky? ——C

Ako nakonfigurovat IPv6 global unicast
adresu?

Ako na to staticky?
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VyCerpanie IPv4 a nastup IPv6

* Predikcia o pocte potrebnych IP adries do r. 2020:
 Cisco predikuje: 50 bilionov
* Intel predikuje: 200 biliénov

IPv4 (32 bitové pole) 32 IPv6 (128 bitové pole) 128
2 2

= 4 miliardy (EU) / biliénov (USA) = 340 sextiliénov (EU) /undeciliénov (USA)
4,000,000,000 IPv4 adries IPv6 adries

340,000,000,000,000,000,000,000,0

00,000,000,000,000

= Adresny priestor sa vycerpal

* Narastanie smerovacej tabulky = Adresny priestor s velkou rezervou

" Zachranou bolo NAT = Zjednodudena Struktdra hlavicky

= Nie je pouzitelné pre sluzby, ktoré
potrebuju end-to-end konektivitu s
verejnymi IP adresami

= Nepotrebuje NAT




Dlhy a kratky system velkych Cis

e 10°
alebo bilidny ?

miliardy

* 103® sextiliony
alebo undeciliony ?

* Velké Cisla v
slovencine su
postavené na
Pelletierovom
systéme, ktory sa
pouziva vo velkej
Casti Europy, nie
vsak v USA

e

princip vzniku

p;i t ARAMEmiRA

hodnota dlouhy systém s kratky systém
cisla
100 = 1 | jedna 1000000 00 | jedna
103 = 1000 | tisic 1000000 03 | tisic (mille)
1068 = 1 000 000 | milion 1 000 000 1.0 million
109 = 1 000 000 000 | miliarda 1 000 000 1.2 billion
1012 = 1 000 000 000 000 | bilion 1 000 000 2.0 trillion
15 biliarda (nékdy fisic 25 -
10712 = 1 000 000 000 000 000 | . 1 000 000 £ quadrillion
bilionu}
1078 = 1 000 000 000 000 000 000 | trilion 1000 0op 30 quintillion
29 triliarda (nékdy tisic 35 -
1041 = 1 000 000 000 000 000 000 000 | . 1 000 000 sextillion
trilionu)
1024 = 1 000 000 000 000 000 000 000 000 | Kvadrilion 1000 000 40 septillion
kvadriliarda (tisic -
1027 = 1 000 000 000 000 000 000 000 000 000 . 1000000 42 | octillion
Kvadrilionu)
1030 = 1 000 000 000 000 000 000 000 000 000 000 | Kvintilion 1000 000 20 nonillion
13 kvintiliarda (tisic 5 5 -
1032 = 1 000 000 000 000 000 000 000 000 000 000 000 o 1 000 000 decillion
Kvintilionu)
1036 = | 1 000 000 000 000 000 000 000 000 000 000 000 000 | sextilion 1000 0oo 80 undecillion



https://sk.wikipedia.org/wiki/Sloven%C4%8Dina
https://sk.wikipedia.org/w/index.php?title=Jacques_Pelletier_du_Mans&action=edit&redlink=1
https://sk.wikipedia.org/wiki/Eur%C3%B3pa
https://sk.wikipedia.org/wiki/Spojen%C3%A9_%C5%A1t%C3%A1ty
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Porovnanie IPv4 a IPv6 hlaviciek

IPv4 IPv6

«mm«m i A i . i . i 4

Version
(4b)

Traffic class (8b) J OW. ]_,JJHI (/OO)

Version Type of Service Total Length

Payload Length (16 b) NeXt(:s)ader Hop Limit (8b)

Identification Fragment Offset

Time-to-Live Protocol Header Checksum

Source Address Source Address
(128 b)

Destination Address

40B
Options Padding
:I - Field names kept from IPvd to IPuG
D - Mame and position changed in IPvE De5t| N at|0 N Ad d ress
B - Fields not kept in [Pv6 ( 1 2 8 b)

Legend
:I - Field names kept from IPvd to IPvG

D - Mame and position changed in IPvE

@D - New field in IPvE
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Kto to celé
manazuje”?

U nas RIPE

Inde dalsie
regionalne
internetové
registracné
urady
Manazuju
pridelovanie
a registraciu
IP adries pre
dany region
(IPv4 aj IPv6)

DSi t ARAMEmiRA

o2 RIPE NCC

RIPE NETWORK COORDINATION CENTRE
Vycerpanie IPv4:
september 2012

American Regisiry for inlemel Numibers

Vycerpanie IPv4:

jul 2015 oo V .
e yapFr)|I2011
d ‘APNIC
\ -_ﬁ"*". 5.
Hl AfriNIC S
Bl APNIC '
Bl ARIN .
B LACNIC AFRINIC °;
RlPE NCC VycerpameIPv4

2019 (odhad)

African Network Information Center (AFRINIC) pre Afriku

Asia-Pacific Network Information Centre (APNIC) pre Aziu, Australiu, Novy Zéland a susedné krajiny.
American Registry for Internet Numbers (ARIN) pre USA, Kanadu, niektoré ¢asti Karibiku a Antarktidu.
Latin America and Caribbean Network Information Centre (LACNIC) pre Latinski Ameriku a ¢ast Karibiku.

Réseaux IP Européens Network Coordination Centre (RIPE NCC) pre Eurépu, Rusko, Stredny vychod a centralnu &ast Azie
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Dostupnost IPv6 konektivity medzi

Google pouzivatelmi

. IPv6 Adoption Per-Country IPv6 adoption
IPvé Adoption

We are continuously measuring  |pye Adoption

We are continuously measuring the availability of IPv6 connectivity among Google users. The graph shows the percentage of users that access Google over IPv6.
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Dostupnost IPv6 konektivity medzi

Google pouzivatelmi

Per-Country IPv6 adoption

World | Africa | Asia | Europe | Oceania | North America | Central America | Caribbean | South America
The chart above shows the availability of IPv6 connectivity around the world.

. Regions where IPv6 is more widely deployed (the darker the green, the greater the deployment) and users
experience infrequent issues connecting to IPv6-enabled websites.
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Na co vsetko treba IP adresy

THE INTERNET OF THINGS

AN EXPLOSION OF CONNECTED POSSIBILITY
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6.6. oslavujeme © Svetovy den IPv6

World IPv6 Day and World IPv6 Launch Day

From Wikipedia, the free encyclopedia

World IPvE Day was a technical testing and publicity event in 2011 sponsored and organized by the Internet Society and several large
Internet content services to test and promote public IPvE deployment.['! Following the success of the 2011 test day, the Internet Society

carried out a World IPvE Launch day on June &, 2012 which, instead of just a test day, was planned to permanently enable IPvE for the
products and services of the participants %

Contents [hide]

1 World IPv6 Day
1.1 Participants
1.2 Results

2 World IPvE Launch
2.1 Participants
2.2 Results Waorld IPvG Launch Day logo &

J See also

4 References
5 External links

World IPv6 Day |edit]

World IPv6 Day was announced on January 12, 2011 with five anchoring companies: Facebook, Google, Yahoo, Akamai Technologies, and Limelight Networks.[*! The event
started at 00:00 UTC on June &, 2011 and ended 2359 the same day [* The main motivation for the event was to evaluate the real world effects of the IPv6 brokenness as seen
by various synthetic tests. To this end, during World IPvE Day major web companies and other industry players enabled IPvE on their main websites for 24 hours. An additional

goal was to motivate organizations across the industry — Internet service providers, hardware makers, operating system vendors and web companies — 1o prepare their services for
IPVE, 50 as to ensure a successful transition from IPv4 as address space runs outl®]



Objavujeme pocitaCové siete: IPv6 adresy a ich vyznam. 12 Pg 1L Aincemin

Ako prejst (migrovat) z IPv4 na IPv6

* Je niekolko technik, ale.. of
..prechod bude trvat roky

* [ETF pomaha tomuto prechodu réznymi
protokolmi a nastrojmi pre migraciu na IPv6

A. Nasadenie a pouzivanie oboch zaroven
(Dual Stack)

B. Tunelovanie
(Tunneling)

C. Preklad
(Translation)

* \V budulcnosti je ale cieflom mat IPv6
komunikaciu od zdroja az k cielu
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A. Nasadenie a pouzivanie IPv4 aj IPv6 (Dual stack)

e Zariadenia bezia s IPv4 aj
s |IPv6 stack-om

¢ Je s tym nejaky problém?

—
Nie —
IPv4
pouzivatel
—_— —_—
Dual stack
pouzivatel

IPv6
pouzivatel
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A. Je na vasom PC dual-stack?

rr
rr

e O I
Verme SI ¢ A BE » Ovladaci panel = Vietky polozky ovladacieho panela » Centrurn sieti

Zobrazenie zakladnych informacifl o sieti a nastavenie pripc

 Zistite Ci na vasom PC bezi aj
IPv4 aJ IPv6 Zmenit nastavenie adaptéra e P

Zmenit rozéir :.I
zdielania

g’ Ako na to p T ;-' » Ovladacipanel * Siet’ainternet » Sietové pripojenia
[

Usporiadat = VYypnit sietové zariadenie Diagnostikovat toto pripojenie Premeno

Pravym t/ac\{id/om na ikonu L-:L' -,E:;EL[:E:num:arlr t.:-’ EET:tEc:nEtl.ibEIJE odpojeny

@~ Realtek PCle GBE Family Controller  9¢ &7 TAP-Windows Adapter V9

” Prl,Stup na internet” U Ethernet — vlastnosti 5
> Zmenit nastavenie adaptéra Sef” Zdelane

> Pravym tlacidlom mysi na
,
Eth ernet adap ter Toto pripojenie pouZiva tisto poloZly:

:']:P‘lﬁrtuaIBDx MDISE Bridged Metworking Driver ~

005 Packet Scheduler

Pratakol TCP/IPv4 (Intemet Protocaol Version 4)

Microsoft Metwark Adapter Multiplexor Protocal

Microsoft LLOP Protacol Driver

Protokal TCP/1PvE (Intemet Protocal Version &)

Odpovedajlice zaradenie zistovania topolagie Urovne * v
>

Pripajit' pomocou:

Ij Realtel PCle GBE Family Controller

Pozrite tiez
Domaca skup
Infracerveny g

MoZnosti inte

" RRKRORER

Windows Fire

Ingtalovat'... Odingtalovat Viastnost
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B. Tunelovanie IPv6 do IPv4

* |IPv6 sa zabali do IPv4 a prenesie sa cez
IPv4 siet

¥Co maju hraniéné smerovace (R1, R2)
naviac oproti smerovacom vo vnutri
oblakov/sieti?

Vyhradne IPv4 siet

: =,

Vyhradne IPv6 siet Vyhradne IPv6 siet
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C. Preklad IPv6 na IPv4

* Na hraniciach sieti s IPv4 a IPv6 sa robi
preklad z IPv6 do IPv4 alebo naopak

¥ V anglictine je pre tento proces skratka
NAT64 — co asi znamena?

Network Address Translation 64 (NAT64)

g’
Vyhradne IPv6 siet Vyhradne IPv4 siet
A y NAT64 Router
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A

Zapis IPv6 adresy
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Na pripomenutie

¢/ Kolko bitovd je IPv4 adresa?
32 -

&/ Ako ju zapisujeme?
4 desiatkove cisla oddelené bodkami

¢/ Ako sa zvykne nazyvat to 8-bitové &islo?
oktet

¢/ Kolko bitovd je IPv6 adresa?

128 (kolko krat viac ako I1Pv4?)
&/ Ako by vyzeral jej zdpis po vzore IPv4?

Napr.: 101.102.103.104.105.106.107.108.109.110.111.112.113.114.115.116
&/ Zdd sa vam pouZitelny?
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Zapis IPv6 adries

Vymyslelo sa nieco lepSie:
1. Zoberu sa bloky velkosti 16 binarnych cislic.

¥ Kolko ich bude treba?
128/16=8 (skrdtili sme to na polovicu)

a oddelia sa dvojbodkou (IPv4 ma bodky)
XX X X XX XX

2. Kazdy takyto blok sa rozdeli na 4 casti a kazda sa zapise
v hexadecimalnej sustave:

nNnNnNnt1 O0N1N 1100 1111
1 _2_ _ _C E

o Aké je najmensie a aké najviésie &islo na 4 bitoch v desiatkovej sustave?

¢/ Kolko a aké &islice obsahuje hexa sustava?
¢ Akd bude najniZsia a najvyssia moznd hodnota na 4 bitoch v hexadec. sustave?
¢ Ako bude vyzerat hore uvedené 16 bitové éislo v hexadecimdlnej ststave?
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Zapis IPv6 adries

Sustavy
Desiatkova Binarna Hexadecimalna
0-9 (celkovo 10)  0-1 (celkovo 2)  0-9,A-F (celkovo 16)

0 0000 0

0000 0000 0000 | 0000 | 0000 0000 0000 0000 1 0001 1
to : at . at :| a |: at : ai : ar : ai , 0010 ,

FFF§2 FFFF  FFFF |FFFF| FFFF  FFFF  FFFF  FFFF
3 0011 3
4 hexadecimalne 4 0100 4
Cislice 5 0101 5
6 0110 6
7 0111 7
8 1000 8
— - 9 1001 9

16 binarnych Cislic
10 1010 A
UO(VHJ Uﬂﬂ? 0000 00(30 11 1011 B
az az az az 12 1100 C
1111 1111 1111 1111

13 1101 D
14 1110 E
15 1111 F
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Priklady zapisu IPv6 adries v plnom tvare

2001 0DB8 0200

0000 1111 0000 0000 0000

1234

0000 00A3 : ABCD 0000 0000

2001 0DB8

0100

000A 0001 0000 0000 0000

2001 0DB8

AAAA 0001 0000 0000 0000 0200

2001 0DB8

CDEF

0000 0000 0123 4567 89AB

FE8O 0000

FE8B0 0000 0000 0000 0000 0000 0000 0001

FFO2 : 0000 : 0OO0OO : 0OOOO : OOOO : 0000 : 0000 : 0001
FFO2 : 0000 : 0000 : 0OOOO : 0000 : 0001 : FFOO : 0200
0000 : 0000 : 0OOOO : OOOO : OO0CO : 0000 : 0000 : 0001

0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000
¢/ Bolo by podla vds vhodné, aby pri zdpise zdleZalo na velkosti pismen?

zdpis nie je , case-sensitive”
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Ako to skratit? — Pravidlo 1

¢/ Pokuste sa vyslovit, aké su pravidld skracovania:
Pravidlo 1: Uvodné nuly v hextete su nepovinné
2001:0DB8:0000:AFDB:0000:0000:B000:0020 (Piny.tvar). -~
2001: DB&: O0:AFDB: 0: 0:B000: 20 (pravidio 1)
Pravidlo 2: Zasebou iduce hextety O sa daju skratit zapisom ::
2001: DB8: 0O:AFDB: ' BOOO: 20 (pravidlo 1+2)

¢ Preco pravidlo 2 moZno poufZit iba 1 krat v adrese?

¢ Ako potom parser IPv6 adresy vie interpretovat takto
skratenu IPv6 adresu?
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Skrateny tvar IPv6 adries:

Pouzite pravidlo 1 a 2 a skratte IPv6 adresy:
a) 2001 :0DB8:0000:1111 :0000 : 0000 : 0000 : 0300
b) 2001 : ODB8 : 0000 : 0000 : ACDC : 0000 : 0000 : 000%
c) FFO2 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0001
d) 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000

Samostatne na domacu ulohu skratte:
e) FE80:E001:0002:003F:EF00:0000:ABCD:1234
f) 2001:AA34:0000:0000:0000:FE01:DCBA:4321
g) FF00:CD01:0000:0000:AB45:0000:0000:00AB
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Typy IPv6 adries
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Typy IPv6 adries

o/ Aké typy adries uZ pozndme v IPv4?
¥ Co znamenaju a kedy sa pouZivaju?
* Unicast

* Adresa patri jednému rozhraniu
e Zdrojova adresa je vzdy typu unicast

* Multicast
* Pre adresovanie IPv6 paketu do viacerych cielov
* Efektivnejsie vyuziva prostriedky siete
* Pouziva SirSi adresny rozsah

®* Broadcast v IPv6

nemame ! O

* Mame ale multicastovu
adresu ,,all-nodes”

* Anycast
» Ktorakolvek IPv6 unicastova adresa, ale bude ju zdielat viacero zariadeni O
» VSetky takéto zariadenia by mali poskytovat rovnaké sluzby O
e Zdrojové zariadenia odosielaju pakety na anycast adresu O
* Nikdy nfzbude ako zd.r?jové acilresa, vzdy iba ako ci.el'oyéva-dresavIPv6.pakete . ) ) ) O
* Smerovace smeruju takyto paket k najblizSiemu zariadeniu, ktoré ma danu
adresu O

* Vhodné pre rozkladanie zataze a poskytovanie obsahu . . .
Skok na slajd s IPv6 multicast adresami
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Zapis sietovej masky v IPv6

8/ Na ¢o sluZi sietovd maska?

J Akymi dvomi sp6sobmi mozno zapisat masku pre IPv4
adresy? Zapiste masku vasho PC oboma spésobmi.

¥ Co myslite, ktory z nich sa pouZiva v IPv6?

* IPv6 pouziva iba /dizka prefixu
* mozZe byt od 0 po 128
e vacsinou ale /64

64 bitov 64 bitov

A A
[ | |

Predcislie siete (Prefix) Cislo rozhrania (Interface ID)

Priklad: 2001:DB8:A::1/64

2001:0DB8:000A:000 0000:0000:0000:0001
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Unicastové adresovanie v IPv6

Najbeznejsie typy IPv6 unicastovych adries:

* Global unicast pr.: 2001:DB8:ABCD::1/64
* podobne ako verejné adresy v IPv4
* globalne jedinecné, smerovatelné v internete

* Link-local unicast FES0::/10
* pre komunikaciu so zariadeniami na tej istej lokalnej linke
?sub5|et|)

* jedinecné musia byt iba v ramci danej linky, nesmeruju sa
daIeJ v Internete (ani ako zdrojove, ani ako cieloveé)

* pre ucely automatickej konfiguracie adresy, proces objavenia
suseda (objasnime si neskor)

Kolko adries pre jedno rozhranie?
¢ v IPv4 ma rozhranie typicky kolko adries? len1

* vIPv6 ma rozhranie, az na vynimky, niekolko adries
e Musi mat 1 link-local adresu
* MozZe mat viacero global unicast adries

27

Global
unicast

Unique local
unicast

Link-local
unicast

»Ei t ARAMEmiRA

IPv6
unicast
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Unicastové adresovanie v IPv6 Global

unicast

Menej bezné typy IPv6 unicastovych adries:

Unique local

* Unique local unicast (RFC 4193) FCOO0::/7 +
. : ;.. C v e unicast
* na lokalne adresovanie v ramci nejakej Casti siete
* nebudud smerované smerovacmi do internetu (trochu sa
podoba na IPv4 privatne adresy), ale navyse pre ne plati:
* nerobi sa Ziadny preklad na global unicast adresy, su uréené iba Link-local
pre zariadenia, ktoré nemaju/nepotrebuju pristup do internetu unicast

(teraz ani nikdy neskér)

IPv6
unicast
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Unicastoveé adresovanie v |Pv6:

¥ MbZe nejaky host mat IPv6 adresu ::/128?

& Pokus sa pridelit tvojmu PC tuto IPv6 adresu
Aky je vysledok?
::0/128 je nespecifikovana adresa
¢ Aky ucel mal loopback v IPv4? Aky to bol rozsah adries?
::1/128 je loopback v IPv6 (Ucel rovnaky)

& QOtestujte dostupnost k tejto IP (cmd> ping ::1).
Aky je vysledok?
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Link-Local Unicast

128 bitov

| 1111111010 | 00 0000 0000 .... 0000 Cislo rozhrania (Interface 1D)

10 bitov 54 bitov 64 bitov

¢ Aky bude teda fixny prefix kazdej IPv6 link-local adresy?
FES0::/10

(a dalSich 54 nul za tym, teda vlastne FE80::/64)

FE80::1/64

¢/ Ako zvolit &islo rozhrania (Interface ID)?

A. konkrétne Cislo (nastavi admin)
B. nahodné Cislo (nastavi Windows)
C. odvodené od nejakého iného Cisla FE80-AAAA/G

(nastavi 10S)
¢ Ako? Z ¢oho? Aké Cislo/adresa esSte vyuziva
hexa znaky a je jednoznacny identifikator?

FE80::DDDD/64

FE80::BBBB/64 FE80::CCCC/64
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Co u? vieme o MAC adresach:

= Zistite aku MAC adresu ma vas pocitac.
cmd> ipconfig /all

¢/ Kolko bitova je MAC adresa?

48
¢/ Kolko bitové je ¢islo rozhrania v IPv6 adrese?
64
¢ Kolko bitov je medzi nimi rozdiel? Kolko je to hexa znakov?
16 4
Rozdiel treba nie¢im vyplnit.
¥ Cim?
FF FE

¢/ Kde presne?
do stredu
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Cislo rozhrania (Interface ID) odvodené metédou EUI-64

. oul _ ID zariadenia ___ . y
24 bitov 24 bitov 64 b |tOVy
VIAC ad : : : : Extended
adresa FC i 99 : 47 750 i N GE " NED Uni
) : e : ~ nique
1. Rozdel Mépadressu v p0|0\:IICI 7 AN : ; “ay Identifier
1111 1100: 1001 1001: 0100 0111 01110101: 1100 1110: 1110 0000

2. Vloz dvojbaijt FF FE

1111110031001 10010100 0111|4411 111131111 1110 0111 01013 1100 11103 1110 0000

3. Zmen U/L bit

1111 111051001 1001%01000111 1111 111121111 1110{ 0111 010']511001110?11100000

Vysledok: unikatny (jedinecny) identifikator rozhrania

FE : 99 : 47 | FF i FE | 75 i CE : EO
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Modifikacia (invertovanie) U/L bitu

2. Vloz dvojbajt FF FE

64 bitovy

1111110031001 1001:0100 0111|1411 111151111 1110] 0111 0101: 1100 11103 11100000

| : | Extended
3. Zmen U/L bit .
. . . . . Unique
1111 1110?1001 1001;01000111 1111 1111§1111 1110 O1110101§11001110§11100000 Ident|f|er

* U/L bit identifikuje, i toto interface ID:
* je administrované lokalne, vtedy U/L bit=0, alebo
* je globalne jedinecné, vtedy U/L bit=1
» avSak pre MAC adresu plati (presny opak), Zze ak bola:

* vytvorena lokalne, tak U/L bit=1
» vydana IEEE ako globalne jedinecna, tak U/L bit=0

* preto sa robi (malo by sa) invertovanie, aby to odrazalo skuto¢nost:

» interface ID vytvorené z globalne jedinecnej adresy bude tiez globalne jedinecné”
 RFC4291, c¢ast 2.5.1
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" Zistite aku MAC adresu ma vas PC a odvodte ako by vyzerala S
automaticka IPv6 link-local adresa pomocou metddy EUI-64.

ion: (default port)

cmd> ipconfig /all

= Zistite aku IPv6 link-local adresu ma vas pocitac pri ktorom sedite ..

a Ci sa pouzila metdoda EUI-64 I el

>> N I E - EIIEIEC-II;.;EII:I—l:ll—-'-13—'EI'EI—E-'-I—E.E.—I:ICI—I:I:—l'?—'EIl—':lT—TE
Pozn.: OS Windows pouziva nahodné generovanie 64 bitov

=V programe PT vytvorte topoldgiu 1 PC (PCO) a 1 smerovac (Router0)
= Zistite aki MAC adresu a aku link-local adresu ma PCO v programe PT.

wtensions  Help

= Ako bola vytvorena IPv6 link-local adresa? By @ @ c@ }5

PCO > Desktop> Command Prompt> ipconfig/all (ipv6config /all)

Pozn.: druhy prikaz funguje iba v PT, v realnych Windows systémoch
ipconfig zobrazi aj IPv4 aj v6 nastavenia

. ]
>> Metddou EUI-64 ==, Fa0
Pozn.: Cisco I0S a vsetky zariadenia v programe PT pouzZivaju pre automaticku konfiguraciu re \"x\ Gig0/0
Cisla rozhrania v IPv6 adrese metddu EUI-64. Rovnako je to v Linuxe. Sz

O

Fouterl
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Automaticka konfiguracia IPv6 link-local adresy:

% Vo vytvorenej topoldgii v PT aktivujte na smerovaci ipv6 int br
IPv6 rozhranie g0/0 s automatickou IPv6 et/ emscaceoF F
link-local adresou: el ey oo

Router# interface go/o o
Router-if# no shutdown A [ZN & R)

Router-if# ipvé enable -

=

® Qverte IPv6 nastavenia na danom rozhrani a porovnajte MAC adresu SN 6ig0/0
rozhrania a Cislo rozhrania danej IPv6 link-local adresy: 5

Router(

¢ Akym prikazom vieme zobrazit :
strué¢né info o IPv4 rozhrani? Router-if# end

¢ Ako asi zobrazime info o IPv6? Router# show ipv6é interface brief

¥ Akym prikazom vieme zistit .
Mac adresu rozhrania? Router# show interface go/0
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Staticka konfiguracia link-local adresy na smerovaci

» Zvacsa admin dynamicku/autokonfigurovanu adresu zmeni na staticku adresu

 VSetky rozhrania smerovaca mozu mat td istu link-local adresu
* Vlyhoda: l[ahko sa pamata (lahSie ako autokonfigurovana adresa)

/ /
fe80::1 / 1€80::2

N\
— ! fe80::1
/'feSO::l /I fe80::2
/ /
R1(config)# interface go/0

R1(config-if)# ipv6 address fe80::1 link-local
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Staticka konfiguracia IPv6 link-local adresy:

‘(config-if)#ipve add fel08::1 link

= Vo vytvorenej topolégii v PT zmedite link-local adresu ~ (€opfio-iH) #1pve add fe08::l link-local
1nk-local address
smerovaca RO na FE80::1, a overte vysledok: nfig-if) #ipve add feB0::1 link-local

1fig-if) #end
Router# interface go/0

wve int br

. . . to/0
Router-if# ipv6 address fe80::1 link-local e Hp/up]
i to/1 [administratively
Router-if# end [administratively

Router# show ipvé interface brief

als  Extensions Help

& Zmente link-local adresu na PCO na FE80::2

PCO > Desktop> IP Configuration> Link Local Address

' feB0::2
“ QOtestujte konektivitu z PCO na rozhranie smerovaca ;-.,., 0
PCO> Desktop> cmd> ping fe80::1 RN

Fouterd
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Global unicast IPv6 adresy

* Musi byt jedninec¢na v celom Internete (podobne ako verejna adresa v IPv4)

Je smerovatelna v internete 128 bitov

001... Global Routing Prefix Subnet ID

Cislo rozhrania (Interface 1D)

48 bitov 16 b

e Aktudlne sa prideluju iba rozsahy 2000::/3. T.j. prvé 3 bity su zatial fixne 001.

64 bitov

J Aké hodnoty méZe potom nadobudat prvy hextet (prvych 16 bitov)?
0010 0000 0000 0000 az 0011 1111121111111, t.j. 2000 az 3FFF

o Aké IPv4 rozsahy su vyhradené na dokumentacéné ucely?

192.0.2.0/24 (TEST-NET-1)
198.51.100.0/24 (TEST-NET-2)
203.0.113.0/24 (TEST-NET-3)

* IPv6 ma vyhradeny blok pre dokumentacéné ucely 2001:0DB8::/32

DSi t ARAMEmiRA
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|dentifikujte casti global unicast IPv6

adresy: Global
: unicast
= Prepiste global unicast IPv6 adresu
2001:DB8:ACDC:1::10/64 do plného tvaru Unique lical
unicas

a identifikujte jej Casti.

>>2001: 0DB8: ACDC: 0001: 0000: 0000: 0000: 0010 /64
Link-local

unicast

Global Routing Prefix | Subnet ID Interface ID

IPv6
unicast
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Global unicast IPv6 adresy - hranicné

Global Routing Prefix Subnet ID Interface ID

< 48 bitov »<— 16 b — 64 bitov

* Interface ID - podobne ako ,host portion” v IPv4, ale vola sa inak, lebo v IPv6
1 host m6ze mat viac IPv6 adries pre kazdé svoje rozhranie

* To Co v IPv4 boli vyhradené adresy vramci nejakého subnetu (adresa siete a broadcast),
uz v IPv6 nie su vyhradené:

* Samé 1tky — mozZno poufit, lebo v IPv6 nemame broadcast, ale.. vrchnych 128
adries je rezervovanych pre adresy ,, Subnet anycast”

* Napr.: 2001:DB8:ACAD:1: FFFF:FFFF:FFFF:FFOO
az
2001:DB8:ACAD:1: FFFF:FFFF:FFFF:FFFF

e Aktualne sa vyuziva iba jedna konciaca ....FE, pre Mobile IPv6 Home-Agents anycast

* Samé 0 — mozno poufZit, ale... je to rezervované pre anycastovu adresu
,Subnet-Router”, takze sa prideluje iba smerovacom

* Zamyslana pre aplikacie, v ktorych uzol potrebuje komunikovat s ktorymkolvek smerovacom
z mnoziny smerovacov dostupnych na danej linke (subsieti)
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Staticka konfiguracia IPv6 global unicast

adresy na smerovaci:

41 P;itﬂlandémiﬂ

CLI Attributes

105 Command Line Inter

Routerfsh ipwe int br
: ;. : : 9 static Slasntrathenet0/0 fop/up]
= Vo vytvorenej topoldgii v PT nakonfigurujte IPv6 -
. , FigabitEthernet0/1 [administratively do
global unicast adresu pre Router0, a overte vysledok: R Ecari e
Router\# inter\.Face g@/@ :_ ??:Inleng 5, 100-byte ICMP Zchos to 2001:dbé:acde
Success rate is 100 percent (5/5), round-trip o
Router-if# ipv6e address 2001:db8:acdc:1::1/64 .
Router-if# end OC:1::2 |/ |52 |

Router# show ipv6é interface brief

+ Nastavte aj pre PCO global unicast IPv6 adresu, dizku prefixu 64
a ako predvolenu branu pouzite global unicast adresu smerovaca

PCO > Desktop> IP Configuration

“ QOtestujte konektivitu z PCO na rozhranie smerovaca
PCO> Desktop> cmd> ping 2001:db8:acdc:1::1/64

i |

w  View Tools Extensions Help

el | BRI ARG O

Back [Foot] Mew Cluste

l fed::2
2001:db&:acdc: 1::2 f64
5.

-
'\\ feB0::1
~ 2001:db&:acde: 1::1 fo4
.
o

Router]
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Co nds ¢aka v druhej polovici...

 Najdeme odpovede na otazky:
 Ako sa vytvaraju podsiete v IPv6?

* Ako automaticky nakonfigurovat IPv6 global
unicast adresu?

Ako na pocitaci? Ako na smerovaci?
 Preco je IPv6 multicast v IPv6 taky dolezity?

*  Ako vyzeraju IPv6 multicastové adresy? —"
Ktoré su Casto pouzivané a na ¢o?

 Preco je ICMPv6 taky doblezity pre IPv6?
«  Aky ma format? Aké su ¢asto pouzivané typy sprav?

*  Prebadame procesy M

. Router Solicitation /Router Advertissement
. Neighbor Solicitation /Neighbor Advertissement

Aktivity (9, 10, 11, 12) s—
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Subsietovanie v IPv6
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Subsietovanie v IPv6

¥/ Preéo a ako subsietujeme v IPv4?
-> kvoli Setreniu IPv4 priestoru a vytvoreniu hierarchie v adresovani
-> jdedlne VLSM, ,poZiciavanim® si bitov z priestoru pre adresovanie uzlov (host portion)
¥/ Preéo je potreba subsietovat aj v IPv6? Je to rovnaké ako v IPv4?

-> v [Pv6 nie je hlavhym dovodom Setrit priestor (mame dostatok), ale vytvorit hierarchiu
v adresovani

¢ V IPv6 mdme global unicast a link-local unicast adresy. Ktoré z nich ma zmysel subsietovat’?
-> iba global unicast, link-local ma len lokalny vyznam v ramci danej linky, mimo nej nie

 Pouziva sa na to Subnet ID:

) 128 bitov ,
001... Global Routing Prefix Subnet ID Cislo rozhrania (Interface ID)
< 48 bitov »e= 16 b —>< 64 bitov >




Objavujeme pocitacové siete: IPv6 adresy a ICMPv6 pod lupou. 45 pSitF"*Hdém"ﬂ

Subsietovanie v IPv6 cez Subnet ID

Mozné subsiete:

& Kolko bitov md subnet ID? 1 2001:4118:300:0000::/64
-S> 16 bitOV 2 2001:4118:300:0001::/64
, ., . .., 3 2001:4118:300:0002::/64
¥ Kolko subsieti viem teda vytvorit pomocou Subnet ID? . 2001.4118:300:0003../64
-> 216 =65 536 subsieti s C”,ikOU prefixu /64 5 2001:4118:300:0004::/64
¢/ Kolko IPv6 adries budeme mat v kaZdej z tychto subsieti? 6 2001:4118:300:0005::/64
-> 264 = 18 000 000 000 000 000 000 (18 kvintiliénov) ’ 2001:4118:300:0006::/64
« v 8 2001:4118:300:0007::/64
* Pr.: Fakulta riadenia a informatiky Zilinskej univerzity v Ziline ma k
dispozicii global routing prefix 2001:4118:300::/48 (prvé tri hextety) ° 2001:4118:300:0008::/64
* 2001 —fixné |2 =Global Unicast Address Indicator, 0015region | 10 2001:4118:300:0009::/64
e 4118 —SANET | Poskytovatel internet. sluzieb (ISP), alebq LIR 11 2001:4118:300:000A::/64
* 300 — univerzita UNIZA | Zdkaznik 12 2001:4118:300:000B::/64
* 0001 - subnet ID (4. hextet) |konkrétna subsiet (na fakulte, resp. uzakaznika) 13 2001:4118:300:000C::/64
2001:4118:300: | 0001 : Interface ID 16 Co bude tu ?
17 A ¢o tu?

<+—— 48 bitov — 16 b >+ 64 bitovy ——

. ietovanie vramci Interface ID je mozné (ako v IPv4), ale malok rebné
Subsietovanie vramci Interface ID je mozné (ako ), ale malokedy potrebné e
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Priklad subsietovania v mensej sieti

2001:0DB8:ACAD: ::/64

* Adresny rozsah: 2001:0DB8:ACAD::/48

10
2001 :0DB8:ACAD: ::/64 »
_ ' [ 2001:0DB8:ACAD: ::/64
5 pouzitych subsieti 2001:0DB8 :ACAD: 1:/64
7z celkového poétu 2001 :0DB8:ACAD: ::/64
2001 :0DB8:ACAD: ::/64
65 536 001:0DB8:AC /6 10 1
| 2001:0DB8:ACAD: ::/64 .
2001 :0DB8 :ACAD: ::/64 S0/0/0
B e o 3
2001:0DB8:ACAD: :/64 2001:0DB8:ACAD: ::/64 <
2001 :0DB8:ACAD: ::/64 )
2001:0DB8:ACAD: 1:/064 \ a
2001:0DB8:ACAD:0004::/64 S
Rl (config) # interface gigabitethernet 0/0 10 $01:0DB8:AC A %
Rl (config-if)# ipv6é address 2001:db8:acad:1::1/64 2
Rl (config-if)# exit » G0/0 2 8
Rl (config) # interface gigabitethernet 0/1 S0/0/0 d
Rl (config-if)# ipv6é address 2001:db8:acad:2::1/64 S

Rl (config-if) # exit

Rl (config)# interface serial 0/0/0

Rl (config-if)# ipvé address 2001:db8:acad:3::1/64
Rl (config-if) # end

R1#

10

I

2001:0DB8:ACAD: ::/64
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Automaticka konfiguracia IPv6 global

unicast adresy na smerovaci:

48 pSitHIQF{dEI‘niH

= Do vytvorenej topologie v PT z minulej hodiny pridajte 1 smerovac,

a 1 PC. Pre LAN siet medzi PC1 a Routerl pouZijete Subnet ID 0002.

Nakonfigurujte hostname smerovacov: RouterO, Routerl.

= Nakonfigurujte IPv6 global unicast adresu pre gigabiteth. rozhranie
Routral tak, ze Interface ID sa vygeneruje automaticky
metddou EUI-64. Overte vysledok.
Routerl(config)# interface g0/0

Routerl(config-if)# no shutdown

Routerl(config-if)# ipvée address 2001:db8:acdc:2::/64 eui-64
Routerl(config-if)# end

Routerl# show ipvé interface brief

Routerl# show interface go/0

¢ Zistite MAC adresu ethernetového rozhrania smerovada Router 1 a
porovnajte s Interface ID v IPv6 adrese. VSimnite si automatické
nastavenie link-local adresy. Nakonfigurujte IPv6 adresu pre PC1,
otestujte ping z PC1 na Routerl.

Routerl (config) #int gl/0
Routerl (config—-if) #ipve add 2001:db8:acdc:2::/64 72
anycast Configure as an anycast
eul—64 Use eui-64 interface identifier
<Ccr>
Routerl (config-if) #ipve add 2001:db8:acdc:2::/64
Routerl#
Routerl (config—-if) #do sh ipv int br
GigabitEthernet0/0 [up/up]
FEGO::Z0A:F3FF:FEBB:1
2001:DBE8:ACDC:2:20A:F3FF:FEBB:1
GigabitEthernet(/1 [administratively down/
down]

Seriald/1/0 [administrativelyv down/
Routerls#sh int g0/0

GigabitEthernetd/0 is up, line protocol is up
(connected)
Hardware 1s CN Gigabit Ethernet, address is
000a.£f3bb.0001 (bia 000a.f3bb.0001)
fed;:2
[ 2001:db8:acdc: 1::2/64

Fal

pcnl‘ o fes0::1
\\ Gia0/0 2001:db8:acdc: 1:: 2 /64
e
e [ F4 l'
l 1 Eigtl,."tl Routerd
Router1
ﬁ“s

~ Fal
-

=

—
rl

PC1

LAM1: 2001:db&:acdc: 2:: /64

o —
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Automaticka konfiguracia IPv6 global

unicast adresy na smerovaci:

49 p;itﬂlandémiﬂ

% Prepojte smerovace sériovou linkou. Pre subsiet medzi nimi pouzite
Subnet ID 0012.

" Nakonfigurujte IPv6 global unicast adresy pre sériové rozhrania
oboch smerovacov metodou EUI-64. Overte vysledok.
Router(config)# interface so/1/0
Router(config-if)# no shutdown
Router(config-if)# clock rate 2000000
Router(config-if)# ipv6 address 2001:db8:acdc:12::/64 eui-64
Router(config-if)# end

Router# show ipvé interface brief
Router# show interface g0/0

¥ Ktord MAC adresa sa pouZila v EUI-64? Sériové rozhranie predsa
nepouziva MAC adresy! Tie su v Ethernete.

» Pouzije sa MAC adresa prvého mozného ethernetového rozhrania

= Qverte konektivitu z Router0 na Router 1 (ping ...)

Routerl(config-if)#ipv6 add 2001:DB8:ACDC:12::/64 eui-64
Routerl#sh ipv6 int br
GigabitEthernet0/0 [up/up]
FE80::20A:F3FF:FEBB:1
2001:DB8:ACDC:2:20A:F3FF:FEBB:1
GigabitEthernet0/1 [administratively down/down]
Serial0/1/0 [up/up]
FE80::20A:F3FF:FEBB:1
2001:DB8:ACDC:12:20A:F3FF:FEBB:1
Serial0/1/1 [administratively down/down]
Vlan1 [administratively down/down]
Routerl#sh int g0/0
GigabitEthernet0/0 is up, line protocol is up (connected)
Hardware is CN Gigabit Ethernet, address is
000a.f3bb.0001 (bia 000a.f3bb.0001)
MTU 1500 bytes, BW 1000000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255

feg0::2
2001:db8:acdc: 1::2/64

S, Fal

PCO ~ feg::1
N, G 00 2001:db8:acdc: 1::2/64
~, 0

.'@' SED”&_:——_—. S{ED,I'I]-,I'D b

« Gighjo
¢ 2001:db8:acdc: 12:: /64
Router1 “'\ / Routerd
S

\\ Fal

LAN1: 2001:db8:acdc: 2:: /64 ! *D

pe—

4

PC1
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Dynamicka konfiguracia IPv6 Global

Unicast adresy na pocitacCi

Smerovac posiela rozhranim informacie

vSetkym IPv6 uzlom na sieti - tzv. router Host posle ziadost o svoje 5
advertisement spravy (RA) o adresné informacie vSetkym |IPv6 smerovacom - tzv.

- Pravidelne kazdych 200 s router solicitation spravu (RS)

« Aj ako odpoved na RS spravu ﬁ

« Aké presne info zalezi na danej volbe v .
RA (Option 1,2,3) a ﬂ

DHCPv6 Server

Sprava router advertisement ma tieto moznosti (options):

1. SLAAC = Stateless address autoconfiguration Host si pozrie zdrojovu adresu IPv6
paketu, v ktorom prisla zabalena RA

sprava od routra, a nastavi si na tuto
(zvacsa link-local adresa) ako default

= RA: Poskytnem ti vSetko Co potrebujes
(Prefix, Prefix-length, DNS)

2. SLAAC + DHCPV6 (stateless) gateway Vo svojich nastaveniach
= RA: Poskytnem ti nieCo (Prefix, Prefix-length), Toto sa deje vzdy bez ohladu na
ale pre zvysné info poziadaj DHCPv6 (DNS) option v RA {1, 2, 3}

3. DHCPvV6 (stateful)
= RA: Neviem ti pomoct, poziadaj DHCPv6 server o info
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Dynamicka konfiguracia IPv6 adresy na PC

1. SLAAC = Stateless address autoconfiguration

Host poSle ziadost’ o svoje adresné informacie
vSetkym IPv6 smerovaCom - tzv. router solicitation
spravu (RS)

Smerovac posle rozhranim informacie v

sprave RA s option 1:

* Network prefix a prefix length — do
ktorej subsiete patri host

* DNS adresy, doménové meno

- Default gateway (IPv6 link-local adresa e b i

()
smerovaca) — nie je ako polozka v RA, e DHCPV6 Server
je iba ako zdrojova adresa v hlavicke 6
paketu nesucom spravu RA
Prefix Interface ID
2001:DB8:ACAD:1: fc99:47ff:fe75:cee0

Host si dokaze sam pridelit adresu tak, ze k prefixu siete, ktory prijal od routra v RA
sprave, pripoji svoj 64-bitovy Interface ID, ktoré méze ziskat 2 spbésobmi:

= Modified EUI-64 = modified extended universal identifier (napr. Cisco zariadenia)
= Nahodné 64bitové €islo (napr. Windows preferuje tento spdsob) RFC 3041

Vysledok je 128-bitova adresa, ktora je pouzitefna a garantovane globalne unikatna
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Dynamicka konfiguracia IPv6 adresy na PC

2. Stateless DHCPv6

Smerovac posle rozhranim informacie v sprave — : : .
RA s option 2: Host poSle ziadost' o svoje adresnée

- Network prefix a prefix length — do ktorej o informécie_v_éetkym |PV’6 smerovacom - tzv.
subsiete patri host router solicitation spravu (RS)

» Default gateway (IPv6 link-local) — nie je ﬁ

ako polozka v RA, je iba ako zdrojova

adresa v hlavicke paketu nesucom spravu >

RA e —> DHCPv6 Server

* Neposiela DNS (treba poziadat DHCPv6
server) Host poziada DHCPv6
/64 server o zvysne info (DNS,
doménové mena) — tzv.
Prefix i B DHCPv6 solicitation
sprava s option 2
2001:DB8:ACAD:1: fc99:47ff:fe75:ceel

A 4

Host si sam prideli adresu (prefix z RA od smerovaca + interface ID), interfaced ID mdze ziskat’

= Modified EUI-64 = modified extended universal identifier (napr. Cisco zariadenia)
= Nahodné 64bitové €islo (napr. Windows preferuje tento spésob) RFC 3041

Vysledok je 128-bitova adresa, ktora je pouzitelna a garantovane globalne unikatna
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Dynamicka konfiguracia IPv6 adresy na PC

3. Statefull DHCPv6

Host poSle Ziadost o svoje adresné informacie
0 vSetkym IPv6 smerovacom - tzv. router solicitation
spravu (RS)

6 i 8

DHCPv6 Server

SmerovaC neposSle rozhranim ziadne
uzitocné info v sprave RA s option 3,
iba odkaze hosta na DHCPVG6. a

Host poziada DHCPVG server
o adresné info — tzv. DHCPv6
solicitation sprava s option 3

A 4

Host si nastavi default GW podla zdrojovej adresy z IPv6 paketu, ktory mu priSiel od
smerovaca, a ktory niesol ICMPVv6 RA spravu s option 3.

Toto sa deje vzdy bez ohladu
na option v RA{1, 2, 3}
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Platnost a Cas platnosti autokonfigurovanej adresy (na PC)
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Stavy automaticky nastavenej adresy

* Tentative (neoverena, pokusna) . Preferred Lifetime g ;
* V procese preverovania unikatnosti | | Valid Lifetime ; i
(Duplicate Address Detection) ) i g
* Unicast komunikacia je zakazana i Preferred Deprecated
* Multicast komunikacia — len spravy R Vit e
Neighbor Advertisement
o Valid (platna,) Stavy autokonfigurovanej IP adresy

* Unikatnost adresy bola potrvrdend

* Adresu je mozné pouzivat

» Stav Valid obsahuje v sebe dalsie 2 stavy: Preferred a Deprecated
e Preferred (normalny stav) — adresa je platna

* Deprecated (neschvalena) — adresa je platnd, ale je zbavena schopnosti nadvazovat nové spojenia,
existujuca komunikacia moéze prebiehat dalej

* Invalid (neplatna)

* Do tohto stavu sa adresa dostane po uplynuti ¢asovaca Valid Lifetime
* Adresa v tomto stave nie je pouzitelha
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Preferovany cas platnosti autokonfigurovanej adresy

* Autokonfigurovana adresa prechadza tymito stavmi cyklicky, trvanie
stavov ziska zo spravy Router Advertisement

e Autokonfigurované adresy obvykle patria na koncové stanice,
smerovace ich spravidla nevyuzivaju

Preferred Lifetime

Valid Lifetime

>

—— kK"

Preferred Deprecated

Tentative Valid Invalid

Stavy autokonfigurovanej IP adresy
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A

IPv6 multicastove adresy
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Multicastoveé IPv6 adresy

* Multicasty sa v IPv6 h 1125 1
vyuzivaju velmi J:- Group IC
casto

* Broadcast sa v IPv6 1 0 if permanent
nepouziva F F y  Scope Flag =4 it temporary
. . «— 8 Bits ——»ie 8 Bits—»
* Maju prefix 1 Interface-Local
.. 01:: 2 Link-Local
00../8 02:: 3 Subr?et-anaI

e Existuju dva typy o Seope= ‘% Aﬁ:"f'!"f'%"!“'
IPdvE} multicastovych " 2 Quanization
adaries:

O Assigned Podla RFC 2373.
multicast (uz existuje aj novsi/rozSireny format IPv6 multicastov — def. v RFC 3306 a doplneny

RFC 7371, v tomto predmete vsak tieto formaty studovat nebudeme - len pre

zvedavych: boli nanovo definované 3 zo 4 flagov, a Group ID sa rozdelilo na viacero
Casti)

o Solicited node
multicast
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IPv6 assigned multicast adresy

* Rezervované multicastové adresy pre

. ’ . . , Source IPv6 Address Destination IPv6 Address
preddefinovanu skupinu zariadeni 2001:0DB8:AGAD:1::1 FF02:1
* so spoloc¢nym protokolom — napr. DHCPv6, ﬁ
* alebo sluzbou

2001:0DB&.ACAD:1::1/64
* FFO2::1
» VSetky IPv6 uzly na danej linke/subsieti
* Podobne ako broadcast v IPv4
* Pouziva sa ako cielova adresa pre spravy Router
Advertisemet (ICMPv6)

° FFOZ::Z 2001:DDBB:AEAE:1::'IDIE4

* Vsetky IPv6 smerovace na danej linke/subsieti 2001:0DBSACAD: 1::20/64

* Smerovac sa stane ¢lenom tejto skupiny 2O0TODBEACADT-8/0%

automaticky ked' na nom nastavime: ipv6
unicast-routing

2001:0DB8:ACAD:1::8/64

Mapuju sa na Specialne multicast MAC adresy:
33:33:

* Pouziva sa ako cielova adresa pre spravy Router 33:33:00:00:00:0
Solicitation (ICMPv6) 33:33:00:00:00:02
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IPv6 solicited-node multicast adresa

» pozostava z prefixu FF02::1:FF:/104 a spodnych 24 bitov IPv6 adresy hladaného
suseda

* Celd IPv6 adresa hladaného suseda (128 bitov) je potom az v tele paketu
* Mapuje sa na Specialnu ethernetovd MAC adresu (33:33:00: ...)

* Pouziva sa pri procese prekladu IPv6 adresy na MAC adresu

* Vlyzvu na preklad IPv6 adresy na MAC spracuju len tie stanice, ktorych vlastna IPv6 adresa sa v
poslednych troch bajtoch zhoduje s hladanou IPv6 adresou

prf e [T

IPvE Address

24 bits

Solicited-node multicast Address

|1 >
croz ; o | v [
»

ot 1285 bits
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Unicast I Multicast

Multicast v Ethernete (L2)

R e—— . R R R R R

2 8 0 =

Every Multicast IP Address Combinations 23 bits of IP add fered to Multicst MA
e wnth s Bits (5 bits) 3 bits o address are transfered to Multicst e

............................... < '__-___________________-___________________________________________-_________________:_>

111 ommnm

Fixed Multicast MAC Part
(01:00:5E)+ 1 bit 0

m:m:m: : m . m 4

Navrat na slajd

,_> With this Combination bits, a single Multicast MAC Address ]
Maps, 275=32 different Multicast IP Addresses typy IPv6 adries
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ICMPvV6
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Internet Control Message Protocol, v4, v6

* Protokol ICMP je pomocny signalizacny protokol, ktory asistuje
protokolom IPv4 a IPv6 pri ich Cinnosti
* Umoznuje otestovat zakladnu konektivitu s dalSim IP uzlom
* Typy ICMP sprav: Ping (Echo Request, Echo Reply)

* Informuje o nedorucitelnosti konkrétneho paketu a dovode
* Typy ICMP sprav: Destination Unreachable (mnoho podtypov), TTL Exceeded

* Informuje o potencialne lepsej ceste
* Typy ICMP sprav: Redirect

* V IPv6 poskytuje funkcie pre objavenie smerovaca, automaticku konfiguraciu
adries a nahradza protokol ARP

* Typy ICMP sprav: Router Discovery, Neighbor Discovery

e Spravy ICMP protokolu sa vkladaju priamo do IP paketov

e ICMP spravu moze vytvorit ktorykolvek IP uzol pozdiz cesty medzi zdrojom a
cielom (zdroj, ciel, medzilahly smerovac)

* ICMP sprava je spravidla urcena odosielatelovi pévodného paketu



e
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Format ICMP spravy

* ICMP sprava ma svoj typ a kod:
e Typ = Coho sa dana sprava tyka
» Kod = blizSie Specifikuje dany typ spravy

Octet

L . e . offset

ICMP Typ Kod Header checksum 0
hlavicka . _ B
(header) | , Dalsie ICMP |?0I|a hlalwcky , N A
8 bytes (podla konkrétneho typu a kddu spravy, nemusi sa vyuzit)
ICMP telo
(payload) ICMP data 3
lubovolnej (volitelné, nemusi sa vyuzit vobec)

dizky
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Typy ICMPV6 sprav

Type Code ICMPvV6 Informational Messages
Value Meaning Value Meaning 128 /| Echo Request 0
ICMPv6 Error Messages 129 \Echo Reply 0
0 no route to destination There are two subtypes of Multicast Listener
1 communication with destination Query messages:
administratively prohibited « General Query, used to learn which multicast
) beyond scope of source address addresses have listeners on an attached link.
. ) « Multicast-Address-Specific Query, used to
Destination 3 address unreachable 130 | Multicast Listener Query | 0 ) . P ) i
1 learn if a particular multicast address has any
Unreachable 4 port unreachable listeners on an attached link.
5 source address failed ingress/egress These two subtypes are differentiated by the
policy contents of the Multicast Address field, as
reject route to destination described in section 3.6 of RFC 2710

Error in Source Routing Header Multicast Listener

6
7
131 0
2 Packet Too Big 0 Sl
0 hop limit exceeded in transit 132 | Multicast Listener Done | 0
3 Time Exceeded . Router Solicitation
1 fragment reassembly time exceeded 133 0

(NDP)

0 erroneous header field encountered
Router Advertisement

unrecognized Next Header type 134 (NDP) 0

encountered

4 Parameter Problem | 1

Neighbor Solicitation
: : 135 0
2 unrecognized IPv6 option encountered (NDP)

Private Neighbor Advertisement
100 ) , 136 0
experimentation (NDP)

i Redirect Message
101 Private 137 g 0
i (NDP)
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NDP (Neighbor Discovery Protocol)

= Definuje 5 typov ICMPV6 sprav:

=

1. Router Solicitation (RS) o | s . ,
[Typ 133] = = Posielané medzi smerovacom a IPv6 zariadenim

_ pre bezstavovu autokonfiguraciu IPv6 adries
2. Router Advertisement (RA)

[Typ 134] —

= Posielané medzi IPv6 zariadeniami:
3. Neighbor Solicitation (NS) 1 * Pre zistenie fyzickej MAC adresy k odpovedajucej IPv6

[Typ 135] adrese (Address resolution) - ako ARP pre IPv4
_ _ ° Pre detekciu duplicitnej IPv6 adresy (Duplicate address
4. Neighbor Advertisement (NA) detection, DAD)
[Typ 136] -
5. Redirect ____, = Posiela smerovac hostom, aby si zmenili next-hop

[Typ 137] adresu pre vybrané cielove siete
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Router Solicitation |
Router Advertisement

Smerovac posiela rozhranim informacie vSetkym IPv6 uzlom
na sieti - tzv. router advertisement spravy (RA)

* Pravidelne kazdych 200 s

« Aj ako odpoved na RS spravu

« Aké presne info zalezi na danej volbe v RA (Option 1,2,3)

To All-IPv6 devices multicast

ﬁ " ICMPv6 Router Advertisement
To All-IPv6 routers multicast

ICMPv6 Router Solicitation ™

Host posle ziadost o svoje
adresné informacie vSetkym IPv6
smerovacom - tzv.

router solicitation spravu (RS)
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Neighbor Solicitation

Neighbor Avertisement

Vyuzitie pre: Address Resolution

= Na zistenie fyzickej MAC adresy k odpovedajucej IPv6 adrese - ako ARP v IPv4

= Zariadenie posle spravu NS na solicited-node multicastovu adresu (v tele bude
cela hfadana IPv6 adresa)

= Odpovie iba zariadenie, ktoré sa identifikuje podla danej IPv6 adresy v NS
sprave, a odpovie spravou typu NA (v tele bude jeho ethernetova MAC adresa)

Poznam tvoju IPv6 adresu, aka je tvoja MAC adresa?

—._ To solicited-node multicast

- | ICMPv6 Neighbor Solicitation
ﬁ To sender of NS (unicast) .
ICMPv6 Neighbor Advertisement -
r r

To je moja IPv6 adresa. Tu ti posielam svoju MAC adresu.
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Neighbor Solicitation
Neighbor Avertisement

VyuZitie pre: Duplicate Address Detection (iba odporucané v RFC 4861)

* Odporuca sa vykonat vzdy ked' sa zariadeniu nakonfiguruje IPv6 adresa global unicast alebo link-

local unicast, Ci je naozaj jedineCna

e Zariadenie posle spravu NS s cielovou IPv6 adresou = jeho vlastna IPv6 adresa, ktoru chce
otestovat na jedinec¢nost

* Ak nejaké iné zariadenia ma tuto adresu, odpovie spravou NA
* Ak nepride Ziadna NA sprava do stanoveného Casu, povazuje sa dana IPv6 za unikatnu a pouzitelnu

Ja nie

To solicited-node multicast

ﬁ ICMPv6 Neighbor Solicitation
o r

Ja nie

DAD: Ma tu niekto tuto IPv6?
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Sledovanie SLAAC procesu na PC2

* Vlozte medzi PC1 a
Routerl vo svojej
topologii v PT prepinac

* Pridajte na prepinac
PC2

* Pozrieme sa na proces
SLAAC

* Prepnite sa do
simulacéného rezimu

e Zruste vsetky filtre a
vyberte si iba ICMPv6
a NDP (neighbor
discovery protocol)

* PC2 > Desktop> IP
Configuration> Auto
Config

]

\ Fa0
\

J

—
>

pPC2

=

PC1

<

>

W

e
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Sledovanie SLAAC procesu na PC2

PDU Information at Device: PC2 n
i '/-" Lo
] = H @ - I-Eg[] =1 @ @ ’ ’ ’ . -— '-\_J) 28 0SIModel  Outbound PDU Details
Logical Back [Root] Mew Cluster| [Move Cbject|| Set Tiled Background Viewport Environment: 23:26:30 |© [ &t Device: P2
14 B [ smisten rone ” x U o
—I W ) feg0::2 Event List L out L
= . . n Layers ut Layers
2 2001:db8:acdc: 1::2/64 Wis, Time(sec) LastDevice AtDevice Type Info - ¥ ¥
0.000 — PC2 nor [ =]
™ a0 fegp:
FCO S 2001:db8:acde: 122254 x
‘\\ Gigd/0 Layer 3: IPv6 Header
5en/1/0 Src. IP: FESOD::20C:
~ = © se0/1o g s i 85FF:FEB6:B395, Dest.
| ool IP: FF02::2 ICMPVE
Router 1 q 2001:db8:acdc: 12:: a4 Routerd Router Solicitation
™\, Fal/1 . - Message Type: 133
Layer 2: Ethernet II
LAN1: 200 1:db8:acde:2:: /64 < > Header 000C.
Fadf2 4 to: 8586.B395 ==
Switc{ Fa0/3  Fa0 Reset Simulation Constant Delay Capm[;emgas. 3333.0000.0002
\ ' Layer 1: Part(z):
Fa0 :
2 4 Flay Controls ah g FastEthernet0
\ o Back Auto Capture /Play | Capture [ Forward 1
PC1 . 1. The NDP process sends a Router
I ar £ Solicitation message.
2. The source IP address is not
PC2 Event List Filters - Visible Events SIJEI:II'FIEIj. The device sets it to the
ICMPVE. NDP port's IF an;ldre55. _
1 _ 3. The device sets TTL in the packet
Edit Filters Show AllfMone _ f- header.
W o5 4, The destination IP address iz in the
F » same subnet. The device sets the
next-hop to destination.
Time: 01:29:40,523 Power Cyde Devices| PLAY CONTROLS: [Back|[Auto Capture [ Play||Capture [ Forward Event Listl cimulation
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Sledovanie SLAAC procesu na PC2

« 2x Capture/Forward a preskimajte PDU prichadzajice na Routerl
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PDU Information at Device: Routerl

OS5I Model Inbound POU Details

At Device: Routerl
Source: PC2
Drestination: FFOZ2::2

In Layers QOut Layers

Layer 3: IPvG Header Src.
IP: FEBO::20:
85FF:FES6:B395, Dest. IP:
FFO2::2 ICMPwvE Router
Solicitation Message Type:
133

Layer 2: Ethernet 11
Header 000C.8586.B395
== 3333.0000.0002

Layer 1: Port
GigabitEthernetd/0

1. The packet is coming from an outside ™
networlk. The device looks up its NAT table
for necessary translations.

2. The destination IP address is a broadcast
ar multicast address. The device dispatches
the packet to the upper layver.

3. The packet i= an ICMP packet. The ICMP
process processes it

4, The packet is an NDF packet. The device
processes the pachket.

5. The Router Solicitation packet is dropped
because the device is a host.

(v
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Sledovanie SLAAC procesu na PC2

& Zobrazte si informdacie o IPv6 rozhrani g0/0
na smerovaci Routerl

= Doplnte prikaz na smerovaci Routerl a
skontrolujte zmenu vo vypise rozhrania g0/0

Routerl# show ipv6 interface go/0
Routerl(config)# ipv6 unicast-routing
Routerl(config)# do show ipvé6 int go/e

* Smerovac sa stane ¢lenom multicastovej
skupiny FF02::2 (vSetky IPv6 smerovace)
automaticky, ked' na nom zadame dany prikaz

* PC2 > Desktop> IP Configuration> vyberte Static, a
nasledne Auto Config — pre opatovny proces SLAAC

Routerl#show ipvé int g0/0
GigabitEthernet0/0 is up, line protocol is up

IPv6 is enabled, link-local address is FE80::20A:F3FF:FEBB:1

No Virtual link-local address (es):

Global unicast address(es):
2001:DB8:ACDC:2:20A:F3FF:FEBB:1, subnet is
2001 :DB8:ACDC:2::/64 [EUI]

Joined group address(es):

FF02::1:FFBB:1
MTU 1s 1500 bytes
Routerl# conf t
Routerl (config)# ipv6 unicast-routing

Routerl#sh ipv6 int g0/0
GigabitEthernet0/0 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::20A:F3FF:FEBB:1
No Virtual link-local address (es):
Global unicast address(es):
2001:DB8:ACDC:2:20A:F3FF:FEBB:1, subnet is
2001:DB8:ACDC:2::/64 [EUT]
Joined group address(es):
FF02::1
FF02::2
FF02::1:FFBB:1
MTU is 1500 bytes
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Sledovanie SLAAC procesu na PC2

« 2x Capture/Forward a preskimajte PDU prichadzajice na Routerl

= = PDU Informaticn at Device: Routerl :
) AR 2 0 2.
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w
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o g process processes jt,
4. The packet is an NDPF packet. The device
< e processes the packet.
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PDU Information at Device: PC2

IPwG DNS Server

OSI Model Inbound PDU Details
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Sledovanie Neighbor Solicitation
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Sledovanie Neighbor Advertisement
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Opakovanie a upevnovanie vedomosti — cast A

* Ktoré adresy v IPv6 ma zmysel subsietovat a preco?
* |ba global unicast, link-local ma len lokalny vyznam

* Dopinte nazvy jednotlivych casti IPv6 adresy
(na adresovanie coho su urcené)

77 ? ? ?

2001:4118:300:) 0001 : 0000:0000:0000:0001

* Kolko bitov maju jednotlive casti?

48 bitov 16b . 64 bitov
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Opakovanie a upevnovanie vedomosti — cast’ B

« Aké moznosti mame pre dynamicku konfiguraciu |IPv6 global
unicast adries na pocitaci?

1. SLAAC = Stateless address autoconfiguration
2. SLAAC + DHCPV6 (stateless)
3. DHCPVG6 (stateful)

- Ktoré typy adries sa nepouzivaju v IPv6, ale v IPv4 ano? Co ich
nahradza”

* Nie su: Broadcastove adresy
« Namiesto nich: Multicastové adresy

* AKy vyznam maju multicastove adresy FF02::1 a FF02::2 ?
« VSetky IPv6 uzly na danej linke/subsieti
+ VSetky IPv6 smerovacCe na danej linke/subsieti
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Opakovanie a upevnovanie vedomosti — cast C

« Akeé su cinnosti ICMPvV6 protokolu”? Na co sluzi pre IPv6?
 Umoznuje otestovat zakladnu konektivitu s dalsim IP uzlom
 Informuje o nedorucitelnosti konkrétneho paketu a dévode
 Informuje o potencialne lepsSej ceste

» poskytuje funkcie pre objavenie smerovaca, automaticku konfiguraciu adries
a nahradza protokol ARP

» Aké typy sprav definuje NDP ?
Pre ktoré Cinnosti, ktore ste vymenovali hore, alebo iné?
(Neighbor Discovery Protocol)
RS, RA
+ NS, NA
» Redirect
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