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Obsah prednasky

* Transportné protokoly
= Ulohy transportnej vrstvy
= Polia hlaviCiek TCP a UDP
= TCP a UDP
= TCP komunikacia
= Spolahlivost’ a kontrola toku dat v TCP
= UDP komunikacia



Transportneé protokoly

Na konci budeme vediet’:

« Popisat aké funkcie plni transportna vrstva pri
manazovani dorucovania dat pri komunikacii medzi
koncovymi zariadeniami.

» Popisat charakteristiky TCP a UDP protokolov, vratane
Cisiel portov a ich vyuzitie.



Ulohy transportnej vrstvy




Preco potrebujeme transportnu vrstvu?

= K transportnej vrstve OSI sa z vySSich vrstiev dostavaju data, ktoré
= ... vytvoril isty aplikaCny program alebo sluzba (OSI| Layer7)

= ... maju spravny spolocny format (OSI Layer6)
= ... SU urCené spravnemu procesu a dialogu Ao
u prijemcu (OSI Layerb)
7 v . , APPLICATION Presentation
= Data v tomto tvare vsak nie su oml T —
na prenos sietou vhodne pripravené
T ’ ’ Transport Transport
= Zatial nie su segmentované
na mensie Useky — su v bloku, NETWORK DATA i
v akom ich vytvorila aplikacia, l T Data Link
plus informacie z L7-L5 vrstvy =

= Ak sa budu sietou prenasat’ ako
oddelené segmenty, méze dojst’
k ich preusporiadaniu alebo strate
= Riesit tieto nedostatky je prave
ulohou transportnej vrstvy




Ulohy transportnej vrstvy

= Transportna vrstva je na rozhrani medzi aplikacnymi datami a sietovou infrastrukturou
= Zabezpecuje prenos dat medzi konkrétnymi komunikujucimi aplikaciami na koncovych uzloch
= Data prenasa ako rad usekov, tzv. segmentov

= Tieto segmenty mozu niest
poradove Cisla a iné info pre ich —
spravne doruCenie a opatovné :
poskladanie u prijemcu APPLICATION l T e

, , Session
= Transportna vrstva zodpoveda Tranene ]
v . , . y Transport
za dorudenie dat cez siet P :
v takom tvare, v akom l NETWORK DATAT e

boli odoslané
= ... ak to aplikacia ziada

Data Link

Physical




Ulohy transportnej vrstvy v TCP/IP

= V protokolovom modeli TCP/IP plni transportna vrstva funkcie transportnej vrstvy RM OSlI,
no naviac pokryva aj niektoré Cinnosti relacnej vrstvy

L _F
..(_,. 2z

E E

TCP/IP Model TCP/IP Model
A —
G

EIE
Application Application

The transport layer moves
Transport data between applications Transport
on devices in the network.

Intemet

‘ MNetwork Access I\ “ Network Access I\

Internet




Ulohy transportnej vrstvy v TCP/IP

= Oddelenie konverzacii ..zakladné funkcie
(Track individual conversations)

= Segmentacia dat
(Segment data)

= Spatna rekonstrukcia pévodnych dat zo segmentov
(Reassemble segments)

= |dentifikacia komunikujucich aplikacii
(Identify the applications)

= Spojovanost’
(Connection-oriented data stream support)

= Spolahlivost’
(Reliability)

* Usporiadanost’
(Delivery ordering)

Riadenie toku dat
(Flow control)

..rozsirujuce funkcie
zavisi od aplikacie, Ci ich potrebuje




Ulohy transportnej vrstvy v TCP/IP

= Oddelenie konverzacii

= Umozniuje, aby sa komunikujuce aplikacie dokazali navzajom spravne adresovat’ (napr. webovy
server a klient)

= Umoznuje oddelit od seba subezné konverzacie medzi tym istym klientom a serverom

R Multiple Web Pages
Instant -';‘—”;“ »
Messaging | == =
= xi -
| °F ud Kl
o o
N— C—— IP Telephony

yar 4 (\/oIP)

Email IP

To: you@example.com
From: me@example.com
Subject: Email

Streaming Video

< ..toto potrebuje kazda aplikacia
Network




Ulohy transportnej vrstvy v TCP/IP

= Segmentacia dat (Segment data) a spatna

rekonstrukcia pévodnych dat zo segmentov

(Reassemble segments)

= Transportna vrstva prida kazdému bloku
hlavicku, ktora:
= identifikuje dany segment
= umoznuje réznym transportnym protokolom
vykonavat r6zne funkcie, ktoré su potrebné pre
manazovanie danej komunikacie pre danu
aplikaciu
= umoznuje multiplexovanie mnohych réznych
aplikacii od velkého poCtu pouzivatelov na jednej
sieti
= tym Ze sa data rozdelia na mensie bloky, m&zu viacere
aplikacie subezne odosielat’ a prijimat data
= ulahduje pripadné rieSenie problémov s
poskodenim prenasanych dat
= checksum pre kazdy segment

(T Multiple Web Pages
Instant =
Messaging | o.==s

= ®i
{| === | =

- :::Aiﬂ: ."

— IP Telephony

yamr 4 (\/oIP)

Email Zp

)

Streaming Video

To: you@example.com
From: me@example.com
Subject: Vacation

..toto potrebuje kazda aplikacia



Ulohy transportnej vrstvy v TCP/IP

= |dentifikacia komunikujucich aplikacii (Identify the Applications)
= Zabezpeci, ze aj ked na jednom zariadeni bezi niekolko aplikacii, vSetky dostanu tie data, ktore su

pre ne urCene .
Multiple Web Pages

Instant es [ ¥ | L IS
Messaging | .. === -
e - <° '-“ P
— Telephony

Email

To: you@example.com
From: me@example.com
Subject: Vacation

..toto potrebuje kazda aplikacia




Ulohy transportnej vrstvy v TCP/IP

= Aplikacie maju podla svojho typu rézne naroky na spdsob prenosu ich dat sietou:
= Spojovanost’ (Connection-oriented data stream support)
= Proces, ktorym sa klient a server pred vymenou dat navzajom dohodnu o komunikacii
a) Spojovo orientovana komunikacia (connection-oriented)
= Najprv sa musi zostavit spojenie, az potom je mozné prenasat data.
= Ak spojenie nie je vytvorené, aplikacia musi byt notifikovana
= AK spojenie je prerusene, aplikacia musi byt notifikovana
= Po prenose dat je potrebné spojenie ukondit
b) Nespojovano orientovana komunikacia (connectionless )
= Data je mozné odosielat okamzite bez dohody

...zavisi od aplikacie, Ci potrebuje a) alebo b)




Ulohy transportnej vrstvy v TCP/IP

= Aplikacie maju podla svojho typu r6zne naroky na sp6sob prenosu ich
dat sietou:

= Spolahlivost’ (Reliability) = Usporiadanost’ (Delivery ordering)
° Proces, ktory ma zaistit, ze data budu a) Rekonstrukcia segmentov v
prijaté presne v tom tvare, v akom boli povodnom/spravnom poradi
odoslané (same-order delivery)
a) Sporahlivy prenos (reliable) D) Rekonstrukcia segmentov v takom
garantuje, ze prijaté data budu poradi ako pridu
vsetky (no order data reconstruction)

o kazdy prenos dat musi byt potvrdeny
prijemcom, ak data neboli potvrdené,
odosielatel opakuje vysielanie

o kontroluju sa chyby prenesenych dat

D) Nesporlahlivy prenos (unreliable)
negarantuje, ze prijaté data budu
vSetky

...zavisi od aplikacie, Ci potrebuje a) alebo b)



Ulohy transportnej vrstvy v TCP/IP

= Riadenie toku dat (Flow control)

= Schopnost riadit rychlost odosielania dat, aby sa predislo zahlteniu prenosovej cesty a naslednym
stratam segmentov

a) S riadenim toku dat (flow control)
b) Bez riadenia toku dat (no flow control)

...zavisi od aplikacie, Ci potrebuje a) alebo b)




Aplikacie maju podla svojho typu rézne naroky na spésob prenosu ich dat sietou

Rozdielne naroky aplikacii na dorucovanie dat
= Aplikacie maju podla svojho typu rézne naroky na spdsob

prenosu ich dat sietou

* Spojovo resp. Nnespojovo Application
orientovana komunikacia

* Spolahlivy resp.

FTP

nespolahlivy prenos dat

o Potvrdzovany resp. Transport
nepotvrdzovany prenos dat

HTTP

DNS

TFTP

UDP

* Komunikacia s riadenim
resp. bez riadenia toku dat

= VV TCP/IP architekture intemet
suU najCastejsie
pouzivane transportnée
protokoly:

* TCP (Transmission Control Protocol) NetworkAccess
* UDP (User Datagram Protocol)

N~

LAN
connections

WAN
connections




Rozdiely medzi TCP a UDP

= TCP = UDP
* Spojovo orientovany * Nespojovany
o Vytvara obojsmerné spojenie
* Spolahlivy * Nespolahlivy
o Potvrdzovany o Nepotvrdzovany
* Riadi tok dat * Bez riadenia toku dat
* Bajtovo orientovany * Datagramovo orientovany

o data su transparentne prenasané
ako kontinualny tok dat

* Velkost hlavicky: 20B bez * Velkost hlavicky: 8B
pridavnych informacii




Rozdiely medzi TCP a UDP

= TCP a UDP maju zamerne rozdielne

vlastnosti, aby vyhoveli rbznym poziadavkam Transport Layer Functions
komunikujucich aplikacii na prenos dat APPLICATION LAYER DATA
= Oba protokoly:
vz . ops . s . The Transport layer
= pomocou tzv. €isel portov identifikuju par divides the data into Piece 1 Piece 2 Piece 3
komunikujucich procesov pieces and adds a
. s . s . header for delivery over UDP Datagram or TCP Segment
= pomocou chechsum identifikuju chybu pri prenose the network, 9 9
Seg mentu Header Piece 1 Header Piece 1
= UDP nema ziadne dalSie schopnosti
™ TCP navyse Header Piece 2 Header Piece 2 v
= Cisluje prenasané Header Piece 3 Header Piece 3
segmenty
= potvrdzuje ich A A
uspesné dorucenie e Hondor o
v s .- ’ eader provides for:
= ZabeZpeCI Opatovny prenOS Sourc:& destination (ports)
nedoruCenych alebo poSkodenych segmentov UDP Header provides for: » Sequencing for same order delivery
o, s . , « Source and destination o Acki led t of ived
= zabezpecCi pouzitie segmentov v povodnom poradi (ports) cogments
= UDP poskytuje tzv. nespojovanu e congestion

datagramovu sluzbu

= TCP poskytuje tzv. spojovanu
tokovu (stream) sluzbu




The first 3 out of 6 segments
are forwarded to the server.

TCP

Afile is sent to a server using
the File Transfer Protocol
(I—‘I’Pg} application. TCP tracks
the conversation and
segments the data to be sent
into 6 segments.

Intermnet

Server Farm
Server Farm

Internet

The file server
acknowledges the first 3
segments received.

Server Farm




J DP = Niektoré aplikacie nevyzaduju

spolahlivost komunikacie —
Lefmot prinasa to pridavnu réziu a
= mozné oneskorenie pri prenose
= Pridanie rézie mobze pre
niektoré aplikacie vyrazne
znizit ich pouzitefnost’ a byt
5P 2 vlastne na skodu

Server Farm TFTF Internst

A file s sent to a server using
the Trivial File Transfer Frotocol
P application. UDP
segments the data to be sent and
sends all data, best-effort.

B segments, no

The file server recejves all
acknowledgment is sent.

= Ak aplikacia nevyzaduje spolahlivy
prenos, tak UDP je pre nu vhodnejsi
transportny protokol

ISP 2
= Poskytne zakladné funkcie pre

doruCenie segmentov medzi danymi
aplikaciami s velmi malou réziou a
kontrolou dat

Server Farm




Ktory transportny protokol pre ktoru aplikaciu?

= TCP je vhodny pre aplikacie:
= v ktorych segmenty musia dorazit' v presne

stanovenom poradi, aby mohli byt uspesne
spracované

= v ktorych vsSetky data musia dorazit do

ciela, aby boli pouzitelné pre danu
aplikaciu

napr. databazy, web prehlia€, emailovy
klient, ...

= UDP je vhodny pre aplikacie:

ktoré vedia tolerovat' straty, ale pre ktoré je
neprijatelné velké oneskorenie

napr. live audio/video
streaming, Voice over IP, ...

uDP TCP
=5 ! | ®i
IP Telephony Streaming Live Video SMTP/POP (Email) HTTP

Required protocol properties:
Fast
Low overhead
Does not require acknowledgements
Does not resend lost data
Delivers data as it arrives

Required protocol properties:
Reliable
Acknowledge data
Resends lost data
Delivers data in order sent




Polia hlaviciek TCP a UDP




Sluzby TCP

Multiple Web Pages

= TCP poskytuje spolahlivl, spojovo L2 L2
orientovanu sluzbu doruCovania tokov dat = =8 L
(streams) s riadenim toku (flow control) wmal S
@ srek
] o To: yc.)u@example.com ==
= TCP je podstatne komplexnejsi e YoponPle.com =
a zlozitejSi ako UDP “ epxes

= 20 B rézia v hlavicke

1 Y Establishing a session ensures the Same order delivery ensures that the
. TC P Je Stavovy prOtO k0| (Statefu | |) application is ready to receive the data. segments are reassembled into the

.. . ;s ’ der.
= Udrziava si zaznam o stave relacie tym, proper order

Ze si zapamata, ktoru informaciu uz poslalo a ktoru

informaciu uz potvrdilo (ze prisla)

Reliable delivery means lost segments Flow control ensures that the receiver is
are resent so the data is received able to process the data received.

complete.




Polia TCP hlavicky

= Source Port = Destination Port
e Zdrojovy TCP port * Cielovy TCP port
= Sequence Number Bit(15) Bit(16) Bit(31)

* Poradoveé Cislo odoslaneého segmentu Source port (16bitS) Destination port (16)

= Acknowledgement Number

* Potvrdenie prijatych segmentov
(vyjadrene v B) Acknowledgement number (32bits)

Sequence number (32bits)

>
o
* Header Length 5 Header | Reserved | Control . .
» Veelkost hlavicky v 4B slovach Slean@ | ) | bise) | Window size (16)
= Reserved Checksum (16) Urgent pointer (16)
* Rezervované pole, nepouzité bity, Obptions (0 alebo32
vzdy s hodnotou O ¥ P ( )

Data aplikacnej vrstvy (roznej velkosti)




Polia TCP hlavicky

Window size

* Oznamovana velkost okna pre
prijemcu tohto segmentu
(neposielaj mi segmenty
rychlejSie)

TCP Checksum

* Kontrolna suma celého
TCP segmentu

Urgent Pointer

* Ukazatel na posledny
bajt urgentnych dat

Options

* Doplnuj. volby, nepovinné
Control bits

* 6 jednobitovych priznakov (Flags)

o URG, ACK,PSH,
RST, SYN, FIN

o PSH = push
Posli data hned, neCakaj
na naplnenie MSS

o URG = urgent
Segment obsahuje urgentné
data

o FIN = finish
Nemam viac dat, konCim.

o ACK = acknowledgement
Segment potvrdzuje prijaté data

o SYN = synchronization
Synchronizacna znacka pri vytvarani
spojenia

o RST =reset
Reset spojenia (odmietnutie
alebo neoCakavané ukoncenie)

Bit(31)

Bit(15) Bit(16)

Source port (16bits) | Destination port (16)

Sequence number (32bits)

Acknowledgement number (32bits)

Header | Reserved [Y[A|P[R|S|F . .
length (4) (6) (F\; E a 'SI' L :\I W|ndOW SlZe (16)

Checksum (16) Urgent pointer (16)

Options (0 alebo32)

<+«—— 20 bajtov

Data aplikacnej vrstvy (roznej velkosti)




Sluzby UDP

= UDP je bezstavovy protokol (stateless) — ani odosielatel ani prijemca nie su povinny
udrziavat zaznam o stave komunikacného spojenia.

=  Spoflahlivost musi zabezpecit aplikacia.
Aplikacie pre prenos videa a hlasu v realnom Case musia rychlo dorucCit data, toleruju a;
nenulove straty, preto je vhodné pre ne vyuzit UDP.

Aplikacné data + UDP hlavicka o & P Toleohony
= tzv. UDP datagram. (VoIP)
’ No Ordered Data

Reconstruction
Data is reconstructed
in the order that it is

UDP posiela datagramy received.
ako best-effort: ‘

. Streaming Video
»

Ma nizku réziu 8B.

Unreliable Delivery
Any segments lost are
not resent.

|

”P Okl:l Si m Sa dor u Cvl t ’; { Connectionless l No Flow Control

ale za ni¢ nerucim.” No session Does not inform the

establishment. sender about resource
availability.




Hlavicky

= Kazdy segment TCP aj UDP

obsahuje samostatnu
hlavicku, ktora nesie
informacie potrebné pre
spravne spracovanie
segmentu u prijemcu

= Oba maju 2 adresné polia a
kontrolny sucet (checksum)

UDP

Source port (16bits)

Bit(15) Bit(16) Bit(31)

Source port (16bits)

Destination port (16)

Sequence number (32bits)

Acknowledgement number (32bits)

20 bajtov

length (4)

Header | Reserved

(6)

Control
bits (6)

Window (16)

Checksum (16)

Urgent pointer (16)

Options (0 alebo32)

Data aplikacnej vrstvy (roznej velkosti)

Bit(0) Bit(15) Bit(16) Bit(31)

Destination port (16)

Length (16)

Checksum (16)

8 bajtov

Data aplikacnej vrstvy (roznej velkosti)

TCP




Ako odlisit’ viaceré konverzacie

= RO&zne aplikacie posielaju a prijimaju data cez siet v jednom Case,
s réznymi poziadavkami na prenos.
= Transportna vrstva ich musi odliSit a manazovat.
= Pouziva na to jedineéné identifikatory — Cisla portov
= R6zne procesy na tom istom uzle dostanu pre svoje spojenia nad danym transportnym

protokolom rézne porty
= Cisla portov v réznych transportnych protokoloch D
su nezavislé, t.|. TCP/80 je iny ako UDP/80 7

= Pojmom transportny port
sa oznacuje Cislo, ktoré operacny To: you@example.com ' =
systém priradi konkrétnej Suiect Vacaton = =

komunikujucej aplikacii (procesu) W =
pre konkrétne sietové spojenie

v danom transportnom protokole Different Electronic Mail HTML Page Internet Chat
Applications

Port 110 Port 80 Port 531




Vyznam transportného portu

= Hlavicky transportnych protokolov nesu D
Cisla zdrojoveho i cielového portu »
= Zdrojovy port (Source port) . —
¢ Voli dynamicky odosielajuca E%ﬁ?‘ﬁ%‘?%ﬂ%%ﬂm 7| =.
stanica. o C .

* HTTP klient obyCajne posiela 2
viacere HTTP poziadavky na web AppTerent Electronic Mail HTML Page Internet Chat
server v 1 Case. Kazda takato
konverzacia je identifikovana Protocols POP3 HTTP M
zdrojovym portom.

o ) “ Transport \ Apppliggtion Data AppFI)ig?ttion Data Appléié:?ttion Data
= Cielovy port
Port Numbers 110 80 531

(Destination Port)

* Na identifikaciu aplikacie alebo sluzby beZiacej na serveri.

* Server mdze ponukat viac ako 1 sluzbu v jednom Case, napr. web
sluzbu na porte 80 a FTP na porte 21.




Socket

= Kombinacia |IP adresy uzla, transportneho
protokolu a portu sa nazyva socket a
uvadza sa v tvare |IPadresa:port
= t.J. zdrojova |IP adresa:zdrojovy port je jeden socket
= zdrojovy port sluzi ako spatna adresa pre
odpoved klientovi
= cielova adresa:cielovy port je druhy socket
= pouziva sa na identifikaciu servera
a sluzby, ktoru pozaduje dany klient.
= Dvojica socketov jednoznacne
identifikuje par
komunikujucich procesov

= 192.168.1.5:1099
192.168.1.7:80

= Sockety umoznuju odlisit od seba viaceré procesy _
beziace na klientovi a viaceré spojenia na danom serveri.

= Je ulohou transportnej
vrstvy udrziavat zoznam aktivnych
socketov.

00-07-E9-42- | 00-07-E9-63- [192.168.1.5]192.168.1.7| 21 |1305§ UserData |Trailer
AC- 28 CE-53
Dest MAC Source MAC SrclP DestIP | Dest Source
port  port
FTP connection
FTP client source port:1305 FTP FTP server dest port:21
Web client source port:1099 g' Web Web server dest port:80
Source Destination
192.168.1.5 192.168.1.7
00-07-E9-63-CE-53 00-07-E9-42-AC-28
Web connection
00-07-E9-42- | 00-07-E9-63- [192.168.1.5]192.168.1.7 | 80 | 1099| UserData Trailer
AC- 28 CE-53
Dest MAC Source MAC SrclP Dest P Dest Source
port  port




Skupiny cisiel transportnych Skupiny

Port Number Range | Port Group
p O rtOV 0to 1023 Well-known Ports
= Cisla portov v TCP a UDP su 2-bajtové 1024 to 49151 Registered Ports
a ich rozsah (215=65536) je rozdeleny 49152 to 65535 Private and/or Dynamic Ports
do 3 skupin Well-Known Port Numbers
" Portyz 1. a 2. skupiny prideluje IANA Port | Protocol | Appication | Acronym
(Intemet ASSIgned Numbers AU'[hOI’I'[y) 20 | TCP File Transfer Protocol (data) FTP
= Porty z 3. skupiny prideluje konkréetny 21 | TCP File Transfer Protocol (control) FTP
operacny systém pre aplikaciu/sluzbu, 22 | TCP Secure Shell SSH
ktora o to ziada: 23 | TCP Telnet -
= Bud dynamicky, ak proces neziada 25 TCP Simple Mail Transfer Protocol SMTP
Ziadne $pecifické Cislo portu (DYNAMIC) >3 | DF, TOP | Domaln hame Service NS
= Alebo ak oroces poiiada o nejaké 67 UDP Dynamic Host Configuration Protocol (server) DHCP
épecifické &islo, pridell' to (PRIVATE) 68 UDP Dynamic Host Configuration Protocol (client) | DHCP
69 UDP Trivial File Transfer Protocol TFTP
80 TCP Hypertext Transfer Protocol HTTP
110  TCP Post Office Protocol version 3 POP3
143 | TCP Internet Message Access Protocol IMAP
161 | UDP Simple Network Management Protocol SNMP
443 | TCP Hypertext Transfer Protocol Secure HTTPS




Skupiny cisiel transportnych portov

1. skupina: 0 - 1023: tzv. well-known ports
= Porty v tomto rozsahu su rezervované pre serverovskeé sluzby (HTTP, FTP, POP3, SMTP, ...
= Na tychto portoch poCuvaju servery
= Proces, ktory chce pocuvat na well-known porte, musi pri svojom spusteni v operachom
systéme mat zvySené privilégia
= Prideluje sa procesom Standardizacie protokolov organizaciou IETF (viac v RFC6335).
Nazyvaju sa aj ako tzv. ,system ports”. Zoznam udrziava IANA.

2. skupina: 1024 - 49151: tzv. registered ports
= Porty v tomto rozsahu su urCené pre pouzivatelské sluzby a procesy
= Prideluje IANA na poziadanie pre nejaky Specificky proces alebo aplikaciu
= |JANA ma na pridefovanie svoj systém - vyuziva proces ,|IETF review" a proces ,IESG approval®, alebo
.Expert review" (viac v RFC6335)
= Napr. Cisco ma registrovany port 1985 pre HSRP (Hot Standy Routing Protocol) — t.j. musel prejst
vySSie spominanym procesom

= Na tychto portoch m6zu pocuvat klienti i servery (zvacsa vSak servery)




Skupiny cisiel transportnych portov

= 3. skupina: 49152 - 65535: tzv. private/dynamic
= Porty v tomto rozsahu su urCené najma pre klientské procesy
= Tieto porty nepridefuje IANA, prideli ich dany operacny systém (OS)
= Proces v OS m&ze ziskat Cislo portu bud:

= dynamicky, t.j. bez poziadania o konkrétnu hodnotu (tzv. dynamic port)
= alebo poziada OS o pridelenie Specifického portu (tzv. private port)

= OznacCuju sa aj ako doCasné = ephemeral ports, kedze OS ich prideli zvacsa len na nejaky
cas, kym je to potrebné pre danu aplikaciu/sluzbu. Potom ich méze pridelit zase uplne ingj
aplikacii.

= Na tychto portoch pocCuvaju najma klienti, servery len zriedka

= VVacsinou teda plati, ze:

= Servery pocuvaju na vopred znamych, vzdy rovnakych portoch
(1. a 2. skupina Cisiel)

= Klienti pouzivaju dynamicky pridelené porty (3. skupina Cisiel portov)




Porty v klient-server TCP komunikacii

= Porty identifikuju komunikujuce
procesy (zdroj, ciel)

= \Vzajomna komunikacia dvoch
konkrétnych procesov je
identifikovana dvojicou portov,
ktoré zostavaju pocas trvania
konverzacie rovnaké
= Meni sa iba poradie portov (zdroj, ciel)

podla smeru komunikacie klient <
server

= Pouzitie portov v UDP komunikacii je
uplne rovnakej filozofie ako pri TCP

Server

SMTP Response:
= Source Port 80 Source Port25 g
Destination Port 49152 Destination Port 51152

Client 1 HTTP: Port 80 Client 2
SMTP: Port 25
g - Client requests to TCP server Q -
» r ]

Server response to TCP client uses the destination port from the request packet

HTTP response:

as the source port. =

HTTP Request:
Source Port: 49152
Destination Port: 80

SMTP Request:
Source Port: 51152
Destination Port: 25



Verifikacia otvorenych socketov

= Pre zistenie otvorenych socketov a spojeni na nich je mozné pouzit v OS Windows i Linux
prikaz netstat

= Nevysvetlitelné TCP spojenia m6zu indikovat bezpecnostnu hrozbu.

= Defaultne sa utilita netstat snazi prelozit IP adresu na doménové meno a ¢islo portu na
,well-known” aplikaciu.

= PrepinaCom -n si mozno zobrazit zoznam IP adries a Cisiel portov v numeric. form.
C:\> netstat

Active Connections

Proto Local Address Foreign Address State

TCP kenpc:3126 192.168.0.2:netbios-ssn ESTABLISHED
TCP kenpc:3158 207.138.126.152:http ESTABLISHED
TCP kenpc:3159 207.138.126.169:http ESTABLISHED
TCP kenpc:3160 207.138.126.169:http ESTABLISHED
TCP kenpc:31061 sc.msn.com:http ESTABLISHED

TCP kenpc:3166 WWW.Cisco.com:http ESTABLISHED




Parametre prikazu netstat

NETSTAT [-a] [-b] [-e] [-f] [-n] [-0] [-p proto] [-r] [-s] [-x] [-t] [interval]

-a
-b

Displays all connections and listening ports.

Displays the executable involved in creating each connection or
listening port. In some cases well-known executables host
multiple independent components, and in these cases the
sequence of components involved in creating the connection

or listening port is displayed. In this case the executable
name is in [] at the bottom, on top is the component it called,
and so forth until TCP/IP was reached. Note that this option
can be time-consuming and will fail unless you have sufficient
permissions.

Displays Ethernet statistics. This may be combined with the -s
option.

Displays Fully Qualified Domain Names (FQDN) for foreign
addresses.

Displays addresses and port numbers in numerical form.

Displays the owning process ID associated with each connection.
Shows connections for the protocol specified by proto; proto
may be any of: TCP, UDP, TCPv6, or UDPv6. If used with the -s
option to display per-protocol statistics, proto may be any of:
Ip, IPve6, ICMP, ICMPv6, TCP, TCPv6, UDP, or UDPvV6.



Parametre prikazu netstat

BN Prikazovy riadok

C:\Users\janau>netstat -h

Displays protocol statistics and current TCP/IP network connections.

NETSTAT [-a] [-b] [-e] [-f] [-n] [-o] [-p proto] [-r] [-s] [-x] [-t] [interval]

interval

Displays all connections, listening ports, and bound
nonlistening TCP ports. Bound nonlistening ports may or may not
be associated with an active connection.

Displays the routing table.

Displays per-protocol statistics. By default, statistics are
shown for IP, IPv6, ICMP, ICMPv6, TCP, TCPv6, UDP, and UDPv6;
the -p option may be used to specify a subset of the default.
Displays the current connection offload state.

Displays NetworkDirect connections, listeners, and shared
endpoints.

Displays the TCP connection template for all connections.
Cannot be combined with the other options.

Redisplays selected statistics, pausing interval seconds
between each display. Press CTRL+C to stop redisplaying
statistics. If omitted, netstat will print the current
configuration information once.



Parametre prikazu netstat

EX Prikazovy riadok

IPV4 Statistics Active OpenS = 16364
Passive Opens = 1041
Packets Received _ 3842688 Failed Connection Attempts = 850
. 3 Reset Connections = 1147
Received Header Errors =0 .
. Current Connections = 20
Received Address Errors = 211 .
Dat e ded _ o Segments Received = 3505199
Ilikifgiml‘ir‘ni::‘“i:qek’prpi\n:-rl : A Segments sent = 240146
B Segments Retransmitted = 51410
..... (skrateny vypis) . . . . .
TCP Statistics for IPv6
UDP Statistics for IPv4
Artivie Nnanc - 0Q7
Datagrams Received = 503223 S
No Ports _ 1270 | (skrateny vypis) . . . ..
Receive Errors = 188
Datagrams Sent = 343244




Proces klient-server TCP a

UDP komunikacie

Este chceme vediet’:
Ako sa vytvori TCP spojenie a ako sa ukoncCi?
Ako sa prenasaju a potvrdzuju prenesené TCP segmenty?

Ako sa sprava UDP klient, ked chce komunikovat so
serverom?

Kedy pouzit UDP a kedy TCP?
Aké su medzi nimi rozdiely?



Proces klient-server TCP komunikacie




Procesy TCP servera

= Kazdy aplikacny proces beziaci na serveri pouziva Cislo portu.

= Jeden server nemo6ze mat dve sluzby priradené tomu istému Cislu portu vramci jednej
sluzby transportnej vrstvy (TCP, UDP).

= Aktivne aplikacie daného servera priradené Specifickému portu sa povazuju za otvorené
(open).

= Akakolvek klientska poziadavka adresovana na otvoreny port je akceptovana a spracovana
aplikaciou servera, ktora je zviazana s danym portom.

= Na jednom serveri moze byt viacero otvorenych portov, jeden pre kazdu aktivnu aplikaciu
na serveri.




Otvorenie TCP spojenia Control

* Pred vymenou dat v TCP je nutné zostavit spojenie bits (6)
e Zostavenim spojenia sa komunikujuce strany navzajom dohodnu

na poradovych ¢&islach, po¢nuc ktorymi budu Eislovat svoje UIAIPIR|S|F
segmenty RIC|S[S|Y]|I
. , A v o ver v , G|K|H|T|N|N
* Az po tejto sekvencii méze zacat prenos uzitoCnych dat
* Vlyuzivaju sa na to 2 priznaky v TCP hlavicCke: A B
SYN (synchronization) a ACK (acknowledgement) g Q
o OYN: ,Svoje segmenty budem o
Cislovat pocnuc touto hodnotou Send SYN O\ |
Pozor, toto je len priznak (0 alebo 1), SYN received
konkrétnu hodnotu uvedie v poli SEQ (SEQ=100 CTL=SYN)
(sequence number) /O Send SYN, ACK
ACK: Potvrdzui iiati SYN, ACK received
o < ,Potvrdzujem prijatie (SEQ=300 ACK=101
Tvojho segmentu CTL=SYN, ACK)
: _y Established O
o CTL je skratka pre ,Control bits®, T
jedno bitové priznaky (Flags) ~ (SEQ=101 ACK=301 CTL=ACK)




Otvorenie TCP spojenia

TCP spojenie je vytvorené v 3 krokoch (tzv. 3-way-handshake):

1. Klient iniciuje vytvorenie spojenia — poziada o client-to-server komunikacnu relaciu (session) so serverom.
2. Server potvrdi tuto relaciu a poziada klienta o server-to-client kom. relaciu.

3. Klient potvrdi server-to-client komunikacnu relaciu.

A B

Send SYN O | SYN received

(SEQ=100 CTL=SYN)

SYN. ACK received | =" |
(SEQ=300 ACK=101

CTL=SYN, ACK
Established O )

(SEQ=101 ACK=301 CTL=ACK) T

O Send SYN, ACK

A sends ACK response to B



Analyza TCP 3-Way Handshake

= Potvrdi, zZe cielové zariadenie je v sieti
pritomné.

= Qveri, Ze cielové zariadenie ma aktivnu
sluzbu a prijima poziadavky na danom
cielovom porte, ktory chce dany klient
pouzit.

= Informuje ciefové zariadenie, Ze zdroj
(klient) chce vytvorit komunikacnu relaciu na
danom porte.

Priznaky:

* SYN — v tomto segmente ti oznamujem, od
akej hodnoty budem Cislovat svoje
segmenty

* ACK - v tomto segmente ti posielam aj
potvrdenie (Co mi uz od teba uspesne
prislo)

20 bajtov

P
<

Bit(15) Bit(16) Bit(31)

Source port (16bits) | Destination port (16)

Sequence number (32bits)

Acknowledgement number (32bits)

UIA|P|R[S|F
ey | %8 S Rlelslsll | window size (16)
Checksum (16) Urgent pointer (16)

Options (0 alebo32)

Data aplikacnej vrstvy (r6znej velkosti)




Wireshark: 3-way handshake [SYN]

ooooo Destination Protocol Length  Info

480 192 168.100.3 54.173.68.175 TCP 66 52305-80 [SYN] Seq=0 win=65535 Len=0
527 54.173.68.175 192.168.100.3 TCP 66 80-52305 [SYN, ACK] Seq=0 Ack=1l win=:
528 192.168.100.3 54.173.68.175 TCP 54 52305-80 [ACK] Seq=1 Ack=1l win= 262141

Co2XN0 10 1£0 1NN 2 CA 172 £0 17C i E297 A~ /f imrmn /11
>

= Ethernet II, Src: IntelCor_e7:0e:37 (d0:7e:35:e7:0e:37), Dst: HuaweiTe_be:0b:~
= Internet Protocol Version 4, Src: 192.168.100.3 (192.168.100.3), Dst: 54.173.
- Transmission Control Protocol, Src Port: 52305 (52305), Dst Port: 80 (80), Se
Source Port: 52305 (52305)
Destination Port: 80 (80)
[Stream index: 19]
[TCP Segment Len: 0]
Sequence number: 0O (relative sequence number)
Acknowledgment number: O
Header Length: 32 bytes
~.... 0000 0000 0010 = Flags: 0x002 (SYN)
... .... = Reserved: Not set
Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Not set
Push: Not set
Reset: Not set
Syn: Set
Fin: Not set

wWindnw c1-7a valiia ALRLALQ v

- O

- O
o
Il

- R

o
1 | | V| | A | R [ B




Wireshark: 3-way handshake [SYN, ACK]

Source Destination Protocol Length  Info

280 192.168.100.3 54.173.68.175 TCP 66 52305-80 [SYN] Seq=0 win=65535 Len=0
527 54.173.68.175 192.168.100.3 TCP 66 80-52305 [SYN, ACK] Seq=0 Ack=1 win=:
528 192.168.100.3 54.173.68.175 TCP 54 52305-80 [ACK] Seq=1 Ack=1 win=26214

COY290 107 1£80 1nn 2 CA 172 £O0 17C 1 C27 /A / arr—rn /1 1
>

=Frame 527: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on inter
= Ethernet II, Src: HuaweiTe_be:0b:27 (fc:e3:3c:be:0b:27), Dst: IntelCor_e7:0e:
= Internet Protocol Version 4, Src: 54.173.68.175 (54.173.68.175), Dst: 192.16¢
- Transmission Control Protocol, Src Port: 80 (80), Dst Port: 52305 (52305), Se
Source Port: 80 (80)
Destination Port: 52305 (52305)
[Stream 1ndex: 19]
[TCP Segment Len: 0]
Sequence number: 0O (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 32 bytes
- .... 0000 0001 0010 = Flags: 0x012 (SYN, ACK)
000. .... .... = Reserved: Not set
Nonce: Not set
Ccongestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set

Push: Not set

Reset: Not set
Syn: Set

Fin: Not set
« 1T ARNN

J
5
2
2
n
da
N
D
b
-1
b



Wireshark: 3-way handshake [ACK]

ooooo Destination Protocol Length  Info

480 192.168.100.3 54.173.68.175 TCP 66 52305-80 [SYN] Seq=0 win=65535 Len=0
527 54.173.68.175 192.168.100.3 TCP 66 80-52305 [SYN, ACK] Seq=0 Ack=1 Win=:
528 192.168.100.3 54.173.68.175 TCP 54 52305-80 [ACK] Seq=1 Ack=1l win=26214:

CoO2ON 10 1£0 1NN 2 CA 172 £0 17C 1t C297 A~ /f 1rrrnn /1 1
>

= Frame 528: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on inter
=« Ethernet II, Src: IntelCor_e7:0e:37 (d0:7e:35:e7:0e:37), Dst: HuaweiTe_be:0b:
= Internet Protocol Version 4, Src: 192.168.100.3 (192.168.100.3), Dst: 54.173.
=Transmission Control Protocol, Src Port: 52305 (52305), Dst Port: 80 (80), Se

Source Port: 52305 (52305)

Destination Port: 80 (80)

[Stream index: 19]

[TCP Segment Len: 0]

Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes
=.... 0000 0001 0000 = Flags: 0x010 (ACK)
000. .... .... = Reserved: Not set
..0 ... Nonce: Not set
. 0... congestion Window Reduced (CWR): Not set
.0.. ECN-Echo: Not set
..0. Urgent: Not set

Acknowledgment: Set

.. Push: Not set
.0.. Reset: Not set
..0 Syn: Not set

Fin: Not set

wWindnw c1va valna 1N2A




Uzatvorenie TCP spojenia

= Po konci komunikacie je potrebné TCP spojenie uzatvorit

= Tzv. 2x 2-way-handshake

= Vlyuziva sa priznak FIN (finish)

* FIN: ,Nemam viac dat na odoslanie,
za seba mbézem skoncit*

1. Ked klient poslal z daného TCP toku uz vSetky
segmenty, posle segment
s nastavenym priznakom FIN.

2. Server posle ACK, Cim potvrdi prijatie FIN, ze klient
ziada o ukoncenie danej relacie client-to-server.

3. Server posle klientovi FIN, Ze suhlasi a ukoncCuje
relaciu server-to-client.

4. Klient odpovie segmentom s ACK, ¢im potvrdi prijatie
FIN od servera.

Po skonceni tychto krokov je relacia zatvorena.

2

)

-

Q

T >
P

"

ACK received

FIN received

" Send ACK O

way-handshake 2-way-handshake

2

I\s

——

=]

FIN received

/O Send ACK
€ senarn

ACK received



Wireshark: uzatvorenie spojenia [FIN, ACK]
Prvy 2-way-handshake

ooooo Destinatiol Protocol Length  Info

563 104 244.43.135192.168.100.3 TCP 443-52416 [FIN, ACK] Seq=24543 Ack=14

564 192.168.100.3 104.244.43.135 TCP 54 52416-443 [ACK] Seq=1469 Ack=24544 w-
565 104.244.43.135192.168.100.3 TCP 54 443-52419 [FIN, ACK] Seq=43106 Ack=1:
566 192.168.100.3 104.244.43.135 TCP 54 52419-443 [ACK] Seq=1462 Ack=43107 w-.

Source Port: 443 (443)
Destination Port: 52416 (52416)
[Stream index: 21]
[TCP Segment Len: 0]
Sequence number: 24543 (relative sequence number)
Acknowledgment number: 1469 (relative ack number)
Header Length: 20 bytes
- .... 0000 0001 0001 = Flags: 0x011 (FIN, ACK)
000. .... .... = Reserved: Not set
..0 ... = Nonce: Not set
. 0... = Congestion Window Reduced (CwWR): Not set
.0.. = ECN-Echo: Not set
..0. . = Urgent: Not set
N = Acknowledgment: Set
0... = Push: Not set
.0.. = Reset: Not set
v+ v... ..0. = Syn: Not set
Cwees sxas ...l = Fin: Set
Wandmaw ca—=n valiAas 27



Wireshark: uzatvorenie spojenia [ACK]
Prvy 2-way-handshake

Source Destination Protocol Length  Info "

563 104.244.43.135192.168.100.3 TCP 54 443-52416 [FIN, ACK] Seq=24543 Ack=1«
564 192.168.100.3 104.244.43.135 TCP 54 52416-443 [ACK] Seq=1469 Ack=24544 w-
565 104.244.43.135192.168.100.3 TCP 54 443-52419 [FIN, ACK] Seq=43106 Ack=1¢
5066 192.168.100.3 104.244.43.135 TCP 52419-443 [ACK] Seq=1462 Ack=43107 w

>

= Frame 566: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on inter
= Ethernet II, Src: IntelCor_e7:0e:37 (dO:7e:35:e7:0e:37), Dst: HuaweiTe_be:0b:
= Internet Protocol Version 4, Src: 192.168.100.3 (192.168.100.3), Dst: 104.244
=Transmission Control Protocol, Src Port: 52419 (52419), Dst Port: 443 (443),

Source Port: 52419 (52419)

Destination Port: 443 (443)

[Stream index: 24]

[TCP Segment Len: 0]

Sequence number: 1462 (relative sequence number)
Acknowledgment number: 43107 (relative ack number)
Header Length: 20 bytes
=.... 0000 0001 0000 = Flags: 0x010 (ACK)
000. .... .... = Reserved: Not set
..0 ... Nonce: Not set
. 0 Congestion Window Reduced (CWR): Not set

ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Not set

Syn: Not set

Fin: Not set

wWindnw c17a valiia- RA v
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Wireshark: uzatvorenie spojenia [FIN, ACK]

Druhy 2-way-handshake

ooooo Destinatiol Protocol Length  Info

?63 104.244.43.135192t168.100.3 TCP 54 443-52416 [FIN, ACK] Seq=24543 Ack=1¢
564 192.168.100.3 104.244.43.135 TCP 54 52416-443 [ACK] Seq=1469 Ack=24544 w-
565 104.244.43.135192.168.100.3 TCP 443-52419 [FIN, ACK] Seq=43106 Ack=14

566 192.168.100.3 104.244.43.135 TCP 54 52419-443 [ACK] Seq=1462 Ack=43107 w-.

= Frame 565: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on inter
=« Ethernet II, Src: HuaweiTe_be:0b:27 (fc:e3:3c:be:0b:27), Dst: IntelCor_e7:0e:
= Internet Protocol Version 4, Src: 104.244.43.135 (104.244.43.135), Dst: 192.1
- Transmission Control Protocol, Src Port: 443 (443), Dst Port: 52419 (52419),
Source Port: 443 (443)
Destination Port: 52419 (52419)
[Stream 1ndex: 24]
[TCP Segment Len: 0]
Sequence number: 43106 (relative sequence number)
Acknowledgment number: 1462 (relative ack number)
Header Length: 20 bytes
-.... 0000 0001 0001 = Flags: Ox011 (FIN, ACK)
000. .... .... = Reserved: Not set
Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Not set
e e Syn: Not set
afieae s o.nl Fin: Set

wandrw c1-a valia- 27
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Wireshark: uzatvorenie spojenia [ACK]

Druhy 2-way-handshake

ooooo Destinatio Protocel Length

563 104.244.43.135192.168.100.3 TCP 54 443-52416 [FIN, ACK] Seq=24543 Ack=1¢
564 192.168.100.3 104.244.43.135 TCP 54 52416-443 [ACK] Seq=1469 Ack=24544 w-
565 104.244.43.135192.168.100.3 TCP 54 443-52419 [FIN, ACK] Seq=43106 Ack=1¢
566 192.168.100.3 104.244.43.135 TCP 54 52419-443 [ACK] Seq=1462 Ack=43107 w-.

= Frame 565: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on inter
= Ethernet II, Src: HuaweiTe_be:0b:27 (fc:e3:3c:be:0b:27), Dst: IntelCor_e7:0e:
= Internet Protocol Version 4, Src: 104.244.43.135 (104.244.43.135), Dst: 192.1
- Transmission Control Protocol, Src Port: 443 (443), Dst Port: 52419 (52419),
Source Port: 443 (443)
Destination Port: 52419 (52419)
[Stream index: 24]
[TCP Segment Len: 0]
Sequence number: 43106 (relative sequence number)
Acknowledgment number: 1462 (relative ack number)
Header Length: 20 bytes
- .... 0000 0001 0001 = Flags: 0x011 (FIN, ACK)
000. .... .... = Reserved: Not set
Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Not set
Ceee e . Syn: Not set
g ] Fin: Set

Windnw e17a waliia- 7
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Wireshark: nahle ukonéenie spojenia [RST]

ooooo Destinatiol Protocol Length  Info

853 192 168.100.3 54. 173 68.175 TCP 54 52305-80 [RST, ACK] Seq=484 Ack=770

860 192.168.100.3 54.173.68.175 TCP 54 52309-443 [RST, ACK] Seq=1209 Ack=69<,

= Frame 853: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on inter
= Ethernet II, Src: IntelCor_e7:0e:37 (d0:7e:35:e7:0e:37), Dst: HuaweiTe_be:0b:
= Internet Protocol Version 4, Src: 192.168.100.3 (192.168.100.3), Dst: 54.173.
=Transmission Control Protocol, Src Port: 52305 (52305), Dst Port: 80 (80), Se
Source Port: 52305 (52305)
Destination Port: 80 (80)
[Stream i1ndex: 19]
[TCP Segment Len: 0]
Sequence number: 484 (relative sequence number)
Acknowledgment number: 770 (relative ack number)
Header Length: 20 bytes
% .... 0000 0001 0100 = Flags: 0x014 (RST, ACK)
.+« .... = Reserved: Not set
Nonce: Not set
congestion wWindow Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Set
Syn: Not set
. . Fin: Not set
W1ndow size va1ue 0
[Ca1cu1ated window size: 0]
[W1ndow size sca11ng factor 256]

~ - - [ | [}

o
o
o
I
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TCP stavovy diagram prechodov
Len pre skalnych

Bezny prechod medzi

stavmi pre: passive open, :
Klienta create TCBL |asan
> W
Nes\( \xG‘“.«-“" LISTEN
Q\ =
R 0@y4/ 2 application close
Nestandardné receive SYN, \or timeout,
lancardne [ syn_revo k sendACK a8 [ SYN_SENT iciete Tos
Spravar“e .‘reCei eoe\ ?‘O\(\‘ \(\
- eireack e
application e
close, | ESTABLISHED J,.
. 7/,
el
FIN A Ch,
A [ cLoSE_WAIT |
: reeslvecFIN, applicationclose
[ FIN.WAIT_1 ] —sendACK [ CLOSING | || PP IS8 %"
Act @’@o@ receive
ctive A I | IS S () b
receive @/)O' /I’GA\/ receive [ LAST_ACK ]ACK
Close ACK Y, ACK
v Oﬁ" v
\receive FIN * 2MSL timeout 4
Aok~ . o o :

(skratka TCB =
Transmission Control
Block)

Pasive
close



Spoflahlivost’ a kontrola toku dat v TCP




Spolahlivost TCP — Usporiadanie prijatych dat

= TCP segmenty pouzivaju sekvencnée cisla (sequence numbers - SN):

° na jednoznacné identifikovanie a potvrdzovanie kazdého segmentu

.Otrata kazdeho segmentu , BIL(E )N BBIHIG) Bit(31)
Je odhalena. Source port (16bits) | Destination port (16)

° aby si_ueriavaIi spravne

poradie segmentov. Sequence number (32bits)
* aby druhej strane dali

vediet o - Acknowledgement number (32bits)

v akom poradi ma zrekons- =

segmenty S| length @ RN MEME Window size (16)

do celej spravy

Checksum (16) Urgent pointer (16)
Options (0 alebo32)

, Data aplikacnej vrstvy (roznej velkosti)

= Uvodné/prvé SN sa voli

nahodne (v minulosti sa brala 0) poCas vytvorenia spojenia (3-way-handshake),
a inkrementuje sa vzdy o poc€et odoslanych bajtov




Spolahlivost TCP — Usporiadanie prijatych dat

= TCP proces u prijemcu si uklada prijaté

segmenty do frontu - buffer, segmenty Different segments
, ’ . . ’ v , may take different
ktoré pridu mimo poradia su odlozené na routes.

neskorsie spracovanie.

= Az ked prijemca dostane vSetky segmenty
(slusne sa ukonci spojenie), zacne robit
rekonstrukciu prijatych segmentov do
povodnej spravy.

— original order.
= Ak sa rekons$trukcia podari, data preda na . Segmemt1  Segment1 |

TCP reorders the segments to the

Data
racovani likacnej vrstve. : SEOMENEE ) | =
Spracovanie aplikacnej vrsive d'g::jl's Having taken Segment 2 Segment 2
B me;ltn;t} Segment 3 | different routes
Seg . to the Segment6 = Segment 3

destination,

Segment4 | | segments
arrive out of _ Segment 4
- Y m—

Segment 6
i Segment 3 . Segment 6

Segment 4




Spolahlivost’ TCP — Potvrdzovanie prijatych dat

= TCP proces u prijemcu potvrdzuje kazdy segment, ktory prijme od TCP procesu odosielatela.
Tato metdda sa nazyva Stop and wait:

,PoSli segment a zastav posielanie dalSich segmentov (Stop),
Cakaj na potvrdenie - ACK (Wait).”

* Pouziva sa na to pole Acknowledgement Number v hlavicke TCP

= Aby sa odosielatel nedostal do slepej ulicky (deadlock), kedy by ¢akal na ACK do nekonecna:

1. pri strate segmentu Bit(15) Bit(16) Bit(31)

2. pri strate potvrdenia Source port (16bits) Destination port (16)

3. ked prijemcovi segment pride, ale po$kodeny (zisti.. Sequence number (32bits)
checksum), a neposiela spat ACK

Acknowledgement number (32bits)

Header UJA|IP|R|S|F

= tak sa pouziva Casovac, tzv. Retransmission con | Reserve TITTETT \indow size (16)
Timeout (RTO): (@) ©) lelklnlrinin
Checksum (16) Urgent pointer (16)

° spusta sa pri odoslani kazdého segmentu

* ked vyprsi a nepride ACK, odosielatel zopakuje odoslanie
toho isteho segmentu Data aplikacnej vrstvy (roznej velkosti)

* ak do tohto Casu pride ACK, odosielatel vysSle dalSi segment,
pre ktory znovu spusta RTO

4 20 bajtov

Options (0 alebo32)




Spofahlivost’ TCP — Potvrdzovanie prijatych dat

= Potvrdzovanie je tzv. pozitivhe alebo dopredné: ak 1 strana posle potvrdzovacie Cislo n,
znamena to, Ze spravne prijala vSetky bajty az PO n-1
= Potvrdzovacie Cislo n teda znamena:

»Pokracuj bajtom n, pretoze vsetky bajty od pociatku az po n-1 uz mam"*

= Potvrdenie hovori o prvom bajte, ktory oCakavame (resp. ktory chyba)

= Potvrdzovanie a prenos dat sa mdze diat' v jednom TCP segmente suCasne — tzv.
piggybacking — ACK spravy neposlem samostatne, ale vlozim do segmentu, ktory mam
pripraveny na odoslanie druhej strane, tzv. nesamostatné potvrdzovanie

| received 10 bytes
Start with byte #1, startlng with byte #1.
I am sending 10 bytes. xpect byte #11 next.

;( - )r;
Source

10 bytes
1028 23 1 -i > Source Des. Seq. Ack
Source Des. Seq. Ack. - 23 1028 1 -:
more bytes starting

with byte #11




. . , i , Window size (16)
Riadenie toku dat — technika posuvneho okna

= Zhodnotenie Stop&Wait:
= vyhoda: je jednoduché implementovat
= nevyhoda: nevyuziva dostatoCne prenosoveé pasmo, vznika oneskorenie — za Cas, kedy sa Caka na
potvrdenie, by sa mohol odoslat dalSi segment
= Obmedzenia Stop&Wait rieSi mechanizmus pre riadenie toku tzv.
sliding window (plavajuce/posuvné okno), ktorého cielom je, aby sa data vysielali Co
najrychlejSie, ale tak, aby oba konce TCP komunikacie stihali prijimat a spracovavat segmenty
spolahlivo
= Pouziva na to pole Window size (WS) v hlavicke TCP
= 16 bitové pole (21 moznych velkosti okna)
= min. WS =0 B, max. WS =216 -1 =65535B
= Je to maximalny objem dat (v bajtoch), ktoré mi méze druha strana poslat eSte pred tym, ako jej doru€im
potvrdenie o ich prijati (t.j. nemusi Cakat na potvrdenie)
= potvrdenia prist nakoniec musia, ale odosielatel na ne nemusi €akat, kym sucet bajtov zo vSetkych odvysielanych
segmentov nepresiahne velkost okna
= Je to pocet bajtov, ktoré som ako prijemca schopny prijat, preto velkost méjho okna musim oznamit’
druhej strane, aby sa mi vedela prisp6sobit’



Riadenie toku dat — technika posuvného okna

= Oba konce si navzajom oznamia velkosti
okien
pocas 3-way-handshake

= Po vytvoreni spojenia mézu velkost tohto
okna menit - velkost okna stanica uvadza
v kazdom odoslanom TCP segmente v pol
Window Size

= Velkosti okna N neznamena, ze potvrdenie
posleme az po prijati
N bajtov — odosielanie potvrdeni nemusi
byt (a zvacsa nie je)
velkostou okna ovplyvnené

=]

Send window 10,000

Sequence number 1

Sequence number 1,461

Receive acknowledgement

Send window 12,920 | <€

Sequence number 2,921

Receive acknowledgement
Send window 14,380

MSS = Maximum Segment Size

During three-way handshake Window
size 10,000, MSS 1,460

==

1,460 bytes

>
1,460 bytes

>
ACK 2,921
Window size 10,000
1,460 bytes

v
ACK 4,381

Window size 10,000

Window size (16)

=)

Receive 1 - 1,460

Receive 1,461 - 2,920

Receive 2,921 - 4,380



Riadenie toku dat — technika posuvného okna

Window Sie Oba konce si navzajom Velkost okna 10 000 neznamena, ze PC-B
N , ] oznamia velkosti okien potvrdenie posle az po prijati
. - segr,nenty, ktc?re ghce PC-A v 10 000 bajtov — ACK odosiela priebezne
poslat PC-B vramci 1 TCP toku poCas 3-way-handshake ko stiha

MS$ = Maximum Segment Size

I
1
I
I
I
- 1
|

. o :
| I
During three-way handshake Window I
_ size 10,000, MSS 1,460 !
Send window 10,000 | - - |
- T 1 . B :
1,460 bytes |
Sequence number 1 | Receive 1- 1,460 I
isier] | OB I N N I
1,460 bytes :
Sequence number 1,461 2 | Receive 1,461 - 2,920 I
1 | . I
ACK 2,921 |
Receive acknowledgement Window size 10,000 I
1 i [E e | € Tt TT T

1,460 bytes

Sequence number 2,921 - | Receive 2,921 - 4,380
1 1461 |2021 I N I O O | ACK 4,381
. Window size 10,000
Receive acknowledgement

1 i 22 [ I B B




Riadenie toku dat — technika posuvného okna

= Pri strate segmentu so SN=3001, prijemca
potvrdi znova posledny prijaty bajt — aby

odosielatel vedel, Co posledné mu prislo a Co Sender Window size = 3000 Receiver
dalSie oCakava
= T.j. nepotvrdzuje segment so SN=4501, aj ked mu Sequence number 1 1500 byfes 3 Receive 1501 - 3000
tento priéiel Sequence number 1501 1500 bytes > Receive 1501 - 3000
= Nasledne odosielatel bude musiet zopakovat
prenos segmentov SN:3001, SN=4501 Receive Acknowledge - Acknowledgement number 3001
= Navy$e odosielatel si zmensi velkost okna  sequence number 3001 o b“ejx< omietion ot the recdtvar.
WS=3000, reaguje na stratené segmenty Sequence number 4501 O e 3 Receive 4501 - 6000
(alebo stratené ACK, alebo poSkodené _
, ] Receive Acknowledge - Acknowledgement number 3001
segmenty), v tomto priklade na 2, t.j. Window size = 1500

WS=1500

= Ked sa situacia zlepSi a odosielatel zaCne
dostavat' ACK, zase si okno zvaési




Riadenie toku dat — technika posuvného okna

= Prijatim potvrdenia sa celé okno posuva
smerom na neodoslané data, odtial nazov TCP SLIDING WINDOW
plavajuce/posuvné okno (sliding window)
= Animacia ako pracuje technika plavajuceho
okna:
= WS =4, RTO= 34, RTT = 30, straty = 10%,
rychlost animacie=5
= https://www.youtube.com/watch?v=Ik27yil TOvU
= WS =4, RTO= 34, RTT = 30, straty = 10%,
rychlost animacie=5
= https://www.youtube.com/watch?v=zY2pwPF6pI8
= RTT = Round Trip Time - Cas za ktory sa
sprava Siri od zdroja do ciela + za ktory pride
naspat’ potvrdenie.
= Priestor na vasSe experimenty:

http://www.exa.unicen.edu.ar/catedras/comdatl/material/Fi e Al S L S RTT
Iminas3_Practico3.swf y

Receiver

Aky problém vidite pri nenulovych stratach a tychto
nastaveniach:

a. RTT=40,RTO=207

b. RTT=20,RTO=407?



https://www.youtube.com/watch?v=lk27yiITOvU
https://www.youtube.com/watch?v=zY2pwPF6pl8
http://www.exa.unicen.edu.ar/catedras/comdat1/material/Filminas3_Practico3.swf

Riadenie toku dat — technika posuvného okna

= EfektivnejSie potvrdzovanie:
= V situacii, ked sa prijemcovi nedoruci

jeden alebo niekolko segmentov, ale

ostatné ano (zisti podla cisiel SN): Receiver

= namiesto toho, aby prijemca Cakal, ze
odosielatelovi vyprsi RTO a preposle mu
chybajuci segment aj vSetky za nim
nasledujuce (vzdy sa preposiela celé

okno).. e Sender

= ...upozorni odosielatela na chybajtci A B c D(EJFIGIHIIJIJKILIMINIOJPJQIR]S,
ramec, a znova mu posle ACK na posledny

prijaty bajt dat, a aby na odosielatela

poriadne zakrical:

, 1oto od teba o¢akavam, preposli znoval!!ll

tak posle takéeto ACK 3 po sebe (3x ACK

pre A)




Riadenie toku dat — predchadzanie zahlteniu
Congestion Avoidance

Zahltenie v sieti (congestion) zvyCajne vedie k stratam paketov

Nedorucené TCP segmenty sa musia preposielat’ znova, o mbze situaciu eSte viac
zhorsit.

Odosielatel méze detegovat’ zahltenie v sieti tym, Ze rychlost’ akou vysiela data,
neodpoveda rychlosti akou mu chodia ACK, alebo mu vébec nechodia.

Vtedy odosielatel méze zmensit’ rychlost’ odosielania dat — zniZi si velkost okna eSte
pred tym, ako mu znizenie oznami prijemca, ktory takéto zahltenie zvaCsa zisti az neskor,
alebo ho vObec nezaregistruje.

Ked sa situacia zase zlepsi, a odosielatelovi zacnu chodit ACK, znova si zvacsi okno..
zvacsuje ho postupne

Takto sa okno dynamicky ,otvara“ a ,zatvara®

O ktorom okne je reC? ....



Riadenie toku dat — predchadzanie zahlteniu
Congestion Avoidance

= V skutoCnosti ma odosielatel svoje vlastné okno,
Sender Window, tiez nazyvaneé ako
Congestion Window, ktoré si prispdésobuje podla situacie v sieti (Ci mu
nechybaju ACK alebo dostava chybné segmenty)
= Okno, ktoré mu ohlasuje prijemca v TCP hlaviCke v poli Window Size,
potom mbzeme nazvat aj ako Receiver Window - to Co prijemca ohlasuje
odosielatelovi:
,Neposielaj mi data rychlejSie ako je Window size.”
= Rychlost akou odosielatel nakoniec skutoCne vysiela data sa potom berie
ako minimum z:

min Sender window, Receiver window }

= T.J. nemb6zem vysielat data rychlejSie ako si to praje prijemca



. : .
Doplnujuce volby v TCP - Options B0 BiLs) | Bi(0 T

Source port (16bits) Destination port (16)

Dohadovanie MSS (maximum segment size)
pri nadvazovani spojenia

Sequence number (32bits)

Acknowledgement number (32bits)

— ) () bait()v —

. 4 Header R U|A|P|R|S|F . .
- 16 bitova hodnota engn | Fee® falclsllvli | window size (16)
Checksum (16) Urgent pointer (16)

- Najvacsi pocet dat (v bajtoch), ktoré je
schopné dané zariadenie prijat' v jednom
TCP segmente (bez hlaviCky)

* Obe komunikujuce zariadenia si to oznamia pocCas
3-way-handshake

* Zvacsa je to MTU (Maximum Transmission Unit) vystupného rozhrania, ktorym
odide dany segment zo zariadenia, minus velkost IP a TCP hlavicky Ethernet Interface [T
= )

* Ethernetové rozhranie ma MTU = 1500 B
(najvacsSie mnozstvo dat ktoré mozno
zabalit do Ethernetového ramca). Reported MSS for PC B

- Potom MSS = 1500-20-20 = 1460 B 20 bytes 1,460 bytes

| Ethernet MTU = 1,500 bytes

Options (0 alebo32)

Data aplikacnej vrstvy (roznej velkosti)

TCP Data




Doplnujuce volby v TCP - Options
Nasobky velkosti okna (window scale)
= Pre niektoré aplikacie nestaci ani max. velkost okna (64kB = 65535 B)

= Napr. na trasach s velkym oneskorenim (satelitné siete), alebo siete s velmi nizkym
oneskorenim, ale velkou Sirkou pasma (bandwidth), t.j. siete, pre ktoré sucin delay*bandwith

vychadza vysoky (viac ako 10°)
= Skutoéna velkost okna = Window Size * 2WindowScale
* Nasobky (W.size) mocniny (W.Scale) so zakladom 2

o 2WindowScale ja tzy, Scale factor
* t.J. W.Size sa posunie — spravi sa shift dolava na vysSie mocniny

Priklad: W.size = 65 535 = 11111111 11111111, W.Scale = 14, potom:

G20

<
111111117 11111111 00000000000000 = 65 535 * 214 =1 073 725 440 = 1GB

C

214

(viac info v REC 1323)



http://www.ietf.org/rfc/rfc1323.txt

Doplnujuce volby v TCP - Options

Nasobky velkosti okna (window scale)

= hodnota Window scale sa uvedie v hlavicke TCP v poli Options
= nastavi sa poCas 3-way handshake v SYN segmente, potom je fixna poCas celého spojenia
= max. hodnota je 14

= hodnota Window size sa uvedie v poli Window size v hlaviCke
= toto uvidime aj pri snifovani cez Wireshark na cviceni

(viac info v REC 1323)



http://www.ietf.org/rfc/rfc1323.txt

Doplnujuce volby v TCP - Options

Nasobky velkosti okna - Wireshark sniff: pohlad na Window Scale

LIVC/\L SCyYucTiivc 1iuvinuvct . Vovuvv

Acknowledgment number: 218
Header Length: 20 bytes
Flags: ox018 (PSH, ACK)
Window size value: 512
[Calculated window size: 131072]
[Window size scaling factor: 256]
Checksum: ©x7179 [unverified]
[Checksum Status: Unverified]

Illrn~Aanmt nAT A N
Casové znackovanie paketov (timestamps)
= Kvéli vypoltu RTT (round trip time)

\1rciracavg DCD'UCII\_C HHuliuci /J

(relative ack number)

v Options: (12 bytes), Maximum segment size, No-0Op¢
» TCP Option — Maximum segment size: 1460 bytes
» TCP Option - No-Operation (NOP)

» TCP Option - Window scale: 8 (multiply by 256)

» TCP Option - No-Operation (NOP)

| 4

>

[

TCP Option - No-Operation (NOP)
TCP Option — SACK permitted

» [Timestamps]

= a naslednej kalkulacii RTO (retransmission timeout) pre znovuopakovanie vysielania, pri strate segmentu

a pod.



Doplnujuce volby v TCP - Options

SACK - ina technika potvrdzovania segmentov

V zakladnom TCP sa pri strate 1 alebo viac segmentov, ktoré odosielatel posiela bez
potvrdenia v ramci dohodnuteho okna, musia preposlat vsSetky segmenty od posledneho
potvrdeného bajtu (nielen 1-2 stratené) — toto rieSi SACK - volitelna implementacia TCP :

Selective Acknowledgement (SACK)
= pri strate segmentu, méze odosielatel zopakovat prenos iba strateného segmentu, nemusi
preposielat celé okno

= Prijemca mu totiz vie oznamit, ktory segment mu chyba aj ktoré segmenty mu medzi Casom prisli
(po danom stratenom)
= ACK = ,Toto ocakavam ze posles.” (hodnota sa uvedie v poli Acknowledgement number)

= SACK= ,Toto mi uz ale medzi ¢asom prislo, nepreposielaj.”
(hodnoty sa uvedu v poli Options ako SACK)

= Pouzitie SACK si zariadenia dohodnu pocCas 3-way-handshake
= Ak oba konce podporuju SACK, tak sa pouzije poCas celého prenosu

(viac info v REC 2018)



https://tools.ietf.org/html/rfc2018

Doplnujuce volby v TCP - Options
SACK - ina technika potvrdzovania segmentov

Client ’ Server
»
b \G)\
SACK

Segment 1 @

Segment 2

% Segment 3
Segment 4
@ ACK =2
Segment 5
@ ACK=2, SACK=3
ACK=2, SACK=3-4 @
ACK=2, SACK=3-5 @
> Soamast (2)
ACK =6 \

/ TR @

TCP Session
Continues




Vyuzitie TCP

= V/Sade kde potrebujem spoflahlivu, spojovo orientovanu sluzbu doru€ovania tokov dat
(streams) s riadenim toku (flow control)

FTP SMTP
HTTP \ / Telnet
TCP

IP




UDP komunikacia




Protokol UDP

= UDP poskytuje nespojovanu nespolahliva datagramovu sluzbu

= UDP v skutoCnosti segmentaciu ani neriesi — data musi segmentovat’ odosielajuca aplikacia
UDP len prilozi k datam prijatym z aplikaCnej vrstvy vlastnu hlavi€ku, ktora identifikuje zdrojovy a
cielovy proces, popisuje velkost datagramu a obsahuje kontrolny sucet, a segment odosle
U prijemcu sa prijaty segment po overeni kontrolného suctu odovzda cielovému procesu (podla
ciefového Cisla portu)
UDP neoveruje, Ci segmenty dorazili vSetky a v p6vodnom poradi
UDP nerieSi opakovany prenos chybajucich alebo poskodenych segmentov
= NajCastejSie sluzby vyuzivajuce UDP

= DHCP (porty 67 a 68)

= DNS (port 53)

= RADIUS (porty 1812, 1813)

= Voice over IP (porty 5060 a dynamicke porty), video, IPTV




UDP klient-server proces

= Aplikacia na strane servera ma rovnako ako v TCP priradené Cislo portu zo skupiny ,well-
known" alebo ,registered”.

= Klientovi priradi OS ¢islo portu dynamicky

= KedZe sa nevytvara ziadne spojenie ako v TCP, sluzby a aplikacie na strane servera

jednoducho prijimaju poziadavky UDP klientov (ak taka sluzba na danom servery bezi —
identifikuje sa Cislom portu).

Server

Client 1 Client 2

Server Applications
» Client DNS requests will be >
DNS request el RADIUS request
Client RADIUS requests will be
received on Port 1812.




Protokol UDP

= Ak je potrebne, aby aj nad UDP bol zaruceny prenos dat v pévodnom tvare a poradi, musi si
potrebné mechanizmy implementovat aplikacia, ktora UDP pouziva

Different datagrams
may take different
routes.

|I

I o o

datagrams
Data is Having taken re-ordered.
divided Datagram 3 | different routes to Datagram 6
» gr{;ms the destination, Lost datagrams are

datagrams arrive not
out of order. _ re-sent.

Datagram 4

Datagram 6




Vyuzitie UDP

= UDP sa s vyhodou pouziva v aplikaciach, v ktorych je
spojovanost alebo spolahlivost na obtiaz:

= Video, voice over IP, obvykle real-time aplikacie, ktoré
toleruju drobné straty, avsak su citlivé na oneskorenie
segmentov

= Aplikacie, ktoré pouzivaju multicast alebo broadcast
= Aplikacie, ktorych konverzacie su spravidla typu ,otazka

SNMP TFTP

DNS VolP

— odpoved”, kde rézia so zostavovanim spojenia a jeh

DHCP IPTV

ukonCovanim je porovnatelna alebo vacsia s objemom
dat v otazke a odpovedi (DHCP, DNS)

= Aplikacie, kde hrozi, ze udrziavanie velkéeho pocCtu .
spojeni sposobi velku spotrebu systémovych
prostriedkov na komunikujucich uzloch, alebo si
aplikacia vie/chce zabezpedit spolahlivost prenosu
sama (SNMP, TFTP)




Zhrnutie

Ulohy transportnej vrstvy v TCP/IP

- UIohy transportnej vrstvy v TCP/IP:

= Oddelenie konverzacii (Track individual conversations)

= Segmentacia dat (Segment data)
a spatna rekonstrukcia povodnych dat zo segmentov (Reassemble segments)
= Umoznuje multiplexing konverzacii v sieti
= Kazdy segment ma svoju hlavicku - riadiace data transportnej vrstvy

= ldentifikacia komunikujucich aplikacii (Identify the applications)

= Spojovanost’ (Connection-oriented data stream support)
= Spojovo orientovany prenos (connection-oriented)
= Nespojovany prenos (connectionless )

= Usporiadanost’ (Delivery ordering)
= Rekonstrukcia segmentov v pévodnom/spré 1om poradi (same-order delivery)
= Rekonstrukcia segmentov v takom poradi al.o pridu (no order data reconstruction)

= Spolahlivost’ (Reliability)
= Spoflahlivy prenos (reliable)
= Nespolahlivy prenos (unreliable)

= Riadenie toku dat (Flow control) — kvéli predchadzaniu zahlteniu a stratam segmentov
= S riadenim toku dat (flow control)
= Bez riadenia toku dat (no flow control)
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