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Cast 11.1:

Siet'ovy dizajn

Na konci by sme mali vediet’.
= |dentifikovat zariadenia pouzivané v sietach mensieho rozsahu.
= |dentifikovat protokoly pouzivané v takychto sietach.
= Vysvellit, preCo su tieto siete zakladom pre siete vacsieho rozsahu.



Téma 11.1.1;

Zariadenia v sietach mensieho rozsahu




Mensie sietove topologie

= Pripojenie do Internetu je cez jednu
WAN linku

= WAN moéze byt kadecCo: DSL, cable,
Ethernet (na L1 tiez kadeco...)

= Manazovanie takejto siete zvacsa
znamena robit’ spravu a troubleshooting
existujucich zariadeni.

= Niekedy robi zamestnanec firmy na to
vyhradeny, alebo niekto mimo zazmluvneny

Typicky maju: )

LAN

=" Jednoduchy dizajn S -
= MensSi pocCet zariadeni

= Zvacsa 1 smerovac, niekolko prepinacov a
pocitaCe pouzivatelov




Treba zvazit’:

Vyber vhodnych zariadeni pre malu siet’

ViIastnosti
a funkcie
zavislé na OS:

= Bezpecnost
= QoS

= VoIP

= L3 prepinanie
= NAT

= DHCP

Expandable/Modular

Manageable



IP adresna schéma pre malu siet’

= Je kluCovym komponentom sietoveho dizajnu

= Musi byt naplanovany, dokumentovany a udrziavany

= Dolezité pre troubleshooting a kontrolu pristupu k zdrojom v sieti
= Zvazit kde dynamicke a kde staticke adresy.

West Office East Office




Redundancia v malej sieti

Co fiou dosiahneme:

= VySSiu spolahlivost — odstranime
,Single points of failure”

= Mensie naklady — za chyby sa
plati, v sieti to plati dvojnasobne

Ako ju dosiahneme:

= Zduplikujeme sietove zariadenia
a/alebo linky
= Replikacia serverov
= Viac ciest do internetu




Manazovanie prevadzky (Traffic Management)

= Treba zvazit typ prevadzky
= Dobry sietovy dizajn rozdeli
prevadzku podla priority

High Priority

Traffic sent to backbone
in order of priority

Traffic sent to router
Backbone Network

without any priority

Cielom dobreho

dizajnu siete je vzdy:

= Zvysit produktivitu Low Priority
zamestnancov

= Minimalizovat sietové vypadky




Téma 11.1.2:

Malé siet'ové aplikacie a protokoly




Zname aplikacie

UzitoCnost siete zavisi od uzitoCnosti softvérovych programov alebo procesov,

ktore zabezpecuju pristup do siete:
Sietove aplikacie s ot R o= »

! Applcations  Processes Semns?edormummmtmglm

= Pre komunikaciu cez siet ) . ==

DMPMIVC, exe SYSTEM 00 528K Lenovo Power Management Senvice

1 7 - sghpers.exe a7)0hns 00 384 K  persistence Module

= Napr. emailovy klient, | [ e |2 SN
. v | Isass.exe SYSTEM 00 6,028 K Local Security Authority Process
We b p re h I Iad aC, . Ism, exe SYSTEM 00 L2B0K  Local Session Manager Senvice

MBAMAGent. exe SYSTEM 00 2480 K MBAMAgent
mecshield, exe SYSTEM 00 75,920 K McAfee On-Access Scanner service
McTray.exe *32 alyhns 00 1,536 K McTray Applcation
mfeann.exe *32 SYSTEM 00 460 K VSCore Announcer
miefire.exe SYSTEM 00 928 K McAfee Core Firewall Service
méevtps.exe SYSTEM 00 4,256 K McAfee Process Voldation Service
micmute . exe *32 SYSTEM 00 660 K Microphone Mute Controll Service for ThinkPad
msid, exe *32 SYSTEM 00 1,568 K Cisco Meda Senvices Interfoce Windows Service
msirest.exe *32 SYSTEM 00 804 K Qsco MSI Management Windows Service
naFrdMgr.exe *32 SYSTEM 00 1,732 K NAl Product Manager

Aplikacné sluzby
= Program, ktory je na rozhrani so sietou a pripravuje data na prenos.

= Kazda sluzba pouziva protokol(y), ktoré definuju Standardy a datové formaty, ktoré
treba pouzit




Zname aplikacné protokoly

Kazdy z nich definuje:
= Procesy na oboch koncoch komunikaCného spojenia

= AKko sa posielaju spravy a aké su mozné/oCakavané odpovede
= Typy sprav

= Syntax sprav

= Vyznam informacénych poli

= Interakciu z niz§imi vrstvami

DNS Server Telnet Email Server DHCP Server Web Server FTP Server

Vhod?é bezpeénostna politika: vZzdy ked sa da, pouzit zabezpecené verzie tychto protokolov (HTTPs, sFTP,
SSH, ..




Aplikacie typu real-time

Ich pouzivanie ma rastuci trend.
Je ulohou admina siete zabezpecit na to
infrastrukturu
= S ohladom na sucasnost’ aj plany
= V predmete PocCitaCové siete 3
= VoIP

= Protokol, ktory definuje ako preniest hlas cez
IP

= Skype, Cisco WebEx, ..
= |P telefénia

= Potrebna infrastruktura
pre VolP:
= |P telefony
= |P PBX (server pre riadenie a signalizaciu hovorov)
= Transportné protokoly (L4) pre real-time
aplikacie
= RTP (Real-Time Transport Protocol)
= RTCP (Real-Time Control Protocol)

= Nasadenie QoS mechanizmov
= V predmete Optimalizacia konvergovanych sieti




Téma 11.1.3:
Skalovatelnost’ na siete vaésieho

rozsahu




Trend rozsirovania malej siete

S rastom firmy musi rast’ aj jej siet.
Aby admin vedel robit’ inteligentné
rozhodnutia, je potreba:

= Dokumentacia siete
= Fyzicka a logicka topologia

= Zoznam zariadeni, ktoré
pouzivaju alebo tvoria siet

= FinancCny rozpocet
= Analyza prevadzky

= Protokoly, aplikacie, sluzby
a ich poziadavky treba
zdokumentovat
= Nastroje, ktorymi vieme robit’
analyzu, sa ucCia v predmete
PocCitaCové siete 2




Analyza protokolov

= Napr. cez Wireshark

- Wiresharkc Protocel Hierarchy Statistics o||@i:
Dusplay fiter: none

Protocol % Packets Packets % Bytes Bytes Mbat/s End Packets End Bytes End Mbit/s

s o BENECITENN 0 0005 0 0 oo

5 Ethemet 61 100,00 % 14420 0,005 0 0 0000

Internet Protocel Version & 61 1420 0005 0 0 000

Transmission Controt Protocel — [EEENN  « EEERN 13316 0004 A w4 000

Hypetet TansferProtocol [l 2% s EEFS 77 0003 10 o om

Line-based text data §F =% s 2%% 34 0 s B4 oo

Data | 38% 2| 076 % 110 0.000 2 1m0 0000

Secure Sockets Layer N sax 8 5 % 218 0001 g  2s 000

= User Datagram Protecol | GRS tH] | 166 % 1104 0,000 0 0 000

NetBIOS Name Service | EGE i+ | 766 % 1104 0.000 12 us 000

= Kedy odchytavat prevadzku?
= Pocas SpiCky (peak)

= Kde odchytavat prevadzku?
= V réznych Castiach siete

= Naco analyzovat prevadzku?
= EfektivnejSie manazovat prevadzku v sieti
= Redukovat nepotrebné toky prevadzky
= Zvysit vykonnost siete, napriklad presunutim servera inam




Na co pouzivaju siet’ zamestnanci danej firmy

IT snapshots

= Admin siete by mal byt informovany ako a Ci sa ich pouzitie meni.
= Vie na to vyuzit tzv. IT “snapshots”

E Windows Task Manager

e Qpions Yew  teb Processes are individual software
Appications | Processes | performance | Networking programs running concurrently.
| Image Name o Fad U MemUsage A Processes can be:
Apont.exe frances 00 5,288K
frances 00 1,920K ‘ ) g

EXCELOE | <=froneey o 21544 = 1 Applications

. frances 00 4,245K
DSentry.exe frances 00 199K
Drectedexe  frances () S5,5%K ]
wdhmgr exe LOCAL SERVICE 00 1,716K
svchost.exe LOCAL SERVICE 00 4,384K e
2g.exe LOCAL SERVICE 00 3,512K 2 Services
scardsvr.exe LOCAL SERVICE 00 2,5%64K
svchost.exe NETWORK SERVICE 00 3,744K
svchost.exe NETWORK SERVICE 00 440K
msdic.exe NETWORK SERVICE 00 4,852K —
System Ide Process SYSTEM 96 16K 3 System operations
System SYSTEM 00 224K
svchost.exe SYSTEM 00 5,152K
ViewpointService.... SYSTEM 00 2,208K
WLTRYSVC.EXE  SYSTEM 00 LK
WZCRDI S SYSTFM M 3082 K

e P : _— One program may be
O PG vl ; 4 running several times,
each in its own process
Processes: 64 CPU Usage: 4% Commit Charge: S07M / 246 1M




Na Co pouzivaju siet’ zamestnanci danej firmy

IT snapshots

= |nfo, ktoré mozno ziskat z danych snapshotov:

S Windows Task Manager

O OS a VerZIa. OS e Qptons Yew Hep Processes are individual software

Aopicatons | Processes | performance | Networking programs running concurrently.
. y , s s
o Nesietoveé aplikacie maioe  vmiwe oy v 4 || Processes canbe
Apont.exe frances 00 5,288K
: ances 00 1,920K o
. y ’ . s n stcsn.m | 155 1 Applications
I yserene” frances 0 4,249
O Ietove aplikacie Dsenvyexe _foces % iswx
Drecicd.exe frances ] 5,590 K
wdfmgr.exe LOCAL SERVICE 0 1,716K
y v " svchost.exe LOCAL SERVICE 0 4,3834K
V t azenie ( : P l | piigen LOCALSERVICE 00 3512K 2 SEhicas
O scardsvr.exe LOCAL SERVICE 00 2,9%64K
svchost.exe NETWORKSERVICE 00 3,744K
svchost.exe NETWORK SER! 00 4,590K
v Egn . msdic.exe NETWORK SERVICE 00 4,852K
o Vyuzitie diskov S 2 o 3..) svetem aperstions
System SYSTEM 0 224K
svchost.exe SYSTEM ] 5,152K
ViewpointService.... SYSTEM (] 2,208K
) v . VATRYSVCEXE  SYSTEM 0 1L,38K
O Vyt azenie I a/ \M e . ewrx One program may be
Show processes [ a—— g ;
£ s 4 running several times,
each in its own process
= Treba zdokumentovat —_—
b)

sledovat vyvoj v Case a pretavit to do poziadaviek na protokoly (ak treba
nejaké zmeny)

= Vyrazné zmeny vo vyuzitelnosti zdrojov mozu vyvolat potrebu prispésobit
pridelovanie sietovych zdrojov.




Cast 11.2:

Siet'ova bezpecnost’

Na konci by sme mali vediet”.

Vysvetlit’ pre€o je dblezité zistovat’ mieru bezpecnosti sietovych zariadeni.
Identifikovat’ bezpe€énostné hrozby (security vulnerabilities).

Identifikovat’ vSeobecné techniky pre minimalizovanie tychto hrozieb.
Konfigurovat’ siet'ové zariadenia tak, aby boli odolnejSie vo€i tymto hrozbam.

Aplikovat’ prikazy na zalohovanie a obnovenie konfiguracnych suborov pre
|10S.



Téma 11.2.1:
Bezpecnostné hrozby a zranitelnosti

(Security Threats and Vulnerabilities)




Typy bezpecnostnych hrozieb

= Digitalny prienik zvacsa spdsobi nemalé Skody
* Strata ¢asova a/alebo finanéna
* Kvoli poskodeniu alebo kradezi délezitych informacii, alebo aktiv

= Narusitelia (hackeri) vyuzivaju bezpecnostné diery softvérov
alebo utoky na hardvér, a mézu sa zamerat na:

*  Firemné utajené - * Virus sformatuje
data/vyskum 4~ HDD/ hacker
</ zmeni vysledky
volieb

Information Theft

* DoS utoky na
servery, sietoveé

404 zariadenia, linky

page not
found

* Kradez udajov -
kreditka — nakupy
cez Internet

* V USA satakto w * Legitimnym

stracaji MIlioNy  M— pouzivatelom sa
dolarov Identity Theft Disruption of Service O_dOprle_ pristup k
sietovej sluzbe




Fyzicka bezpecnost’

Aj tu treba planovat’! (T11]
= Uzamykatelna serverovna UPS BAY
= Kontrolovat pristup cez Cipové karty
= Pouzit bezpecnostné kamery
Triedy fyzickych hrozieb:
= Hardvéroveé

= Servre, smerovace, prepinace, kable, PC, ..
* Prostredim

= Teplota, vlhkost -
= Elektrické Card
g v , , Reader HELP DESK
= Vykyvy napatia, Sum, vypadok prudu
= Udrzbou

Door

= Slaba/zla kabelaz, chabo oznacena

Secure computer room floor plan




Typy zranitelnosti

Ciel utoku:
= Zvacsa su cieflom utoku koncové zariadenia (servery, PC)
Sposob ako:

= Vyuzit pri utoku mozno akukolvek z 3 kategorii zranitel'nosti:
= Technologickeé
= Zranitelnost protokolov, OSs, sietovych zariadeni
= Konfiguracné

= Zranitelnost zlou/nespravnou konfiguraciou, pouzitim preddefinovanych hodnét, [ahko
uhadnutelnych hesiel

= Z bezpecnostnej politiky

= Slaba b.p., instalacia SW a HW nie je v sulade s b.p., alebo nie je Ziadny plan obnovenia
(disaster/recovery plan)




Typy zranitel'nosti - technologicke

= Slabiny TCP/IP

TCP/IP protocol weakness

prOtOkOIU - Hypertext Transfer Protocol (HTTP), File Transfer Protocol (FTP), and
= HTTP, FTP, ICMP su Internet Control Message Protocol (ICMP) are inherently insecure.
. ., - Simple Network Management Protocol (SNMP) and Simple Mail Transfer
- Slab|ny OpeI‘aCnyCh Protocol (SMTP) are related to the inherently insecure structure upon
systémov which TCP was designed.

Operating system weakness
- Each operating system has security problems that must be addressed.
UNIX, Linux, Mac OS, Mac OS X, Windows Server 2012, Windows 7,
Windows 8
They are documented in the Computer Emergency Response Team
(CERT) archives at http://www.cert.org.

Network equipment weakness

Various types of network equipment, such as routers, firewalls, and switches
have security weaknesses that must be recognized and protected against. Their
weaknesses include password protection, lack of authentication, routing
protocols, and firewall holes.




Typy zranitelnosti - konfiguracneé
Configuration Weakness

Unsecured user accounts User account information may be
transmitted insecurely across the network,
exposing usernames and passwords to

SNOOopeErs.

System accounts with easily This common problem is the result of poorly

guessed passwords selected and easily guessed user
passwords.

Misconfigured Internet services = A common problem is to turn on JavaScript
in Web browsers, enabling attacks by way
of hostile JavaScript when accessing
untrusted sites. IS, FTP, and Terminal
Services also pose problems.

Unsecured default settings Many products have default settings that
within products enable security holes.

Misconfigured network Misconfigurations of the equipment itself
equipment can cause significant security problems. For

example, misconfigured access lists,
routing protocols, or SNMP community
strings can open up large security holes.




Typy zranitelnosti - bezpecnostneée

Lack of written security policy An unwritten policy cannot be consistently
applied or enforced.

Politics Political battles and turf wars can make it
difficult to implement a consistent security

policy.
Lack of authentication continuity ' Poorly chosen, easily cracked, or default

passwords can allow unauthorized access
to the network.

Logical access controls not Inadequate monitoring and auditing allow

applied attacks and unauthorized use to continue,
wasting company resources. This could
result in legal action or termination against
IT technicians, IT management, or even
company leadership that allows these
unsafe conditions to persist.

Software and hardware Unauthorized changes to the network
installation and changes do not topology or installation of unapproved
follow policy applications create security holes.

Disaster recovery plan is The lack of a disaster recovery plan allows
nonexistent chaos, panic, and confusion to occur when

someone attacks the enterprise.



Téma 11.2.2:

Siet'ove utoky




Malware

= zlomyselny softvér alebo kod, ktory obyc€ajne poskodi, znici, alebo zablokuje pouzivanie
kontroly alebo odcudzi informaciu z poCitacoveého systému

= Virusy gE

= Siri sa kopirovanim, zvacésa je dastou iného programu, uzivatel tento program musi
spustit, dovtedy je virus necCinny, nevie sa replikovat, potom sa Siri cez mail, siet, disky,
USB kluce, ...
= Cervy
= nepotrebuju hostitel'sky program, vedia existovat samostatne, aj sa replikovat
= Trojske kone
= tvari sa ako legitimny SW, ale nie je...
= Logické bomby, rootkity, bootkity, metddy tajnych vstupov, Spionazny softvér a reklamny
softver




Prieskumné metody

(Reconnaissance Attacks)

= Pre odhalenie systémov a sluzieb
= Nie su samy o sebe utokom, len vyzvedanim sa

= Cielom je ziskat dostatok informacii o ciefovom systéme esSte pred
samotnym utokom — hladaju sa zranitelnosti

= Bezné nastroje su postavené na otvorenych a verejnych internetovych
sluzbach alebo protokoloch:

= DNS ﬁ temet aueries Netacad: animacia 11.2.2.2
= \Whois. _i
= Port-scanners j
= Packet sniffers i =

:.‘ portscans Attacke: i

N—

(\_F) Packet sniffers g.

N—




Utoky na ziskanie pristupu niekam..

(Access Attacks) e ————LE
= Utok voc&i znamym [ —
. y . v z tions
zranitefnostiam a sluzbam. passors [ e
= Ciefom je ziskat pristup k o/l | T
tajnym informaciam.
v .« g . own Svstem System B trusts
= Mozno klasifikovat do 4 Iand nDSWy ;EWEB “— everyone
kategorii: access to Syster i”é?‘ep”;rﬁm IR i o4
= Utoky na odhalenie hesla S p——r-
(Password Attacks) Goal: Pat Smith Compromised by
.y . An attacker wants to B o .
= Zneuzitie dovery gaénsat%ﬁs;to user=psmith; Pat Smith
(Trust Exploitation) '

A‘rtacker

= Presmerovanie portov
(Port Redirection)

= Tzv. ,Man-in-the-Middle
utoky




Utoky na ziskanie pristupu niekam..

(Access Attacks)

Port Redirection

Attacker installs
software on Host A

Compromised Host A

!.

Attacker
accesses Host
B on a different
port

HostB

Victim

“ | Victim clicks link in Phish email.

Man-in-the-Middle

—_—

Web Server



Utoky na odopretie pristupu k sluzbe

(DoS = Denial of Service Attacks)

= Tazké uplne eliminovat
= Su trivialne svojou podstatou, na vykonanie staci malé usilie
= Jednoduche ale stale nebezpecne

= Autorizovanym pouzivatelom sa odoprie pristup k sluzbe tym, ze utocCnik
vycerpa vsetky zdroje daného systému — zahlti system inymi poziadavkami.
= Prevencia: mat najnovsie bezpecnostné aktualizacie

\x-a e

-

2

B~




Utoky na odopretie pristupu k sluzbe

(Denial of Service Attacks)
Zname DoS utoky:
* Ping of Death (smrtiaci/velky PING)
* SYN Flood (zaplava SYN segmentami)
* DDoS (distribuovany DoS utok)
* Smurf Attack (utok paketmi PING)

Attacker sends
multiple SYN
requests to a

web server.

Valid user
sends SYN
request.

Zombies

Smurf Attack

Attempt to
overwhelm WAN
link to destination

e Victim

209.165.200.225

&

Lo

DDoS

SYN Flood

Web
Server

Web
Server

\Web server sense
SYN-ACK replies.

Web server waits to
complete three-way
handshake.

Web server is
unavailable.

\
|

Web
Server

Client/Attacker

Handlers

ICMP REPLY D=209.165.200.225 S=172.18.1.7

Smurf Amplifier




Téma 11.2.3:

Ako zmiernit’ sietoveé utoky




Zalohovat', inovovat’, aktualizovat’, instalovat’ zaplaty
(Backup, Upgrade, Update, Patch)

Drzat krok s vyvojom, a tak zmiernit dopad utoku:

= Proti virusom: najaktualnejSie verzie antivirusového SW

= Proti Cervom: Aplikovat zaplaty pre vSetky zname slabiny

= Vhodné je pouzit centralny patch server (pre vSetky servery a systemy)..
..odkial sa zaplaty stiahnu a nainstaluju automaticky

Fle {8 Yew Fawoctes Took beb
O O RRAG Pt @ 25 8 L3
v He ris £

Quick Unks | Mome

Aas Q) 1D owene b, racr ol conmr st ReNV6/de! R 350 Trveen-usianogte |

Welcome

to Microsoft Update

Checking for the latest updates for your computer secaty wdates for your computer




Autentifikacia, autorizacia, uctovanie
(Authentication, Authorization, Accounting)

= Umoznuju riadenie pristupu k sietovym zariadeniam:
= Kto ma pravo pristupovat k danym zdrojom (authenticate)
= Co mézu pocas pristupu robit/vykonavat (authorize)
= Ako dlho a ¢o na danom zdroji vykonavali, aby bola moznost ich za to vyuctovat

(accounting)
= Doélezity prvok pre zmiernenie e OO i
. ’ ’ ’ Dotach Authorization ot staphe or fold,
sietovych utokov | | o iy A e
Authentication 1 spend? by
Who are you? . ementDate: 020101 Payment Due Date: 030101

LMDR 01-31-01

SA

78901234 | 0114 0117 Record Reloase Anylown, USA $40.00

45678001 01-14 01-17 Sports Stadium Anytown, USA $75.25

ACCOUnting 3210087 012 | 0123 Tia Tack Anylown, USA $20.75
78543210 | 01-29 01-30 Eloctronic Workd  Anylown USA

What did you spend it
on?

23455678 0130

01-01

Transaction Fees §3.00

Annual Fee

PAGE 1 OF 1



Bezpecnostné rozhranie = Firewall

= kombinacia softveru a hardvéru, ktora filtruje alebo blokuje prevadzku z
verejnej siete

= udrziava Casti neverejnej siete nedostupné a neviditelné pre verejnu siet

= zabranuje neautorizovanému a nepovolenému pristupu

= zariadenie na filtrovanie dat, ktoré sa instaluje medzi server alebo datove
komunikacné zariadenie a verejnu siet (internet) trvalo dohliada na
postupnosti dat, ktore indikuju neautorizované pouzitie alebo neziaducu
komunikaciu so serverom

= |iSia sa poCtom vyrovnavacich pamati a filtrovacou schopnostou

> & @

Internet



Bezpecnostné rozhranie = Firewall

= Ako admin viem nadefinovat’ Co pustim a comu pristup zakazem:
o Packet filtering

o Bude v predmete PS1
o Application filtering
o URL filtering
o Stateful packet

inspection (SPI)

Cisco Security Appliances Server-Based Firewall

iy

Linksys Wireless Router with Integrated Personal Firewall
Firewall




Bezpecnost’ koncovych zariadeni

Laptops, desktops, servers, smartphones, tablets, ...
= ZabepecCit koncové zariadenia je velka vyzva
= Zamestnancov treba skolit — ako bezpecne vyuzivat siet
= Bezpecnostne postupy zvacsa zahrnaju
= antivirusovy softver
= softvér na prevenciu vniknutia
= Komplexnejsie rieSenia su zavislé
na systémoch pre riadenie
kontroly do siete




Téma 11.2.4:
Bezpecnost’ medzilahlych siet'ovych

zariadeni




Celkovy pohlad na bezpecnost’ zariadeni

= Defaultné nastavenia su nebezpecne, lebo su zname
= Cisco smerovace maju funkciu AutoSecure

= Okrem toho je vSak potrebné minimalne:
= Zmenit defaultné nastavenia pre prihlasovacie mena a hesla
= Obmedzit pristup k systemovym zdrojom len pre autorizovanych pouzivatelov.
= Vypnut nepotrebné sluzby.
= Aktualizovat' vSetok pouzivany softver
a nainstalovat’ bezpecCnostné zaplaty

= Toto vSetko spravit este pred
samotnym nasadenim
zariadenia do realnej
prevadzky

System
Administrator

R2# auto secure

--- RAutoSecure Configuration ---

*** AutoSecure configuration enhances
the security of the router, but it will
not make it absolutely resistant to all
security attacks *#*%

<output omitted>




Hesla

= Pouzivat silné hesla:
= Minimalne 8 znakov, idealne 10 a viac
= Kombinacia malych, velkych pismen, Cislic, symbolov a medzier
= B54n74d85m
= 12 s7T@1w4

= Nepouzivat slova zo slovnika akéhokolvek jazyka, mena svojich znamych, zvierat, alebo
inak lahko identifikovatelné €asti informacii

= Mozno pouzit’ slova obsahujuce pravopisné alebo iné chyby
= Smyth = 5mYth
= Security = 5ecurlty

= Casto obmiefiat

= Cisco smerovace podporuju pouzitie frazy zloZzenej s viacerych slov oddelenych

medzerou, tzv. passphrase

= Napr.: 5mYth'S 5ecurYti Ys the bebt!

= (Smith’s security is the best!)




Zakladné bezpecnostné pravidla pre hesla

= Silné hesla su len vtedy pouzitelné a silné ked' ostatnu tajné
(nepisat na nastenku ani na papier do zasuvky)

= Pouzit prikaz na zasifrovanie vsetkych hesiel na Cisco zariadeni (sucasnych
alebo tych €o pribudnu do konfiguracie v buducnosti):

service password-encryption
= Pouzit prikaz, ktorym stanovime min. dizku zadavanych hesiel:
security passwords min-length pocet znakov

= Blokovat pocCet za sebou iducich neuspesnych pokusov o prihlasenie, pre
minimalizovanie utokov hrubou silou (brute-force attacks) pre uhadnutie hesla:
login block-for 120 attempts 3 within 60

= Zablokuje moznost prihlasenie na 120 sekuind, ak pouzivatel 3x po sebe netrafi heslo v
intervale 60 sekund

= Pouzit prikaz pre automatické odhlasenie pouzivatela pri neaktivite:
exec timeout ¢as_v_minutach




Zakladné bezpecnostné pravidla pre hesla

Router (config) #service password-encryption
Router (config) #security password min-length 8
Router (config) #login block-for 120 attempts 3 within 60
Router (config) #line vty 0 4
Router (config-vty) fexec-timeout 10
Router (config-vty) #end
Router#show running-config

—more—

|

line vty 0 4

password 7 03095A0F034F38435B49150A1819
exec—-timeout 10

login




Konfiguracia a povolenie SSH

= Zze Telnet nie je bezpeCny sme sa presvedcili na 11. cviCeni

= Preto sa vysoko odporucCa pouzivat pre vzdialenu spravu zariadenia prihlasovanie
cez SSH.

= Postup konfiguracie Cisco zariadenia, aby podporovalo SSH:

1. Zabepecit, aby smerovac mal jedinecny hostname a IP domeénu.
Ip domain-name uniza.sk

2. Vygenerovat kluCe pre SSH.
crypto key generate rsa general-keys modulus 1024

3. Vytvorit lokalne prihlasovacie meno (username)
username Bob secret cisco

4. Povolit SSH pre tie relacie, kde ho potrebujeme (napr. pre vty)
line vty 0 15
login local
transport input ssh

= Nasledne sa bude dat na smerovac (alebo prepinac) pripajat vzdialene uz len cez
SSH.




Konfiguracia a povolenie SSH

S0/0/0 s0/0/0

DCE

Rl# conf t

Rl (config) # ip domain-name span.com

Rl (config) # crypto key generate rsa general-keys modulus 1024
The name for the keys will be: Rl.span.com

% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable...[0K]
Rl (confiqg) #

*Dec 13 16:19:12.079: %55H-5-ENABLED: S5H 1.99 has been enabled
Rl (config) # username Bob secret cisco

Rl (config)# line wty 0 4

Rl {config-line)# login local

Rl (config-line) # transport input ssh

Rl (config-line) # exit

Step 1: Configure the IP domain name.

Step 2: Generate one-way secret keys.

Step 3: Verify or create a local database entry.
Step 4: Enable VTY inbound SSH sessions.




Téma 11.2.5:
Zaloha a obnovenie konfiguracnych

suborov




Systémy suborov smerovaca s Cisco I0S
(Cisco IOS Router File Systems)

= Umoznuju operacie read (r) aj write (w).
= Zobrazim ich prikazom show file systems, a nasledne obsah lubovolného z nich zobrazim
prikazom dir ...

= Pre nas v tomto predmete su zaujimavé suborove systemy:

= TFTP R
= FLASH S0 S BE BED arinn 2
= ZvacSa najvacsi suborovy systém : R qE)
= ZvacCSa obsahuje obraz operacného R st i S | 7
systému Cisco IOS (image) s g wom n o (%\
= NVRAM g D SRS 2= @
= Zvadsa obsahuje konfiguraéné : S ook T
subory (startup-config) ; D e =
= ZvédSa kapacitne maly 7 : e o

Router#dir
Directory of flashO:/
W 2903 Sep 7 2012 06:58:26 +00:00 cpconfig- :
19xx.cfg U)
rw— 3000320 Sep 7 2012 06:58:40 +00:00 cpexpress.tar (ts
—rw- 1038 Sep 7 2012 06:58:52 +00:00 home.shtml —
r— 122880 Sep 7 2012 06:59:02 +00:00 home.tar u
rw— 1697952 Sep 7 2012 06:59:20 +00:00 securedesktop—

ios-3.1.1.45-k9.pkg
—rw- 415956 Sep 7 2012 06:59:34 +00:00 sslclient-win-
1.1.4.176.pkg

—rw— 67998028 Sep 26 2012 17:32:14 +00:00 <1%00-
universalk9-—
mz.SPA.152-4 .Ml .bin

-3 o (SRS ) =
[ ! !

256487424 bytes total (183234560 bytes free)



show file systems

Systémy suborov smerovaca s Cisco I0S

(Cisco IOS Router File Systems)

*

Size (b)

256487424

262136

Router#show file systems
File Systems:

Free (b)

183234560

254779

Type
opague
opague
opague
cpague

network
disk
disk
NVIam
cpague
cpague
opague
network

network
network

network
opague
network
opague

Flags
rw
rw
rw
rw
rw
rw
rw
rw
ifs]
W
rw
rw

Irw
Irw

rw
ro
rw
ro

Frefixes
archive:

systems:
tmpsys:
null:
tftp:
flash0:
flashl:
NVram:
syslog:
xmodem:
ymodem:
rcp:
http:
ftp:
scp:
tar:
https:
Cns:

flash:#

Flash




Flash

Systémy suborov smerovaca s Cisco I0S
(Cisco IOS Router File Systems)

Router#dir
Directory of flash0:/

1 —rw- 2903 Sep 7 2012 06:58:26 +00:00 cpconfig-
1%9xx.cfg

2012 06:58:40 +00:00 cpexpress.tar

2012 06:58:52 +00:00 home.shtml

2012 06:59:02 +00:00 home.tar

2012 06:59:20 +00:00 securedesktop-
ios—3.1.1.45-k9%9.pkg

& —rw- 415956 Sep 7 2012 06:59:34 +00:00 sslclient-win-

1.1.4.176.pkg

7 —-rw— 67998028 Sep 26 2012 17:32:14 +00:00 <1900-

universalk9-

mz.5PA.1524-4 .M] .bin

2 —rw— 3000320 Sep
3 —rw- 1038 Sep
4 —rw- 122880 Sep
5 —rw— 1697852 Sep

-1 =1 -1 =]

256487424 bytes total (183234560 bytes free)




Systémy suborov prepinaca s Cisco 10S
(Cisco I0S Switch File Systems)

= Podobne ako na smerovaci
= Suborovy system Flash podporuje:

Switch# show file systeﬁ;_

= konfiguracné subory File Systems:
= kopirovat a archivovat obrazy Size(b) ~ Free(b)  Type Flags Prefixes
. = 32514048 20887552 flash rw flash:
ClSCO IOSU (UplOad/dOwnload) = = opaque rw vb:
, , .- = = cpaque ro bs:
= Prikazy rovnake ako na smerovaci: - - opaque  rw  system:
- - opaque rw MpsSys:
= show file systems 59936 weer o peem e e
: > — opaque ro ymodem:
. dlr — — opaque rw null:
- - opagque ro tar:
- - network rw tftp:
- - network rw rcp:
= = network rw http:
- - network rw ftp:
- - network rw scp:
- - network rw https:

opaque ro Cns:




Zalohovanie a obnovenie konfiguracie

Zalohovanie konfiguracie

= Konfiguraéné subory mozno
ulozit/zalohovat do textového suboru

1. Zobrazit si vypis:
show runnning-config
alebo show startup-config

2. Skopirovat vypis (ctrl+c)

3. Vlozit do textového suboru (ctrl+v),
vhodne pomenovat

4. Skontrolovat obsah

5. Ak ukladame running-config, a chceme
neskor pouzit pre nenakonfigurované
zariadenie, Co treba pridat pre kazde
rozhranie?

no shutdown

(no shutdown totiZ nie je v running-config explicitne viditelné)

Obnovenie konfiguracie

= Konfiguraciu mozno nahrat naspat na
zariadenie

1. Nastavit sa do globalneho konfiguracného
modu
2. Skopirovat obsah ulozeného

konfiguraCného suboru (ctrl+c) a viozit do
prikazoveého riadku na zariadeni (ctrl+v)

3. VSetko sa vykona v I0Se ako prikazy a

prida sa do aktualneho suboru
running-config



Zalohovanie a obnovenie konfiguracie z TFTP servera

Zalohovanie konfiguracie Obnovenie konfiguracie

1l.copy running-config tftp l.copy tftp running-config

2. Zadat IP adresu TFTP servera 2. Zadat' IP adresu TFTP servera

3. Zadat nazov konfiguracného 3. Enter — potvrdime nazov suboru
suboru VI...]

A enter alebo zadame nazov ak chceme

nieco Specifické



Pouzivanie portov USB na smerovaci Cisco

Cisco 1941 USB Port

Niektoré modely smerovacCov Cisco podporuju
USB flash disky.

Funkcia USB flash poskytuje moznosti dalSieho
ukladania a dalsie boot zariadenie.

M&ze obsahovat obrazky, konfiguracie a dalsSie
subory.

USB flash pamat méze obsahovat:

= Cisco I0S.

= Viaceré konfiguracie smerovaca.

Na zobrazenie obsahu USB flash disku sa

pouziva prikaz dir, ako je znazornené na
obrazku.

USB Ports l

Router# dir usbflasho0:

Directory of usbflash0:/

1 -rw- 30125020 Dec 22 2032 05:31:32 +00:00
c3825-entservicesk9-mz.123-14.T

63158272 bytes total (33033216 bytes free)




Zalohovanie a obnovenie pomocou USB

Zalozneé konfiguracie pomocou USB Flash Drive
= Zobrazenie prikazom show file systems

= Pomocou prikazu copy run usbflashQ:/ skopirujete
konfiguracny subor na jednotku USB flash.

= |OS vyzve na zadanie nazvu suboru.

= Pomocou prikazu dir zobrazite subor na jednotke
USB.

Obnovenie konfiguracie pomocou jednotky USB
Flash

= Za predpokladu, Ze nazov suboru je R1-Config,
pouzite prikaz copy usbflash0:/R1-Config running-
config na obnovenie beziacej konfiguracie.

R1# show file systems

File Systems:

Size (b)

256487424

262136

4050042880

Free (b) Type Flags Prefixes
= opagqu i archive
opagu system:
opagu tmpsys:
opaqu null:
= etwork tftp:
184819712 disk flash0: f1 #
= disk flashl:
249270 nvram nvram:
= opagque syslog:
opagque xmodem:
opague ymodem:
etwork rcp:
etwork http:
etwork tp:
etwork cp:
opagque tar:
etwork 7 https:
= opague ns:
3774152704 usbflash usbflashO:

Shows the USB port and name: “usbflash0:”



c

Cast’ 11.3:
Prikazy pre overenie

A funkénost malej siete
_
v




Téma 11.3.1;

Prikaz PING




PING

= Pouzitie pingu je efektivny sposob ako otestovat konektivitu.

= Zabezpecuje ho protokol Internet Control Message Protocol (ICMP) pre
overenie konektivity na 3 vrstve.

= Pingom vieme zistit problém v spojeni.

= Ping zobrazuje jednu z niekolkych indikacii pre kazdu ICMP echo spravu,
ktora bola odoslana. NajbeznejsSie indikacie su:
o! - Oznacuje prijem odpovede na odpoved ICMP echo.
o. - Oznacuje Cas, ktory uplynul pri Cakani na odpoved ICMP echo.

oU - Oznacuje, ze bola prijata sprava ICMP o nedostupnosti.




PING

|OS ping indikatory

" indikuje, ze nastal problém s konektivitou na
ceste do ciela. Mozné priCiny:

o SmerovaC na ceste do ciela nepozna cestu.

o Pink bol administrativhe zablokovany.

o Pingu vyprsala platnost z dévodu prebiehajucej

Ziadosti ARP.

"U" indikuje, Ze smerovac na ceste do ciela
odpovedal spravou ICMP unreachable message.
Smerovac nepozna cestu do ciela alebo je ziadost
administrativne zablokovana.

192.168.10.0/24 10.1.1.0/24

10
209.165.200.224/30

225
S0/0/0

192.168.11.0/24 10.1.2.0/24

Rl# ping 209.165.200.226

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.165.200.226, timecut
is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =

3/3/4 ms

R1#




Rozsireny ping

= Cisco |IOS ponuka rozsireny ping.

= Pouziva sa zadanim prikazom ping bez

cielovej IP adresy v EXEC madde.

= |OS nas vyzve zadat dalsie volitelné

parametre.

1o 192.168.10.0/24 10.1.1.0/24
- G0/0

209.165.200.224/30

.225
S0/0/0

192.168.11.0/24 10.1.2.0/24

R2# ping

Protocol [ip]:

Target IP address: 192.168.10.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Scurce address or interface: 10.1.1.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Locse, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape segquence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:




10 192.168.10.0/24 10.1.1.0/24

192.168.11.0/24 10.1.2.0/24

RZ2# ping

Protocol [ip]:

Target IP address: 192.168.10.1
Fepeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: vy

Source address or interface: 10.1.1.1
Type of service [0]:

Set DF bit in IPF header? [no]:
Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Eeccord, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:




Pravidelne siet'oveé zaznamy

FEB 8, 2013 08:14:43

C:\>ping 10.66.254.159 ]

= Je velmi ddlezity nastroj pre monitorovanie a o T e T s————

£6.234.159: bytes=32 time<lms TTL=128

Z|St,ovan|e prOblémOV. ESB?IE ggﬁ %8155.234.159: bytes=32 time<lms TTL=128

Reply from 10.66.234.159: bytes=32 time<lms TTL=128
Feply from 10.66.234.159: bytes=32 time<lms TTL=128

= Pocas urciteho Casoveho intervalu sa vytvoria
zaznamy o vykonu siete.

MAR 17, 2013 14:41:06

= Sluzia pre porovnanie vykonnosti siete podla

éasu Pinging 10.66.254.15% with 32 bytes of data:

Reply from 10.66.234.159: bytes=32 time<6ms TTL=128
Reply from 10.66.234.159: bytes=32 time<éms TTL=128
Beply from 10.66.234.159: bytes=32 time<fms TTL=128
Reply from 10.66.234.159: bytes=32 time<fms TTL=128

C:\>ping 10.66.254.159 ]

Ping statistics for 10.66.254.159:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = éms, Maximum = éms, Average = Fms




Téma 11.3.2:

Prikazy traceroute a tracert




Prikaz tracert

= Zobrazi zoznam zariadeni, cez ktoré vedie cesta do ciela.
= Syntax prikazu je zavisla od OS.
= Vo Windows sa pouziva prikaz tracert

= V Cisco IOS a UNIX OS sa pouziva traceroute.
Tracing the Route from Host 1 to Host 2

Trace from a router
Routerfi# traceroute 10.1.0.2 Router C Router D

10.1.0.254/24

Testing the Path to a Remote Host

C:\> tracert 10.1.0.2

: \ 10.0.0.254/24
Tracing route to 10.1.0.2 over a maximum of 30 hops

1 2ms 2 ms 2 ms 10.0.0.254

2 * * * Request timed out. 1utm2: wJ&Z;
3 * * * Request timed out. Host 2
4 ~C

C

| : '\"-} | ™ - Trace from a host
10.0.0.1/24 10.0.0.2/24 C:\>tracert 10.1.0.2

Host 1




Téma 11.3.3:

Prikazy show




El# show running-config

)" 4

4 V 4 )
Casteé prikazy show St tag cont

y Building configuration...

Current configuration : 1063 bytes
1
version 12.4
service timestamps debug datetime msec

= Su vhodné nastroje pre zistovanie informacii a rieSenie service tinestanps log datetine msec
prObIémOV. ziziﬁzm‘zeiiet 5 51516w9SdvdpVMEzV10E6tSyLdkRS/
. . v , , , no ip domain lookup
= Zobrazia konfiguraCcné subory, stav rozhrani a procesov. o

description LAN 1%2.168.1.0 default gateway

u Najéastejéie pOUiivané pr'l’kazy ShOW: ip address 192.168.1.1 255.255.255.0
. . duplex auto
o show running-config e L
o show interfaces / show ip interface ... / e e chermeta/
show ip interface brief shutdomn
Llp eX auto
o) ShOW arp 1speecl auto
H interface Seriall/0/0
O ShOW Ip rOUte description WAN link to R2
ip address 192.168.2.1 255.255.255.0
o show protocols ol A rs
. clock rate 64000
@) ShOW version no fair-gueue

!
interface Serial0/0/1
ne ip address
shutdown
!
interface vlanl
no ip address
!
router rip
version 2
network 19%2.168.1.0
network 1%2.168.2.0
!
banner motd “CUnauthorized Access Prohibited”C
!

ip http server
!

T —Y




El# show running-config

<Qutput omitted=>

Building configuration...

Current configuration : 1063 bytes

1

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption
hostname ERI1

enable secret 5 515i6w95dvdpVMAzV1OEGtSyLAKRS/

no ip domain lookup
1

interface FastEthernet0/0
description LAN 1%2.168.1.0 default gateway
ip address 152.168.1.1 255.255.255.0

duplex auto

speed auto

!
interface FastEthernet0/1

no ip address
shutdown

duplex auto
speed auto




1
interface Serial(/0/0

description WAN link to R2

ip address 1%2.168.2.1 255.255.255.0
encapsulation ppp

clock rate 64000

nc fair-gueue

1

interface Seriald/0/1

no ip address

shutdown

!

interface Vlanl

no ip address

1

router rip

version 2

network 1%2.168.1.0
network 19%2.168.2.0
1

banner motd *CUnauthorized Access Prochibited”C
1

ip http server




Téma 11.3.4:

Host a IOS prikazy




ipconfig

Prikaz ipconfig

Windows IP Configuration
Ethernet adapter Local Area Connection:

= Prikaz ipconfig je mozné pouzit na T

Subnet Mask . . . . . . . . . . . : 255.255.255.0

zobrazenie |IP informacii o pocitaci so pecaune Gateray L L 192,160,125

systemom Windows.

D IP address for this host computer

- Prl’kaz i p C O n fi g /a'l I ZObraZI’ g ::LE?:::;U:;:::::;this host computer
detailnejSie IP informacie vratane
MAC adresy. ipconfig /all

= Prikaz ipconfig /displaydns zobrazi T e oo,

Connecticn-specific DNS Suffix: example.com

vSetky ulozené DNS zaznamy na OS om0y Wireloss 3545256 Necwork Conection

. Physical Address. . . . . . . . . : 00-18-DE-C7-F3-FB
WI ndOWS Dhep Enabled. . . . . . . . . . . : Yes
- Butoconfiguration Enabled . . . . : Yes
IP Address. . . . . .« - .« . . . . : 10.2.3.4
Subnet Mask . . . . . . . . . . . : 255.255,255.0
Default Gateway . . . . . . . . . : 10.2.3.254
DHCP Server . . . . « « « +« «» - . : 10.2,3.69
DNS Servers . . . . .+« « « . . . . : 182.168.226.120
Lease Obtained. . . . . . . . . . : Thursday, May 03,
2007 3:47:51 PM
Lease Expires . . . . . . . . . . : Friday, May 04,

2007 6:57:11 AM

C:\>




Prikaz ipconfig

Ipconfig /displaydns

C:\> ipconfig /displaydns
Windows IF Configuration

cisco-tags.cisco.com

Record Name cisco—-tags.cisco.com

Record Type . . . . . : 1

Time To Live . . . . : 44024

Data Length . . . . . : 4

Secticn . . . . . . . : Answer

A (Host) Becord . . . : 72.163.10.10

<output omitted=




Prikaz arp

= /Zobrazi informacie o zariadeniach v ARP cache hosta

= Zahfna aj IPv4 adresu, fyzicku adresu a typ adresovania
(statické/dynamicke) pre kazde zariadenie.

* VVymazanie prikazom arp -d

10.0.0.254/24

[
10.0.0.5/24

-

10.0.0.1/24

10.0.0.4/24 10.0.0.2/24
»

10.0.0.3/24
c:\>arp -a
Internet Address Physical Address Type
10.0.0.2 00-08-a3-b6-ce-04 dynamic
10.0.0.3 00-0d-56-09-fb-d1 dynamic
10.0.0.4 00-12-3f-d4-6d-1b dynamic IP- Mﬁgf‘\ddfess
10.0.0.254 00-10-7b-e7-fa-ef |dynamic ar

t




Prikaz show cdp neighbors

= CDP je Cisco proprietarny protokol, ktory funguje na linkovej vrstve

= Dve a viac Cisco zariadeni sa m6zu o sebe dozvediet aj ked konektivita na
3 vrstve neexistuje

= V zakladnom nastavani je CDP aktivovaneé
= CDP vymiena hardveérové a softvérové informacie s priamo
pripojenymi susedmi
CDP poskytuje:
o ldentifikatory zariadeni
o Zoznam adries
o ldentifikator portov
o Zoznam schopnosti
o platformu




Prikaz show cdp neighbors

= Prikaz show cdp neighbors
= Zobrazi IP adresu susednych smerovacov
= Zobrazi IP adresu aj ked nie je mozné spravit na nu ping (ping je administrativne
zablokovany)
= Prikaz show cdp neighbors detall
= Detailné informacie od susednych smerovacoch

= Tento prikaz zobrazi, Ci niektory z CDP susedov ma chybu v konfiguracii IP
adresy

= Ak je CDP protokol aktivny vznika bezpecnostné riziko
= Pre globalne vypnutie CDP sa pouziva prikaz no cdp run.
= Pre vypnutie CDP na rozhrani sa pouziva prikaz no cdp run.




Prikaz show ip interface brief

= Prikaz show ip interface brief zobrazi skratené informacie o rozhraniach
na smerovaci a ich stav.

192.168.254.250

Corporate
Network

S0/0/0
172.16.2.0.254

» 192.168.254.254
192.168.254.1

El# show ip interface brief

Interface IP-Address OK? Method Status Frotocol

FastEthernet(/0 152,168.254,.254 YES MNVEEM up up

FastEthernet(/1 unassigned YES unset down down

Serial0/0/0 172.16.0.254 YES NVEEM up up

Seriald/0/1 unassigned YES unset administratively down
down

514 show ip interface brief

Interface IP-Address OK? Method Status Frotocol
Vlanl 152.168.254,.250 YES manual up up
FastEthernet0/1 unassigned YES unset  down up
FastEthernet(/2 unassigned YES unset up up
FastEthernet0/3 unassigned YES unset up up
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