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Co nas dnes ¢aka ...

= Redundancia v prepinanych siet’ach
= Problémy s redundanciou
= |dea Spanning Tree Protocol
= |[EEE802.1D
= Rapid Spanning Tree Protocol
= |EEE 802.1W



Redundancia, probléemy s nou a

STP varianty




Redundancia a problémy s redundanciou

Cinnost’ LAN prepinaéov - Transparent bridging

= Majte na pamati, ze:

PrepinacC pracuje ako ,transparent bridge®,
= 1.J. pre koncové zariadenie je transparentny (PC o jeho existencii na sieti nevie)
Ramec sa prechodom cez prepina¢ nemodifikuje (nemeni)

PrepinacC sa uci adresy ,pocuvanim” komunikacie na portoch a sledovanim
zdrojovej adresy
PrepinaC musi preposielat zaplavovo
= V/Setky brodcast ramce
= Broadcast flooding
= VSetky ramce na jemu neznamu cielovu adresu (unknown unicast)
= Unicast flooding
Ethernet na urovni Standardu nema prostriedky na poskytovanie redundancie!!
= Na L1 a L2 je rieSena zdvojovanim liniek a zariadeni

= Nasadzovany typ topologii = HVIEZDA (fyzicka aj logicka)



Redundancia a problémy s redundanciou

Chybajuca redundancia

= LAN siet bez redundancie o

N Centra’lny bod Chyby Host X Router Y
= SPOF - ,Single point of failure”

a4

= Siet potrebuje redundanciu:

= Cielom redundantnej topologie je
eliminovat’ sietové vypadky spésobene

Ak vypadne centralny
prvok siete — Zlyha
vSetka komunikacia

vypadkom centralnych prvkov siete
= Fyzicka redundancia = Existencia [\i
S

zaloznych prvkov a ciest

= Pre zvySenie spolahlivosti a dostupnosti
komunikacnej sluzby

= Redundancia (redundancy) je minimum
pre vysoko dostupnu siet a sluzby

= SU potrebné este techniky na ,resiliency*



Redundantna prepinana topologia na L1-L2
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Bezny prepinaC nema prostriedky na poskytovanie redundancie!!
Na L1 a L2 je rieSena zdvojovanim liniek a zariadeni




Problémy s redundanciou

Nestabilita CAM tabulky

= Modelova situacia 1-A

= PC1 =>PC2 posiela unicast
ramec

= Prepinacie tabulky prepinacov
su prazdne
= Co sa stane?

= Unicat flooding

= MAC adresa MAC1 sa objavi
kazdu chvilku vzdy na inom
porte prepinaca

= PrepinaC musi aktualizovat
CAM tabulku — prepisovanie

= Kedy to skoncCi?

S3 S1

% R
Fa0/10
\ Fa0/3 ’l

Fa0/2

.

0/13
F? Fa0/12 L 2

=™ allis ==
172.17.10.21 172.17.10.22 172.17.10.23

MAC1 MAC2 MAC3

= ™
172.17.10.27
MAC4



Problémy s redundanciou

Duplicita ramcov

= Modelova situacia 1-B

= PC1 =>PC2 posiela unicast
ramec

= Prepinacie tabulky prepinacov
su prazdne
= Kolko ramcov prijme PC47?
= Duplicita ramcov
= Vacsi processing na PC4
= Viac menej v pohode — obsluzi to

NIC karta PC4 172.17.10.21 172.17.10.22 172.17.10.23
MAC1 MAC2 MAC3




Problémy s redundanciou

,Broadcatove burky‘“ — najvacsi problem

= Modelova situacia 2
= PC1 =>PC2 posiela broadcast
ramec (napr. ARP)
= \/ Ccom je problem?
= Ethernet nema TTL

= Zacyklenie v preposielani
Ethernet ramcov a ich
kopirovanie

= = KOLAPS SIETE !

=

172.17.10.27
MAC4

172.17.10.21 172.17.10.22 172.17.10.23
MAC1 MAC2 MAC3




Trojvrstvovy hierarchicky siet'ovy dizajn (model
campus siete)

Workgroup Access Access
Policy-Based Distribution :
Connectivity .
Edge Distribution
Module
High-Speed Core
Switching I

Server Farm

: Departmental
& Switch Block




Redundancia a problémy s redundanciou

Riesenie fault tolerance - STP

= Problém:

= Musime riesit L1/L2 redundanciu pridavanim redundantnych prvkov do siete
= Ale potom vsak vznikaju topologicke L2 slucky:

= Existuje viac ciest medzi uzlami siete (zdroj, prijimac)

= L2 zariadenie ich samo o sebe neriesi

= Doésledok

= => problemy s konektivitou, duplicity, broadcastove burky
= =>moze dojst k zruteniu siete

= Bezpecne riesenie vzniknutych slucCiek = rodina protokolov
Spanning Tree Protocol (STP)




\\\ Spanning Tree Protocol (STP)

| think that | shall never see

A graph more lovely than a tree.
A tree whose crucial property

Is loop-free connectivity.

A tree that must be sure to span
So packets can reach every LAN.
First, the root must be selected.

By ID, it is elected.

Least-cost paths from root are traced.
In the tree, these paths are placed.

A mesh is made by folks like me,
Then bridges find a spanning tree.

Radia Perlman



Spanning Tree Protocol (STP)

= Standardizovany ako IEEE 802.1d
= Pracuje na L2 vrstve
= Zabranuje vzniku slucCiek v prepinanych sietach
= Automaticky deteguje redundantné linky a tie blokuje
= Do kazdého ciela len jedna cesta
= Ochrana voci brodcast burkam a problémom s konektivitou
= Umoznuje prepinacom navzajom spolu komunikovat
= Posielanim BPDU ramcov (kazdé 2 sekundy)
= Pouziva Spanning Tree Algoritmus (STA)
= Tento voli v sieti referencny bod, ROOT prepina¢ (RB)
= QOstatné prepinace si urCuju najlepSiu cestu k RB
= Na zaklade ceny (rychlosti) linky tvoriacej cestu

= Ak su dve cesty

= lepsia (superior) je AKTIVNA

= horsia (inferior) je BLOKOVANA
= STP tvori tzv. ,strom”

‘ ROOT BRIDGE }) _

N T




STP umoznuje

= Prepinace komunikuju cez Specialne STP ramce (BPDU - Bridged Protocol
Data Unit) za ucelom:
1. krok: Volia Root Bridge (RB)
= Referencny bod stromu, je len jeden
2. krok: Volia ROOT ports
3. krok: UrCuju Designated porty a non-Designated pre kazdy segment
= Designated: In-Out
= Non-designated: temporary blocked
= Vysledok = Bezsluckova (LOOP FREE) topologia
= Ktora dokaze aktivhe prehodnocovat aktualnu topologiu a reagovat na zmeny v
sieti
= Jedna topoldgia pre celu prepinanu siet, alebo pre vSetky VLAN v nej




STP ¢innost’

Format 802.1D BPDU ramca (IEEE 802.3 LLC SNAP)

# Frame 1 (60 bytes on wire, 60 bytes captured) _
5 IEEE 802.3 Ethernet Dvatypy BPQU.
# Destination: Spanning-tree-(for-bridges)_00 (01:80:c2:00:00:00) ////// e Configuration

# Source: Cisco_De:93:03 (00:19:3a:92:93:03) e Posielané kazdé 2
Length: 38 sek.
oy
— - Notification (TCN)

Sspanning Tree Protocol

Protocol Identifier: Spanning Tree Protocdl (0x0000)

Protocol version Identifier: SpannipngTree (0) —

BEPDU Type: Configuration (0x00) é/////////////,////// RID: Kto je root bridge
# BPDU flags: O0x01 (Topology Change)

rRoot Identifier: 24577 / 00:19:a3a:%9e:93:00 Cost: Ako daleko je root

RODT Path Cost: 0 < bridge

Bridge Identifier: 24577 / 00:19:3a:9e:93:00 <

Port ddentifier: O0x8003 BID: Aké je ID prepinaca,

Message Age: O ktory poslal BPDU

Max Age: 20

e | PID: Cez ktory port

als R n L LC LR odosielatela tento BPDU
—————————————————————————— odigiel.

= Pozn. Po zapnuti prepinaca Root ID = Bridge ID
20 = Kazdy prepinaC si pamata posledné najlepsie BPDU




STP ¢innost’

STP Bridge Identity (BID) a Cost

= Kazdy prepinac. Je |dent|f|kovany BID (Bridge ID) (8 Bajtov)

BID — 8 Bytes
= 2B: Priority
= MobzZe nastavit' administrator Bridge
= Default: 32768 Priority MAC
- 6B MAC ad I‘eS’.a . < 2 Bytes — > 6 Bytes — MAC address
= MAC adresa prepinaCa Range: 0 — 65.536

Default: 32.768

= Kazdy port prepinaca:
= Ma prideleny identifikator (Port Identifier)
= JedineCny v ramci prepinaca

= Ma pridelenu cenu (Path Cost)
= Na zaklade rychlosti rozhrania

= Ma pridelenu prioritu portu (Port Priority)

= Def. 128 Link speed | Cost (Revised IEEE spec) | Cost (Previous |IEEE spec)
10 Gbps 2 1
1 Gbps 4 1
100 Mbps 19 10

10 Mbps 100 100




STP ¢innost’

Stavy portov = Disabled: administrativne down
i :
. = Prijima a spracovava BPDU, ale nepreposiela

Blocking Disabled iChJ dalei p prep

—> (max. 20 s.) (port vypnuty/ - J- , , -
o shutdown; stav nie - ngruma a nespracovava datqve ramce.
je sticastou STP) = Pri nepriamej chybe v hom ostava Max Age
,l, timer (ZOsec.) (Zistenie Root BID a uloh portov)
|

Listening Inicialization = Prijima, spracovava a preposiela BPDU (info. ze
& (max. 15s.) port je pripraveny pracovat v aktivnej topo)
: = Neprijima a nespracovava datové ramce (neuci
; sa MAC adresy)
; - ;
.| Leaming = Prijima, spracovava a preposiela BPDU
A (max. 15 s.) . , -
, = Prijima ale nepreposiela datové ramce
E J{ = UCi sa vSak MAC adresy (buduje Bridging table)
5 = Forwarding:
==-1 Forwarding = Prijima, spracovava a preposiela BPDU

= Prijima, spracovava a preposiela datove ramce

Pozn. Def. stav po ozivnuti portu je listening




STP ¢innost’

Role (Ulohy) portov v STP topologii

Root Port Port na non-root prepinacoch. Je
to port na najkratSej ceste k Root
| Root Port I | Designated Port I Brldge EXiStUje len jeden Root
l / Root Bridge Port pre prepl'naé.
Trunk3
=T — o ! ! Je v stave FORWARDING.
o

to port, ktory forwarduje data
smerom k RB. Na RB vSetky porty
su Designated. Na non-RB len
jeden per segment, ak viac

I prepinaCov musi byt volba.

Je v stave FORWARDING.

Non Designated Port spésobuje slucku. Je v stave
Port BLOCKING, neforwarduje Ziadne
uziv. data.

172.17.10.27 Designated Port Existuje aj na RB aj na non-RB. Je
Designated Port |

Non-Designated
Port

| Designated Port Root Port

[ [ r
172.17.10.21 172.17.10.22 172.17.10.23

Disabled Port Port ktory je SHUT DOWN.




STP ¢innost’

STP casovace

Hello Time Cas medzi dvomi BPDU poslanymi cez port.
Default je 2 s. Mozné hodnoty <1, 10> sek.

Forward delay Cas straveny v Listening a Learning stave.
Def. Je 15 sek. Mozné hodnoty <4, 30> sek.

Maximum age Cas, na ktory si prepinac& per port uklada
najlepsie prijaté BPDU. Def. je 20, mozné
hodnoty <6, 40> sek.

Ak do jeho uplynutia neprijaté BPDU —
Iniciovana nova volba RB.




Rozhodovaci proces pouzivany pri porovnavani BPDU

= Kazdy prepinac pri STP
= Sa rozhoduje sam za seba
= Ma schopnost porovnat’ dvojicu BPDU (prijaté versus odoslané)
= Vyhlasit, ktore je lepsie (superior) a ktore je horsie (inferior)
= Ci uz per port
= Alebo najlepsie prijaté BPDU celkovo (toto si prepinaC pamata/znaci)
= BPDU sa porovnavaju v tomto poradi parametrov:
= 1 — Root Bridge ID (ma dve cCasti! (priorita + MAC))
= 2 — Root Path Cost
= 3 — Sender Bridge ID (ma dve cCasti! (priorita + MAC))
= 4 — Sender Port ID (ma dve Casti! (priorita + ID))
= 5— Receiver Port ID (ma dve Casti; porovnava sa len vynimocCne)
= Parameter N sa porovnava len vtedy, ak su vSetky predosié parametre zhodné

= Lepsie je to BPDU, v ktorom sa pri danom poradi porovnavania parametrov najde
prvykrat nizSia hodnota




STP ¢innost’

Prvy krok - volba Root bridge (RB)

= Kazdy prepinacC po zapnuti zacne posielat STP ramce (BPDU) so svojim
BID
= Defaultne predpoklada, ze RB je on sam
= Rozposlané vsetkym susednym prepinacom na UP portoch

= AK nejaky iny prepinac:
= Ma nizsie BID ako je uvedené v prijatom BPDU ramci, ramec prepinaC zahodi
= Ma vyssie BID, poznaci si lepsSie BID a ramec posle dale;

= RB sa stane prepinac s najnizsou BID
= Stane sa Root-om siete (zaCiatkom STP stromu)

= Qvplyvnuje datove toky v LAN/VLAN

= Defaultne je nastavena rovnaka priorita, pri volbe RB sa tak rozhoduje na zaklade
MAC adresy

* Prioritu m6ze zmenit admin a ovplyvnit tak volbu RB
= MAC adresa sa menit neda




STP — prvy krok - volba Root bridge (RB)

Forwarding port

Blocking port

Bridge

S2 S3
Priority: 32769 Priority: 32769
MAC: 000A00222222 MAC: 000A00333333

S1
Priority: 32769
MAC: 000A00111111

— /

— B

— Root Bridge ID (ma dve casti!)
— Root Path Cost

Sender Bridge ID (ma dve casti!)
— Sender Port ID (ma dve casti!)

G & WIN R
|

— Receiver Port ID (ma dve casti)

—




STP cinnost’ — dalej ...

= Root bridge (RB)
= Po volbe je v sieti len jeden RB
= Je pocCiatkom pocitaného STP stromu

= Od RB do kazdého segmentu siete je len jedna cesta
= VSetky redundantné cesty, ktoré nebudu sucastou STP stromu su blokované

= VSetky porty RB su zvyCajne designated portami
= Specialny pripad je slu¢ka sam na seba
= Tam su niektoré blokované
= ZacCne vysielat BPDU s cost =0
= DalSie kroky
= Urcenie najkratSej cesty k RB (Root Path Cost), ,root” portov, urCenie
,2designated” prepinacov a ,designated portov”




Prijimajuci
prepinac per
port:

STP cinnost’ — volba Root Portov

Forwarding port

- Prijaty Cost +
cena portu =

19 + 19 = 38

S2 *| Cez ktory port
; som bliigie k RB?
Blocking port  prjority: 32769 Pri e '
Prepinac | MAC: 000A00222222 MAGZ000A00333333 | porer Pude Root
preposle ~
alej, 21072 Sa— ao/2
Cost ‘ Q
updatnuty \ - N NS
Prijimajac ~
i prepinad Fa0/2 Root Ports
per port: D
éggijitgena ROOt,Port je Fenr
portu = ktori spomedzi
0+19=19 vSetkych portov.
dostava najlepsie
— BPDU (medzi sebou
ngdge: sa porovnavaju len
} prijate BPDU?.
-Posle BPDU
- Root Path
Cost=0 _— —
1 - Root Bridge ID (ma dve casti!)
2 — Root Path Cost
3 - Sender Bridge ID (ma dve casti!)
Root 4 - Sender Port ID (ma dve casti!)
Bridge 5 - Receiver Port ID (mad dve &asti)

—




- Root Bridge ID (m& dve casti!)
— Root Path Cost
Sender Bridge ID (m& dve casti!)

STP Cinnost’ — volba
Designated portov

— Sender Port ID (mad dve casti!)

o b W DN PR
|

— Receiver Port ID (ma& dve casti)

Ktory t
“bude S3
forward Priority: 32769
ktory MAC: 000A00333333
block? A

na zaklade
Soho? Fa0/2 Q
Zeleny: — .

designated "FaO a0/1

port
éeggrelr_ly: Forwarding port
Designated ]
(bude Blocking port
block)
> 7 Fa0/1 Designated port
Ktolr)ydport : budegten, ng
fo:waerd ktorom bude
data a Erllgte BPDU
ktory orSie nez to,
block? A ktoré sa tym
na zaklade portom
coho? odosiela.
Designated

port




Show spanning-tree na S1

Sl#show spanning-tree
VLANOOO1

Spanning tree enabled protocol ieee

Forward Delay 15 sec

Forward Delay 15 sec

Root ID Priority 32769
Address 000A.0011.1111
This bridge is the root
Hello Time 2 sec Max Age 20 sec
Bridge ID Priority 32769
Address 000A.0011.1111
Hello Time 2 sec Max Age 20 sec
Aging Time 20
Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/2 Desg FWD 19 128.2 P2p




Show spanning-tree na S2

S2#show spanning-tree

Forward Delay 15 sec

Forward Delay 15 sec

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 000A.0011.1111
Cost 19
Port 2 (FastEthernet0/2)
Hello Time 2 sec Max Age 20 sec
Bridge ID Priority 32769
Address 000A.0022.2222
Hello Time 2 sec Max Age 20 sec
Aging Time 20
Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/2 Root FWD 19 128.2 P2p




Show spanning-tree na S3

S3#show spanning-tree

Forward Delay 15 sec

Forward Delay 15 sec

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 000A.0011.1111
Cost 19
Port 1 (FastEthernet0/1)
Hello Time 2 sec Max Age 20 sec
Bridge ID Priority 32769
Address 000A.0033.3333
Hello Time 2 sec Max Age 20 sec
Aging Time 20
Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Altn BLK 19 128.2 P2p
Fa0/1 Root FWD 19 128.1 P2p




e S

1 - Root Bridge ID (ma dve casti!)
2 — Root Path Cost

W u , Y 4
STP CInnOSt - prlklad 2 3 - Sender Bridge ID (ma dve casti!)
_ 4 - Sender Port ID (ma dve casti!)
‘Forwardlng port 5 - Receiver Port ID (mad dve &asti)

‘Blocking port

Prioripy. 32769 Priority: 32769
MAC: 0g0A00111111 MAC: 000A00222222
Root Designated Blocking Root

Bridge®? porty? porty? Port?




STP cinnost’ — priklad 3

Forwarding port
Blocking port

Fa0/10 Fa0/11 S1
Riesenie®? Priority: 32769
_ MAC: 000A00111111
Fal/1 Gi0/1

— B

1 - Root Bridge ID (ma dve casti!)
2 — Root Path Cost

3 - Sender Bridge ID (ma dve casti!)
4 - Sender Port ID (ma dve casti!)

5 — Receiver Port ID (ma dve casti)

—



STP cinnost' — priklad 4

‘ Forwarding port

‘Blocking port

—

S

G WIN R

Root Bridge ID (ma dve casti!)
Root Path Cost

Sender Bridge ID (ma dve casti!)
Sender Port ID (ma dve casti!)
Receiver Port ID (ma dve casti)

—

A _ _ Switch B
MAC: — —C MAC:
0c00c8110000 \ G172 GI12 0c00c8111111
D ; Fa a Def. priority: 327
ef. priority: h 1792 0/22 ef. priority: 32768
0/23 Fa
0/23
Fa
0/23 075‘2
Switch C Switch D
C: , GifL/2 Gi 1/2 N MAC:
J \
0c00c8224222 o 11 = 0c00c8333333
Def. priority: 34768 Def. priority: 32768
SwitchA Vietky Po&itanie Poditanie [| Po&itanie Po&itanie
Root Bridge porty RB best Root designated designated designated
su Path Cost prepinaca prepinaca prepinaca
Designated (naj cesta per per per
ports a FW k RB) segment segment segment




Skonvergované STP

= Po prebehnuti STP algoritmu
= Loop free topologia
= Jeden Root bridge per L2 bcast domeénu
= Jeden root port per non-root bridge
Jeden designated port per segment
= Kazdy non-designated port je nepouzivany (blokovany)




Sirenie informacii o zmenach v topo pri STP

1) Most (switch) vytvara TCN BPDU v dvoch pripadoch:
| Pri prechode portu do stavu Forwarding
| Pri prechode portu zo stavu Forwarding alebo Learning do
stavu Blocking.

2)  Most vySSie prijme TCN BPDU cez svoj Designated
Port.

3) Most vySSie nastavi Topology Change Acknowledgment
Flag v nasledujucej konfiguracnej BPDU a posle ho spat
| Po prijati TCA v TCN BPDU most prestane generovat TCN
BPDU.

4) Most vySSie preposle TCN BPDU cez jeho Root Port
blizSie k Root Bridge-u.

5) Kroky 2 a 4 sa opakuju pokial Root Bridge nedostane TCN BPDU. TCG
6) Root Bridge spatne potvrdi TCA
B v nasledujucejjeho BPDU nastavi TC Flag a rozposle ho vSetkym = Cisco Document ID 12013:
7)  Root Bridge posiela konfiguracné BPDU s TC flagom HPO‘{SE%F{‘SE,% 035%‘#;%%';?6

B pocas Forward Delay + Max Age sekund (35sek.)
8) Prijatie BPDU s nastavenym TC

B inStruuje vSetky mosty, aby skratili ich Casy drzania informacie v Bridge table z prednastavenej hodnoty 300 na aktualnu
Forward Delay hodnotu (15 sekund).




STP — konvergencia

= Konvergencia
= Ked vSetky prepinaCe maju porty bud vo forwarding or blocking stavoch
= BPDU su neustale posielané (resp. preposielané od RB)
= STP proces sa spusta:
= Pri zmene topologie
= Pridanie, odobratie prepinaca v sieti
= Pridanie, odobratie linky v sieti
= Zmena stavu portu up na down a naopak

= Strata konektivity s root bridge
= Casté prepoéty STP mozu viest k sluckam
= STP konvergencia
= Trva od 30 do 50 sekund
= Pre radius 7 prepinacov
= V niektorych pripadoch tazko akceptovatelnée




Implementacia STP na Cisco

Catalyst 2960/3650/3750




Implementacie STP Cisco-m

= |EEE Stadardy
= Spanning Tree Protocol: IEEE802.1D-1998
= Rapid Spanning Tree: IEEE 802.1w (IEEE 802.1D-2004)
= Multiple STP (MSTP): IEEE 802.1s

. . . . . . Needed Calculation
= Cisco terminoldgia a rieSenia e e TS
= |[EEE802.1D = Common STP (CST) PVST+ Cisco H|gh Slow Per VLAN
. Rapid PVST+ Cisco Very high Fast Per VLAN

= PVST (Per Vian Spannmg Tree) MSTP 802.1s Cisco Medium or high = Fast Per Instance

= Jeden STP strom pre kazdu VLAN
= Podpora ISL trunking, + Cisco vylepSenia BackboneFast, UplinkFast, PortFast
= PVST+ (Per Vlan Spanning Tree)
= Jeden STP strom pre kazdu VLAN
= Kompatibilita na 802.1D, + Cisco vylepsSenia BackboneFast, UplinkFast, PortFast
= Rapid PVST+
= MSTP (Multple STP)




Cisco proprietarne

Princip PVST+
= Princip PVST+

= Tvorba nezavislych inStancii STP stromu pre
kazdu VLAN zvlast

o = VSetky doterajSie procesy prebiehaju pre kazdu
Root for VLAN 20 802.1Q Trunk Root for VLAN 10 VLAN oddelene

= T.j. PoCet VLAN x
= BPDU, volba RB, stavy portov, atd.

= Vyhoda PVST+

= Je mozné aplikovat load balancing
= Optimalizacia distribucie stromov => tokov
= Problem PVST+
= Privela VLAN zataz siete a prepinaca
= => rieSenie Multiple STP
= A dopady ak sa nieCo pokazi

= Problém ak v sieti prepinacCe réznych vyrobcov

= Nekompatibilny Standard, iny vyrobcovia
nepodporuju

Forwarding Port for VLAN 20 ’/’

Forwarding Port for WLAMN 10
Blocking Port for VLAMN 10 Blocking Port for VLAMN 20

VLAM 10 = = = o= o= o=

WVLAMN 20 issssssasssnaa




PVST+

Extended System ID and PVST+ Operation

- Bridge ID = 8 Bytes > - Problém
Béi)igﬁ{ljgd"ﬂg;g?g;’]trﬂg Bridge Priority MAC Address " POtreba Zabezpeélt, Jedlneéné
BID pre kazdu VLAN a strom
- > <€ »
2 B 6 Byes = Ako urcit do ktorej VLAN dané
- Bridge ID = 8 Bytes == B PD U patrl’
Basge it o [ ] . Riegenie
- 4Bit5)H( 12 Bits )T( 48 Bits . BID Priori ty
o o Priority (4bit, higher)

_|_

o Pozn. V Rapid STP akceptované ako VLAN ID (12 bit, lower)

Stadnard




Priorita v ramci pola Extended System ID

Only four high-order
bits of the 16-bit Bridge
Priority field carry
actual priority.

Therefore, priority can
be incremented only in
steps of 4096, onto
which will be added the
VLAN number,

Example.

For VLAN 11: If the
priority is left at default,
the 16-bit Priority field
will hold 32768 + 11 =
32779.

215 4 bits

12 bits 20

‘ Priority ‘ VLAN Number ‘

Priority Values (Hex)

Priority Values (Dec)

0
1
2

8 (default)

0
4096
8192

32768

61440



Default nastavenie na Catalyst-e

Feature

Enable state
Spanning-tree mode
Switch priority

Spanning-tree port priority (configurable on a per-
interface basis)

Spanning-tree port cost (configurable on a per-
interface basis)

Spanning-tree VLAN port priority {configurable on a
per-VLAN basis)

Spanning-tree VLAN port cost (configurable on a per-
VLAN basis)

Spanning-tree timers

Default Setting

Enabled on VLAN 1

PVST+ (Rapid PVST+ and MSTP are disabled.)
32768

128

1000 Mb/s: 4, 100 Mb/s: 19, 10 Mb/s: 100

128

1000 Mb/s: 4, 100 Mb/s: 19, 10 Mb/s: 100

Hello time: 2 seconds
Forward-delay time: 15 seconds
Maximum-aging time: 20 seconds
Transmit hold count: 6 BFDUSs




Cisco vylepsenia STP

= Port Fast

Minimalizuje Cas prechodu
= |de rovno do UP bez kontroly slucky

Vhodné len na Access porty

Ochrana

= Ak rozhranie s konfigurovanym
PortFast prijme BPDU, spanning tree
zhodi port do blocking stavu
pomocou techniky BPDU guard.

‘ Implement PortFast

‘ Do Not Implement PortFast



Konfiguracia STP




Konfiguracia STP

Zistenie MAC adresy a BID identity

! Zistenie MAC adresy prepinaca
Switchf#show version

Base MAC address is 000A.0022.2222 (bia

S2#show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 000A.0011.1111
Cost 19
Port 2 (FastEthernet0/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769
Address 000A.0022.2222

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 20




Konfiguracia STP

Nastavenie priority prepinaca (BID)

! Spustenie STP
Switch (config) #spanning-tree vlan vlan-id
! Vlan-id = Cislo VLAN, pre ktort spustam STP

! Vypnutie STP
Switch (config) #no spanning-tree vlan vlan-id

! Nastavenie priority prepinaca per VLAN
Switch (config) #spanning-tree vlan vlan-id priority PRIORITY
! PRIORITY = priradena priorita v ramci STP per vlan s ID

$ Allowed values are:
O 4096 8192 12288 16384 20480 24576 28672
32768 36864 40960 45056 49152 53248 57344 61440




Konfiguracia STP

Nastavenie makier — Root primary/secondary

! MAKRO: Nastavenie root bridge
! Ak aktual root ma hodnotu > 24576, nastavi local switch prioritu na 24576

! Ak priorita root je < 24576, nastavi local switch priorotu o 4000 nizsiu

Switch (config) #spanning-tree vlan vlan-id root primary

! MAKRO: Nastavenie zalohy root bridge
! Nastavi na predefinovanu hodnotu 28,672, nakolko nie je moznost zistit

! Druhu najnizsiu prioritu z BPDU

Switch (config) #spanning-tree vlan vlan-id root secondary




Konfiguracia STP
Konfiguracia priorit v BID — ovplyvnenie volby RB

Configure and Verify the BID

33¢configure terminal Sl¢configure terminal

Enter configuration commandzs, one per line. Enter configuration commands, one per line.
End with CHTL/Z. End with CHTL/E.

S3{config) $spanning-tree vlan 1 priority 24576 51 {config) fspanning-tree vlan 1 root primary
S3i{config) +and 2l {config) ¥and

Method 2 \ J / Method 1
‘Trunk3

Y !
* )

Trunk2. *\ /’ |.'I'runk1.|
LY Fa
Fo/2 N ’ FONM

Method 1

\ 52¢configure terminal
Enter configuration commandzs, one per line.
End with CHTL/Z.

52 {config) $spanning-tres vlan 1 root secondary
22 {config) ¥and




Konfiguracia priorit v BID — ovplyvnenie volby

Overenie kto je Root Bridge

Switch# show spanning-tree wvlan
! Per vlan

Switch# show spanning-tree vlan VLAN ID

Sl#show spanning-tree

VLANOQO1
Spanning tree enabled protocol ieee
Root ID Priority 24577
Address 000A.0033.3333
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 24577 (priority 24576 sys-id-ext 1)
Address 000A.0033.3333
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desqg |JEWD| 4 128.1 P2p
FalQ/2 Desqg |[FWD| 4 128.2 P2p




Konfiguracia STP

Kto je Root a jeho parametre STP

Switch# sh spanning-tree root

Root Hello Max Fwd
Vlan Root ID Cost Time Age Dly Root Port
VLANOOO1 32768 0019.c99%a.ach4 19 2 20 15 Gi0/25

Akeé STP parametre ma dany prepinac

RA212-SW103-C3560G#show span bridge

Hello Max Fwd
Vlan Bridge ID Time Age Dly Protocol

VLANOOO1 32769 (32768, 1) 001b.8£f8f.del0 2 20 15 stp




Overenie STP - debug

Switch # debug spanning-tree events
! Vidiet ako port ide po no shutdown do UP stavu

Spanning Tree event debugging is on

22:32:23: set portid: VLANOOOl Fa0/6: new port id 800D

22:32:23: STP: VLANOOOl Fa0/6 -> listening

22:32:25: SLINK-3-UPDOWN: Interface FastEthernet0/6, changed state to up
22:32:26: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/6,
changed state to up

22:32:38: STP: VLANOOOl Fa0/6 -> learning

22:32:53: STP: VLANOOOl Fa0/6 -> forwarding




Konfiguracia STP

Konfiguracia Cisco STP PortFast portu

! Konfiguracia Cisco PortFast na portoch fa 0/1 - 10
! Per interface prikaz
Pravy (config) #int range fa 0/1 - 10

Pravy (config-if) #spanning-tree portfast

! Zrusenie Cisco PortFast na portoch fa 0/1 - 10
! Per interface prikaz

Pravy (config) #int ra fa 0/1 - 10

Pravy (config-if) #no spanning-tree portfast

! Konfiguracia Cisco PortFast na portoch fa 0/1 - 10
! Spusti globalne PortFast na vsetkych access portoch

Pravy (config) #spanning-tree portfast default




Overenie STP

Overenie PortFast stavu a jeho vliastnosti

Router# show spanning-tree summary

Root bridge for:VLANOOO1l

EtherChannel misconfiguration guard is enabled
Extended system ID is disabled

Portfast i1s enabled by default
PortFast BPDU Guard is disabled by default
Portfast BPDU Filter is enabled by default

Loopguard is disabled by default
UplinkFast is disabled
BackboneFast is disabled

Pathcost method used is long




Rapid STP (RSTP) a RPVST+




Rapid Spanning Tree (RSTP)

= Urychluje prepocitavanie spanning-tree stromu pri zmenach topologie
= Evolucia STP 802.1d

= Definovany ako IEEE 802.1w
= Dnes je zahrnuty do standardu IEEE 802.1D-2004
= Spatne kompatibilny s STP

= Konvergencia typicky do 1 avSsak max. 15 sekund

= Preferovana volba do full duplex prepinaného prostredia
= Pri half-duplex rychlost nie je vyrazne lepSia

= Nasadenie tam, kde STP konvergencia je pomala

= Nepouziva STP Casovace, je proaktivny




Odlisnosti STP od RSTP

= Meni definiciu stavov portov
(redukuje z pat’ len tri stavy)

= Meni definiciu roli portov
(zavadza noveé)
= Edge port.
= Rychly prechod do Forwarding
= NieCo ako PortFast viastnost

= Alternate port
= Backup Root Portu

= Meni definiciu typov liniek
= Zavadza nove

= Pouziva také isté BPDU ako

STPR, ale

= Version = 2

= Proaktivne spravanie

= BPDU posiela kazdy prepina (nie
len RB ako v STP)

= Pouziva konvergencny Proposal
/ Agreement mechanizmus

= Dokaze spolupracovat s STP

na jednej sieti

= RSTP port, ktory prijme BPDU
verzie 1 zacne pracovat ako STP
port



RSTP

Pozn. Def. stav po ozZivnuti portu je designated discarding

Zmena stavov portov

STP (802.1D) Port RSTP (802.1w) Port |Is Port Included in  [Is Port Learning
State State Active Topology? MAC Addresses?
Disabled Discarding NO NO

Blocking Discarding NoO NoO

Listening Discarding Yes No

Learning Learning Yes Yes

Forwarding Frowarding Yes Yes

= RSTP stavy portov
= Discarding (ako blocking/listening v STP)

= Spracovava a generuje STP BPDU
= Nepreposiela datové ramce

= Learning (akov STP)

= Discarding + Cita datové ramce

= Buduje MAC tabulky prepinaCa aby zbytoCne neSiril nezname unicastové ramce na vSetky porty.

= Forwarding (akov STP)
= Spracovava a preposiela STP BPDU aj datové ramce.




RSTP

Zmena definicie roli portov

Root port Port na kazdom nonroot prepinaci, ktory je vybraty ako najblizSia cesta k Root Bridge (RB).
Na kazdom nonroot prepinai méze byt len jeden root port. Root port je v stave
Forwarding v ustalenej aktivnej topolagii.

Designated port Kazdy segment ma aspon jeden designated port. V ustalenej aktivnej topoldgii, prepinaé
s portom designated prijima ramce na segmente, ktoré su ur€ené pre RB. Designated
port pracuje v stave Forwarding. Na non-RB len jeden per segment, ak viac prepinacov

musi byt volba.

Alternate port (Novy) | Port prepinaca, ktory je alternativhou cestou k RB (je jeho backup). Alternate port je
v stave discarding v ustalenej aktivnej topoldgii. Alternate port je pritomny na non-root
bridge prepinacoch a dovoluje okamzity prechod do forward stavu ak aktualny root port
zlyha.

Backup port (Novy) Port na prepinaci s redundantnou linkou do segmentu, kde je prepinac pripojeny cez svoj
Designated port. Backup port je druhy najlepsi port, ktorym je dany prepinaC pripojeny
do toho istého segmentu. Backup port je v stave blocking v ustalenej aktivnej topoldgii.

Edge port (Novy) Port, na ktorom sa nepredpoklada pripojenie iného prepinaca (len koncova stanica).
Prechadza okamzite po aktivacii do Forward stavu. Odpoveda PortFast. Zmeny na nom
negeneruju Topo Changes. Objavenie PBDU — zmena na bezny port.




RSTP

Zmena definicie roli portov oproti STP

Designated port Designated port
i . F di
(Fw‘ Root Brldge‘y ing)
Cost: 19 Cost: 19

Switch A

MAC: 0c00c8110000

Root port Def. priority: 32768 Root port
(Forwarding Forwarding)

Switch C

Switch B

MAC: 0c00c8333333 MAC: 0c00c8222222
Def. priority: 32768 Def. priority: 32768
Cost: 38
Cost: 38 \Alternate port Designated porV Backup port
(Blocking)

(Blocking) (Forwarding)

Cost: 19



RSTP

Zmena typov liniek oproti STP

= Typ linky predurcuje aktivnu ulohu v
RSTP
= Edge port
= Nepredpoklada sa, ze by mohol spravit slucku.
= Prechadza priamo do Forward stavu.

= Pri prijme BPDU sa stava beznym STP portom

= Spann portfast default or spanning-
tree portfast

= Non-Edge linky:
= Point-to-point:
= Port pracuje v mode full-duplex. Predpoklada sa,
ze tento port bude pripojeny na iny prepinac.
= Mb6ze prechadzat priamo do Forward
= spanning-tree link-type point-to-
point
= Shared Port:

= pracuje v mode half-duplex. Predpoklada sa, ze
tento port bude pripojeny na zdielane medlum na
ktoré moze byt pripojenych viacero prepinacov.

= Musi prejst’ celym STP procesom

Root Link Type
(shared)

Link Type
(shared)

>
%




RSTP

BPDU v2 —vyuzitie Flag Byte

Posielané kazdé 2s.

= Posiela kazdy prepinac (aj ked je root
strateny), nielen ROOT

Pouziva sa ako keepalive Clog P
1 . ie it I.ﬂ-
m eCh an IZ m US ' RSTP Version 2 BPDU Topology Change 0
= Tri chybajuce BPDU = aging MAC tab. + _ Byte Proposal 1
indikacia zmeny topologie S “rknounport | 20
Bity O a 7 su pouzité na TCN a na Ertoeg vorson D002 1 Lwpa |
acknowledgement (ACK), ako v e 1 i
802 . 1 D gzzz :thh Cost z Forwarding 3
. , v 7 , . Agreement 6
Bity 1 a 6 sU pouzivané na proposal  &e® : Topdoqy hange |7
a agreement proces Message Age 2 Sa LSS
= Zrychlenie konvergencie e 2
Bity 2-5 enkoduju ulohy a stavy Forward Delay 2

portov ktorym patri BPDU




RSTP

Zrychlenie konvergencie —
Propoposal / Agreement mechanizmus

Existing Path

P1: Root port

P3: Designated port
P5: New root for B
P6: Edge Ports

2. Sync
(Unchanged)

2. Sync (Block)

2. Sync /

(Unchanged)

\ 2. Sync

(Unchanged)

PO: Designated port
P1: New root port
P2: Alternate port

P3: Designated port 2. Sync (Block)
P4: Edge Port

= Pouzity vo faze, kedy je designated port v discarding or learning stave
= Spobsobi urychlenie konvergencie na link-by-link baze

= Mozné len pre edge porty a point-to-point linky

= Sync stav
= Su bloknuté vSetky non-edge porty, aby sa predislo slucke




RSTP

Sirenie informacii o zmenach v topo Y

1) Topo Change je prijaty len pri zmene do FW stavu (nie down)

B PrepinacC znizi timer pre MAC adresy na forward delay pre dany port, designated porty a root
port

B Flushne MAC adresy pre dany port, designated porty a root port
B Posle outbound BPDU cez root a desiganed porty, kde nastavi TC flag
2) Prepinac ktory prijme TCN
B Znizi timer pre MAC adresy na forward delay pre designated porty a root port
B Flushne vSetky MAC
B Nastavi timer na TC-while (2xHello)

3) Posle BPDU s nastavenym TC cez vSetky vystupné porty




Konfiguracia




Konfiguracia

Konfiguracia Rapid STP (RPVST+)

! Spustenie Rapid PVST+

Switch (confiqg) #spanning-tree mode rapid-pvst

! Nastavenie priority prepinaca per VLAN
Switch (config) #spanning-tree vlan vlan-id priority PRIORITY
! PRIORITY = priradena priorita v ramci STP per vlan s ID

% Allowed wvalues are:
0 4096 8192 12288 16384 20480 24576 28672
32768 36864 40960 45056 49152 53248 57344 61440

! MAKRO: Nastavenie root bridge

Switch (confiqg) #spanning-tree vlan vlan-id root primary

! MAKRO: Nastavenie zalohy root bridge

Switch (config) #spanning-tree vlan vlan-id root secondary




Konfiguracia Edge portov a P2P liniek

! Konfiguracia Cisco PortFast na portoch fa 0/1 - 10
! Per interface prikaz - Pre PVRSTP konfiguruje Edge Port
e Pravy(confiqg)#int range fa 0/1 - 10

e Pravy(config-if) #spanning-tree portfast

! Nastavenie typu linky
Switch (config)#int fa 0/1
Switch (config-if) #spanning-tree link-type point-to-point




Overenie ¢innosti RSTP

Switch#show spanning-tree
VLANOOO1
Spanning tree enabled protocol rstp

Root ID Priority 32768
Address 0c00c8110000
Cost 19
Port 1 (FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address 0c00c8111111
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
<text omitted>

Switch#show spanning-tree vlan VLAN ID

Switch#fshow spanning-tree detail

Switch#ishow spanning-tree active

Switch#debug spanning-tree




Implementacne tipy




Umiestnenie Root Bridge

|' What if S1 is the root? |




Pouzi L3 prepinace

~. VLAN 20 -~
’f

VLAN20 Y VLAN30 S<_ .- / VLAN 30

Users on
VLAN 20




Final Points

Keep STP Even If It Is Unnecessary
* Do not disable STP.
« STP is not very processor-intensive
« the few BPDUs sent on each link do not reduce bandwidth.
» But a bridge network without STP can go down in a fraction of a second

Keep Traffic off the Administrative VLAN
* A high rate of broadcast or multicast traffic on the administrative VLAN
adversely effects the CPU’s ability to process vital BPDUs.
« Keep user traffic off the administrative VLAN.

Do Not Have a Single VLAN Span the Entire Network
« VLAN 1 serves as an administrative VLAN, where all switches are accessible
in the same IP subnet.
* A bridging loop on VLAN 1 affects all trunks and can bring down the network.
* Segment the bridging domains using high-speed Layer 3 switches.
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