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Co sa dozvieme

= Uéel, nasadenie a éinnost’ ACL A toto az na dalSej prednaske:
= Typy ACL = Komplexné ACL (dynamicke, reflexivne,
casove)

= Umiestnenie ACL a odporucania

= Konfiguracia ACL (standardny,
rozsireny)

= Diagnostika chyb pri nasadzovani
ACL

= |Pv6 ACL

= ENSA 04 ACL Concepts
= ENSA_05 ACLs for IPv4 Configuration




cel, nasadenie a cinnost’ ACL

LACLs are among the most commonly used features of Cisco IOS software.”



Co je to Access Control List

Cisco ACL
(Triediace a kontrolné zoznamy)

= Najznamejsie nasadenie ako
pravidla riadenia IP prevadzky (FW)
= Paketovy filter

= Pouzité aj vsade tam kde je potrebna
nejaka klasifikacia alebo identifikacia
toku, napr. NAT, QoS klasifikacia,
filtrovanie vypisov a pod.

= Logovanie




Ulohy ACL

Obmedzenie nechcenej prevadzky
= Filter na nejaky obsah, napr. video
Riadenie sietovej prevadzky

= Povolenie urcitého typu prevadzky,

sluzby a zakazanie iného

= Povol SMTP
a zakaz telnet

Riadenie procesov

= Napr. prijem
a zasielanie updates,
riadenie smerovania

Poskytnutie zakladnej bezpecnosti
= Riadenie kto m6ze kam pristupovat

|

Mo video to 51
MNo access fo
52 for S1

Allow Email
Inet

Deny Te

ACL

ACL

L( Internet ’

[ HR access ]
— HR Subnet
= ACL L(?EWDDIQD I

Mo FTP

Mo web

No updates ]




ACL paketovy filter

= Zoznam testovacich podmienok = zaznamov

(ACEs Access Control Entries = ACL statements), ktoré sa aplikuju na IP
prevadzku prechadzajucu rozhraniami smerovaca

= Kazdy zaznam obsahuje testovaciu podmienku a akciu, ktora sa ma
vykonat, ak podmienka plati:
= Povol (Permit) danu prevadzku
= Zakaz (Deny) danu prevadzku

= Defaulthe smerovaCe nemaju implementované ACL filtre




Kontrola pristupu v IP siet’ach

Riesenie podmienok do ACL

= Aké mame moznosti na riesenie

riadenia pristupu v IP sietach? Well Known Ports
= Rozligenie smeru toku dat Registered Ports
o ) 49152 to 65535 Private and/or Dynamic Ports
= QOdkial (Zdroj/Source/Sender)
= Kam (Ciel/Destination/Receiver)
= Kto
= Skupina alebo jednotlivo (odosielatel Legend
[-telia, prl'jemca/-ovia) Registered TCP Ports: Well Known TCP Ports:
= Ako rozlisit? 1863 MSN Messenger 21 FTP
(Maska) 2000 Cisco SCCP (VolP) 23 Telnet
= Parametre 8008 Alternate HTTP 25 SMTP
8080 Alternate HTTP 80 HTTP
= |P adresa (S, R) AP
- Typ prOtOkOIU (IP’ ICMP, TCP, UDP) Internet Relay Chat (IRC)
= Sluzba (Cislo portu (S, R)) Secure HTTP (HTTPS)

= TCP, UDP

KIS FRI UNIZA



Co brat do uvahy pri ACL

Viastnosti TCP/IP architektury TCPIIP Model

= TCP/IP model je vrstvovy!! Applicatigy

= Filtrovanie paketov pracuje na L3 a L4 ' - ]
s




Co brat do uvahy pri ACL
Format TCP segmentu a UDP datagramu

TCP segment

IP header TCP header Data
IP Header UDP(é—lBe)ader Data
0 bit 16 bit 31 bit
Source port (16 bits) Destination port (16 bits) 0 bi 16 bit 311

Sequence number (32 bits) Source port (2B) Destination port (2B)
Acknowledgment number (32 bits) Data Length (2B) UDP checksum (2B)

Header Reserved : 2 ; g \Sr II: Window size (16 bits)

length G|K|H|T[N]|N
TCP checksum (16 bits) Urgent pointer (16 bits)

| Options |




Co brat do uvahy pri ACL

Vlastnosti TCP - 3way handshake, ACK a ukoncenie

l'
|" Let's talk."

TCPSYN|, <

"Sure, let's talk."

TCP ACK >_ " Great, we have a connection."

"1 need you to send me some data."

TCP Data| )<

"Thanks, | received your request.”

"Here is the data you want."

TCP ACK |5 < "Thanks. | received my data.”

"| am finished and have no more data to send."

TCP FIN/ACK \? | am finished as well. Thanks.

"Thanks."

<] TCP SYN/ACK

_<| TCP ACK

_<| TCP Data

| TCPFIN

~_<| TCP ACK

KIS FRI UNIZA



Rozlisenie aplikacného toku

Cisla portov

Application
Layer
Port
Trans-;-t-)-l:c-m @ @ @ @ @ @ @ numbers
Layer

= FTP: 20 (data), 21 o 6I;OOTP, |%5)E|3—|%_P:t = NNTP: 119 = HTTPS: 443
. Telnet: 23 server), 68 (Kllent) - NTP: 123 - MS SQL: 1433

_ = TFTP: 69 _ (UDP aj TCP)
= SMTP: 25 = RPC Locator: 135

o = HTTP: 80 (TCP aj UDP) = AOL, IRC: 531
=  WINS replication: 42 _ (UDP aj TCP)
= Kerberos: 88 = IMAPV2: 143
" DB Tep \LUDP 3 TCE) SNMP: 161
(UDP aj TCP) = POP3: 110 |

= |MAPv3: 220




Nasadenie ACL

One list per interface, per direction, and per protocol

= Jeden ACL per interface
= Jeden ACL per protokol

ACL je definovany pre kazdy podporovany protokol zvlast
= Jeden ACL per smer

= ACL riadi tok iba v jednom smere, nie v oboch
= KomplikovanejSie rieSenia ACL vyzaduju implementaciu ACL na viac
rozhraniach (filter IN a OUT smer)




Ako ACL pracuje

ACL je zoznam podmienok
= prehladavany sekvencne

= ak je zhoda na podmienku
= paket je povoleny (permit)
= alebo zahodeny (deny)

= pri zhode podmienky uz dalej

nepokracujem

= ak nenajdem ani jednu podmienku
= pouzijem default akciu na konci ACL.:

deny any

Packets to interfaces in
the access group

No (Implicit Deny)

Permit

(to destination interface)
—

Permit

Packet
Discard
Bucket




Nasadenie ACL

\ /
Inbound ACL i Outbound ACL

* Inbound ACLs = Outbound ACLs
= Smer paketov je do (in) smerovacCa = Smer paketov je von (out) zo smerovaca
= Vstupuju cez rozhranie = Vystupuju cez rozhranie
= Vstupujuce pakety su spracované skor = Skor ako je paket postupeny ACL je
ako su smerovane vykonaneé smerovanie

= Setrim vykon smerovacda, nerobim
routing pre discard pakety

= Vhodny ako filter pre pakety, ktoré = Vhodny ako filter prevadzky z réznych
mozu prist iba cez dané rozhranie smerov, iducu von 1 rozhranim




Cinnost’ outbound ACL

Choose
Outbound
Inbound Interface > Test
ACL
Interface Statements
Packets Outbound
* Interface
ﬁ.
MNo
ACL?
Yes
Yes
MNo

* + Discard Packet

=

Packet
Discard
Bucket







1. typ ACL

Standardné (standard) ACL

= V/Seobecnhe povolujem a zakazujem cely protokolovy stack
= Napr. celé IPv4 a pod.

= Na podmienku sa kontroluje len zdrojova adresa

EO Access List Processes

— )

Incomin Outgoing
Packet Source | " rotocel @ Packet
SO




1. typ ACL

Standardné (standard) ACL

Deny

Ilflgaant;llgr Packet Segment
(For Example (IP Header) (for Example, Data
HDLC) ’ TCP Header)
Source Use
Address AcCCess
List Statements

1-99
1300-1999

Permit




2. typ ACL

Rozsirené (extended) ACL

EO Access List Processes
_P— .
Incoming Protocol Outgoing
Packet Sg:"':e Packet
Destination SO

= VoCi podmienke sa kontroluje:
= zdrojova aj cielova adresa
= zdrojovy a cielovy port

= Povolujem a zakazujem konkrétny protokol alebo komunikaciu definovanu
portom




2. typ ACL
Rozsirené (extended) ACL

Hoadar Packet Segment
(For Example, | (IP Header) (for Example, Data
HDLC) ’ TCP Header)
Port
Number
St:iuIl:',‘(:':'}tm;OI > Use
Address _ Access
List Statements
Egﬁtr'g:;m“ 100-199 or 2000-2699
to Test the

Packet

Deny Permit




Typy ACL

Cislované a pomenované ACL

= Cislované ACL

= Standard IP ACL
= 1-99
= 1300 - 1999

= Extended IP ACL
= 100 - 199
= 2000 — 2699

* Nevyhoda (iba na starsich 10Soch):
Neviem mazat podmienky, pridavat

viem len na koniec zoznamu podmienok
(v novSich IOSoch to uz neplati)

= Pomenované ACL

ACL (standard alebo extended) je
identifikovane menom, alfanumerickym
(zvykom je pouzivat KAPITALKY)

Od verzie Cisco 10S 11.2

Meno nesmie obsahovat medzery ani
interpunkciu

Vyhoda:

Mozem mazat a pridavat podmienky
(.. uz to maju vsetky)

LepSie identifikujem dané ACL, ked ma
meno



Umiestnenie ACL a odporucania




Umiestnenie ACL — standard ACL

= Tak aby mal najlepsi
dopad na funk€énost

= Treba brat do uvahy Co
ACL riesi

Co najblizsie
k cielfu !

Block all traffic from
192.168.10.0/24 to
192.168.30.0/24.

S0/0/0

i, T
il

Site A
ite R1

G0/0 G0/1

192.168.10.0/24

A—
pr——
—

S$1

S0/0/0

192.168.11.0/24

b
—
L S0/0/1
UA
S0/0/1
e
B3 Site B
G0/0 GO/
F
192.168.30.0/24 192.168.31.0/24

—— ———
p— p—
e — e —

X S4
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Umiestnenie ACL — extended ACL

from 192.168.11.0/24 to
192.168.30.0/24.

= Tak aby mal najlepsi
dopad na funk€énost
= Treba brat do uvahy Co

{ Block FTP and Telnet traffic ]

S0/0/0 S0/0/1

- b
ACL riesi
S0/0/0 S0/0/1
>< ><
3 Company A RA 83 Company B
Co najblizsie G0/0 S0/1 GOA

K zdroju !

192.168.10.0/24

192.168.30.0/24 192.168.31.0/24

e
—

——

S4

JE— JR—
—— ——
—— B — —t—

R e

S1 S2 S3
192.168.11.0/24

PC2 PC3
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Fa0/0

Standard ACL Logic

Idea ACL

Incoming Packet Header

Data Segment (TCP Header)

Data

Podmienky ACL
= sekvencné
= first match
= implicitné deny any

Traffic from
192.168.10.17

Priklad: N
Podm.1: zakaz prevadzku z hosta 192.168.10.1/32
Podm.2: povol prevadzku z celej siete 192.168.10.0/24

Podm.3: zakaz prevadzku zo zoznamu sieti 192.168.0.0/16

Podm.4: povol prevadzku zo sieti zaCinajucich 192.x.y.z

Traffic from
192.168.10.0
0.0.0.2557

Traffic from
192.168.0.0
0.0.255.2557

Traffic from
192.0.0.0

NO

0.255.255.2557




Pri ACL ber do uvahy Stancerd ACL Logie

Incoming Packet Header Data Segment (TCP Header) Data

= Smerovac aplikuje podmienky
v poradi ako su zadané
(napisane)
= Podmienky ACL su aplikované
sekvencne
= Pakety su porovnavané voci
podmienkam az kym
nenastane zhoda
= ZvySok ACL sa uz nekontroluje NO
(first match)
= ACL zoznam defaultne vzdy
koncCi s implicitnym deny any
= Aj ked tato podmienka nemusi
byt viditena priamo

Traffic from
192.168.10.17

Traffic from
192.168.10.0
0.0.0.2557

Traffic from
182.168.0.0
0.0.255.2557

Traffic from
192.0.0.0
0.255.255,2557




Zhrnutie

Pri ACL ber do uvahy

= ACL musi byt implementované na rozhranie,
aby nabralo na funkCnosti

= V smere In (inbound) alebo Out (outbound)
= Na rozhranie mézem nasadit’ len jeden ACL per protokol a per smer
= Standard ACL

v v

v v
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NCE MEETiNG QEM [
FINDINGS “WRM!:IO Qo= s, H
PASSWOBDS FINANCIAL

'rn'wl

MUTERW

Odporucania pre tvorbu ACL SMEMQ;JRITMU;H%;;;%
i POLICY : Avnrioss

i E
E = COMPLIANCEW«;ZZ e
a

LoGs " ame N
zﬁﬁﬂ'ﬂaiﬂﬁnﬁ PLAN

E:

ACLs postavit na zaklade Budeme si isty, ze implementujeme
bezpecCnostnej politiky organizacie bezpecCnostné pravidla danej
organizacie

Syfel =)V 8 o Lo ] o | RN eloNelplol=1np [ERe [0S0 ll|e88 Predideme nechcenym problémom s
danymi ACL konektivitou a pristupom

Pouzit textovy editor na tvorbu, Budujeme si tak kniznicu znovu
editovanie a ukladanie ACLs pouzitefnych ACLs

Testovat’ ACLs v testovacom Predideme tak chybam, ktoré mézu
labe/sieti pred samotnym nasadenim RUEESQilEe IR G
v produkcnej sieti

KIS FRI UNIZA



Konfiguracia Cislovaného

standardného ACL




Konfiguracia standard ACL

R(config) # access-list CISLO [deny|permit|remark] TEST PODMIENKA [WILDCARD] [log]

CISLO: Cislo ACL do ktorého vkladam novu podmienku alebo poznamku
= ACL méze mat vela podmienok, ich prislusnost k danému ACL je uvedena tymto Cislom

Deny: zakaZ paket spinajuci podmienku
Permit: povol paket spifiajuci podmienku
Remark: vloz poznamku o nasledujucej polozke

TEST_PODMIENKA: |dentifikator podmienky vo forme IP adresy (bit pattern). Voci
tejto podmienke sa budu porovnavat zdrojoveé IP adresy vstupujucich paketov

WILDCARD: volitelné. Specifikacia, ktoré bity zdrojovej IP adresy zdroja sa budu
porovnavat voCi podmienke uvedenejv TEST_PODMIENKA.

Log: loguje pakety, ktoré odpovedaju kritériu, a vypiSe na konzolu spravu pre prvy
paket, a neskor v 5 min intervale sStatistiku, kolko bolo denied alebo permitted




Priklad jednoduchého ACL Fa0/0

192.168.10.1/24

Fa0/1
192.168.11.1/24

= Vytvor ACL, ktory povoli IP pristup
vsetkym hostom zo siete
192.168.10.0/24 do siete
192.168.11.0/24, zakaze vSetko ostatné

= Nasadenie?

192.168.10.10/24 192.168.11.10/24

Router (config) #faccess-1list 2 permit 192.168.10.0

Alebo to isté inak:

Router (config) #access-1list 2 remark Povol hostov z 192.168.10.0
Router (config) #access-1list 2 permit 192.168.10.0 0.0.0.255

Router (config) #access-1list 2 deny any — Defaultna podmienka

Netreba pisat’




0 = kontroluj zhodu

. odpovedajucich bitov IP adres
Wildcard Mask a ppodmier%ky d
1 =ignoruj hodnotu
= 32 bitov dlha adresa, kt. uréuje odpovedajucich bitov IP adresy

platnost bitov podmienky
= Dekadicky podelena na 4 Cisla s e w16 8 4 o
= POZOR: nie je to subnet maska!
= Definuje, ktoré bity IP adresy z $4338333 Famples
paketu sa budu porovnavat' s 0 o 0 0 0 0
testovanou podmienkou ACL listu

= Bity masky uvedené ako ,0*

= QOdpovedajuce bity zdrojovej IP adresy
z paketu sa musia porovnat s bitmi 0 0 O O 1 1 1 1 =IgnoreLlast4 Address Bits
podmienky

= Bity masky uvedené ako ,1“

= QOdpovedajuce bity zdrojovej IP adresy

z paketu sa nemusia porovnat’ s bitmi
podmienky 1 1 1 1 1 1 1 1 = Ignore All Bits in Octet

0 0 = Match All Address Bits (Match All)

0 0 1 1 1 1 1 1 = Ignore Last 6 Address Bits

1 1 1 1 1 1 0 0 = Ignore First 6 Address Bits




Wildcard Mask - priklady

= Uvazujme siet' 172.16.10.0/24. Aka bude testovacia podmienka (TP) a aka
wildcard maska (WM), ak chcem definovat:

Prvu polovicu hostov z danej siete

Druhu polovicu

Iba parne IP adresy z danej siete

lba neparne

Presne 1 hosta
Cokolvek (akakolvek IP)

- Ako zvolit TP a WM, ak chcem definovat:
1. VSetkych hostov zo subsieti 172.16.0.0/24 az 172.16.15.0
2. VSetkych hostov zo subsieti 172.16.32.0/24 az 172.16.47.0

ook b~




Uvazujme siet 172.16.10.0/24. Aka bude testovacia podmienka (TP) a aka wildcard maska (WM),
ak chcem definovat: Prvu polovicu hostov z danej siete




Uvazujme siet 172.16.10.0/24. Aka bude testovacia podmienka (TP) a aka wildcard maska (WM),
ak chcem definovat: Iba parne/neparne IP adresy z danej siete




Uvazujme siet 172.16.10.0/24. Aka bude testovacia podmienka (TP) a aka wildcard maska (WM),

ak chcem definovat”
 presne 1 hosta
« CEokolvek (akakolvek IP)




N [ R T

Testing condition 192.168.1.1 11000000.10101000.00000001 00000001
Wildeard Mask 0.0.0.0. 00000000.00000000.00000000.00000000
Result 192.168.1.1 11000000.101041000.00000001 00000001
oo ey
Testing condition 192.168.1.1 11000000.10101000.00000001 .00000001
Wildcard Mask 255.255.255.255 1111111 11111111 1111111411111 11
Result 0.0.0.0 00000000.00000000.00000000.00000000
e [ L
Testing condition 192.168.1.1 11000000.10101000.00000001 00000001
Wildeard Mask 0.0.0.255 00000000.00000000.00000000.11111111
Result 192.168.1.0 11000000.104041000.00000001.00000000
 fooma ey
Testing condition 192.168.16.0 11000000.10101000.00010000.00000000
Wildcard Mask 0.0.15.255 00000000.00000000.00001111. 11111111
Result Range 192.168.16.0 11000000.10101000.00010000.00000000
to to
192.168.31.0 11000000.10101000.00011111.00000000
I N
Testing condition 192.168.1.0 11000000.10101000.00000001 .00000000
Wildcard Mask 0.0.254.255 00000000.00000000.11111110.11111111
Result 192.168.1.0 11000000.10101000.00000001.00000000

All odd numbered subnets in the 192.168.0.0 major network

255.255.255. 2565
- 255 . 2565 . 255 . 240

0O .0 .0.15

Pocitanie WM masky mdze byt zjednodusené
odcCitanim masky siete od 255.255.255.255.

Apepjud - ysep piesplip



Wildcard mask v ACL
Klucove slova ,,host“ a ,,any”

= Podmienka 192.168.10.10 0.0.0.0 192.168.10.10
= vyzaduje kontrolu vSetkych 32 bitov adresy voCi podmienke
= zjednoduSenie:

(Match All Bits)
= Podmienka 0.0.0.0 255.255.255.255

= ignoruje porovnavanie na vSetkych bitoch 0.0
= zjednoduSenie: U,
any

Wildcard Mask: 255.255.255.255
(Ilgnores All Bits)



Wildcard mask v ACL

Klricové slova ,,host“ a ,,any*

= Priklad na host:

Router (config) #access-1list

ﬂbuter(config)#access—list

2 permit|deny

2 permit|deny

192.168.10.132 0.0.0.0

host 192.168.10.132

= Priklad na any:

Router (config) #access-1list

Router (config) #access-1list

Router (config) #access-1list

3 permit|deny

3 permit|deny

3 permit|deny

0.0.0.0 255.255.255.255

X.X.X.X 255.255.255.255

any




Wildcard mask v ACL

Ako vyclenit’ subnet

Priklad:

Kontroluj zoznam sieti od 172.30.16.0/24 do 172.30.31.0/24.
= ACL testovacia podmienka (adresa): 172.30.16.0

= \WWildcard mask: 0.0.15.255
Network .Host

172.30.16.0

o 00 10 0 0 O
co o o o1 1 1 1

|<---- Match ---->|<---- Don’t Care ----->|

Wildcard Mask:

- =3 -
0 ~N

ICND20GR_66

W ..
-



Priradenie ACL na rozhranie

Router (config) # interface TYPE SPEC

Router (config-if)# ip access-group {ACCESS-LIST-# | ACCESS-LIST-NAME}
{in | out}

= ACCESS-LIST-#: Cislo ACL, ktoré priradujem na rozhranie
= ACCESS-LIST-NAME : alebo meno ACL, ktoré priradujem
= IN | OoUT :v akom smere aplikujem ACL




S0/0/0
10.1.1.1/30

Priradenie ACL na rozhranie

Priklad 1

Fa0/0
192.168.10.1/24

192.168.10.0/24

Fa0/1
192.168.11.1/24

192.168.11.0/24

Fa0/1 Fa0/1

192.168.10.2/24

192.168.10.10/24 192.168.11.10/24

Rl (config) #faccess-1list 2 permit 192.168.10.0 0.0.0.255

Rl (config) #interface fa 0/1
Rl (config-if) #ip access-group 2 out

Co robi ACL?
Pozor na default deny any na konci



S0/0/0
10.1.1.1/30

Priklad 2a Fa0/0

192.168.10.1/24
192.168.10.0/24

Priradenie ACL na rozhranie

192.168.11.0/24

Fa0/1 Fa0/1

192.168.10.2/24 192.168.11.2/24

192.168.10.10/24 192.168.11.10/24

Rl (config) #faccess-1list 2 deny host 192.168.10.10
Rl (config) #faccess-1list 2 permit 192.168.10.0 0.0.0.255

Rl (config) #interface s 0/0/0
Rl (config-if) #ip access-group 2 out

Co robi ACL?

Pozor na default deny any na konci



Priradenie ACL na rozhranie S0/0/0

Priklad 2b 10.1.1.1/30

Fa0/0 - Fa0/1
192.168.10.1/24 192.168.11.1/24

192.168.10.0/24 192.168.11.0/24

Fa0/M Fa0/1

192.168.10.2/24 192.168.11.2/24

192.168.10.10/24 192.168.11.10/24

Rl (config) #access-1list 2 permit 192.168.10.0 0.0.0.255
Rl (config) #access-1list 2 deny host 192.168.10.10

Rl (config) #interface s 0/0/0
Rl (config-if) #ip access-group 2 out

Co robi ACL?
Co sa stalo, ked sme vymenili poradie podmienok?



Priradenie ACL na rozhranie $0/0/0

Priklad 3 10.1.1.1/30

Fa0/0
192.168.10.1/24

192.168.10.0/24

Fa0/1
192.168.11.1/24

192.168.11.0/24

Fa0 Fa0/

192.168.10.2/24 192.168.11.2/24

192.168.10.10/24 192.168.11.10/24

Rl (config) #faccess-1list 2 deny host 192.168.10.10
Rl (config) #faccess-1list 2 permit 192.168.0.0 0.0.255.255

Rl (config) #faccess-1list 2 permit any

Rl (config) #interface s 0/0/0
Rl (config-if) #ip access-group 2 out

Co robi ACL?




Priradenie ACL na rozhranie
S0/0/0

Priklad 3 - Iepéie 10.1.1.1/30

Fa0/0

Fa01
192.168.11.1/24

192.168.11.0/24
Fa0/1

192.168.10.10/24 192.168.11.10/24

Rl (config) #access-1list 2 deny host 192.168.10.10
Rl (config) #access-1list 2 permit any

Rl (config) #interface s 0/0/0
Rl (config-if) #ip access-group 2 out




Kontrola pristupu na VTY cez ACL

Router (config-line)# access-class ACCESS-LIST-NUMBER {in | out}

Physical port
Fast Ethernet 0/0

.

J P
Virtual ports
(VTY 0-4)

/ N\

Rl (config) #faccess-1list 21 permit host 192.168.10.10
Rl (config) #faccess-1list 21 permit host 158.193.152.108

Rl (config) #line vty 0 4
Rl (config-if) #access-class 21 in




Editovanie standard ACL

= Podmienky standard ACL su pridavané v poradi ako su zadavané adminom
= V starSich IOS nie je mozné neskor doeditovat zmeny

= Preto sa odporuca predpripravit ACL v editore (napr. Notepad++)

= Pri zmenach treba cely ACL zmazat a spravit na novo

Router (config) #do sh run | include access-list
access-list 23 deny host 192.168.10.10
access-list 23 permit 192.168.10.0 0.0.0.255

. Pouzitie
access-list 23 deny host 192.168.10.11 poznénuﬂ<v
access-list 23 permit 192.168.10.0 0.0.0.255 ACL

Router (config) #no access-1list 23

Router (config) #access-1list 23 remark Zakaz Tahacovi pristup
Router (confiqg) #access-1list 23 deny host 192.168.10.11
Router (config) #access-1list 23 remark Povol ostatnych

Router (config) #access-1list 23 permit 192.168.10.0 0.0.0.255




Editovanie standard ACL — novsie |IOSy

= V novSich |IOS je mozné
doeditovat zmeny

Rl (config)# access-list 1 deny host 192.168.10.99
Rl (config)# access-list 1 permit 192.168.0.0 0.0.255.255

R1# show access-lists 1
Standard IP access list 1

10 deny 192.168.10.99

20 permit 192.168.0.0, wildcard bits 0.0.255.255
R1#

R1# conf t

Rl (config)# ip access-list standard 1

Rl (config-std-nacl)# no 10

Rl (config-std-nacl)# 10 deny host 192.168.10.10
Rl (config-std-nacl) # end

R1#

R1# show access-lists
Standard IP access list 1

10 deny 192.168.10.10

20 permit 192.168.0.0, wildcard bits 0.0.255.255
R1#




Pozor na mazanie ACL !

Router (config) #access-1list 2 deny host 192.168.10.10
Router (config) #access-1list 2 permit 192.168.0.0 0.0.255.255

Router (config) #interface s 0/0/0

Router (config-if) #ip access-group 2 out
Router (config-if) #end

Router#. ...

Routerfficonf t

Router (config) #no access-list 2

= Co sa stane?

= Ako to spravit' lepSie?
= Najprv zrusit ACL z daného rozhrania
= Az potom ho zmazat




Konfiguracia pomenovaného

standardného ACL




Konfiguracia pomenovaného standard ACL

= Vyhoda pomenovanych ACL
= JednoduchSia identifikacia

= V moznosti ich neskorsej editacie
= Pridavanie podmienok aj na iné miesto ako na koniec ACL
= Zmena podmienok

Rl (config) #ip access-list [standard | extended] NAME

od 10 krokom 10

“no” a cislo riadku zmaze podmienku

Rl (config-std-nacl) #[permit | deny | remark ] TEST CONDITION WM [log]

Rl (config-if) #ip access-group NAME [in | out]




So/o/o
Konfiguracia pomenovaného standard ACL 10.1.1.1/30

Priklad Faoi

Fa0/1
192.168.11.1/24

192.168.11.0/24
Fa0/1

192.168.11.2/24

192.168.10.10/24 192.168.11.10/24

Router (config) #ip access-list standard MOJ-ACL

Router (config-std-nacl) # remark Povol Tomasovy pristup
Router (config-std-nacl) # permit host 192.168.10.10

Router (config-std-nacl) # remark Zakaz zvysok Tomasovej siete
Router (config-std-nacl) # deny 192.168.10.0 0.0.0.255

Router (config-std-nacl) # remark Povol vsetko ostatne

Router (config-std-nacl) # permit any

Router (config) #interface s 0/0/0

Router (config-if) #ip access-group MOJ-ACL out




Overenie ACL

Router#show access-list

R1# show access-lists 1
Standard IP access list 1
10 deny 192.168.10.99
20 permit 192.168.0.0, wildcard bits 0.0.255.255

R1# show access-lists
Standard IP access list NO ACCESS
10 deny 192.168.11.10
15 deny 192.168.11.11
20 permit 192.168.11.0, wildcard bits 0.0.0.255

Routerf#show ip access-list

Routerf#show running-config

R1# show running-config | include access-list 1
access-list 1 deny host 192.168.10.99
access-list 1 permit 192.168.0.0 0.0.255.255




Post-editacia pomenovaného standard ACL

R1# show access-lists
Standard IP access list NO ACCESS
10 deny 192.168.11.10
20 permit 192.168.11.0, wildcard bits 0.0.0.255
R1# conf t
Enter configuration commands, one per line. End with
CNTL/Z.
Rl (config)# ip access-list standard NO ACCESS
Rl (config-std-nacl)# 15 deny host 192.168.11.11
Rl (config-std-nacl) # end
R1# show access-lists
Standard IP access list NO_ ACCESS
10 deny 192.168.11.10
15 deny 192.168.11.11
20 permit 192.168.11.0, wildcard bits 0.0.0.255




ACL statistiky a resetovanie pocitadiel

R1# show access-lists
Standard IP access list 1

10 deny 192.168.10.10 (8 match(es))

20 permit 192.168.0.0, wildcard bits 0.0.255.255
Standard IP access list NO ACCESS

15 deny 192.168.11.11

10 deny 192.168.11.10 (4 match(es))

20 permit 192.168.11.0, wildcard bits 0.0.0.255
R1# clear access-list counters 1
R1#
R1# show access-lists Matches have been cleared. ]
Standard IP access list 1

10 deny 192.168.10.10

20 permit 192.168.0.0, wildcard bits 0.0.255.255
Standard IP access list NO ACCESS

15 deny 192.168.11.11

10 deny 192.168.11.10 (4 match(es))

20 permit 192.168.11.0, wildcard bits 0.0.0.255




Sekvencné cisla v standard ACLs

R1# show access-lists 1
Standard IP access list 1
50 permit 10.0.0.

60 permit 10.0.0.
40 permit 10.0.0.
70 permit 10.0.0.

| Host statements are listed first, in an order to be
efficiently processed by the |0S.

0 =W m|

80 permit 10.0.0.
10 deny 192.168.10.0, wildcard bits

0.0.0

20 deny 192.168.20.0, wildcard bits 0.0.0.255
30 deny 192.168.30.0, wildcard bits 0.0.0

R1# copy running-config startup-config

R1# reload
R1# show access-lists 1 Range statements are listed after host
statements, in the order they were

Standard IP access list 1
entered.

10 permit 10.0.0.

20 permit 10.0.0.
30 permit 10.
40 permit 10.0.0.
50 permit 10.0.0.
60 deny 192.168.10.0, wildcard bits 0.0.0.255
70 deny 192.168.20.0, wildcard bits 0.0.0.255
80 deny 192.168.30.0, wildcard bits 0.0.0.255

o o O O
(@]
o= 2w N




Konfiguracia rozsireného ACL




Rozsirené (extended) ACL

Yes

Is there an access

Does source

Does destination
address match
ACL list entry?

Do the protocol
and port match?

list on this
interface?

Yes :
3 Send to the outgoing
interface

Is the destination
IP address in the
routing table?

address match
ACL list entry?

Do the protocol
and port match?

Permit or deny condition

No

Is this the last Yes

entry in the ACL?

Move to next statement I(

Y
I

Incoming packet

Send destination not found

= RozsSirené ACL testuju voci testovanej podmienke
= protokolovu sadu Lves S —

= zdrojovu IP a zdrojovy port
= cielovu IP a cielovy port



Konfiguracia extended ACL

access-list access-list-number {deny | permit | remark} protocol
[operator port [port—-number or name] ]
[port—number or

{source source-wildcard}
{destination destination-wildcard} [operator port

name] ]

access-1ist-

o
numoer

deny
permit
remark

protocol

source

source-
wildcard

Identifies the access list using a number in the range
100 to 199 (for an extended IP ACL) and 2000 to 2699
(expanded IP ACLs).

Denies access if the conditions are matched.
Permits access if the conditions are matched.
Used to enter a remark or comment.

Name or number of an Internet protocol. Common
keywords include iemp, ip, tep, or udp. To match any
Internet protocol (including ICMP, TCP, and UDP) use
the ip keyword.

Number of the network or host from which the packet
is being sent.

Wildcard bits to be applied to source.

destir

destination-
wildcard

established

Number of the network or host to which the packet is
being sent.

Wildcard bits to be applied to the destination.

(Optional) Compares source or destination ports.
Possible operands include 1t (less than), gt (greater
than), eq (equal), neq (not equal), and range
(inclusive range).

(Optional) The decimal number or name of a TCP or
UDP port.

(Optional) For the TCP protocol only: Indicates an
established connection.



Extended ACL S0/0/0

10.1.1.1/30

Priklad 1 Fa0/0

192.168.10.1/24
192.168.10.0/24

Fa0/1

192.168.11.0/24
Fa0/1

= Vytvor ACL, ktory povoli vSetkym
hostom zo siete 192.168.10.0/24 192.168.10.2124 [ L IEH 192.168.11.2/24
HTTP a HTTPS kamkolvek.

192.168.10.10/24 192.168.11.10/24

Rl (config) #access-1list 101 remark Povol HTTP

Rl (config) #access-1list 101 permit tcp 192.168.10.0 0.0.0.255 any eq 80
Rl (config) #access-1ist 101 remark Povol HTTPS

Rl (config) #faccess-1list 101 permit tcp 192.168.10.0 0.0.0.255 any eq 443

Aplikovanie na rozhranie, ktoré?

Rl (config) #int s 0/0/0 ,
Rl (config-if) #ip access-group 101 out Ano, ale...

Rl (config) #int £a0/0

Rl (config-if) #ip access-group 101 in Ano! ale...

...zadanie nie je celkom doSpecifikované



S0/0/0

Extended ACL 10.1.1.1/30

Fa0/0

Priklad 1 - dospecifikovanie 102168101124

192.168.10.0/24

Fa0/1

192.168.11.0/24

Fa0/1 Fa0/1

= Vytvor ACL, ktory povoli vSetkym hostom zo siete
192.168.10.0/24 HTTP a HTTPS kamkolvek o

= A do vnutra tejto siete nepovoli ziaden pristup z von

192.168.10.10/24 192.168.11.10/24

Rl (config) #access-1list 101 remark Povol HTTP

Rl (config) #faccess-1list 101 permit tcp 192.168.10.0 0.0.0.255 any eq 80
Rl (config) #faccess-1ist 101 remark Povol HTTPS

Rl (config) #faccess-1list 101 permit tcp 192.168.10.0 0.0.0.255 any eq 443
Rl (config) #int fa 0/0

Rl (config-if) #ip access-group 101 in

RieSenie bodu 27

Rl (config) #access-1list 102 remark Povol len zalozene TCP spojenia
Rl (config) #access-1list 102 permit tcp any any established

Rl (config) #int fa 0/0

Rl (config-if) #ip access-group 102 out




Extended ACL
S0/0/0

Priklad 2 10.1.1.1/30

Fa0/0
= Zakaz zo siete 192.168.11.0 telnet 192.168.10.1/24

. , 192.168.10.0/24
= Povol vSetko ostatné

Fa0/1
192.168.11.1/24

192.168.11.0/24
Fa0/1

192.168.10.10/24 192.168.11.10/24

Rl (config) #access-1list 104 deny tcp 192.168.11.0 0.0.0.255 any eq 23
Rl (config) #access-1list 104 permit ip any any

Rl (config) #int fa 0/1

Rl (config-if) #ip access-group 104 in




S0/0/0

Extended ACL 10.1.1.1/30

Priklad 3 192.153.1;??1{2

192.168.10.0/24

Fa0/1
192.168.11.1/24

192.168.11.0/24

Fa0/1 Fa0/1

= Zakaz zo siete 192.168.11.0 do siete
192.168.10.0 ftp
= Povol vSetko ostatné

192.168.10.2/24 192.168.11.2/24

192.168.10.10/24 192.168.11.10/24

Rl (config) #access-1list 105 deny tcp 192.168.11.0 0.0.0.255
192.168.10.0 0.0.0.255 eq 21

Rl (config) #access-1list 105 deny tcp 192.168.11.0 0.0.0.255
192.168.10.0 0.0.0.255 eq 20

Rl (config) #access-1ist 105 permit ip any any
Rl (config) #int fa 0/1

Rl (config-if) #ip access-group 105 in




Extended ACL

Konfiguracia pomenovaneho extended ACL
= Vyhoda pomenovanych ACL

= JednoduchSia identifikacia
= V moznosti ich neskorSej editacie (toto uz dnes umoznuje kazdy novsi |OS)

= Pridavanie podmienok aj na iné miesto ako na koniec ACL
= Zmena podmienok

Rl (config) #ip access-list [standard | extended] NAME

od 10 s krokom 10
“no” a cislo riadku acl vyhodi podmienku

Rl (config-std-nacl) #[permit | deny | remark ] TEST CONDITION WM [log]

Rl (config-if) #ip access-group NAME [in | out]




S0/0/0

Konfiguracia pomenovaneho 1011113
extended ACL Fao/o

192.168.10.1/24

Fa0/1
192.168.11.1/24

192.168.11.0/24
Fa0

192.168.10.0/24
Fa0M

192.168.10.2/24 192.168.11.2/24

192.168.10.10/24 192.168.11.10/24

Rl (config) #ip access-list extended WEB-SERVICES-ONLY

Rl (config-std-nacl) # remark Povol HTTP

Rl (config-std-nacl)# permit tcp 192.168.10.0 0.0.0.255 any eq 80
Rl (config-std-nacl) # remark Povol HTTPS

Rl (config-std-nacl)# permit tcp 192.168.10.0 0.0.0.255 any eq 443

Rl (config) #int fa 0/0
Rl (config-if) #ip access-group WEB-SERVICES-ONLY in




Diagnostika chyb pri nasadzovani ACL




Diagnostika ACL — chyba 1

192.168.10.10

# show access-lists 110
Extended IF access list 110

10 deny tep 192.168.10.0 0.0.0.255 any
20 permit tcp 192.168.10.0 0.0.0.255 any eg telnet
30 permit ip any any

Error 1:
Host 192.168.10.10 has no connectivity with
192.168.30.12

RieSenie
« Skontroluj poradie ACL
podmienok

192.168.30.12

KIS FRI UNIZA



Diagnostika ACL — chyba 2

# show access-lists 120
Extended IP access list 120

10 deny tcp 192.168.10.0 0.0.255.255 any eg telnet

20 deny tcp 192.168.10.0 0.0.0.255 host 10.100.100.1 eg smtp
30 permit tcp any any

Error 2:
The 192.168.10.0 /24 network cannot use
TFTP to connect to the 192.168.30.0 /24.

192.168.30.0 /24 Riesenie

5 « TFTP pouziva UDP

192.168.10.0 /24

PCA1

=

192.168.10.10 192.168.30.12

KIS FRI UNIZA



Diagnostika ACL — chyba 3

# show access-lists 130
Extended IP access list 130

10 deny tcp any eq telnet any
20 deny tcp 192.168.1.0 0.0.0.255 host 192.168B.30.0 eq smtp
30 permit ip any any

Error 3:

192.168.10.0 /24 network can use Telnet to
connect to 192.168.30.0 /24, but this
connection should not be allowed.

RieSenie
* Telnet pravidlo zle
zadefinované, zakazujem

source port a nie
destination

192.168.10.10 192.168.30.12

KIS FRI UNIZA
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Obsahom boli kapitoly 4 a 5 kurzu
ENSA=Enterprise Networking, Security, and Automation (ccna3).

Na zacCiatku dalsej prednasky bude |IPv6 ACLs.
Doma pozorne prestudovat a spravit' si kvizy z tychto kapitol na Netacad-e.

Ostry test bude na cviceni v nasledujucom tyzdni — 1 otvorena otazka
(bez vyberu odpovede).

Spatnu vazbu na prednasku alebo cviCenie vyjadrite kedykolvek anonymne

Vytvorené v ramci projektu KEGA 026TUKE-4/2021.


https://docs.google.com/forms/d/e/1FAIpQLSfLHoSmBbSyUnvRxYD4cadY1sp3T5yyRUAS0Q5ovpk-p_oHDw/viewform

