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Probléem ... 1

2 wi

= Vdaka flexibilnosti IP technologie narast s 04
pouzivania — kazde IP zariadenie musi mat ¢ |
IP adresu ]

= Verejny adresny priestor |

= Problém — riadeny a pridelovany

50.1 Billions a ------------------------------- :
42.1 Billions

34.8 Billions

22.9 Billions 28.4 Billions

14.4 Billions @ 18.2 Billions GD By

112 Billions @ B

8.7 Billions

= V Europe prideluje RIPE (Réseaux IP
Européens)

= Zakaznik prenajima od ISP

Public Internet addresses are regulated by
Registries (RIRs):
«  ARIN
= RIPE NCC
«  APNIC
LACNIC
«  AfrNIC

= Problém — Nedostatok pridelitefnych verejnych
|P adries

A\

03 09 12 14 16 18 20

Year

IPv6

128-bit address

340 undecillion
possible addresses

Example:
2002:db8::8a3f:362:7897

32-bit address

4.3 billion
possible addresses

Example:
192.0.1.246

670 quadrillion / mm~2

aEmQuadrillion = 10015
Undecillion = 10736



Aktualny stav IPv4 adries vo svete

Kto to celé

manazuje?

= U nas RIPE

* |nde dalsie
regionalne
internetové
registracné
urady

= Manazuju
pridelovanie
a registraciu
IP adries pre
dany region
(IPv4 aj
IPVO)

@ RIPE NCC

RIPE NETWORK COORDINATION CENTRE
Vycerpanie
IPv4:
september 2012

American Ragiaty ot It Numoars »
Vycéerpanie
YIP&Z: '#; Vycéerpanie
jal 2015 acnlce IPv4: april
’ 2011
Vycrpanle . b ) APN IC
Bl AfriNIC
Bl APNIC f -
Bl ARIN 0,
Bl LACNIC AFRINIC 3%
RIPE NCC Vycerpanie
IPv4: 2019
(odhad)

African Network Information Center (AFRINIC) pre Afriku

Asia-Pacific Network Information Centre (APNIC) pre Aziu, Australiu, Novy Zéland a susedné krajiny.
American Registry for Internet Numbers (ARIN) pre USA, Kanadu, niektoré ¢asti Karibiku a Antarktidu.
Latin America and Caribbean Network Information Centre (LACNIC) pre Latinski Ameriku a ¢ast’ Karibiku.

Réseaux IP Européens Network Coordination Centre (RIPE NCC) pre Eurépu, Rusko, Stredny vychod a centralnu éast’ Azie



Problém a riesenie

= Potreba novych metod riadenia adresnych rozsahov pre riesenie adresnej
krizy = Network Address Translation (NAT)

= Princip:

= Vo vnutri siete pouzitie neriadeného privatneho adresného priestoru na
adresaciu |P zariadeni

= Pri prechode paketu cez okraj do verejného Internetu — preklad zdrojovej
privatnej IP do verejneho adresneho IP priestoru

= NAT musi byt stavovy, kde si vedie zoznam prebiehajucich komunikacii a pouzitych
mapovani

= Avsak stale je potrebny verejny IP adresny priestor
= minimalne jedna adresa




VycClenené privatne adresy pre NAT

= Privatne IP adresy
= VyClenené podla RFC 1918
= Mobze pouzit hocikto
= Neriadeny priestor

= Smerovace nesmu smerovat vo verejnej IP sieti privatne adresy z dévodu
nedodrzania jedinecCnosti identifikacie (adresovania) IP uzla

RFC 1918 Internal Address Range CIDR Prefix
10.0.0.0 - 10.255.255.255 10.0.0.0/8
B 172.16.0.0 - 172.31.255.255 172.16.0.0/12

C 192.168.0.0 - 192.168.255.255 192.168.0.0/16




NAT terminologia

= Border gateway router

= Qutside network

= NAT zariadenie Stub Network: Only one exit | | NAT-enabled border . —
i . . point to the Internet router (VonkaJS|a Slet)
= Pracuje typicky na hranici tzv. I
stub siete
= Stub net = J eden vstup 3 Private Address Space Public Address Space

209.165.201.1

Internetj

Server

vystup z/do siete

10.1.1.0/30

* Inside network
(Vnutorna privatna siet)
= Firemna siet
= Pouziva privatne adresovanie

= Pri komunikacii mimo cez BG
je objektom prekladu
(NAT-ovania)

= Pri vnutornej komunikacii sa o p
”D adresy neprekladajl] 192.168.10.10 192.168.11.10

192.168.10.0/2 192.168.11.0/24




] o SA DA SA DA
NAT te rmi nolog ia Inside Local Outside Local Inside Global |Outside Global
192.168.10.10 | 209.165.201.1 l 209.165.200.226/209.165.201.1

|

1 =
= Inside Local Addresses Inside Network | Outside Network

I

I

= |P adresa pridelena IP
zariadeniu vo vnutri siete.
Adresa je typicky privatna
podla RFC 1918. .

Inside Global Address 192.168.10.10

Inside Address
= Platna verejna IP adresa,
ktoru prideli ISP.

SA
209.165.200.22

Inside Network

Local Addresses Global Addresses

= Na tuto adresu bude prekladana privatna zdrojova adresa v odchadzajucom
pakete, ak ten opusta vnutornu siet cez NAT. Web Server
= QOutside Global Address 209.165.201.1
Outside Address

= Adresa ciela ako je viditelna z vonkajSej siete. Platna verejna IP adresa (globalne smerovatelna),
pridelena koncovému IP zariadeniu.

Outside LLocal Address

= Adresa ciela, ale taka ako ju vidi odosielatel z vnutornej siete — zvacsa je rovnaka ako Outside
Global Add, ale vynimoCne mé&ze byt ina (lokalna, privatna).




NAT proces

SA
Inside Local
192.168.10.10

DA
Qutside Local
209.165.201.1

SA
Inside Global
209.165.200.226

DA
Outside Global
209.165.201.1

DA
Inside Local
192.168.10.10

SA
Qutside Local
209.165.201.1

-%

DA
Inside Global
209.165.200.226

SA
Outside Global
209.165.201.1

Inside Network

8-C

192.168.10.10

S O -

209.165.200.226

Outside Network

Internet

' R2 NAT Table

209.165.200.226

Y

192.168.10.10

209.165.201.1

209.165.201.1

Inside Global Inside Local Outside Local Outside Global Web Server
Address Address Address Address 209.165.201.1




Sposoby NAT mapovania

= Statické mapovanie

= Tzv. ,one-to-one mapping”
o
= Sparovanie prekladu jednej privatnej adresy (inside local) na 1 1
jednu verejnu adresu (inside global)

= Vyhodné, priam potrebné ak potrebujem zabezpecit pristup na
stanicu (napr. HTTP server) za NAT z Internetu
= Dynamické mapovanie

= NAT ma dostupny rozsah verejnych adries n:n y
= Tzv. IP address pool
= NAT riadi preklad pridelovanim neobsadenych verejnych IP F'CF'S

adries z rozsahu podla prichodzich poziadaviek z vnutra siete




Princip ¢innosti Static NAT Table

Stat| Cké N AT Inside Local Address | Inside Global Address - Addresses
reachable via R2

192.168.10.10 209.165.200.226
192.168.10.11 209.165.200.227
192.168.10.12 209.165.200.228
Inside QOutside

SA l PC4> ssh 209.165.200.226'

192.168.10.10
-

Svr1 Static NAT Translation

SA
192.168.10.10 209.165.200.226

o =

Internet

1:1
192.168.10.11 ®
}

192.168.10.12




Princip €innosti

Dynamické NAT

Inside

IPv4 NAT Pool

Inside Local Address

192.168.1
Available
Available
Available
Available

0.12 209.165.200.226
209.165.200.227
209.165.200.228
209.165.200.229
209.165.200.230

Inside Global Address Pool - Addresses

reachable via R2

-

Svri

192.168.10.10

>

Dynamic NAT Translation

SA
209.165.200.226

]
192.168.10.11

SA
192.168.10.12
L

192.168.10.12

&

Outside

<> n:n,

FCF'S



PAT (Protocol Address Translation)
= Tzv. NAT overloading I . m 4

= Pouzity ak: <
= Mam pridelenu len jednu verejnu adresu na WAN kde 15m<n

rozhrani smerovaca (typické pri malych zakaznikoch)

= PAT mapuje viaceré IP adresy na jednu verejnu IP adresu, kde sa prebiehajuce
komunikacie rozliSuju Cislom portu (16 bit)

= Alebo

= Mam prideleny verejny adresny rozsah, kde pocCet verejnych adries je mensi
ako pocet IP zariadeni, ktoré pouzivam za NAT

= Mapujem viaceré privatne IP adresy na viacere verejné, ale musim rozliSovat
komunikacie portom

= PAT sa typicky snazi zachovat pévodny zdrojovy port
= Ak je port pouzity, PAT pouzije prvy volny port




Inside Outside

PAT viastnosti

= PAT pouziva
jedineCné zdrojové

SA
192.168.10.10:1555

SA 209.165.201.1
209.165.200.226:1555

., 3 ‘
Cisla portov spolu 192.168.10.10 . Internet
s inside global
adresou za
ucelom rozlisenia
NAT prekladu & e
192.168.10.11 209.165.202.129
Y
NAT Table with Overload
Inside Global IP Address | Inside Local IP Address | utside Local IP D ekl L
Address Address
209.165.200.226:1555 192.168.10.10:1555 209.165.201.1:80 209.165.201.1:80

209.165.200.226:1331  192.168.10.10:1331 209.165.202.129:80 209.165.202.129:80




Zhodnotenie NAT/PAT

Vyhody Nevyhody
= Nasadenie na Stub Net — zvysovanie = Procesna zataz
flexibilty = Znizenie vykonu smerovaca
= Eliminuje potrebu preadresovania IP m Nefunguje nativna end-to-end
zariadeni ak sa zmeni ISP a tym aj adresny IP konektivita
priestor

- Setrenie Gasu a pefazi Problematicke tunelovanie

= Setri adresny priestor, potrebujem
menej verejnych |P adries

= PAT overloading 97 ,i{!
= ZvySuje bezpednost siete 152.168.10.10 _61< )
= Ak NAT nie je otvorené, nepusti
komunikaciu z von dnu D_ w2

5
192.168.10.11 '} 209.165.202.129

Inside QOutside




Konfiguracia NAT




Konfiguracia NAT/PAT

Zadefinovanie Inside/Outside rozhrani

Inside Network Outside Network

Inside Outside
Interface NAT Interface

Inside Host €

\: Ou‘tside"!‘il-'#iost

Router (config-if) #ip nat inside Router (config-if) #ip nat outside

= Pri NAT sa definuju vzdy!!!!
= Rozhranie border routra pri NAT mo6ze byt
= Inside (vnutorné s privatnou adresaciou)
= alebo Outside (s verejnou adresaciou)
= NAT preklad nastava:
= Len pri prechode paketu z inside na outside a naopak
= Nikdy medzi rozhraniami toho isteho typu, alebo nezadefinovanymi



Konfiguracia NAT/PAT

Konfiguracia statickeho NAT prekladu

* Prikazom zadam mapovanie priamo do konfiguraku

= Ostava permanentne ulozené v mapovacej prekladovej tabulke NAT-u
= Aj po restarte, za predpokladu copy run start

Router (config)# ip nat inside source static INSIDE LOCAL INSIDE GLOBAL




Konfiguracia NAT/PAT

Konfiguracia statickeho NAT

el

10.1.1.1/24 200.1.1.1/30

10.1.1.2/24

Gw (config) #int ethernet 0

Gw (config-if) #ip address 10.1.1.1 255.255.255.0

Gw (config-if) #ip nat inside

Gw (config-if) #no shut

Gw (config-if) #fexit

Gw (config) #int serial O

Gw (config-if) #ip address 200.1.1.1 255.255.255.252
Gw (config-if) #ip nat outside

Gw (config-if) #no shut

Gw (config-if) #fexit

Gw (config) #ip nat inside source static 10.1.1.2 200.1.1.1




Konfiguracia NAT/PAT

Konfiguracia dynamickeho NAT prekladu

= Pozostava z:
= Definovanie inside/outside rohrani

= Definovanie rozsahu verejnych adries (tzv. NAT pool), z ktorych bude pri
preklade vyberané

Router (config) #ip nat pool MENO POOLU START-IP END-IP netmask MASKA

= Zadefinovania IP adries cez ACL, pre ktoré NAT bude vykonavat preklad

Router (config) #access-1list CISLO-ACL-LISTU permit SOURCE WILDCARD-MASK

= Spojenie ACL a daného pool-u do funkénéeho dynamického NAT

Router (config) #ip nat inside source list CISLO-ACL-LISTU pool MENO-POOLU




Konfiguracia NAT/PAT

Konfiguracia 202 2124
dynamického NAT T
O

10.1.1.3/24 -

Gw (confiqg) #int ethernet 0

Gw (config-if) #ip address 10.1.1.1 255.255.255.0

Gw (config-if) #ip nat inside

Gw (config-if) #no shut

Gw (config-if) #fexit

Gw (config) #int serial O

Gw (config-if) #ip address 200.1.1.1 255.255.255.252

Gw (config-if) #ip nat outside

Gw (config-if) #no shut

Gw (config-if) #fexit

Gw (config) #ip nat pool MOJ ROZSAH 211.2.2.8 211.2.2.10 netmask 255.255.255.252
Gw (confiqg) #faccess-1list 1 permit 10.1.1.0 0.0.0.255

Gw (config) #ip nat inside source list 1 pool MOJ ROZSAH




Overenie konfiguracie NAT

Gw# sh run | include nat

interface EthernetO
ip address 10.1.1.1 255.255.255.0

ip nat inside

interface Serial0
ip address 200.1.1.1 255.255.255.252

ip nat outside

ip nat pool MOJ ROZSAH 211.2.2.8 211.2.2.10 netmask 255.255.255.252
ip nat inside source list 1 pool MOJ ROZSAH
access-list 1 permit 10.1.1.0 0.0.0.255




Overenie funkcnosti a konfiguracie NAT

= Zobrazenie aktivnej prekladovej tabulky
= Static / dynamic NAT

! Static NAT
Gw# sh ip nat translations

Pro Inside global Inside local Outside local
---211.2.2.9 10.1.1.2 ---

! Aktivna relacia / static aj dynamic

Gw# sh ip nat translations

Pro Inside global Inside local Outside local
---211.2.2.9 10.1.1.2 158.193.152.108

Outside global

Outside global
158.193.152.108




Overenie funkcnosti a konfiguracie NAT

Gwf#fsh ip nat statistics
Total active translations: 1 (0 static, 1 dynamic; 0 extended)
Outside interfaces:
SerialO0
Inside interfaces:
EthernetO
Hits: 41 Misses: 3
CEF Translated packets: 36, CEF Punted packets: 16
Expired translations: 3
Dynamic mappings:
-- Inside Source
[Id: 1] access-list 1 pool MOJ ROZSAH refcount 1
pool MOJ ROZSAH: netmask 255.255.255.252
start 211.2.2.8 end 211.2.2.10
type generic, total addresses 3, allocated 1 (33%), misses 0
Queued Packets: 0




Overenie funkcnosti a konfiguracie NAT

Gw#debug ip nat

*Mar 1 00:16:16.663: NAT*: s=10.1.1.2->211.2.2.9, d=200.1.1.2 [49659]
*Mar 1 00:16:16.743: NAT*: s=200.1.1.2, d=211.2.2.9->10.1.1.2 [49659]
*Mar 1 00:16:17.655: NAT*: s=10.1.1.2->211.2.2.9, d=200.1.1.2 [49734]
*Mar 1 00:16:17.687: NAT*: s=200.1.1.2, d=211.2.2.9->10.1.1.2 [49734]
*Mar 1 00:16:18.675: NAT*: s=10.1.1.2->211.2.2.9, d=200.1.1.2 [49822]
*Mar 1 00:16:18.695: NAT*: s=200.1.1.2, d=211.2.2.9->10.1.1.2 [49822]
*Mar 1 00:16:19 A55: NAT*:- <s=10 1 1 2->211 2 2 9. d4=200. 1 1 2 499061
*Mar 1 RSN

C:“Documents and Settings>ping 2080.1.1.2

Pinging 288.1.1.2 with 32 bhytes of data:

Reply from 2880.1.1.2: hytez=32 time=51mz TTL=254
Reply from 200.1.1.2: hytes=32 time=22msz TTL=254
Reply from 2880.1.1.2: hytes=32 time=55m=z TTL=254
Reply from 2880.1.1.2: hytes=32 time=33ms TTL=254

Ping statistics for 208.1.1_.2:

Packetz: Sent = 4, Received = 4, Lost = 8 <(@: loss),.
Approximate round trip times in milli—seconds:

Minimum = 22m=z, Maximum = 545ms, Average = 48ms

C-sDocuments and Settings>




Problém s NAT

= Ak prekladam na IP z iného
rozsahu ako outside rozhranie

= Ako zabezpecCit smerovanie
pre tuto siet?
= Riesenie
= Null interface
= ip route NAT _POOL null O

= Loopback rozhranie s IP z
NAT pool-u a prikaz network v
routing procese



Vymazanie NAT prekladovej tabulky

Routerffclear ip nat translation *

Gwi#sh ip nat translations

Pro Inside global Inside local Outside local Outside global
---211.2.2.9 10.1.1.2 -—- -—-

Gwifclear ip nat translation *
Gw#sh ip nat translations

= Rusenie NAT/PAT sa vykonava tak, ako sa konfiguruje ale pred tym uviest
= no
= Problém ak je NAT aktivne

(t.J. je aktivny aspon jeden zaznam v prekladovej tabulke)
= Treba zmazat




-

2
=
—

Konfiguracia PAT (PNAT)




Preco PNAT?

= NAT riesi len mapovanie 1:1
= Za jednu privatnu adresu je treba jedna verejna
= Limitovany pocCet spojeni z vnutra von dany pocCtom verejnych adries
= SOHO casto len jedna verejna IP adresa

= Port Address Translation
= Pretazovanie verejného rozhrania
= SOHO
= Pretazovanie rozsahu IP adries
= Enterprise




Konfiguracia PAT

Pret'azovanie rozhrania

= Pozostava z:
= Definovanie Inside / outside

= Zadefinovania IP adries cez ACL, pre ktoré NAT bude vykonavat preklad

Rl (config) #faccess-1ist CISLO-ACL-LISTU permit SOURCE WILDCARD-MASK

= UrCenie rozhrania, ktoré sa ,pretazi”

Rl (config) #ip nat inside source list CISLO-ACL-LISTU interface INT overload




Konfiguracia PAT

Priklad S

10.1.1.1/24 200.1.1.1/30
10.1.1.3/24
Gw (config) #int ethernet O

Gw (config-if) #ip address 10.1.1.1 255.255.255.0
Gw (config-if) #ip nat inside

?
__H

T,

Gw (config) #int ethernet 1

Gw (config-if) #ip address 20.1.1.1 255.255.255.0

Gw (config-if) #ip nat inside

Gw (config) #int serial O

Gw (config-if) #ip address 200.1.1.1 255.255.255.252

Gw (config-if) #ip nat outside

Gw (config) #access-1ist 1 permit 10.1.1.0 0.0.0.255

Gw (config) #access-1list 1 permit 20.1.1.0 0.0.0.255

Gw (config) #ip nat inside source list 1 interface serial 1/0 overload




Konfiguracia PAT

Pret'azenie adresného rozsahu

= Pozostava:
= Zadefinovanie IP adries cez ACL, pre ktoré PAT bude vykonavat preklad

Router (config) # access-list CISLO-ACL-LISTU permit SOURCE WILDCARD-MASK

= Zadefinovanie rozsahu verejnych adries (tzv. NAT pool), z ktorych bude pri
preklade vyberané

Router (config) #ip nat pool MENO POOLU START-IP END-IP netmask MASKA

= Spojenie ACL a daného pool-u do funkéného dynamického PAT

Router (config) #ip nat inside source list CISLO-ACL-LISTU pool MENU POOLU overload




Konfiguracia PAT

Pret’azenie rozsahu
adries - priklad

10.1.1.3/24

Gw (confiqg) #int ethernet 0

Gw (config-if) #ip address 10.1.1.1 255.255.255.0

Gw (config-if) #ip nat inside

Gw (config-if) #no shut

Gw (config-if) #fexit

Gw (confiqg) #int serial 0

Gw (config-if) #ip address 200.1.1.1 255.255.255.252

Gw (config-if) #ip nat outside

Gw (config-if) #no shut

Gw (config-if) #fexit

Gw (config) #ip nat pool MOJ ROZSAH 211.2.2.8 211.2.2.10 netmask 255.255.255.252
Gw (config) #access-1ist 1 permit 10.1.1.0 0.0.0.255
Gw(config) #ip nat inside source list 1 pool MOJ ROZSAH overload




Konfiguracia PAT

Analyza PAT

PAT Analysis from PCs to Servers

PC1 to Svr O /

SA SP DA DP
192.168.10.10 | 1444 | 209.165.201.1 80

SA SP DA oP
209.165.200.225) 1444 209.165.201.1 80

PC2 to Svr2 Q /

SA SP DA DP
192.168.10.11 | 1444 | 209.165.202.129] 80

SA SP DA DP
209.165.200.225] 1445]209.165.202.129] 80

e
——
R2
NAT Table
Inside Local Address Inside Global Address Outside Global Address Outside Local Address
192.168.10.10:1444 209.165.200.226:1444 209.165.201.1:80 209.165.201.1:80
192.168.10.11:1444 209.165.200.226:1445 209.165.202.129:80 209.165.202.129:80




Konfiguracia PAT

Analyza PAT

PAT Analysis from Servers to PCs

0

——_

fvﬂ to PC1

|
SA SP DA DFP I SA, SP DA, DF
209.165.201.1 &80 192.168.10.10 | 1444 ! 209.165.201.1 80 1209.165.200.225 | 1444
: )
Svr2 to PC2
I F
SA sSP DA DP ! SA SP DA, DF
209.165.202.129 | 80 192.168.10.11 1444 11209.165.202.1289 ] 80 J209.165.200.225 | 1445
|
|

Inside Local Address Inside Global Address Outside Global Address Outside Local Address

NAT Table

209.165.201.1:80
209.165.202.129:80

209.165.201.1:80
209.165.202.129:80

192.168.10.10:1444
192.168.10.11:1444

209.165.200.226:1444
209.165.200.226:1445




Overenie funkcnosti a konfiguracie PAT

= Zobrazenie aktivnej prekladovej tabulky

Gw# sh ip nat translations

Pro Inside global Inside local
icmp 200.1.1.1:1792 10.1.1.2:1792
tcp 200.1.1.1:6110 10.1.1.2:6110
tcp 200.1.1.1:6112 10.1.1.2:6112
tcp 200.1.1.1:6114 10.1.1.2:6114

Outside local Outside global
200.1.1.2:1792 200.1.1.2:1792
200.1.1.2:80 200.1.1.2:80
200.1.1.2:80 200.1.1.2:80
200.1.1.2:80 200.1.1.2:80

= Zobrazenie statistik

Gwi#fsh ip nat statistics

Total active translations: 4 (0 static, 1 dynamic; 0 extended)

Outside interfaces:
Seriall/O0

Inside interfaces:
FastEthernet0/0

GwH#debug ip nat

Gwi#sh run




Port Forwarding

Port Forwarding

= Port forwarding je technika pouzita na prechod Specifickej prevadzky na
danom porte medzi sietami.

= Paket zaslany na danu verejnu IP adresu a port je presmerovany na
Specifikovanu privatnu adresu a port.
= Port forwarding je uzitoCna pri zabezpeceni pristupu na sluzby sietovych
serverov, ktore nemaju verejnu IP adresu

To the public IPv4
address of the
To the private 1Pv4 router and specific
address of the destination port of
server. the server.
192.168.1.99 SOHO Router

=T
Inside Network

PoS Server

Internet

| forward packets to the PoS server that match a
specific destination port.




Port Forwarding

Konfiguracia Port Forwarding

Inside Network Outside Network

Je to vlastne staticky 209.165.200.0/28

NAT preklad, ktory S0/0/0 i
zaroven specifikuje p;
TCP alebo UDP Yieb server Client

192.168.10.254 209.165.200.254
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Establishes static translation between an inside local address and local port and

an inside global address and global port.
R2 (config)# ip nat inside source static tcp 192.168.10.254 80

209.165.200.225 8080

Identifies interface serial 0/0/0 as an inside NAT interface.
R2 (config)# interface Serial0/0/0
R2 (config-if)+# ip nat inside

Identifies interface serial 0/1/0 as the outside NAT interface.
RZ (config)# interface Serial0/1/0
R2 (config-if)# ip nat outside




Problematické okruhy okolo NAT
ey Nevyhody:
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I spracovanim

Cisco 10S NAT does support the following traffic types although they carry IP

a:d::r:‘s:es in the application data stream: [ ] ProceSS| ng Delay

. NOBI0S over TOPIP, catagram, namme, and session servicss = ZvySené poziadavky na HW

= Progressive Networks' RealAudio , o . ., . .
e Ceete s * Problem so sluzbami pracujucimi
= H.323/NetMeeting, versions 12.0{1)12.0{1)T and later S I P ad resa m I n a VIaC VrStVéCh

» VDOLive, version 11.3{4)11.3(4)T and later
= Wxtreme, versions 11.3(4)11.3{4)T and later

= |P multicast, version 12.0(1)T, the source address translation only | S kom pl | kova n é tu n e I Ova n |e

Cisco I0S NAT does not support the following traffic types:
* Routing table updates

« DMS zone transfers

« BOOTP

= talk, ntalk

= Simple Network Management Protocol (SNMP)




NAT a IPv6 RFC 4193 Block | Prefix/L Global ID (random) A Subnet ID | Number of addresses in subnet
48 bits 16 bits 64 bits

N AT p e I PV6 f400::/8 fd XXXXXKXXXX YYYY 18 446 744 073 709 551 616

IPv6 ULA
= |Pv6 tiez pouziva NAT, ale v uplne inom kontexte
= |Pv6 nepouziva privatne adresy tak, ako ich pozname z IPv4
= V IPv6 sa NAT pouziva na transparentny prechod medzi IPv4 a IPv6.
= Jedna z IPv4 => IPv6 prechodovych technik
= NAT64 nie je povazované za trvalo nasaditelnu techniku
= UrCeny iba na nasadenie pre dobu prechodu na pinu IPv6.

Vyhradne IPv6 Vyhradne IPv4
siet siet
NAT64 Router
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Obsahom bola kapitola 9 (NAT) z kurzu CCNA 2 RSE.
Otestujte sa cvichym testom na Netacade z RSE 09.
Vyjadrite svoj nazor na tohto tyzdna (alebo cvicenie).

= Vytvorené v ramci projektu KEGA 026TUKE-4/2021.


https://docs.google.com/forms/d/e/1FAIpQLSfLHoSmBbSyUnvRxYD4cadY1sp3T5yyRUAS0Q5ovpk-p_oHDw/viewform

