P

UNIVERSITY OF ZILINA

sV Or AN Koncepia bezpecnosti na prepinanych
and Informatics " y
sietach LAN

CCNA2 (v7)
SRWE_10: LAN Security Concepts
SRWE_11 Switch Security Configuration "cl.'s'élc;'

Networking
Academy



Obsah prednasky

= LAN Security Concepts = Switch Security Configuration
= Endpoint Security = Ako to spravit :-) pre
= Riadenie pristupu (Access Control) = Port Security
= VLAN Attacks

= Bezpednostné hrozby na Layer 2 / Utoky a

ochrana na LAN = DHCP Attacks
= Utoky na MAC Address Table, DHCP , ARP, = ARP Attacks
STP, = STP Attacks

= Viac v CCNA Security / CCNP Switch



Bezpecnost’ sieti




Terminy a pojmy

= Zranitelnost’ (Vulnerability) = \ektor sietového Uutoku

" Slabinavsieti = Cesta alebo iny spdsob, ako sa
= Nezabezpeceny protokol, program. chyby,

slabé zasady atd’ utoCnik snazi ziskat pristup
= Moze byt objavena a zneuzita 0 Hrozby
utocnikom .
= Ohrozenie/hrozba (Threat) " VonkajSie hrozby
= Potencial zranitelnosti = Vnutorne hrozby
= Malvér, zneuzitie, ... = Nabera na obratkach

» Riziko (Risk)
= Potencial hrozby ako vysledku
zneuzitia zranitelnosti < )
= Pravdepodobnost vyskytu - Q ;
= Potlacanie/zmiernovanie -
(Mitigation)

= Opatrenia zamerané na znizenie
zavaznosti zranitelnosti

Internal Threat




Siet'ova bezpecnost’

= Zabezpecenie siete
= Protokoly
Technoldgie
= Zariadenia
= Nastroje
a techniky
= Sietové utoky
= Virusy, Cervy a trojske kone, DoS /
DDoS

= Zabezpecenie siete => je
neoddelitelnou sucastou
pocitacovych sieti

= Teraz sa rychlo vyvija

= => Sjete su cielom utokov
= Bud o krok vpred pred hackermi”

» Zabezpecenie sietovej
komunikacie
= ClAtriada

= Confidentiality (dévernost)
= Sifrovanie
= Integrity (Integrita)
= Hashovanie
= Authenticity (Autenticita)
= Zdielfané kluCe (PreShareKey - PSK)
= Vratane hashing s kfuCom
= PKI a certifikaty



Who is Hacking Our Networks?

Hacker & evolucia hacker-ov

= Hacker
= Teraz (zijeme v zjednoduSenom svete)

= Daldie moderné pomenovanie :

= Spravidla ide o kybernetického Utognika cez siet = Script Kiddies (blue one)

= Vyuziva zranitefné miesta
Predtym alebo lepSia definicia

= Kvalifikovany pocitaCovy expert, ktory vyuzZiva
svoje technické znalosti na prekonanie problému

2 Typy hackerov

White Hat (the good one)
= Zruénosti v mene dobra

= Ethical hackers, pentesters, skill testers,
vulnerability researchers ©, admins

Black Hat (the bad one)
= Neeticky hacking

= Hackuje pre osobny zisk alebo inych zlych
dévodov

= Slovensky: Lotor, oplan, niktos, galgan, _
paskuda., pluha, gauner....viac slov. L. Stura)

Gray Hat (the ... last one)
= Robte neetické veci, ale nie pre zisk
Green, Red, Blue Hat

= Tinedzery or pouzivatelia s menSimi
vedomostami

= Pouzivaju predripravené skripy Ci nastroje
(Kali?)

Vulnerability Brokers (grey)

= QObjav a nahlas

Hacktivists (grey)
= Vyjadrenie prostestu(anonymous)

Cyber Criminals (black)
= QOperate in underground economy (Lone
volwes)

= buy, sell, and trade attack toolkits, zero day exploit
code, botnet services, banking Trojans, keyloggers,
private information, intellectual property, and much
more.

Statom sponzorovany hacker (? ? ?7?)
= Najnovsi typ, velmi pokroCily

= UtocCnici financovani vliadou (stuxnet)
= Nie su oficialne priznany



Hacker Tools
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High /
Medium Bcx S /
p. Evolution P
Sophistication of Technical Knowledge Sophistication of Technical Knowledge
Attacker Tools Needed Attacker Tools Needed
/’-_ﬂ'\l
| ’;'I
| I | | | | .
1985 1990 1995 2000 2005 2010 2015 1985 1990 1995 2000 2005 2010 2015

= Simpler, self made = Quantum of prepared tools

= Some of them very sophisticated
and highly automated




Hacking operating systems /

Kall, BlackBox, Parrot Security, BlackArch, Fedora security, Network
security toolkit ...

eGariens
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Hacker Tools

Kategorie utokov Ci nastrojov

= Penetration testing tools and toolkits:

Password crackers
= Also called password recovery tool ©

= Ripper, Ophcrack, LOphtCrack, THC Hydra,
Rainbow Crack, Meduse

Wireless hacking
= Kismet, Airckrack-ng, KisMAC, Firesheep

Network scanning and hacking

= Network probing

= Nmap, SuperScan, Angry IP Scanner, hping3
Packet crafting

= Firewall test tools, packet generators

= Hping, scapy, Socat, Netcat, Nemesis ...
Packet sniffers

= Capture and analyze

= Wireshark, tcpdump, Ettercap, Paros, Dsniff,
Fiddler, EtherApe. SSLstrip ...

Rootkit detectors
= Directory and file integrity checkers
= AIDE, NetFilter ...

Fuzzers to search vulnerabilities

= Fuzzing = assurance technique used to _
discover coding errors and security loopholes in
software, operating systems or networks

= Fuzzer, Social Engineering Toolkit (SET),
Skipfish, Wapitti, W3af, wfuzz ...

Forensic

= computer investigation and analysis techniques
in the interests of determining potential legal
evidence.

= Kit, Helix, Maltego, Encase

Debuggers
= Reverse engineering
= GDB, WinDog, IDA, Imunity Debugger

Encryption
Vulnerability exploitation
= Metasploit, Netsparker, Sglmap, Core Impact

Vulnerability Scanners
= Network and system identity scans
= OpenVAS, Nessus, Nipper, Secuma PSI

... many of them *nix based



Hrozby a zabezpecenie pre koncoveé

zarladenia




Securing Endpoints

Securing LAN Elements

= People under a network
attack usually imagine
attacks from outside external < -
networks
= DoS/DDoS
= Breach of organization’s servers
= Web, data, mail ...
= Focus of perimeter security
= Hardened ISR, ASA, IPS, AAA ’
= However, there is a need to

protect against attacks from
the inside too

= Securing the LAN

= Two internal LAN elements
need to be secured

F
# Perimeter

= Endpoints
= Network infrastructure




Hrozby pre koncové zariadenia (system attacks)

= Malware

= Wiki: “Malware or Malicious software is any software intentionally designed to
cause damage to a computer, server, client, or computer network”

= Nejakeé kategorizovanie
= Virusy, Trojské kone, Cervy, Rootkity, Backdoory, Ransomware, Spyware, Adware ...
= Denial of Service / Distribuovany DoS

= QOdopretie sluzby, napr. DDoS

= koordinovany utok z viacerych zariadeni nazyvanych zombie s umyslom degradovat
alebo zastavit' pristup na siet' Ci k zdrojom

= Ping of death, Smurf attack (zosilnovanie), TCP SYN Flood ...
= Odpocuvanie
= Ziskanie pristupu




Ochrana koncovych systémov

VPN-Enabled
Router

NGFW

= Notebooky, stoloveé pocitaCe, servery a IP telefony ...

= Utoky cez siet a jej sluzby => najéastejsie cez Malware 8 i
= Ochrana => nie je jednoduchy proces S 5s1m
= OchananaKS = Ochrana na sieti

= Antivirus/antimalware « Perimeter
= MS Defender, Eset, McAffee, Norton erimete
Security ... = NextGen Firewall

- Pergonqlny firewall _ = |Intrusion Prevention System + URL filtering +
= Win, Tiny personal FW, Kerio.... AM + AV + dalsie techniky
= Host-based intrusion prevention

systems (HIPSs) = Ochana sluzieb

= PouZivanie gifrovania = Mail: email security appliance (ESA)
= Pristup => VPN = Web: web security appliance (WSA)
= Komunikacia (L3/L4 VPN, Sifrované = Riadenie pristupu do siete

verzie proto)

_ = Network Admission Control (NAC
= Data => sifrovanie HDD (BitLocker ..) (

= Cisco Identity Services Engine

= Na prepinacoch



Hrozby a zabezpecenie sietovych

zariadeni




Siet'ové zariadenia

= Smerovace, prepinace, AP,
servery, ...

= Zabezpecenie
* Fyzicka bezpecnost’

= Fyzické zabezpecCenie zariadenia

= Zahffa veci ako zabezpecena
miestnost’

= Autorizovany pristup, ochrana pred
elektrostatickym alebo magnetickym
rusenim, ...

= Hlasenie a potlacenie poziaru, teplota,
vihkost, prasnost...

= Ochrana pred vypadkom
= UPS, zalozny generator nafty

= Zabezpecenie operacného
systéemu
= Patchovanie
= Pouzivaj najnovsie OS
= Zalohovanie
= Uschovanie kopie IOS a konfiguracii
= Device hardening
* Riadenie pristupu cez AAA
= Pouzitie zabezpecCenych sietovych
procesov

= Vypnutie vSetkych nepouzivanych
sluzieb



AAA overview

Ucel AAA

Urcit kto ma povolené pristupovat’

= Spravcovia, firemni pouzivatelia, vzdialeni pouzivatelia,
navstevnici, skupiny, obchodni partneri ..

Kedy maju dovolené pristupovat’
A €o mozu robit

AAA je subor mechanizmov (ramec) na _
autentifikaciu, autorizaciu a fakturaciu/uctovanie

Autentifikacia:

= Qverit (Kto je to?)

Autorizacia:

= Pridelit prava (Co mézem urobit?)
Ugtovanie (vykaznictvo a audit):

- ;ég;wmy o pouzivani sluzieb (kolko zaplatite, kolko pouzijete a
€0~

Na zariadeniach Cisco sa AAA pouziva na rézne
ucely

Administrativna kontrola pristupu (EXEC)

802.1X na prepinacoch

WPA alebo WPAZ2 Enterprise na pristupovych bodoch WiFi
PPP, IPSec...

OH000- 1234
872919345 D0173255000000003

Detach hece Upper portion with check or money order. Do not staple o fold.

Authentication
Who are you?

Accounting
What did you spend it on?

/
Authorization
How much can you spend?




Autenitifikacia vs. Autorizacia vs Accouting

= Autentifikacia zaistuje, ze zariadenie alebo koncovy pouzivatel je
legitimny

= Vieme kto to je
= Autorizacia umoznuje alebo zakazuje pristup autentifikovanych

pouzivatelov do urCitych oblasti / programov / sluzieb / prikazov v sieti
= Ak viem kto to je, urCim Co a kde mé6ze robit

= Accouting
= Vieme Co sa dialo a kto €o robil,

= Napr. aké prikazy konfiguroval
= Logy, zaznamy




Cisco AAA modes
Local AAA

- Older method

Uses a local database
database is the same one as required for
establishing role-based CLI.
Stores names and passwords

-« Supports authentication and
authorization
- Accounting is very limited

O AAA Router

a |
s gy |
U -\ /.

Remote Client

1. The client establishes a connection with the router.

2. The AAA router prompts the user for a username and password.

3. The router authenticates the username and password using the local database and the user is
authorized to access the network based on information in the local database.

Server-Based AAA

Newer method

Uses a central AAA server
Username and passwords for authentication
Rights and cmds for authorization

Activity logging for accounting
For example Cisco Secure Access Control

System (TACACS) or radius

- Better flexibility
- allows different services to target AAAs to

different databases

e
U AAA Router
} '

Cisco Secure
ACS Server

©

Remote Client

1. The client establishes a connection with the router.

2. The AAA router prompts the user for a username and password.

3. The router authenticates the username and password using a remote AAA server.

4. The user is authorized to access the network based on information on the remote AAA Server.




Moznosti serverovej autentifikacie a autorizacie

PC Switch

=

- Pouzivané skor v enterprise
- Viac zariadeni a adminov, ¢i admin roli
- Moznosti serverovej AAA - sietove

1. Who are you?

< | servery
2.l am John Smith}.’ : 3. Is he John Smith; _ TacaCS+ a Radius
5. OK. connect. I 4. Yes, accept him. - Cisco Secure ACS vs. FreeRadius (MS
< = NPS — Network Policy Server)
- Radius (Remote Authentication Dial-In - TACACS/TACACS+ (Terminal Access Controller
User Service) Access Control System+)
- Otvorené rieSenie, viaceré RFC - Cisco proprietarny
- Pouziva UDP porty - Robustné (heavy) rieSenie
- IANA 1812 (auth) /1813 (account) - Zabezpeduje celé spojenie Sifrovanim
- cisco def. 1645 (auth) / 1646 (account) - Pouziva TCP port 49

- Sifrovana je len Cast spravy s heslom - Separuje autentifikaciu a autorizaciu
- Ponuka robustné account fcie

- Podporuje remote-access rieSenia (dot1x)



Lokalna autentifikacia (uz pozname)

Telnet with shared pass SSH using Local DB

Simplest method - More secure
Must be configured on each device - Encryption, user passwords

Telnet is Vulnerable to Brute-Force Attacks Login recording .
Weakest - Must be configured on each device

No encryption,
No accounting
Shared pass

User Access Verification

User Access Verification Username: Admin

Password: ciscol2

Password: ciscol
Password: cisco Internet % Login invalid
Internet Password: ciscol
Password: ciscol2 Username: Admin
% Bad passwords
% Login invalid

S0/0/0
S0/0/0

IR1 (config) # ip domain-name cisco-academy.com

R1 (config) # erypto key generate rsa general-keys modulus 2048
R1(config) # username Admin algorithm-type scrypt secret StrOng5rPa55w0rd
Rl (config)# line vty 0 4

R1(config-line)# transport input ssh

R1(config-line)# login local

Rl (config)# line vty 0 4
Rl (config-line)# password cisS5cio
R1(config-line)# login




Serverova autentifikacia voci
Serverom

Server-Based AAA Reference
Topology — out of CCNA RS scope

'ACACS+/RA

TACACS+ or RADIUS protocols are used to
communicate between the clients and AAA
security servers.

DIUS

192.168.1.100

192.168.1.101

)

oRADIUS
server

Router (config) # aaa new-model

Router (confiqg)# radius server SERVER-R

Router (config-radius-server)# key RADIUS-pa55w0rd
Router (config-radius-server) # exit

Router (config) # tacacs server SERVER-T

Router (config-radius-server)# single-connection
Router (config-radius-server)# key TACACS-pa55wO0rd

Router (config-radius-server) # exit

Router (config)# line vty 0 15

Router (config-radius-server)# address ipv4 192.168.1.101

Pouter (config-line)# login authentication MY AUTH RAD+TAC

Router (config) # username lastresort password MySecretP@sswOrd

Router (config-radius-server)# address ipv4 192.168.1.100 auth-port 1812 acct-port 1813

Router (config)# aaa authentication login MY AUTH RAD+TAC group radius group tacacs+ local-case

o Secure ACS
blution Engine
ling TACACS+
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Zabezpecenie LAN infrastruktury

= Bezpecnost je pri klasickom
pristupe tlaCena na perimeter siete

= Firewall, edge smerovac

= Defaultne nastavené na zakazanie
komunikacie, ktoru treba povolovat

* Prepinace
= Nastavané def. na povolenie
komunikacie

= Velmi vhodné na utok zvnutra

= Ak kompromitujem vnutro, zvysSok pojde
rychlo

* Implementacia L2 security

Application
Presentation
Session
Transport
Network
Data Link

Physical

ompromised

C

Application Stream

POP3, IMAP, IM,
SSL, SSH

Protocols/Ports

IP Addresses

Initial Compromise

Physical Links




Kategorie L2 utokov v campuse (1)

Attack Method Steps to Mitigation

MAC Layer Attacks

MAC Address
Flooding

VLAN Attacks
VLAN Hopping

Attacks between
Devices on a
Common VLAN

Frames with unique, invalid source MAC
addresses flood the switch, exhausting
content addressable memory (CAM) table
space, disallowing new entries from valid
hosts. Traffic to valid hosts is subsequently
flooded out all ports.

By altering the VLAN ID on packets
encapsulated for trunking, an attacking
device can send or receive packets

on various VLANS, bypassing Layer 3
security measures.

Devices might need protection from

one another, even though they are on

a common VLAN. This is especially

true on service-provider segments that
support devices from multiple customers.

Port security. MAC address
VLAN access maps.

Tighten up trunk configurations
and the negotiation state

of unused ports.

Place unused ports in a
common

VLAN.

Implement private VLANs
(PVLAN).



Kategorie L2 utokov v campuse (2)

Attack Method Steps to Mitigation

Spoofing Attacks

DHCP Starvation An attacking device can exhaust the Use DHCP snooping.
address space available to the DHCP

and D_HCP servers for a period of time or establish

Spoofing itself as a DHCP server in man-in-the-
middle attacks.

MAC Spoofing Attacking device spoofs the MAC Use DHCP snooping, port
address of a valid host currently security.

in the CAM table. The switch then
forwards frames destined for the
valid host to the attacking device.

Address Resolution Attacking device crafts ARP replies Use Dynamic ARP Inspection
intended for valid hosts. The (DAI), DHCP snooping, port

PI‘OtO(_:Ol (ARP) attacking device’s MAC address security.

Spoofing then becomes the destination

address found in the Layer 2 frames
sent by the valid network device.




Kategorie L2 utokov v campuse (3)

STP Attacks

Spanning-tree
Compromises

Switch Device Attacks

Cisco Discovery Protocol
(CDP) Manipulation

Secure Shell Protocol
(SSH) and Telnet Attacks

Attacking device spoofs the root
bridge in the STP topology. If
successful, the network attacker
can see a variety of frames.

Information sent through CDP is
transmitted in clear text and
unauthenticated, allowing it to be
captured and divulge network
topology information.

Telnet packets can be read in
clear

text. SSH is an option but has
security issues in version 1.

Proactively configure the primary
and backup root devices. Enable
root, bpdu guard or filter

Disable CDP on all ports where
it is not intentionally used.

Use SSH version 2.
Use Telnet with vty ACLSs.



Potlacanie L2 utokov

= VLAN attacks

= Vlan hopping, VLAN double tagging
(yersinia)

= Switch device attack

= CDP manipulation, SSH/Telnet pass
attack

STP attacks
= STP manipulation

Address spoofing attacks
= MAC/IP address spoofing

ARP attacks

= ARP spoofing, ARP poisoning

= DHCP attacks

= DHCP starvation, DHCP spoofing

CAM Table / MAC flooding attacks
= Usually CAM overflow (macoff)




Potlacanie L2 utokov — zabezpecenie manazmentu

" Zabezpec hesla = Zabezpeé pristup na vty
= Nepouzivaj enable password

= Pouzi kde sa da enable secret : VZdy zabezpeé Véetky vty lines

= Pouzi Sifrovanie hesiel v daneho zariadenia.
konfiguraku service password- = Filtruj pristup z IP cez ACL
encryption. ) ,
= Pouzi externé AAA = Ak sa da zaved out-of-band
= Pouzivaj system bannery (OOB) VLAN pre manazment
= Informuj a varuj neautorizovanych v i ox . -
pouzivatelov o nasledkoch = Pouzivaj sifrovane verzie
= banner login protoko|ov
= Zabezpec pristup na konzolu - HTTPS. SSH. SSL. SCP
a AUX ’ ’ !
= Bez ohfadu na umiestnenie v " POUZ”:’ neétadardnt] manaiment
serverovni/rack-och VLAN ako vlian 1

= Nastavit ACL prep pristup



Bezpecny vzdialeny pristup k prepinacu
Secure Shell (SSH)

= Umoznuje Sifrovany pristup k
prikazovému riadku na 5 Sessr B ot oryou PuTTY s
vzdialenom zariadeni | mm;!rd Specyhe deiton o ver o et 0

= BeZne sa pouziva v UNIX ol | == *
systemoch m%ﬂﬁﬁ Ln:;: : ng’ -

= Podporuje ho aj Cisco 10S oy I

= KvOli bezpecnosti ho treba alr e T
vzdy uprednostnit pred 1o
Telnetom s

Close window on exit;

= SSH pouziva TCP port 22, e ever 9/ encean
Telnet pouziva TCP port 23 oot Open ) [ Cance




Konfiguracia IP SSH pristupu

Switch (config) #username Meno password Heslo

! Domena musi byt zadefinovana

Switch (config) #ip domain-name pepe.sk

Switch (config) #ip ssh version 2

*TIT 1 0:1:9.780: %SSH-5-ENABLED: SSH 2 has been enabled

Switch (config) #crypto key generate rsa

The name for the keys will be: Switch.pepe.sk

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable... [OK]

Switch (config)#line vty 0 15

Switch (config-line) #itransport input ssh

Switch (config-line) #login local

! Ssh timeout v sec (doba neaktivity)

Switch (config) #ip ssh time-out 15

! Ssh login auth retries

Switch(config) #ip ssh authentication-retries 2




Bezpeény vzdialeny pristup k prepinacu

Overenie SSH

Category: Uerify SSH Status and Settingﬁ

—J- Session Basic options for your PuTTY session

- Termingl Specify the destination you want to connect to
kall::board Host Name for IP address) Part 1721799 1
.. Bell 193.152.33.1| 22

- Features Connection type:
=I- Window Raw Telnet Rlogin @ SSH Seral

S $172.17.99.21

) Load, save or delete a stored session
- Behaviour

.. Translation Saved Sessions

- Selection

- Colours Default Settings
=] Connection

- Prosey

Load
-~ Data Save
Delet - .
;Tc';?: (st 514 show ip ssh

4 SSH S5H /Enabled - weraion 2.0

Close window on exit: Authentication timsocut: 20 secs; Authentication retries: 2

Always Never @ Only on clean ext Minimum expected Diffie Hellman key =size : 1024 bits

JO5 Eeva in 3ECEH format{ssh-rsa, basetd encoded) :
Phout Open ] | Cancel | =sh-r=sa

- ABRRRANzaClvolEARRANARRRE R R gOCdLksVe20lREacEt 2 £ 2 s THEW 3 2 MOME
|- l'.“
JEgf =rEFNL

172.17.99.11 - PuTTY

Login as: admin i+ f+gTWwxt 2 6BWmyE 24 +6EI0  Twllf IVHLOh T SEU0VInERNgVHOME Lg8Ud4qkiLEE T LA

Using keyboard-interactive . ,

authentication. E'3:1,.rrI{:n‘I:LP:-D

Password: elfofbtnEgEKvJz 1BM=22 R 2u/ 71 Jg2 TnEFXvoEMOE300I0L30==

Sl»enable

zi‘:s“"fd‘ 514 show ssh
Connecticon Version Mode Encrypiicn  Hmac State Usernama
(I Z.0 M ae=25&—cbe hmac—-shal Session started admin
] z.0 OUT ase=256-cbhc hmac—-shal Session started admin

%Mo SE5Hv]l server connections running.

sl4#




Telnet vs SSH

IE 68 23 « 43415 (20K Seq-88 Ack-55 Win=4073 iLen-@

‘ Weeshark - Foliow TCP Stream (1cp stream eq U) - Ethemnetd w— O x

P Y A e P T SRR PR D W e
User Access verlification

USerasms: .. ..ciccea'eaua. XTERM. ...... $..%aaddeml Lon

Password: cona

L

15 e pims. 24 servw phen, 2t

Frtre Sormeraaton (145 brtes) v  Dowedsvedstass ASCII v Svess [0
Mo Ot hstveas Mt Sevem ey Close o

‘ Wireshark - Follow TCP Stream (t¢p.stream eq 0) - Ethemnet( - 0 X
55H4-2.9-Cisco-1.25 o
SSH-2.8-PuTTY Release 0.72
eesd.. .=, eD5h
)(...b...>diffle-hell=an-group-exchange-shal ,diffie-hellman-groupls-

shal....ssh-rsa... aesl28-ctr,aes192-ctr, aes256-ctr... 8es5128-ctr,aes5192-
ctr,0es256-ctr. . . 2hmac-sha2-256 ,hmac-sha2-512 , hmac-shal, heac-
shal-96...2hmac-sha2~256,hmac-sha2-512, hmac-shal,hmac-
shal-96....none....NoNE. ..... 019/ 6/0 86 MY 6 005 6 810486 8. ...b..V..

BW. . ..curve25519-sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-
nistp384,ecdh-sha2-nistp521,diffie-hellman-group-exchange-sha2sé,diffie-
hellman-group-exchange-shal,diffie-hellman-grouplds-sha2ss,diffie-hellsan-
groupld-shal,rsa2048-sha256,rsal024-shal ,diffie-hellman-groupl-shal.. .Wssh-
¢d25519,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecdsa-sha2-nistps521,ssh-
rsa,ssh-dss. .. .0e5256-ctr,0e5256-cbe, rijndael -cbeBlysator.liu.se, 205192
ctr,aes5192-chc,0e5128-ctr,0es5128-cbe, chacha2@-polyl 3858openssh. com, 3des-
ctr,3des-cbe,blowfish-ctr, blowfish-cbc,arcfour2Sé,arcfourls. .. .aes256-
ctr,aes256-cbe, rijndael -cbcilysator.liu.se, ae5192-ctr,3¢5192-cbc, 205128 v

10 chene phes. 19 seever pits. 18 s,
Entire conversation (4263 bytes) =

Pcd[

Fiter Out This Stream Print




Zabezpecenie L2 infrastruktury

= Core

= Nie je vhodné implementovat Buikding
bezpecCnostné mechanizmy

= Musi rychlo spracovavat

<— Use switch port
security to control
access to the network.

pakety/ramce
- D i Strl b Uti O n “% ggﬂtﬂﬁ?ﬂon <— Use access lists to
y . . » rovide security.
= Vykonava inter VLAN routing : i
= Vhodné aplikovat packet filtering. " Campus < Do
implgmeng packet
= A C C eS S manipulation here.
= Riadenie pristupu do siete na Sorver |
U rovn I pO rtu Use authentication server, ————>
8Tr5isr;ir|r|1:i§easr]§c:j)r?tgl?r?reats fletuo <— Use host- and
- S e I'VG I' farm ' Management Bﬁ‘vﬁ?ékvﬁsﬁf IPS,

access control lists
and secure password.

Corporate
Server CallManager

= Poskytuje aplikacné sluzby .mem?

= Vhodné aplikovat sietovy -
manazment




Kontrola pristupu do prepinanej siete

Port Security



Riadenie pristupu k prepinanej sieti

= Castym (a nezelanym) javom je
nekontrolované pripajanie zariadeni k
prepinanej sieti
= Nové notebooky, PC, pristupové body, routery, PDA, ...
= Ulohou prepinacov v pristupovej vrstve je aj
ochrana pristupu do siete

= Prepinace Cisco ponukaju niekolko
mechanizmov na riadenie pristupu
K prepinanému portu

* Procesna:
= Nepouzivané porty
= by mali byt shutdown
= orv parking VLAN
= Riadenie pristupu do siete
= Autentifikacia 802.1X

= Network Admission Control (posledny nie je predmetom tohto
kurzu)

= Port Security

e

T ——— i —— —




Zabezpecenie nepouzivanych portov

= Nepouzivané porty
= Vypnut => jednoduche a efektivne
= Oplati sa CMD

Switch (confiqg) # interface range type module/first-number - last-number
Switch (config-if-range)# shutdown

| Disable unused ports using the shutdown command. I

= Umiestni port do black hole or SL¥ show zun /

Building configuration... 172.17.93.1

suspend/parking vlan // -

hostname S1

interface FastEthernet(/4
shutdown

!

interface FastEthernet0/5

shutdown
1

172.17.99.21

interface FastEthernet(/6

description web server

1

interface FastEthernet(0/7 2

shutdown
1




Public/Semi-Public Network Enterprise Edge Enterprise Network

Riadenie pristupu do Suppicant
prepinanej siete — 802.1x

= Definuje port-based mechanizmus |
riadenia pristupu a autentifikacie @
= Ten obmedzuje pripojenie
neopravnenych pracovnych stanic
k sieti LAN
= Autentifikacny server pred spristupnenim akychkolvek sluzieb autentifikuje kazdu
pracovnu stanicu, ktora sa pripojila k portu prepinaca
= Port prepinaCa sa odomkne az po uspesnom prihlaseni (predvoleny stav je
neopravneny).
= Medzitym su povolené iba STP, CDP a EAPOL
= Ak sa pouzivatel neoveri

= Port zostava neopravneny alebo sa méze pohybovat v karanténe alebo hostovskej
sieti VLAN alebo znova vykonat autorizaciu

Authenticator Authentication server

Operates on client Operates on devices
at network edge like

APs and switches

EAP Plug-in
goes in radius
server




802.1X authentication components

= 802.1X Authentication uses several supporting components and protocols:

Supplicant (Client): Software client on PC, responsible for uploading client’
authentication data

Authenticator: The device, to which PC connects and which requires the client
to authenticate correctly (switch, AP)

Authentication Server: Contains user information database. Confirms client
identity (TACACS / Radius server)

Extensible Authentication Protocol (EAP): A generic protocol for transmitting
authentication information, specified in RFC 3748

RADIUS: authentication communication protocol used between a Network
Access Server (or authenticator) and an authentication server
= specified in RFC 2865. RADIUS and EAP cooperation in RFC 3579

802.1X: IEEE standard for Port-Based Authentication using EAP messages over
Ethernet frameworks (EAP over LAN = EAPOL) and RADIUS protocol
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Utoky na CAM/MAC tabulku a ochrana




Budovanie a zobrazenie MAC tabulky

= Prepinace sa dynamicky ucia o vyskyte MAC adries na svojich
rozhraniach

= Polozky sa automaticky nuluju po 300 sekundach
= Zobrazenie MAC (CAM) tabufky

51# show mac address-table dynamic

Mac Address Table




CAM cinnost’ - Hrozba

= Bezny postup ucenia sa L2
prepinaca — Budovanie CAM
= Hrozba

= Velkost CAM tabulky a pocCetnost
poloziek v nej je obmedzena PG

PC1-MACA

PC1-MACA

PPPPP

&

PC1-MACA

3 c PC3—MACC




Utok na CAM — CAM overflow

= Utoénik zasielanim velkého poé&tu
ramcov s roznymi faloSnymi
zdrojovymi MAC adresami spbsobi
zaplnenie CAM
= Macof, yersinia

MAC A Preplnena

= Nové polozky nie je kam pisat’ Y| camtbute
= Utok &asto realizovany pred zadatim '
prace vacsiny
= PrepinacC zacne tieto ramce
zaplavovo sirit

Switch preposiela rdmce na
vietky jeho porty

Port 2
or

Switch

MACA Preplnena

CAM tabulka

PC3 - Utoénik
MACC

Vysielanie velkého
mnoistva ramcov s
podvrhnutymi
zdrojovymi MAC
adresami
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CAM table -
plnenie tabulky
polozkami

Before Macof After Macof

= Ak nastane preplnenie CAM
tabulky
= Prevadzka bez polozky v

CAM je floodovana na vsetky
porty danej VLAN

= Tento utok preplni CAM
tabulky aj ostatnych
prepinacov

All

|_I.

T = e T = N o T = R Sy Sy

il S I R



Ochrana vocCi MAC flooding => Port security

Port 0/2 allows MAC B
Port 0/3 allows MAC C

= Funkcia Port Security umoznuje na
porte
= Obmedzit poCet zariadeni, ktoré mézu g

byt pripojené k jednému rozhraniu
prepinaca

= Definovanim maxima MAC adries
vyskytujucich sa na porte
= Definovat zoznam bezpecnych MAC

adries stanic, ktore smu byt pripojenée k
danému rozhraniu prepinaca

= Uviest kto je bezpecCny
= Alebo nechat rozhodnut prepinac

= Definovat, Co sa stane, ak dojde k
poruseniu niektorého z tychto
bezpecénostnych pravidiel ek

= Tzv. violation

Port 0/1 allows MAC A |

Security Violation Modes

- Stanlca, ktor%_l MAC nle Je’ V Z0Zname Forwards Traffic Increases Violation Shuts Down Port
bude ,nejako” obmedzena Message Gounter _
No No No

Protect No

Restrict MNo Yes Yes No
Shutdown Mo Yes Yes Yes




Port Security

Ktoré MAC adresy su bezpecneée?

= Bezpecné adresy mOzu byt troch druhov:

= Static secure MAC:

= manualne nakonfigurovana adresa

= Nachadza sa v konfiguracii aj v CAM tabulke

= Po restarte prepinaCa sa opatovne nacita z ulozenej konfiguracie
= Dynamic secure MAC (dynamic learning):

= dynamicky ziskana adresa z CAM

= Nachadza sa len v CAM tabufke

= Po odpojeni portu alebo restarte prepinaca sa straca
= Sticky secure MAC (sticky learning):

= hybrid medzi statickou a dynamickou adresou

= Ziskava sa dynamicky, no prepinaC automaticky vygeneruje zaznam
do beziacej konfiguracie

= Nachadza sa v konfiguracii aj v CAM tabulke
= Po restarte prepinaCa sa opatovne nacCita z ulozenej konfiguracie

= Default je Dynamic




Port Security

Kolko MAC adries moze byt bezpecnych?

= Na porte mozné definovat maximalny pocCet bezpeCnych adries
= Statické adresy sa zapocitavaju do pocCtu bezpecCnych adries

= PrepinaC automaticky prida kazdu novu neznamu MAC adresu do zoznamu
bezpecnych adries ako dynamicku, resp. sticky

= Ak by sa vsak pridanim novej adresy prekrocCil maximalny pocCet bezpecCnych
adries, nastava tzv. porusenie bezpecnosti (security violation)

= Default je JEDNA



Port Security

Co robit’ pri prekroéeni poétu?

= Reakcia na porusenie => Violation Modes

= Na bezpecCnostné porusenie mozno zareagovat trojakym sposobom
= Protect: ramec s nepovolenou MAC adresou sa zahodi

= Restrict: ramec s nepovolenou MAC adresou sa zahodi a zaroven sa incident
zaznamena (hlaska na konzolu, syslog, SNMP trap...)

= Shutdown: port sa pri prijati ramca s nepovolenou MAC adresou automaticky
uvedie do stavu err-disabled

= Default je SHUTDOWN

| Security Violation Modes

Violation Mode Forwards Traffic sends Syslog Increases Violation =huts Down Port
Message Counter
Protect No Mo No Mo

Restrict Mo Yes Yes No
Shutdown No Yes Yes Yes




Port Security

Konfiguracia

= Port Security sa konfiguruje individualne na prepinanych portoch
= QOdporucany postup:
= Port nastavit do rezimu ,access” alebo ,trunk®
= Nevyhnutné — Port Security nie je podporovana na dynamickych portoch
= Nastavit maximalny povoleny pocet MAC adries
= Nepovinne, predvoleny pocCet je 1
= Definovat statické bezpeCné adresy, pripadne sticky learning
= Nepovinne, default je dynamic learning
= Urcit reakciu pri poruseni bezpecnosti
= Nepovinneg, predvolena reakcia je shutdown
= UrCit spbsob expiracie bezpecnych adries

= Nepovinne. Bez dodatoCného nastavenia statické a sticky adresy neexpiruju vobec,
dynamické expiruju az pri odpojeni portu

= Aktivovat port security
= Nevyhnutné a Casto prehliadnuteé!




Port Security

Konfiguracia a overenie

! Konfiguracia

Sw(config)# interface fal/2

! Port nesmie byt DTP dynamic, musi byt access alebo trunk
Sw(config-if)# switchport mode access

Sw(config-if)# switchport port-security maximum 5

Sw(config-if)# switchport port-security mac-address 001c.2320.3a28
Sw(config-if)# switchport port-security wviolation restrict
Sw(config-if)# switchport port-security aging time 10 type absolute
Sw(config-if)# switchport port-security

! Verify

Sw# show port-security

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)

Total Addresses in System (excluding one mac per port) : 2
Max Addresses limit in System (excluding one mac per port) : 8192




Port Security

....overenie ....

Sw# show port-security int

erface fa0/2

Port Security Enabled
Port Status Secure-up
Violation Mode Restrict
Aging Time : 10 mins
Aging Type : Absolute
SecureStatic Address Aging Disabled
Maximum MAC Addresses 5

Total MAC Addresses 3
Configured MAC Addresses 1

Sticky MAC Addresses 0

Last Source Address:Vlan
Security Violation Count

00e0.4c3b.b787:1
0

Swi show port-security add

ress

Remaining Age
(mins)

Secure Mac Address Table
Vlan Mac Address Type Ports
1 0011.2233.4455 SecureConfigured Fa0/2
1 00e0.4c3b.b787 SecureDynamic Fa0/2
1 0200.0000.0001 SecureDynamic Fa0/2

Total Addresses in System (excluding one mac per port)
Max Addresses limit in System (excluding one mac per port)

2
8192




Port Security

Port Security Aging

= Nastavuje Cas
trvania zaznamu pre Switeh (config-if)

StatiCké a dynamiCké switchport port-security aging {statiec | time time| type [{abseclute | inactiwvity])

zabezpecCene adresy

na porte
Parameter Description
= Absolute
static - Enable aging for statically configured secure addresses on this port.
- Zabezpecena ad resa time time - Specify the aging time for this port.
2 =  The range is 0 to 1440 minutes.
Sa OdStr:avm pO . If the time is 0, aging is disabled for this port.
Uplyn uti casovaca type absolute - Set the absolute aging time. All the secure addresses on this port age
Starn Ut| a out exactly after the time (in minutes) specified and are removed from
the secure address list.
n |n aCtiV | ty type inactivity - Set t!’ne inactfuity aging prT' The secure addresses on this port age out
only if there is no data traffic from the secure source address for the
m Zabezpeéené ad resa specified time period.

sa odstrani po Case
necinnosti




Port Security

a narusenie nastane
= Port je vtedy v skutoCnosti shutdown-uty

= Aktivacia portu
" shutdown + no shutdown

Porty v stave ,,Error Disabled*

= Prepinac tuto zmenu oznami cez konzolové spravy

= Error Disabled => ked je na porte nastavena akcia pri naruseni na shutdown

51# show interface fa0/18 status

Port Name Status Vlian Duplex Speed Tvpe
Fa0/18 err-disabled 1 auto auto 10/100Bas=eT¥

S1# show port-security interface fastethernet 0/18

Sep 20 06:44:54.96q: %PM-4-ERE DISABLE: psecure-violation [

error detected on Fal/l18, putting Fal/18 in err-disable state
Sep 20 06:44:54,966: %PORT SECURITY-Z2-PSECURE VIOLATION:
Security wviolation cccurred, caused by MAC address

000c.292b.4c75 on port FastEthernet(/18.

Sep 20 06:44:55.973: $LINEPROTO-5-PPDOWN: Line protocol on
AEETEREE RS
FastEthernet(/18, changed state toc down
Sep 20 Ue:44:56.9/71: SLINK-3-UPDOWN: Interface
FastEthernet(/18, changed state to down

Port Security : Enabled

Fort Status : Secure-shutdown ]
Viclation Mode : Shutdown

Aging Time : 0 mins

Aging Type : Absclute
SecureStatic Rddress Aging : Disabled
Maximum MAC Addresses : 1

Total MAC Addresses : 0

Configured MAC Addresses : 0

Sticky MAC Addresses : 0

Last Source Address:Vlan : 000c.292b.4c75:1

Security Viclation Count 1




Port Security

Port security s VoIP

= VoIP telefony mo6zu
pouzivat 2 az 3 MAC
adresy
= Podla HW
= Ak pouzivaju CDP tak tri
= Ak nepouzivaju CDP tak dve
= Zvaz akciu pri poruseni na

= \VVhodné Restrict Sw(config)# interface fa0/2
. Sw(config-if)# switchport port-security
- AkceptOvatelne shutdown Sw(config-if)# switchport port-security maximum 3
(podra politik) Sw(config-if)#
ial " 1 " 1 1 ! Umozni VoIP aj v podmienkach utoku
" C|e|0m nie Je rladlt prIStup Sw(config-if)# switchport port-security violation restrict

ale ochranit sluzbu a | | | .
'nastav aging poloziek na 2 minuty neaktivity

preplnaC Sw(config-if)# switchport port-security aging time 2
Sw(config-if)# switchport port-security aging type
inactivity







VLAN Hopping

= Existuje niekolko druhov utokov, ktoré sa snazia sposobit, aby ramec zo
stanice v istej VLAN ,pretiekol” do inej VLAN

= Nie vzdy sa oCakava navrat (t.J. musi existovat cesta nazad)

= To vSak nie je nutne problém — napr. pri TCP SYN Flood Attack
= Dva najbeznejsie vektory utoku:

= Utok na DTP (Switch Trunk Spoofing)

= FaloSny prepinacC alebo zariadenie s vhodnym sw.
= Snaha vytovrit trunk cez DTP -
= Yersinia

. VLAN 10

Utoénik

= Dvojité znackovanie pri 802.1Q (Double tagging)




Utok dvojitym znaékovanim

= Trunk medzi switchmi ma
nativhu VLAN 10

= Utodnik vo VLAN 10 odoSle 5=

Inner Header | Outer Header

ramec, ktory ma dva tagy |to VLAN 20 |to VLAN 10
: VrChny ma VID 10 P | Data Inner Header
= Spodny ma VID 20 O to VLAN 20
= Switch akceptuje tento Attacker on Workstation B

ramec VLAN 10 Native VLAN 10

= Pretoze ramec patri do
VLAN 10, ale ta je na
trunku nativna, switch
odstrani vrchny tag _
Workstation C

= Na dalSi switch dorazi Native VLAN 20
ramec s tagom 20

= NiC netusiaci switch ho
spracovava vo VLAN 20

@

Workstation D
Native VLAN 20




Ochrana

= Utok na DTP

= QOchrana je jednoducha
= Zakaz auto trunking, explicitne nakonfiguruj trunk kde ma byt

= Nepouzivat dynamicky rezim na portoch a deaktivovat DTP

= DTP je deaktivovany na portoch, ktoré su
= Staticky nastavené ako pristupové switchport mode access

Si1{config)# interface range fa®/l1 - 16
S1(config-if-range)# switchport mode access
S1{config-if-range)# exit

S1({config)#

S1{config)# interface range fa®/17 - 20
S1(config-if-range)# switchport mode access
S1{config-if-range)# switchport access vlan 1800
S1(config-if-range)# exit

S1{config)#

S1(config)# interface range fa@/21 - 24
S1{config-if-range)i# switchport mode trunk
S1(config-if-range)# switchport nonegotiate
S1(config-if-range)# switchport trunk native vlan 999

S1{config-if-range)# end
Sl

= Staticky nastavené ako trunkové a DTP je deaktivované prikazom switchport nonegotiate

» Nastavené ako smerované L3 porty prikazom no switchport

= Dvojité znackovanie pri 802.1Q (Double tagging)

= Tento problém vznika vtedy, ak je utoCnik v tej istej VLAN, ktora je zaroven na nejakom

trunku nativna
= Spobsoby ochrany su viaceré

= Na trunkoch pouzivat rovnaku nativnu VLAN, ktora nikdy nebude nikde pouzita ako data

access alebo voice VLAN
" switchport trunk native wvlan vlian number

= Na switchoch vysSich radov existuje v globalnom konfigurachom rezime prikaz vlan
dotlg tag native aktivujuci tagovanie vSetkych VLAN na trunku vratane nativnej

= Nepouzité porty umiestnit do parkovacej VLAN



Utoky na DHCP a ich potlaéanie




DHCP princip cinnosti (DORA mnemo)

V-4
Server Client
< | would like to request an address. DHCPDISCOVER
Broadcast
DHCPOFFER "1 am DHCPsvr1. Here is an address | can offer."
Unicast >
IP address: 192.168.10.15
Subnet mask: 255.255.255.0
Default Gateway: 192.168.10.1
Lease time: 3 days
- | accept the IP address offer. DHCPREQUEST
Broadcast
DHCPACK "Your acceptance is acknowledged.” >
Unicast X
Server Spravy

spravy Kienta



DHCP Spoofing a DHCP starvation

= MOGze vykonat utoCnik fyzicky pritomny v danej LAN,
alebo ziskal pristup z Internetu
na niektory PC v danej LAN

= DHCP starvation (vyhladovanie) Cz*

= Generuje sa velké mnozstvo ziadosti o IP adresy
(posiela sa broadcastom),

= DHCP serveru neostanu volné IP adresy [T';;ga;g;n°;‘g*;;"c§°g;;gs
= Gobbler, yersinia

= DHCP spoofing (podvrhnutie)

= Zapojenie neautorizovaného DHCP servera (rogue DHCP server) do siete
= Utoénik mdéze podvrhnut:

= Nespravny default gateway: Utoénik je Gateway (M-i-M)

= Nespravny DNS server: Utoénik je DNS

= Nespravnu IP adresu: Utocnik urobi s danou IP DoS




Potlacanie DHCP utokov
= DHCP Starvation attack =>

= Port security
= Dhcp snooping limit rate
= Obmedzim poCet DHCP requestov za sekundu

= DHCP spoofing attack => DHCP
Snooplng

Trusted porty: port kde mbzu prist
odpovede na DHCP Ziadosti

= Untrusted porty: ostatné

= Citam DHCP DORA proces => budujem DHCP
Snooping DB
= |PCka + MAC + port + doba zapoziCky

= Povolujem len klient spravy

= Server spravy dropujem

. Trusted port
[ESl DHCP Server
. Untrusted port

Rogue DHCP Server

Sw# show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type
00:E0:4C:41:3C:E9 10.0.0.4 84960 dhcp-snooping
00:E0:4C:3B:B7:87 10.0.0.6 85042 dhcp-snooping

Total number of bindings: 2

VLAN Interface
1 Fa0/11
1 Fa0/1




DHCP Snooping

DHCP Snooping je podpora na prepinacoch Catalyst, ktora sleduje a riadi tok
DHCP sprav

DHCP Snooping rozoznava doveryhodné a nedéveryhodné porty

= Na neddveryhodnych portoch sa nachadzaju stanice, buduje sa DHCP snooping DB

= Na déveryhodnych portoch (alebo za nimi) sa nachadzaju DHCP servery

= Predvoleny typ portu je nedéveryhodny

DHCP Snooping si podfa DHCP komunikacie na nedbveryhodnych portoch vytvara
databazu

= V databaze si switch zaznamenava MAC adresu stanice, pridelenu IP, as vypozicky,
VLAN a port

= Tuto databazu neskor vyuziva DHCP Snooping ako i dalSie ochranné mechanizmy




Konfiguracia DHCP Snooping

! Zapni globalne

Sw(config)# ip dhcp snooping

! Zapni pre vlan 1, 10 a 20, 100 az 110
Sw(config)# ip dhcp snooping vlan 1,10,20,100-110
! Definuj ktore porty su trust

Sw(config)# interface fa0/24

Sw(config-if)# ip dhcp snooping trust
Sw(config-if)# int fa0O/1

! Na untrusted zapnit limit rate

Sw(config-if)# ip dhcp snooping limit rate 10

DHCP Server

! Zapni options 82, volitelne
Sw(config)# ip dhcp snooping information option

Rogue DHCP Server

DHCP Client |
Attacker
»




Overenie DHCP Snooping

Sw# show ip dhcp snooping

Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANSs:
1,10,20,100-110

DHCP snooping is operational on following VLANSs:

i, ,10,20,100-110

DHCP snooping is configured on the following L3 Interfaces:

Insertion of option 82 is
circuit-id default format: vlan-mod-port
remote-id: 00ld.e5be.e380 (MAC)
Option 82 on untrusted port is not allowed
Verification of field is
Verification of giaddr field is enabled
DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted Allow option Rate limit (pps)

FastEthernet0/24 yes yes unlimited
Custom circuit-ids:

Sw# show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:E0:4C:41:3C:E9 10.0.0.4 84960 dhcp-snooping 1 Fa0/11
00:E0:4C:3B:B7:87 10.0.0.6 85042 dhcp-snooping 1 Fa0/1

Total number of bindings: 2




Utoky na ARP + address spoofing aich

potlacanie




Utoky typu ,,Address Spoofing*

= Address spoofing
= Akykolvek utok, pri ktorom sa niekto snazi predstavit ako ina entita
= Spoofing je snaha o to, aby si niekto myslel, ze som kto nie som
= VSeobecne zname (well-known) kategorie utokov
= MAC/ARP spoofing
= |P spoofing
= DHCP spoofing




ARP Spoofing

ARP Spoofing je odosielanie nevyziadanych (gratuitous) ARP sprav, v
ktorych mapujeme zvolenu IP na inu nez skutocnu MAC adresu

= Denial of Service: mapovanim I[P na neexistujucu MAC
= Man-In-The-Middle: mapovanim cudzej IP na moju MAC
= Nastroje: Cain&Abel (win), ettercap -G

1. ARP Request 2. Legitimate ARP Request
? MAC for 10.1.1.1 10.1.1.1=C.C.C.C

IP 10.1.1.2 : > < IP10.1.1.1
MAC A.A.A.A g\‘ MAC C.C.C.C

A ) .
ARP Table in A / Subsequent gratuitous ARP replies
16.1.9.1 = MAC B B BB overwrite legitimate replies.

A|IP =10.1.1.1 bound to B.B.B.B

IP = 10.1.1.2 bound to BE.B.B.B

'P 10.1.1;3 H
B ARP Table in B
MAC B.B.B.B u 10.1.1.1 = MAC C.C.C.C

10.1.1.2 = MAC A.A.A.A

—

Attacker




Ochrana proti ARP Spoofing => Dynamic ARP Inspection

= Dynamic ARP Inspection (DAI)
= Address Resolution Protocol (request)

= Pouziva databazu z DHCP Snoopingu | Hardware type: Ethernet (1)
Protocol type: IP (0x0800)

= Kazda ARP Spréva Obsahuje 0. 1. polia Hardware size: 6

Protocol size: 4

Opcode: request (1)
- Sender MAC a Sender IP Sender MAC address: IntelCor_b0:06:bc (9c:4e:36:b0:06:bc)
Sender IP address: 192.168.1.102 (192.168.1.102)
= Target MAC a Target IP Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
. DAI Target IP address: 192.168.1.101 (192.168.1.101)

= Kontroluje, Ci si tieto udaje v ARP spravach podla databazy z DHCP Snoopingu
navzajom zodpovedaju
= MAC adresa v ARP request a ARP reply sa musia zhodovat s DHCP Snooping polozkou

= Dropne invalid a gratuitous ARP odpovede na untrusted portoch
= Zhodi port pri prekroCeni limitu

= DAl méze dodatoCne kontrolovat aj spravnost dalsich udajov
= Napr. zdrojovu MAC adresa ramca




Konfiguracia Dynamic ARP Inspection

VLAN 10

= DAI tiez klasifikuje porty ako
= Trusted

= Untrusted
= default typ

= prepinac kontroluje obsah prichadzajucich sprav
ARP vodi databaze DHCP Snooping

= Ak su ARP spravy nevhodné
= Dropne

= DAI musi mat funkény DHCP Snooping

Sw(config)# ip dhcp snooping

=' Attacker
Sw(config)# ip dhcp snooping vlan 10 i
Sw(config)# ip arp inspection wvlan 10
Sw(config)# int gigabitEthernt 1/1
Sw(config-if)# ip dhcp snooping trust
Sw(config-if)# ip arp inspection trust — /

! Ak je utok

Mar 1 01:06:49.880: %SW DAI-4-DHCP SNOOPING DENY: 1 Invalid ARPs (Res) on Fa0/23, vlan
10.([0800.27e2.2182/172. 16.10. 1/0000 0000. 0000/172 16.10.2/01:06:49 UTC Mon Mar 1 1993])
*Mar 1 01:06:51.893: %SW_DAI-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Res) on Fa0/23, vlan
10.([0800.27e2.2182/172.16.10.1/0000.0000.0000/172.16.10.2/01:06:51 UTC Mon Mar 1 1993])




Dynamic ARP Inspection

= Dodatocnou moznostou DAI je validacia ARP sprav

Sw(config)# ip arp inspection validate { [src-mac] [dst-mac] [ip [allow-zeros] ] }

= Moznosti:

= src-mac: Zdrojova MAC ramca sa musi zhodovat so Sender MAC v tele ARP
spravy. Kontroluju sa queries aj replies

= dst-mac: Cielova MAC ramca sa musi zhodovat' s cielovou MAC v tele ARP
spravy. Kontroluju sa iba replies

= Ip: IP adresy v tele ARP spravy musia byt
iné ako 0.0.0.0, 255.255.255.255 a p  Validate 17 addresses
nesma byta mU|tICaStOVé src-mac Validate source MAC address
Kontroluju sa queries aj replies, ciefova IP
adresa sa kontroluje iba v replies

= allow-zeros: Pri kontrole ,ip"“ sa povoluje, aby
zdrojova IP mohla byt 0.0.0.0

J# 1p arp inspection wvalidate src-mac
j# 1p arp inspection wvalidate dst-mac

\# 1p arp inspection walidate ip

\# do show run | include walidate

spection validate 1p
J# 1p arp inspection validate src-mac dst-mac ip
# do show run | include validate

spection validate src-mac dst-mac ip

T O H T K K B B




IP Spoofing => IP Source Guard (IPSG)

Ukradnutie a pouzivanie platnej IP adresy inej stanice
= Pouziva sa napr. na Ping smrti, nedosiahnutel'na burka ICMP, povoden SYN
Zdroj mnohych existujucich utokov DoS a DDoS
= Podvrhnem zdrojovu adresu obete, kde sa budu vracat odpovede
Ochranou proti IP Spoofingu na pristupovej vrstve
= =>|P Source Guard (IPSG)

= |P adresu stanici prideli DHCP server

= DHCP Snooping zaznaCi MAC adresu stanice a pridelenu IP do snoop databazy

= DHCP Snooping méze opat vyrazne pomoct

= |P Source Guard skontroluje, €i IP adresa odosielatela na porte (pripadne dokonca MAC adresa
odosielatela) zodpoveda zaznamu v databaze

= Podobne ako DAI, ale kontroluje kazdy paket a nielen ARP
= Prepusti len pakety s validnou IP zdrojovou adresou

Na L3

= Extended ACL

= Ktoré v podmienke na pozicii zdroja nepouzivaju Any

= Filtruju invalid zdroj: Bcast nad multicast, privatne adresy
= Unicast Reverse Path Forwarding




Utoky na STP a ich potlaéania




Utoky na STP

= Snaha modifikovat STP
strom

= => gvplyvnenie priepustnosti
= Spoofing Root bridge-a

= MITM, DosS, ...
= Snaha generovat zmeny

= => flush MAC tabuliek a narast
komunikacie-zahltenie

= Nastroj: yersinia

Root Bridge




Potlacanie STP utokov

= VIac mechanizmov

= PortFast

= ,0bzivne" rozhranie okamzite zo stavu
blokocking do forwarding

= Odporuca sa pouzivat na portoch k PC
= BPDU Guard

= QOchrana pred prijatim akychkolvek BPDU
ramcov

= Ak porusenie => zhodi rozhranie do err-
disabled
= Root Guard

= Zabranuje aby sa z nevhodného
prepinaca stal novy root bridge
= |.e. ochranuje umiestnenie su€asného RB

= Port umiestni do root-inconsistent state

= BPDU Filter

= Zabranuje odosielanie BPDU sprav von
cez dany port

Primary LS .
Root Bridge [yiiieg

Secondary
Root Bridge




Konfiguracia a overenie Port Fast

! GLOBALNE Spusti PortFast automaticky na vsSetkych

! access portoch
Pravy (config) # spanning-tree portfast default

A
Y
Do not configure

PortFast on inter-
switch links.

Na porte
Konfiguracia Cisco PortFast na portoch fa 0/1 - 10

!
!
! prikazmi priamo na access rozhraniach (neplati pre
! trunky)

Pravy (config)# int range fa 0/1 - 10

Pravy (config-if)# spanning-tree portfast

! ZruSenie Cisco PortFast na portoch fa 0/1 - 10, ak
! Je aktivované na globalnej turovni

Pravy (config)# int range fa 0/1 - 10

Pravy (config-if)# spanning-tree portfast disable

Server Workstation

! Overenie stavu portu z pohladu PortFast | Confi I
. ) onfigure PortFast

ALS1# sh spanning-tree interface fa 0/1 portfast

VLANO10O enabled

* Overenie

°* show running-config | begin span

° show spanning-tree summary

* show running-config interface TYPE/NUMBER

* show spanning-tree interface TYPE/NUMBER detail




Root Bridge

Konfiguracia BDPU Guard

@

BPDU
STP BPDU Guard
Attacker Enabled

%SPANTREE-2-BLOCK_BPDUGUARD: Received BPDU on port FO/1 with BPDU Guard enabled. Disabling port.
%PM-4-ERR_DISABLE: bpduguard error detected on Et0/0, putting FO/1 in err-disable state

! Globalne
Switch (config)# spanning-tree portfast bpduguard default

! Per port

Switch(config)# int fa0/23

Switch (config-if)# spanning-tree bpduguard enable

! Po prijme BPDU

*Mar 1 00:19:00.213: $SPANTREE-2-BLOCK BPDUGUARD: Received BPDU on port Fa0/23 with BPDU Guard enabled.
Disabling port.

*Mar 1 00:19:00.213: %PM-4-ERR DISABLE: bpduguard error detected on Fa0/23, putting Fa0/23 in err-disable
state

*Mar 1 00:19:01.219: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/23, changed state to
down

Switch# sh int status err-disabled

Port Name Status Reason Err-disabled Vlans
Fa0/23 err-disabled bpduguard




Iné utoky




Utoky na Neighbor Discovery Protocols (NDP)

Cisco Discovery Protocol (CDP)

= Cisco proprietarny

Link Layer Discovery Protocol (LLDP)
= |EEE standard

Protokoly komunikuju
= NeSifrovane, bez autentifikacie

Utoky

= Sniffing
= Ziskam info poCuvanim
= Zahltenie
= Typicky flooding hlupostami
= => zahltenie pamate

Ochrana: vypni
= Celkovo (neodporuca sa — Volp): no cdp run / no lldp run
= na portoch kde je bezny pouzivatel: no cdp enable / no lldp transmit || receive

show cdp
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