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Prednasky Kapitoly na Netacad-e CviCenia .t 1ioode) test (Netacad)
SRWE_14 Routing Concepts Opakovanic
1.|Principy smerovania, statické smerovanie SRWE_ 15 IP Static Routing P|F:<Su

SRWE_16 Troubleshoot Static and Default Routes

Uvod do dynamického smerovania

SRWE 14-16:
Routing Concepts

2. (protokoly RIPv2, RIPng) (nie je aktualne pokryty v Netacad curricule v7.0) Static routing TO1_static anc Confuraton
‘ . . . - SRWE _1 Basic Device Configuration
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ENSA 11 Network Design

Virtualne LAN siete, smerovanie medzi nimi

SRWE_3 VLANs

SRWE 1-4:
VLANSs, and

*la ich $kalovanie SRWE_4 Inter-VLAN Routing Port security | T03_prepinac | mervta Routng
5. Rle§enle redundancie a sluciek v prepinane SRWE_5 STP Concepts VLANs T04_VLANs |Modul quiz
sieti (STP) -
Redundancia default brany. Agregacia SRWE_6 EtherChannel :
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portov. SRWE_9 FHRP Concepts STP T05_STP | Modul quizes
Sietova bezpecnost, ENSA_03 Network Security Concepts Etherchannel, |T06_EthCh+ [srwE5s:
7. ACL kontrolu prist ENSA_04 ACL Concepts HSRP FHRP Redundant Networks
Z0zhamy nha Kontrolu pristupu ENSA 05 ACLs for IPv4 Configuration
Dynamické pridefovanie adries (DHCPv4 a |SRWE_7 DHCPv4 .
*|DHCPV6) SRWE_8 SLAAC and DHCPV6 ACL TO7_ACL | Modul quizes
SRWE 7-9:
9. [Preklad adries (NAT pre IPv4) ENSA_06 NAT for IPv4 DHCPv4, v6 T08_DHCP Aulabloand
ellable Networks
é Bezpecénost v LAN SRWE_10 LAN Security Concepis NAT TO9 NAT Modul quizes

SRWE_11 Switch Security Configuration

Bezdrotova LAN

SRWE_12 WLAN Concepts
SRWE_13 WLAN Configuration

Utoky na DHCP

T10_security

Modul quizes
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Praktické ukazky nasadenia technologii

Informacie ku skuske, praktické ukazky, informacie k
nadvazujucim predmetom

WLAN

T11_WLAN

SRWE 10-13: L2
Security and WLANs

CCNA2 ver. 7.0 (celé v PS1)
SRWE=Switching, Routing, and Wireless Essentials

CCNA3 ver. 7.0 (prevaZne v PS2, iba vybrané kapitoly v PS1)
ENSA=Enterprise Networking, Security, and Automation
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Aky je plan tento tyzden
Prednaska 12: Opakovanie a praktickée ukazky implementacie
technolagii a protokolov vyucovanych v PS1 v sieti KIS a FRI

Tento tyzden sa neprebera ziadna nova téma, poskytnu sa informacie: : . . . s g .
Y P posy = Nahlaste si tu, ktoré testy chcete opravovat' v 13. tyzdni:

= ku skuske

= k technolégiam a protokolom vyucovanym v PS1 a ako su implement:

= k nadvazujucim sietovym predmetom (aj inziniersky odbor ASI - aplik

= Slajdy z prednasky DOTAZNIK

<.

<

v Zaujem o opravu testov 2022/23

Cviéenie 12: WLAN Tu si nahlaste, ktoré testy, max. 3, chcete opravit’ (najneskér do 11.1

= Tento tyzden sa cviéi téma WLAN a pise sa posledny priebezny test z prednasky 11
= Vyplnit je nutné po cvic¢eni: Netacad> Assignments> Course Feedback (vyplnit do terminu pisania FINAL
exam z domu)
= najdete ho tu: www.Netacad.com > Nazov_vasej_Cisco_triedy > Assignments > Course Feedback
= je to Cisco dotaznik, pre zistovanie vasej spokojnosti s kurzom a instruktormi, na zaklade ktorého sme
hodnoteni ako instruktori, ako aj cela Cisco akadémia. Bez jeho vyplnenia vas nevieme v tomto kurze
uzavriet' a vyziadat' pre Vas certifikat, a nespustime ani FINAL exam test.
» Odovzdéva sa DU (PT aktivita), bonus 1 bod do nedele 23:59 (pribudne na Moodle do stredy 07:00)




AKky je plan buduci tyzden

Cvicenie 13: FINAL exam (povinné), a opravne
testy (nepovinne)

m Tento tyzden sa riesi (pokial sa nedohodnete s vyucujucim inak, ak
napriklad mate sklz, a niektoré cvicenie vam odpadlo a pod.):

1. Netacad> Assignments> FINAL exam (povinné)

m uzavreté otazky na Netacade, v anglictine, cca 50 otazok, max.
1,45 hod.

2. Opravneé testy (volitelne, deadline pre vyber testov na opravu je
uvedeny v Moodle v cviceni predoslého tyzdna, aj priestor na
nahlasenie, ktore testy chcete zavazne opravit
m Opravit mozno ktorykolvek test 1-11, ktory ste nepisali, alebo z

ktoreho ste ziskali pre vas neuspokojivy pocet bodov.
= Max. mozno opravit tri testy

m Berie sa posledny pokus, nie vyssie skore



Pokial' nemate aktivované, poziadajte vyucujuceho o aktivaciu na cviceni tento tyzden

Vyplnte Course feedback do najblizsieho cvicenia

Home / I'm Teaching / 2022 _cna2_ JU

O

Course

Home

=

Grades

Viewing as student. Switch back

2022 cna2_ JU

Course Feedback

c!ﬁ Course Feedback

Final Exam

Not available unless: The activity Course Feedback is marked complete

Prepare For Your Future

|| Certification Preparation and Discount Vouchers

B Career Resources and Employment Opportunities






Podmienky ku skuske

priebezné otvorené otazky pricbezné testy z kapitol

[vaha 25% z celkového skore] [vaha 0% z celkového skore]

» piSu sana 2. az 12. cviceni  priprava na velky test
- kazdy za 5 bodov, spolu 11x5=55 FINAL exam na skuske
bodov « doma, volitelné ale odporucané

« zapocitavaju sa ku skuske

* min. treba 60% bodov, t.j. min. 33 domace ulohy v PT a aktivita
bodov z 55. — .
[bonusoveé body]

« DU v PT: max. 1 bod za kazdu
» Dobrovolné (povinnost' urcCuje
cviciaci)
 Aktivita na cviCeniach, prednaskach,
vo forach a diskusiach




Skuska

= CCNA 2 Final Exam test
[vaha 15% z celkového skore]

= teoreticko-praktické otazky na portali Netacad
(s vyberom odpovede)

= min. 60% z FINAL testu.

= pisomno/ustna skuska s otvorenymi otazkami
[vaha 25% z celkového skore]
= 4 otazky
= max. 5 bodov za jednu otazku, spolu 4x5= 20 bodov.
= min. 60% bodov, t.j. min. 12 z 20 bodowv.

= prakticka skuSka Skill Exam
[vaha 35% z celkového skore]

= Konfiguracia zariadeni podla zadania — velka topologia
= Min. 60% bodov




Hodnotenie

= Stupnica:
= <92,100> bodov A
= <84, 92)bodov B
= <76, 84)bodov C
= <68, 76) bodov D
= <60, 68) bodov E

= Celkové skore =

Priebezné testy s otvorenymi otazkami [25%] +
FINAL exam [15%] +

Finalny test s otvorenymi otazkami/Ustne skusanie [25%] +
SKILL exam [35%)]

= pricom pre kazdu Cast je potrebné dosiahnut minimalne 60% uspesSnost




Hodnotenie

= Stupnica:
= <92.100> bodov A
= <84, 92)bodov B
= <76, 84)bodovC
= <68, 76)bodovD
= <60, 68) bodov E

= Celkové skore =

Priebezné testy s otvorenymi otazkami [25%] + FINAL exam [15%)] +
Finalny test s otvorenymi otazkami [25%] + SKILL exam [35%]

= pricom pre kazdu Cast je potrebné dosiahnut minimalne 60% uspesnost




Spolocné terminy 2022/2023
Vypisaneé terminy skusky — vzdelavanie.uniza.sk

Zoznam terminov na predmet: pocitacové siete 1
Datum/cas Kapacita | Pocet Poznamka
prlhlasenych
12.01.2023/ Mgr. Jana riadny Skuska PST1, test (cca 30min) a SKILL
RA012
08:00 Uramova PhD. termin exam (cca 2 hod), spolu cca 2-3 hod.
20.01.2023 7/ RAO13 Mgr. Jana 20 0 riadny Skuska PST1, test (cca 30min) a SKILL
08:00 Uramova PhD. termin exam (cca 2 hod), spolu cca 2-3 hod.
27.01.2023 7/ RAO13 Mgr. Jana 20 0 riadny Skuska PS1, test (cca 30min) a SKILL
08:00 Uramova PhD. termin exam (cca 2 hod), spolu cca 2-3 hod.
03.02.2023/ RAO13 Mgr. Jana 20 0 riadny Skuska PS1, test (cca 30min) a SKILL
08:00 Uramova PhD. termin exam (cca 2 hod), spolu cca 2-3 hod.
10.02.2023 / RAO13 Mgr. Jana 70 0 riadny Skuska PST1, test (cca 30min) a SKILL
08:00 Uramova PhD. termin exam (cca 2 hod), spolu cca 2-3 hod.
16.02.2023 / RAO13 Mgr. Jana 20 0 riadny Skuska PST1, test (cca 30min) a SKILL
08:00 Uramova PhD. termin exam (cca 2 hod), spolu cca 2-3 hod.




Moodle UNIZA Domov Nastenka Moje kurzy .Q. ¢

Skuska

v Skuska - materialy a priprava ¢

Skuska 2022/23

» na prihlasenie na skusku je potrebné mat:
= min. 33 bodov z 55 7 priebeznych testov z cviceni (60%)
= min. 60% z FINAL examu CCNA2 (SRWE, Switching, Routing and Wireless
Essentials kurz na Netacad-e)
» vyriesené a skontrolované vietky DU, ktoré zadal vyucujuci pre
konkrétneho $tudenta (globalne st DU dobrovolné a hodnotené
bonusovymi bodmi)
m vyplneny Course Feedback
m najdete ho tu: www.Netacad.com > Nazov_vasej_Cisco_triedy >
Assignments > Course Feedback

m je to Cisco dotaznik, pre zistovanie vasej spokojnosti s kurzom a
instruktormi, na zaklade ktorého sme hodnoteni ako instruktori, ako aj
cela Cisco akadémia. Bez jeho vyplnenia vas nevieme v tomto kurze
uzavriet’ a vyZiadat pre Vas certifikat.




uzavriet’ a vyZiadat pre Vas certifikat.
= Teoreticka cast: pisomny test z tem celeho semestra - 4 otazky / max. 20
J— bodov - potrebné je ziskat min. 12 b. / vaha 25% z celkového skore
S kUS ka m Tato cast skudsky je dobrovolna, student na tato cast' nemusi ist, ak ziska
dostatok bodov z inych casti

m Ak sa vsak na tato cast skdsky prihlasi a prejavi zaujem, musi ziskat’
minimalne 60% celkovych bodov, t.j. min 12 bodov. Pri mensom pocte
ziskanych bodov sa mu vysledok tejto casti zaokrahli na nulu.

m Teoreticke preskasanie moze byt realizované aj ustnym skdsanim (je to v
rézii skusajuceho na danom termine skusky)

m Prakticka Cast: SKILL exam - komplexné zadanie / max. 100% - potrebné je
ziskat’ min. 60% / vaha 35% z celkového skore

® na realnom HW v labe (pocas pandémie ziskate pristup na konzolu
zariadeni remote, topoldgiu vam pripravi skusajuci)

m alebo zadanie v PT z obsahu celého semestra (pocas pandémie budete
pracovat’ na PC v laboch KIS, so vzdialenym pristupom)

m alebo topoldgia v GNS3 (nie je nutné dopredu nic vediet’ 0 GNS3,
instrukcie dostanete na skuske, je to len forma pristupu a virtualnej-
emulovane] topologie)

m Pre vsetky varianty SKILL examu plati:

m Tato cast skdsky je dobrovolna, student na tato cast' nemusi ist, ak ziska
dostatok bodov z inych asti
m Ak sa vsak na tuto cast’ skdsky prihlasi a prejavi zaujem, musi ziskat’
minimalne 60% bodov. Pri mensom pocte ziskanych bodov sa mu
vysledok tejto casti zaokrahli na nulu.
Podmienky pre hodnotenie platia tie, ktoré sme si uviedli na zaciatku semestra,




Skuska

Podmienky pre hodnotenie platia tie, ktore sme si uviedli na zacCiatku semestra,
pricom pocas skusky je nutné dodrziavat' tieto zasady:

m Student je povinny pracovat’ samostatne bez cudze) pomoci

m okrem pera a kalkulacky (obycajnej, nie tej na mobile) je dovolené pouZzivat
vlastné poznamky s konfiguraénymi prikazmi pre Cisco 10S (iba papierovu
formu, nie elektronicku), alebo vytlacena konfiguracnud prirucku, ale iba pocas
praktickej casti skusky. Pouzivanie materialov v elektronickej podobe je pocas
skusky zakazané. Upozornujeme, Ze spoliehat sa vyhradne na pomoc
konfiguracnej prirucky, bez dostatocnej pripravy na skusku, dopada takmer
vzdy neudspechom na skuske, listovanie v papieroch bez porozumenia vam
zaberie cely ¢as a topologiu nebudete mat” funkéna. Pomocny papier na
poznamky rozda skusajuci, a student je povinny ho bezodkladne podpisat’ a
pri odchode odovzdat’ vyucujacemu.

m Student je povinny mat pri sebe pocas skusky index a preukazat sa nim na
poZiadanie skusajucemu

m ak student skusku chce predcasne ukonéit, musi bezodkladne svoje
rozhodnutie oznamit’ vyucujucemu, este pred vypnutim poditaca

= porusenie uvedenych zasad znamena vysledok skusky nedostatocne




Skuska

Terminy skusky budud uvedené na vzdelavani:

m terminy su spolocné pre vsetkych studentov. Aj ked pri vypisani bude svietit’
meno 1 vyucujuceho, ktory vietky terminy vypisal, skdsajuci sa budd na
terminoch menit podla ich dostupnosti

m zmeny v prihlasovani si dovolené najneskdr 1 den pred skdskou do 12:00 na
obed (ak sa student nedostavi na skusku, je mu zapisana znamka FX)

m Casovo by skusSka mala trvat’ podla planu cca 3 hodiny (teoreticka aj prakticka
cast spolu)

m teoreticky test 35 min
m prakticka cast cca 2 hod

m skusat sa bude v tychto terminoch:

m piatky 08:00 (terminy su uz vypisane, 6 terminov so zaciatkom v tyZdni od
9.1.2023), skaska v PT

m pravdepodobne streda 9:00 (terminy vypise Prof. Segec, 4-5 terminov so
zaciatkom v tyzdni od 9.1.2023), skuska na realnom HW alebo v GNS3




Certifikaty

Ziadost o certifikaty:

m Ak ste Uspesne absolvovali studium predmetu PS1 (kurz CCNAZ2 a cast kurzu
CCNA3), mozete ziskat certifikat o absolvovani kurzu CCNAZ2
Routing&Switching Essentials na nasej akadémii v Ziline.

m Pozn.: po uspesnom absolvovani predmetu PS2 (kurz CCNA4 a zvysna Cast’
kurzu CCNA3), mozete potom v nasledujucom semestri ziskat” certifikat o
absolvovani kurzu CCNA3 a CCNA4.

® Na vyZiadanie certikatov treba vyplnit formular (za kazdy kurz jeden).
Certfikaty si mdzete nasledne v cene 10E/ks vyzdvihnut na sekretariate KIS (p.
Liskayova) v utorok a stvrtok od 7,00 do 10,00 hod, najneskor do 2 tyZzdnov
od ich vyZiadania.




Technologie, ktoré vieme z PS1

...a ich implementacia na KIS a FRI

Postupne... prejdeme po vsetkych témach z PS1



Prednaska 1+2:
Uvod do beznych smerovacov (1800 - 4000)

Smerovanie v |P sietach
Konfiguracia IPv4 a IPv6 static routes
RIPv2, RIPng

Na KISe — smerovanie a filtrovanie robi Cisco ASA a Fortinet Fortigate
NA FRI - L3 prepinace
... dynamic: OSPF



Smerovanie

192.168.1.0/24

Router Operates at Layers 1, 2, and 3

192.168.2.0/24

192.168.3.0/24

192.168.4.0/24

R2 R3
PC1 A A Py >< 1 "ol PC2
IPv4 IPV6 Fa0/0 — " Fa0A Fa0/0 S0/0 S0/0 - __
I 192.168.1.10 192.168.4.10/24
PC1 PC2
= RIPE 25.11.2019 dosiel posledny —— A
/22 rozsah IPV4 >> UKAzKA Presentation Presentation
= KIS — jedina katedra na FRI —— R1 R2 R3 v
ktora vyuziva aj IPvG: —— - - —
i ) : Lo ranspo ranspo
= Interna siet KIS (VPN) >> UKAZKA o Sr— N Network Network
= Rozsah SANET, CiKT — — ——
Data Link ata Lin ata Lin ata Lin Data Link
= Labaky KIS
- IPv6ycez IP4 tunel Physical Physical Phy i bl !

= Jeden cez Budapest
= Druhy cez Prahu
= Viacero poskytovatelov pre IPv6
tunel a ziskanie IPv6 rozsahu
= Napr: tunnelbroker.net

= Podmienka — mat verejnu IPv4
= mylP.com

@ HURRICANE ELECTRIC
INTERNET SERVICES

Hurricane Electric Free IPv6 Tunnel Broker

Tunnelbroker Login

Username:

IPvé Tunnel Broker

Password:

Forgot Password?

Check out our new usage stats!

And then hit up our new Forums!

Welcome to the Hurricane Electric IPv6 Tunnel Broker! Our free tunnel broker service enables you
to reach the IPv6 Internet by tunneling over existing IPv4 connections from your IPv6 enabled host
or router to one of our IPv6 routers. To use this service you need to have an IPv6 capable host
{IPv6 support is available for most platforms) or router which also has IPv4 (existing Internet)
connectivity. Our tunnel service is oriented towards developers and experimenters that want a
stable tunnel platform.

>> UKAZKA




tunnelbroker.net

Username:

 Tunnelbroker

* Podmienka: privatna IPv4 adresa,
inak neobmedzené pourzitie -

* Vytvorit si ucet

* Create general tunnel

* EU — Budapest alebo Praha

* V labe — vyziadany /48 rozsah

@ HURRICANE ELECTRIC
INTERNET SERVICES

Hurricane Electric Free IPv6 Tunnel Broker

IPvé Tunnel Broker

Check out our new usage stats!
And then hit up our new Forums!

Welcome to the Hurricane Electric IPv6 Tunnel Broker! Our free tunnel broker service enables you
to reach the IPv6 Internet by tunneling over existing IPv4 connections from your IPvE enabled host
or router to one of our IPvE routers. To use this service you need to have an IPvE capable host
(IPv6 support is available for most platforms) or router which also has IPv4 (existing Internet)
connectivity. CQur tunnel service is oriented towards developers and experimenters that want a
stable tunnel platform.

« Example config — pre rozne zariadenia - parada
« Ak mam dynamicku IP, tak cez dynamic DNS by sa to dalo, ale iba na

Mikrotikoch a Cisco, ostathe obmedzene...




Routing na FRI

Mo =
Shi s B e REES Vi o)

= OSPFv2, v3
= Spodné dva FRI

. Thandna gy
AHNOLOY oSN

>> UKAZKA




Cisco ASA firewall

Routing na KIS

Cisco ASDM 7.6(1) iliethy

u Dynam |Cky: OS P FV2, V3 Cisco ASDM 7.5(1) provides an intuitive graphical user interface that makes it easy to set up,

configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

>> UKAZKA : —

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using S5L. Running Cisco ASDM as an application has these advantages:

s “fou can invoke ASDM from a desktop shortcut. Mo browser is required.
+ One desktop shortcut allows vou to connect to multiple secunty appliances.

Install ASDM Launcher

Run Cisco ASDM as a Java Web Start application

Java Web Start is required to run ASDM, but it is not installed on this computer.

Install Java Web Start

Copyright © 2006-2015 Cisco Systems, Inc. &ll nghts reserved,




Smerovanie — Fortigate — Status window - Dashboard

KIS -Jumpln server - Remote Desktop

@ FortiGate - FortiGats-200E-KIS x -+
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=7 Forti

Fortigate — prehlad rozhrani
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Fortigate — prehlad kol'ko dat ktora IP preniesla

=F FortiG OE-K| L~ @Opao-
% Favorites > o . .
ortiView Sources by Bytes o24h R
~ FortiView S by Byt 0 24 h =
Dashboard v
i | © AddFilter |
Security 1o00GE ~/ BytesSent
Network 800GB Bytes Receive
Users & Dev 46.00GB
+ 400GB
FortiView Sources H 200GE
FortiView Destinations o8 - -
FortiView Applications 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00
FortiView Web Sits Source Device Threat Score Bytes « Sessions «
Fortiview Pl 28 DESKTOP-6N7IQH? 830 19.62G8 ¥ 5000
FortiView Sessions a 192.168.12021 Critical Risk
Routing Monitor
+
« Network > 4 58 B303-ucitel 455 247GB 3,029
. ondro
EelliE e 2 192.168.33.100
& Security Profiles >
2 VPN >
== b301-05 65 2.14GB 1,898
L] & A
- U & Authe on > a 192.168.31.105
2 Sys >
Security Fabri >
L |og & Report > e == h301-01 375 2.13GB 2,264
- 192.168.31.101
== b303-18 295 207GB 1,852
a 192.168.33.118
2R B303-04 95 205GB 355
a 192.168.33.104
8 DESKTOP-GUMO4SV 710 204GB 2,631
a 192.168.130.57
2R LAPTOP-82FD5SMF2 4,520 1.98GB 6,211
a 192.168.130.170
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Prednaska 3
Prepinane siete a hierarchicky dizajn

Sskalovatelnych LAN
Konfiguracia prepinacov, port security, ssh




FRI infrastruktura



100 Mbps

Budova A-
KIS FW serverovia XYZ ' Budova B - RB 1 Gbps
(ASA5015-X) :
-l’| i 10 Gbps
; ——> 2x10 Gbps LACP Etherchannel
: 10 Gbps VPC peer link
Giofo T vrc , ’

Sw-N5K-1
(Nexus5k) A Sw-3850 Cat4506-E

o Ten1/0/10 Ten 1/2

Cloud FW KIS vWLC

(ASA5520)

Gidfe- Gl

KIS-AP3-
Gi 5/8 - GigD B351

Tel/0/11

1/28 Gi 5/10 - Gigl

.9-_..-_

Ten 1/0/9 Ten 1/1

Tel/0/2
A n 1/0/1
GIWIE Ten 1/0/5
Tenl/0/6
Nexus 2k "y

FEX 101

bridge1/bond 1-stp/ffp-stpplusl

&
: - | Sw-358-  Sw-Marek KIS-AP1- KIS-AP2-
H bridge 1/bond L-sfp #ffp-sfpphus2
Nexus 2k i I Kontsek (2960) B306 B355
FEX 102 i B301-sw1 (2960)
! (Mikrotik giaeagZe Te2/0/2
: CR5325-24G- T4/
i 25) sther24 —— i2/0/18 ey
H brig 4 OO0
Sw-lle I ~ bridgel/bond .
(3750) E Go/1 B302-sw1l | ~Gi2/0/22 KIS-APS-
E ( Mikrotik s Gi2/0, B301
: [ ] CRS326- 24-
: Gio
i B301-sw2 25) e
{c;s';:]“' o KIS-AP4-
i ) B303
; KIS-AP6-
; B302
§ B302-sw2
; (Catalyst
: 2960)
B0OS-
: SW135-
§ C29606G



LibreNMS - open source topo mapper

KIS infra — automaticky sken a topo mapa

Gi6/2->-Gi0/0/1

ra908-5w136 035609

fkis-wlc
| cat4506-e
(1005-5w135-c2960g GOy > G”{ﬂ‘;% S fﬁ[ﬂ%%m @)

Gioas Nai Voo VI255 > {1an255
‘\ VI2/125555W18n40, 100
V138 F V1138 VI251255z511an30
ras08-sw137-c3750e VI2/125515715A30
Gio/24 oma/:aloxm >GiffQ/28 VI138Swoutside ViZ228sMand110
| |
W\ 007G /1017 \ Vi2opzlant200

"ra212-sw103-c3560g o Eth1/28 > Te:Eh1/28 >,Te1/0/12
6822168 ad. . isigol KiS-aS5a-651 Sx] Te meL 11 %ﬁ‘ﬁz:» 0o

Gi0/10 >JGi1/0/48 Gi0/48 >JGi1/0/22

Ly
|\——-‘b303 - V|255’5"vlan401110 il (sw-n5k-2 |
V13911138 VIoATIo 5B vian255 Eth1/32 5Pl
VI138'%%,VI138 | Py A
e VI255 >ivlan120 Eth1/31:>Bo "
1>V1138 ras09-sw140- J Eth1/31:Etli1/31
Fa1/0/32 > mgmt0Eth1/31
vian139> V138 Ay139 % vi138 _lg © EN2EGION R RiRsegto!
Gi1/0/47 > gi1/1/26 e ] Fa1/0/31-> mgmt0
sfp-sfpplus2 > G|1f(|)f41 J | S0 I ?

Gi1/0/4g>etheri1/0/45 2 ai1/1125 (359 gy2)
R —

sp-sfoplust> Gitioi4a (£302sw1)
Gi1/0/43/> ether

b301-sw1
[Q ether24 = Gi0/1

Gi0/1 >"ethert



VLAN

supported Prednaska 4
LAN switch

Bealld®8 VLANSs, interVLAN routing, VTP, DTP

}Ports on VLAN 1

}Pcrts on VLAN }




VLANy na KiSe

= show vilan
= KIS, FRI

>> UKAZKA 1

>> UKAZKA 2




S2 S3
Priority: 32769 Priority: 32769
MAC: 000A00222222 MAC: 000A00333333

Prednaska 5

Sl

Priority: 32769
MAC: 000A00111111

Na KiSe — multiple PVST >> UKAZKA 1
Na FRI - RSTP >> UKAZKA 2

show span



With or without STP...

= ,Hackersky" utok v parlamente 2022
= Ako prehodenie jedného kabla znefunkcni celu siet

= https://zive.aktuality.sk/clanok/8i9r\Wnz/ziadny-hackersky-utok-na-parlament-nebol-
vypadok-mal-sposobit-kabel-a-zle-nastavenie-it-detaily/



https://zive.aktuality.sk/clanok/8j9rWnz/ziadny-hackersky-utok-na-parlament-nebol-vypadok-mal-sposobit-kabel-a-zle-nastavenie-it-detaily/

Prednaska 6

| \\\. HSRP, Etherchannel
' Wy

HSRP - ani na KIS, ani na FRI
Etherchannel — na KIS aj FRI

sh eth sum N
>> UKAZKA (KIS)



Prednaska 7

IPv4 a IPv6 ACL (standard, extended)

Na KiSe - filtrovanie robi Cisco ASA a Fortinet Fortigate
Na FRI - ACLs na L3 prepinacoch



Aky je rozdiel medzi ACL a firewall-om

Definovanie ACL na Cisco ASA (KIS siet)

access-1list vlanl0 multicast standard permit host 233.10.47.10
access-list VLAN1O-IN extended permit ip object-group WIFI-APS object
KIS-WLC-Int

access-list VLAN1O-IN extended deny ip object KIS-VLAN-10-IPv4 object
KIS-VLAN-255-IPv4

access-list VLAN1O-IN extended permit ip object KIS-VLAN-10-IPv4 any
access-list VLAN255-IN extended permit ip any any

access-list VPN-DISABLED-NAT extended permit ip object KIS-VLAN-10-IPv4
object KIS-VPN-NET

access-list VPN-DISABLED-NAT extended permit ip object KIS-VLAN-255-IPv4
object KIS-VPN-NET

access-list VPN-ALLOWED-NETWORKS standard permit 192.168.10.0
255.255.255.0

access-list VPN-ALLOWED-NETWORKS standard permit 192.168.255.0
255.255.255.0




>> UKAZKA

Web GUI na Cisco ASA (KIS siet)

= Cisco ASDM 7.6(1) for &

- 192.168.10.1

File View Tools Wizards Window Help Type topic to search
@ Home {‘3} Configuration [J Manitoring LB Save -@ Refresh ‘ o Back O Forward @' Help ‘

uration > Firewall > Access Rules O | Addresses rSEr'ui::es rTIITIE R

=4 MAT Rules

----- 0, Service Policy Rules
----- E AAA Rules

----EEE Filter Rules

----- @ Public Servers

____,'-'BL IURL Filtering Servers
----- Threat Detection

----- Identity Options

----- Identity by TrustSec

[ Boakmarks

[#- Objects
H-fi1 Unified Communications
-1 Advanced

4 Add - B Edit [ Delet= | + + | & Bm BB - | Q Find B Diagram (g Export ~ (# Clear Hits ] Show Log

7

Source Criteria:
Enabled
Source
1 & any
_ﬁ' magrmt (0 implicit incoming rules)
2 outside (35 incoming rules)

1 ik block_address

2 @ any

3 @ any

4 @ any

& D Eo

6 @ any

= |:| S5

8 fa8F KISLWAPs-Ext
g 8% KIS-LWAPs-Ext
10 =} 158.193.139.100
11 B} 158.193.139.100
12 = KIS-APS

13 = KIS-APS

14 @l Laboratoria-4

15 @ Laboratoria-4

18 @ Uniza

Destination Criteria:

Destination

& Any less secure ne...

@ any

ik SSH-PRISTUP-64
itk WEB-PRISTUP-64
'8} 158.193.138.32
Rl CLOLD AL AT
,ﬂ CASTOR-64

= KIS-WLC-Ext

= KIS-WLC-Int

8} 192.168.255.9
5} 158.193.152.9
8} 158.193.152.9
8l 192.188,255.9
B} 158.193.152.2

8} 158.193.152.2
=% I IFH-SFRVFER

Service

uoe- CAPWAP
uoe- CAPVWAP

IF-ip

IF-ip

boe- 12322-12223
Uop- 12222-12223
uoe- 445

o AAR

Action

" Permit

& Deny

" Permit
' Permit
" Permit
' Permit
' Permit
" Permit
" Permit
' Permit
" Permit
" Permit
' Permit

24l Darmit

Hits

ToP
10
TOP
10

TOF
10

Logaing ~

7701 ¢ disa..
29,
11...

| Addresses
4 Add - [ Edit Jf Delet=| @

Filter:

Mame

[=-Metwork Objects

- @ any

- @@ any4

@ anys

- = Cloud-firewall-IPv4
- @l doud-network/25
- mP doud-network4
EF"-, doud-networks 64
- W doud-private-web
EE CLOUD-PUBLIC-MET
- = doud-public-web
- ® DC_IP4

- = DC_IP6

- = DC_public_IP4

- @l dmz-network/25
EF"-, dmz-networks,54
- @ Eagle

- M Eagle-pollux

T i o |




Zoznam a mena rozhrani

&2 FortiGate 200E

Fortigate FW e

WAN1

=
) [
o E
= =
EIRE ]
= =
EJRE ]
= =
EJRE ]
[ [
[ [a]

DNS # Edit Delet Integrate Interface | | Search Q
|PAM
Name ¢ Type & Members & IP/Netmask <
[E 3 802.3ad Aggregate €
8o Inside #e 502.3ad Aggregate ™ portl 0.0.0.0/0.0.0.0
® port2
=] ¢2 Loopback Interface €@
&2 Loopback_Test_1 &0 Loopback Interface 172.31.255.255/255.255.255.255
[E] # Physical Interface @B
™ ha [® Physical Interface 0.0.0.0/0.0.00

Diagno:
gmt ™ Physical Inter!

Policy &

™ port3 [® Physical Interface 0.0.0.0/0.0.00
™ port4 [® Physical Interface 0.0.0.0/0.0.0.0
™ port5 [® Physical Interface 0.0.0.0/0.0.0.0
™ porté [® Physical Interface 0.0.0.0/0.0.00
™ port7 [® Physical Interface 0.0.0.0/0.0.0.0
™ ports [® Physical Interface 0.0.0.0/0.0.00
™ port$ [® Physical Interface 0.0.0.0/0.0.00
™ port10 [® Physical Interface 0.0.0.0/0.0.00
™ port15 [® Physical Interface 0.0.0.0/0.0.00
™ port16 [® Physical Interface 0.0.0.0/0.0.00
™ port17 [® Physical Interface 0.0.0.0/0.0.00
™ port1s [® Physical Interface 0.0.0.0/0.0.0.0
™ wan1 [® Physical Interface 158.193.138.31/255.255.255.0
™ wan2 [® Physical Interface 0.0.0.0/0.0.00
[E =2 Software Switch €
o3 BBONE =3 Software Switch ™ port11l 0.0.0.0/0.0.00
® port12
® port13
™ port14

[E @ Tunnel Interface @
= 12t.root = Tunnel Interface 0.0.0.0/0.0.0.0




= Fort 200E-KIS

Favorites

Authentication

Log & Report
Forward Traffic

cal Traffic

Sniffer Traffic
ZTNATraffic
System Events
Security Events
Log Settings
Threat Weight

FortiAna r Reports

41

X | ©Qsearch

Date/Time
2022/12/05 19:15:16
2022/12/05 19:15:16
2022/12/05 19:15:16
2022/12/05 19:15:16
2022/12/05 19:15:16
2022/12/05 19:15:16
2022/12/05 19:15:16
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15
2022/12/05 19:15:15

2022/12/05 19:15:15

NIATDIINE AG15.14

Source
212.70.149.10
173.214.175.178
163.172.111.147
185.81.68.21
192.241.200.59
192.241.200.59
192.168.10.11
71.6.147.254
165.227.25.154
209.159.158.114
192.168.10.11
212.70.149.10
209.159.158.114
193.163.125.20
162.142.125.141
43.192.44.118
43.192.44.118
101.68.211.3
92.63.197.154
193.163.125.30
198.235.24.162
192.241.199.180
208.100.26.228

192.168.34.124

109 941 100 10N

@ CiscoASAS5515X ¥

@ CiscoASA5515-X K

Destination
2w 158.193.154.84
Em 158.193.154.215
e 158.193.154.161
e 158.193.152.176 (b03-176.netlab.kis.fri.uniza.sk)
em 158.193.154.3
e 158.193.154.110
192.168.211.1
em 158.193.154.246
e 158.193.152.200
2w 158.193.154.156
1%2.168.211.1
2w 158.193.154.253
e 158.193.154.79
em 158.193.152.166
e 158.193.152.187
2w 158.193.154.109
Em 158.193.154.10%
Em 158.193.154.198
e 158.193.152.208
em 158.193.152.222
em 158.193.152.175 (b03-175.netlab.kis.fri.uniza.sk)
2w 158.193.154.236
Em 158.193.152.131

em 158.193.139.15

wem 1C0 A0 104 191

Fortigate FW - Traffic monitoring — accept/deny policies and results

Application Name
tcp/31005
tcp/7121
tcp/110%4
tcp/2443
udp/5353
udp/5353
tcp/49152
tcp/8833
tcp/26592
HTTPS
tcp/49152
tcp/32868
HTTPS
tcp/14001
tcp/2222
PING
icmp/0/8
tcp/8081
tcp/5877
tcp/61336
tcp/8333
tcp/49152
tcp/50075
HTTP

+rn fACACY

Result
' Accept (40B/0B)
" Accept (40B/0B)
 Accept (40B/0B)
@® Deny
' Accept (74B/0B)
' Accept(74B/0B)
v Accept (420B/0B)
" Accept(44B/0B)
® Deny
 Accept (40B/0B)
' Accept (420B/0B)
 Accept (40B/0B)
 Accept (40B/0B)
® Deny
® Deny
 Accept (40B/0B)
' Accept (ip-conn)
v Accept(44B/0B)
® Deny
® Deny
® Deny
 Accept (40B/0B)
® Deny
v Accept (260B/0B)

ad Nrrrnt iAND TN DY

Policy ID

TEST Novy CC FW 100F
TEST Novy CC FW 100F
TEST Novy CC FW 100F
Implicit Deny

TEST Novy CC FW 100F
TEST Novy CC FW 100F
KIS->Internal_networks
TEST Novy CC FW 100F
Implicit Deny

TEST Novy CC FW 100F
KIS-=Internal_networks
TEST Novy CC FW 100F
TEST Novy CC FW 100F
Implicit Deny

Implicit Deny

ICMP

ICMP

TEST Novy CC FW 100F
Implicit Deny

Implicit Deny

Implicit Deny

TEST Novy CC FW 100F
Implicit Deny

Labaky->Internet

TLCCT Klawne ™ CVWAF 1NNC



&P FortiGate-200E-KIS = Q
FW I- % Favorites Edit Policy o
Statistics (since last reset
po Icy @ Dashboard
& Network ID 7 D /
B Policy & Objects Name € NTP Last used 4 second(s) ago
Firewall Policy Incoming Interface O any x .
+ First used 5 dayl(s) ago
Central SNAT
. % . .
Multicast Policy Outgoing Interface O any . Active sessions 38
IPv6 Multicast Policy Source 2 al x Hit count 417,336
1Pv4 DoS Policy 3 all x Total bytes 25.40 MB
1Pvé6 Do Policy * c bandwidth | 986 b
urrent bandwidt ps
T Negate Source e ]
P E—— IP/MAC Based Access Control € +
R A M Clear Counters
Destination =all x -
Bal x
Internet Service Database +
rvices Negate Destination >
ki g Last 7 Days Bytes~  IPvd+IPvé6~
G | Schedule 0o always - 19500 k8
DNAT & Virtual IPs Service W NTP x M SPU I Software
+ 10MB
IP Pools —
Action - ee=l @ DENY
Protocol Options SMB
Security Profiles Inspection Mode MEGNREE=N Proxy-based 5 MB
e ]
VPN
User & Authentication Firewall/Network Options 3MB —
System F'
y 0B
curity Fabric Central NAT i bled so NAT settings fi tching Central SNAT
SRR FETE entral AL 1s enabled so NAT settings from matching Lentra Nov 28 Nov 29 Nov 30 Dec01 Dec02 Dec03 Dec04 Dec05
policies will be applied.
Log & Report
NAT46 / NAT64 (B
Protocol Options default A 4 Additional Information
Security Profiles @ APIPreview
AntiVirus o ] >~ EditinCLI
Web Filter (@ ]
DNS Filter @ ] @ ~ -
Application Control o
File Fil o ) & Relevant Documentation
ile Filter & Video Tutorials (£
VolP @ @ Consolidated Policy Configuration (£
SSL Inspection no-inspection > &
®, FortiAnswers
Logging Options
seinete ¢> Jointhe Discussion (£ by

Loz Allowed Traffic @) | Securitv Events m




ien server

DHCP Discover
(L2 broadcast) .
—

DHCP Offer
(L2 unicast) .

——

DHCP Request
(L2 broadcast)

e —

N

DHCP ACK
(L2 unicast)

——

Na KlSe - pouzivame ISC DHCP:

ISC Internet Systems Consortium (isc.org)
(Open Source For an Open Internet)

- DHCP

- BIND

- Kya (ma nahradit’ DHCP)

(Open SSH)

>> UKAZKA

>> UKAZKA: kis-labs.dhcpd
>> UKAZKA: kis-labs.dhcpd6




SA DA
Inside Local Outside Local
192.168.10.10 209.165.201.1

Prednaska 9

DA SA NAT

Inside Local Qutside Local
192.168.10.10 209.165.201.1

-

Inside Network

Na FRI - indivudualne na katedrach
Na KiSe pre internu siet’ robi Cisco ASA a Fortinet Fortigate

>> UKAZKA: ASA: Configuration/Firewall/NAT rule, Fortigate: Central SNAT (source NAT)



™ FortiGate-200E-KIS
Favorites

Dashboard

Network

Policy & Objects
Firewall Policy
Central SNAT
Multicast Policy

IPv6 Multicast Policy
IPv4 DoS Policy

IPvé DoS P

ZTNA
Authentication Rules
Addresses
Internet Se Database
Services

Schedu

DNAT & Virtual IPs

IP Pools

Protocol Options

Security Profiles

VPN

Authentication

-

@ | +CreateNew | &

>
>

= Q

1D

B pva ©
1

NAT na Fortigate FW

I Delete Search

From To

Lab-RB301 (VLAN31)
Lab-RB303 (VLAN33)
Lab-RB302 (VLAN32)
Lab-ECDL (VLAN30)
Lab-RBO3 (VLANZ4)
WiFi-Guest (VLAN120)
WiFi-Eduroam (VLAN130)
VolP (VLAN4Q)
WiFi-Internal (VLAN110)
Management (VLAN255)
KIS-Marek-ZA

™ wan1

DMZ-Private (VLAN201) ™ wanl

Lab-REBO3 (VLAN24

Source Address

& Labaky-IPv4

&= WiFi-Eduroam-|Pv4
= WIiFi-Guest-IPv4
& VolP-1Pv4

&= WiFi-Internal-IPv4
B KIS MGMT-IPv4
= Marek-ZA_LAN

= DMZ_PRIVATE-IPv4

BO3-1Pv4

ECDL-IPv4

B301-IPv4

B302-I1Pva

[ [}
m
:
(o]
[

|
F

=

(N IR O O OB O

all

all

Destination Address

Translated Address

® WiFi-p




’A\ Prednaska 11

_

Na KiSe: Cisco WLC a AP

>> UKAZKA: Cisco wireless controler



Cisco Wireless Controller

AL AL
e CIISCIO Cisco Wireless Controller

NETWORK SUMMARY

Wireless Networks Access Points
3

(0]

ACCESS POINTS
BY USAGE

KIS
KIS
KIS
KIS
KIS
KIS
KIS
KIS

Q AP or Client Search Advanced ZIK !
Active Clients Rogues Interferers
2 4GHz 6 APs 81 2 4GHz 1
5GHz 1 Clients 4 5GHz 0
B x OPERATING SYSTEMS il ® %
Name v Clients I v
1 L J Android 2
2 = Microsoft-Workstation 1
-AP8-B003 3 A Linux-Workstation 1
-AP5-B301
-AP4-B303 .
_AP6-B302 4 Epson-Device 1
-AP7-B360
-AP2-B355
-AP1-B306
-AP3-B351



Zoznam APs riadenych pomocou WLC

ACCESS POINTS

o 24GHz YT

AP Name v Clients WV Usage Vv | Uptime v | Chann... “ | Channels ~ | Covera.. Vv | Interfe... W Rogues v | MAC Addr
KIS-AP5-B301 3 24.0 GB 19 Days 5 Hours 42 1 20 42 14 38:90:a5
KIS-AP8-B003 1 31.2 GB 19 Days 4 Hours 30 11 8 30 5 50:0f:80:
KIS-AP6-B302 0 18.2 GB 18 Days 19 Hours 30 11 0 30 6 5c:83:8f:
KIS-AP2-B355 0 3.7 GB 15 Days 44 Minu... 16 11 0 16 8 4c:77:6d
KIS-AP1-B306 1 5.7 GB 15 Days 44 Minu... 22 11 0 21 8 4c:77:6d
KIS-AP7-B360 2 9.5 GB 14 Days 5 Hours 18 1 2 18 3 70:7d:b9
KIS-AP3-B351 0 1.5 GB 15 Days 44 Minu... 8 6 0 8 2 4c:77:6d
KIS-AP4-B303 0 17.3 GB 19 Days 4 Hours 16 6 5 16 96 00:a6:ca

4 3

M | < > | M 25 w | items per page 1 -8 of 8 items




CLIENTS

Total

Pripojeni klienti v dashboarde

Wireless

Apple

4

4 4» g 25

items per page

Clients 2.4GHz Fastlane O

5GHz Analytics O
User Name | AP Name Protocol Connection ... Status Signal Q... » | Signal S... v | WLAN.
Unknown KIS-AP5-B301 802.11n 0 Online 22 =77 edurozA
Unknown KIS-AP7-B360 802.11n 72 Online 45 -53 KIS-G
Unknown KIS-AP5-B301 802.11n 0 Online 8 -92 eduroz
kralik KIS-AP8-B003 802.11ac 200 Online 30 -66 KIS
kralik KIS-AP8-B003 802.11n 72 Online 38 -63 KIS
kis\marek KIS-AP7-B360 802.11n 43 Online 22 -75 KIS
1001989@uniza.sk KIS-AP1-B306 802.11n 58 Online 14 -78 edurozv

3

1-7 of 7 items



CHANNEL UTILIZATION - TOP APS © x CLIENT LOAD - TOP APS @
100 3
90
80 2
S 70 o
o = 2
= 60 O
N 50 — . b
- 40 8 |
x 30 £
20 >
10
D ———— —— I— — — — O
AP Access Points Access Points
performance == |nterference == DataTraffic AvailableCapacity == 2.4 GHz == 5 GHz == Throughput
- vyt’azenie
INTERFERENCE - TOP AFS @ x COVERAGE - BOTTOM APS ©

2.4GHz 2.4GHz 5GHz

100 30

[ds]
o

80
70
60
50
40

20
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30

nterference Impact
of Coverage Hole Even

AN



MONITOR  WIANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

summen GUI k lera, h
Ul kontrolera, home page
100 Access Points Supported pre mon itori ng
Cisco Virtual Wireless Controller

Controller Summary Rogue Summary

Management IP . . . .

Address 192.168.201.6 , 2001:4118:300:121::32/64 Active Rogue APs 81 Detail
Service Port IP .. . . .
Address 0.0.0.0, ::/128 Active Rogue Clients 5 Detail
Software Version 8.10.171.0 Adhoc Rogues 1 Detail
Emergency. 8.10.142.0 Rogues on Wired Network 0

Image Version

System Name KIS-vWLC . .

Session Timeout O

Up Time 15 days, 6 hours, 4 minutes

System Time Mon Dec 5 19:24:46 2022

Redundancy

Mode N/A Top WLANSs

802.11a Network Enabled

State nable Profile Name # of Clients

802.11b/g .
Network State Enabled KIS 3 Detail
Local Mobility Ki KIS-Guest 1 Detail
Group s

eduroam 1 Detail

CPU Usage 0%

Memory Usage 75%

vWLC Config Small Most Recent Traps

Rogue AP: 70:df:2f:8e:63:b1 detected on Base Radio MAC: 38:90:a5:90:6b:a0 Interface
Access Point Summary Rogue AP: e8:48:b8:e9:97:d7 detected on Base Radio MAC: 38:90:25:90:6b:a0 Interfac
Rogue AP : 86:69:93:89:a4:5a removed from Base Radio MAC : 00:a2:ee:a6:9f:10 Inte

Total Up Down

. Rogue AP: 44:d9:e7:2c:81:71 detected on Base Radio MAC: 38:0e:4d:00:aa:50 Interfac
802.11a/n/ac/ax Radios 8 ® s ® o Detail

. Rogue AP : 84:b2:61:90:d5:5d removed from Base Radio MAC : 38:90:a5:90:6b:a0 Inte
802.11b/g/n/ax Radios 5 ® s ® o Detail

) View All

Dual-Band Radios 3 ®: ® o Detail
Dual-5G Radios 0 ® o ® o Detail Top Flex Applications




WIFI WLAN

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

WLANSs

Current Filter: None [Change Filter] [Clear Filter] [Create New v| [ Go

(] WLANID Type Profile Name WLAN SSID Admin Status Security Policies
J1 WLAN KIS KIS Enabled [WPA2][Auth(802.1X)]
02 WLAN KIS-Guest KIS-Guest Enabled [WPA2][Auth(PSK)]
3 WLAN eduroam eduroam Enabled [WPA2][Auth(802.1X)]
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ale... toto nie je posledny slajd.

Obsahom boli ukazky, ako mame technologie a protokoly
preberane v PS1 implementovanée na KIS/FRI/UNIZA.

Vyjadrite svoj nazor na tohto tyzdna (alebo cviCenie).

Vytvorené v ramci projektu KEGA 026TUKE-4/2021.


https://docs.google.com/forms/d/e/1FAIpQLSfLHoSmBbSyUnvRxYD4cadY1sp3T5yyRUAS0Q5ovpk-p_oHDw/viewform
https://docs.google.com/forms/d/e/1FAIpQLSfLHoSmBbSyUnvRxYD4cadY1sp3T5yyRUAS0Q5ovpk-p_oHDw/viewform

ASI (aplikovany sietovy inZienier) - aktualna zostava predmetov 2

S S I Brevenciam |
Projektovanie | | Prevenciaa |
sieti 2 | | rieSenie |
DP A Statna skuska 2-0-3 | softvér. chyb |
(pokrotilé ISP I | 2-0-2 I
technoldgie, | | (spracovanie dat v
MPLS VPN) | I Rsoftver) |
—_— )
|
Bezpeénost i }
informaénych Tedria . :
3 sieti oznamovania o
2-0-2 3-0-3 rax [
(CCNA Security + (signaly, Al) |
CheckPoint) | A -
R — I
. o= amn
Tedria inform. . 4dia sieti Projek i -4 yv | | Pokrodilé |
:igtlil 2-0-3 sietit SI:toa;h ‘ I smoerroc\’l‘:neie I
1P2 (teriaa prax (Cloud/SDN, 2-0-4 (C-Eko- RO | | 205 |
dimenzovanie, OpenStack, laas, (OSPF,IS-IS,mcast progra;novanie | | (CONP Route) |
' tom./orch., git] g oute]
fronty, QoS) autom./orch., git) BGP,MPLS,L3VPN) socket, tabulky) | | | |
— i ) ) \
1 x | | [ R
Kryptografia a sietové 0S Pristupové siete, Uvod do il —— | | Modeloy
bezpeénost 203 202 systémového | | | rote || vizual
IP1 2-0-2 (Linux/Win, NAT, (pevné a radiové programov. | | (FEHLEE Il dat
(mat. algoritmy, FW, DHCP, DNS, prist. siete - Son | 2-0-5 | 2.0
principy zabezpec.) WLEHLIGID prehlad) ) I (CCNP Switch) (spracoval
Katedra MMOA mail,...) Katedra KMIKT na FEI (C jazyk) | | || Rs
] B

ersky projekt, DP- diplomova praca, Al - anglicky jazyk, Al - Artificial Intelligence, 2-0-3 ~ 2 hodiny prednagok, 0 hodin cviéeni a 3 hodiny laboratémych cviéen, FEI - zastreSuje Fak. elektrotec]

ik vsietach | [ Predmety praktické siefove ] [ Pred ] Povinny. [ volitetny =
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