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Topoldgia

Internet

192.168.2.0/ 24

Poziadavky

e Topoldgia v GNS3 alebo vo VirtualBox-e

e  UNIZA VPN (Ak pracujeme mimo KIS)

e Internetové pripojenie

e InsStancia Security Onion-u s demo datami

Instrukcie a scenar

SecurityOnion

Metasploitable Inside

2 ‘ 192.168.3.0/ 24

V tomto cvieni budete pracovat s inStanciou Security Onion-u, ktorad obsahuje demo data, a teda nebol na

tomto zariadeni vykonany Security Onion Setup.
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KALI LINUX
kali kali
METASPLOITABLE
msfadmin msfadmin
SECURITY ONION
analyst cyberops
CYBEROPS WORKSTATION
analyst cyberops
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https://nic.uniza.sk/zuwiki/doku.php?id=zu:net:bezpecnost:vpn:openvpn
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Cast 1: Interpretovanie HTTP a DNS dat na izolovanie aktéra hrozby

V kanali predmetu v zdloZke Laboratory excercises vypracujte:
RBI_LAB12-Netacad 27.2.12 Lab — Interpret HTTP and DNS Data to Isolate Threat Actor.docx

Cast 2: 1zolovanie kompromitovaného hostitel'a pouzitim 5-Tuple

V kanali predmetu v zdlozke Laboratory excercises vypracujte:
RBI_LAB12-Netacad 27.2.14 Lab — Isolate Compromised Host Using 5-Tuple.docx

Cast 3: VySetrovanie malvér exploit-u

V kanali predmetu v zdloZke Laboratory excercises vypracujte:
RBI_LAB12-Netacad 27.2.15 Lab — Investigating a Malware Exploit.docx

Cast 4: Vysetrovanie Gtoku na Windows hostitela

Tato Cast je dobrovolnd a nemusite ju teda robit. V kanali predmetu v zdloZzke Laboratory
excercises dobrovolne vypracujte:
RBI_LAB12-Netacad 27.2.16 Lab — Investigating an Attack on a Windows Host.docx

Cast 5: Prevod dat do univerzalneho formatu

Tato Cast je dobrovolna a nemusite ju teda robit. V kanali predmetu v zalozke Laboratory
excercises dobrovolne vypracujte:
RBI_LAB12-Netacad 27.1.5 Lab — Convert Data into a Universal Format.docx
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