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Vysledky vzdelavania

Student po absolvovani predmetu ziska vedomosti a zrucnosti potrebné na

CISCO
CERTIFIED

CyberOps

Associate

uspesné zvladnutie uloh, povinnosti a zodpovednosti bezpecnostného

analytika v operachom centre bezpecnosti.
Student po absolvovani predmetu bude vediet:

= Vysvetlit rolu analytika v ramci kybernetickej =
bezpecCnosti

= \ysvellit prostriedky operaéného systému =
Windows a Linux a charakteristiky pre podporu

analyzy v ramci kybernetickej bezpecnosti n
= Analyzovat operacie v ramci sietovych
protokolov a sluzieb !
= \ysveltlit operacie sietovej infrastruktury
= Klasifikovat rozne typy sietovych utokov :

= Pouzit sietové monitorovacie nastroje na
identifikaciu utokov proti sietovym protokolom
a sluzbam

= Pouzit rozne metddy na prevenciu skodliveho =
pristupu do pocitaCovych sieti, k pouzivatelom
a k datam

Vysvetlit vplyvy kryptografie v ramci
monitorovania bezpecnostnych sieti

Vysvetlit, ako skumat zranitelnosti a utoky
koncovych zariadeni

|dentifikovat’ hlasenia v ramci sietovej
bezpecCnosti

Analyzovat sietovu prevadzku na overenie
potencionalneho zneuzitia siete

Aplikovat reakéné modely na incident, a
ziskat' prostriedky na manazovanie sietovych
bezpecnostnych incidentov

Prerekvizity: ,
= Principy IKS, Pocitacové siete 1, Uvod do OS



E CyberOps Modules in Lectures m
Preliminary version of topics for lectures

- 5 Chapter 15 Network Monitoring and Tools 11-12
Plannlng (SIEM, SOAR)
CyberOps Modules in lectures Chapter 16 Attacking the Foundation
(L2, L3 protocols vulnerabilities and attacks)

Chapter 17 Attacking What We Do

1 Chapter 1 The Danger none o
Chapter 2 Fighters in the War Against (L7 vulnerabilities and attacks)
Cybercrime 6 Chapter 18 Understanding Defense 13-17
Chapter 3: The Windows Operating System (security management)
2 Chapter 4: Linux Overview 1-2 Chapter 19 Access Conj[rol (AAA)
Chapter 5 Network Protocols Chapter 29 Threat Intelligence
Chapter 6 Ethernet and Internet Protocol (IP) (commercials, CVE database)
Chapter 7 Connectivity Verification 7 Chapter 21 Cryptography 18-20
Chapter 8 Address Resolution Protocol Chapter 22 Endpoint Protection
Chapter 10 Network Services 8 Chapter 23 Endpoint Vulnerability Assessment  none

Chapter 11 Network Communication Devices Chapter 24 Technologies and Protocols

SGUEECRI U Ll L.ayer (SnmER) 34 9 Chapter 25 Network Security Data 21-23
ITERIET 12 NIV SRl I EETLELTE Chapter 26 Evaualting Alerts (in Security Onion)

4 Chapter 13 Attackers and Their Tools 5-10 _ _ _
Chapter 14 Common Threats and Attacks Chaptgr 27 Worklng with Network Security Data 24-25
(Security Onion and ELK)

Chapter 28 Digital Forensics and Incident
Analysis and Response

T Expert talk (invited lecture) 26-28

(@ QN




Odporucana literatura

1. Materialy Cisco Networking
Academy: Cisco Certified
CyberOps Associate, v
anglictine

(obsolete)

3. Cisco CyberOps Associate
CBROPS 200-201 Official
Cert Guide, November 26,
2020, ISBN: 0136807836,
Cisco Press.

el GyperOps Associate o [

cisco Oficial Cert Guide

Advance your T career with hands-on learning

b
| 100

The Danger SO # | The Danger | Introduction

Introduction Cisco Cyberop = -
Introduction Associate
CBROPS 200-201

Student Resources o

Ethical Hacking Statement First Time in This Course

Why Should | Take this Module?

OMAR SANTOS
What Will | Learn in this Module?

Class Activity - Top Hacker Shows
Us How It's Done

War Stories

Threat Actors

Threat Impact

The Danger Summary

Fighters in the War Against
Cybercrime




Certifikacia — Cisco Certified CyberOps Associate

= 200-201 CBROPS exam

= https://www.cisco.com/c/en/us/training-events/training-
certifications/certifications/associate/cyberops-associate.html

= Platnost: 3 roky
= Recertifikacia: exam alebo ziskat 30 kreditov (tzv. continuing education credits)

Each associate-level certification requires @ (_
One Exam: - @ ca

Design Build Manitor Respond Automate

CISCO
_ CERTIFIED
&Cybeers )
Associabe

CyberOps Certifications Community
https://learningnetwork.cisco.com/s/topic/0TO
3i0000008jY7GAl/cyberops-certifications-
community

Core Exam CyberOps Associate



https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/associate/cyberops-associate.html
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY7GAI/cyberops-certifications-community

Reasons for successful graduates of the certification exam

Why get certified

= Stronger knowledge in key cybersecurity areas (38%)

= |ncreased confidence in the team’s handling of security challenges (30%)
= Higher-level personnel in-house with security expertise (27%)

= Staying up to date on the latest security and privacy trends (27%)

Each associate-level certification requires

One Exam:

Design Build Manitor Respond

Q0Q0€ D

Automate

&ﬂ

Core Exam

CyberOps Associate




CyberOps Associate > CyberOps Professional
Subsequent certification... professional level

= Cisco Certified CyberOps Professional Certification and Training

= https://www.cisco.com/c/en/us/training-events/training-
certifications/certifications/professional/cyberops-professional.html

Required exam Recommended training

R ) \ $1,000.00

_inuilng\EQq_Cation Credits: 40

Core exam: A:cjcess' 'Dprgtion: 180 days
350-201 Performing CyberOps Using Cisco Security :
CBRCOR Technologies (CBRCOR)

Concentration exam:

300-215 CBRFIR Conducting Forensic Analysis and Incident
Response Using Cisco Technologies for
CyberOps (CBRFIR)

Cisco Certified CyberOps Professional - Core



https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/professional/cyberops-professional.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/350-201-cbrcor.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/performing-cyberops-using-cisco-security-technologies-cbrcor.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/300-215-cbrfir.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/courses/cbrfir.html

Talent Bridge Career Resources

Job Opportunities?

= Connect to o e
opportunities
based on your
experiences,
ed u CatIO n ’ a n d Design (discover, plan, analyzs, scope)

Deploy (develop, implement, install, configurs, customize)

certifications
u https / /WWW_ n et a C a d z::::::: :opl:m V::Ty:;d::g::hed communications)
.com/portal/careers =~

[talent-bridge- e
pquram Skills

Business Skille

General Office/Professional Skilla

Admintratve Support (operations, backoffice, office mgmt/admin,
business mgmt)

Facilitiss (building/mschanical oversight, maintain safsty, equipment
mgmt)

Finance (account recsivable, accounts payabls, payroll, budgst,
finance reports)

A Rl e I i Tl

Education Certifications Opportunity

n the Matching Engine

Years Of Experience

= O N/A O =1 year andlor trainad O 1-2 Years O 3-4 Years O 5+ Years
= O N/A O <1 ysarandlor trained O 1-2 Years O 3-4 Years O 5+ Years

= O N/A O =1 ysarandlor trained O 1-2 Years O 3-4 Years O 5+ Years

= O N/A O <1 ysarandlor trained O 1-2 Years O 3-4 Years O 5+ Years

TR T e vmmr sl femimnd] T8 A D W eaee TV T A Vaaee T B Wmmen

ourses to career skills to match with industr n the Matching Engine

Years Of Experience

= O N/A O =1 ysarandlor trained O 1-2 Years O 3-4 Years O 5+ Years

= O N/A O <1 ysarandlor trained O 1-2 Years O 3-4 Years O 5+ Years

= O N/A O =1 ysarandlor trained O 1-2 Years O 3-4 Years O 5+ Years

TR T e wmmr mmdlar frmimad T8 4 D W aaes TV 3 A Vaare T B Wanen

Documents

Finish


https://www.netacad.com/portal/careers/talent-bridge-program

Hodnotenie

V dlhsom horizonte

= Uplatnim sa v praxi

= Dava mi zmysel to Co robim
= Viem to robit

= Uzivim rodinu ©

V tomto predmete

problému v ramci praktického
zadania alebo projektu

Formy a metdody hodnotenia |Vaha %
Priebezné pisomné testy 30%
Vyriesenie zadanych 40%
problémov v ramci

praktickych zadani

Zaverecny pisomny test 10%
Vyriesenie komplexného 20%




Lab environment Q
Course-specific VMs for labs

= Three options where and how to work

in the topology with the given VMs:

1. GNS3 server (only for slovak students)

2. Oracle VM VirtualBox Manager DMZ

3. NDG Online lab Inside 1 et serer | —IDtCIREY

|t il tabl ]
A0 LB SO0 I

& Smcurfty Onlon ‘

|+ P& and ETE]
CyterOps gall Linu

wihil; 157 LER0 13
Workstation LA ;
(a5 enad host] bl AFLLEL J0S A I0 2 | S0R ARG 200 1

iR 2 AE5 1013107
150 1680 51724 aihd: S0 5 1

VMs description File Name g}’g e 'r\gi(g‘lﬂﬁ?gmeﬁ@'\"

09 i

= | CyberOps Workstation VM | cyberops workstation.ova | 3,51 GB | 1 GB

[ ——

A
S@S Security Onion VM security onion.ova 286 GB |4 GB



https://www.netacad.com/portal/resources/file/a7801868-0dab-4d4c-83b1-c0a7372ab7e1
https://www.netacad.com/portal/resources/file/ea551ddd-9345-4f5e-bd82-7a7586c5f088

Vyber prostredia - labs

Pracovat’ mozno s danymi VMs v tychto prostrediach:

A: remote (praca na remote GNS3 server)

e A1l. remote KIS GNS3 server:
o GNS3 server dostupny cez web/GNS3 klienta v prostredi siete UNIZA (alt. VPN)
o Vyhody: mensia zataz na uvodny rozbeh, nezatazujete zdroje svojho PC

o Nevyhody: pri vacsom vytazeni servera, na ktorom pracuju aj ini studenti, moze byt server pomalsie

responzivnejsi (limitovany vykon)

o Pozn.: praca na nasom KIS servery - IP adresu servera oznami vyucujuci na cviceni




Vyber prostredia - labs

B. local (praca s lokalnou virtualizaciou na vlasthom alebo skolskom
PC)

Pozn.: podmienkou je CPU aspon 4 jadra/8 vlakien (4C/8T) s podporou virtualizacie a

RAM aspon 12GB

e B1. Virtualbox + GNS3

o Riesenie postavené na lokalnej stanici s virtualizaciou pomocou VirtualBoxu

(alt. VMware s licenciou) a networking pomocou GNS3 VM (GNS3 server).

o Vyhody: student ma spravu nad svojim projektom v GNS3, nikto mu ho

nezmaze, s nikym sa nedeli o zdroje svojho PC, na ktorom pracuje

o Nevyhody: potrebné mat' PC s dostatocnym vykonom, a venovat’ cas

rozbehnutiu projektu s VMs v GNS3
© Pozn.: Podmienkou je aby student pracoval na zariadeni s podporou vnorenej
virtualizacie

e B2. Virtualbox only




Vyber prostredia - labs

e B2. Virtualbox only

O

Riesenie postavené na virtualizacii zariadeni pomocou Virtualbox (alt. iny
hypervizor)

Vyhody: mate spravu nad svojim projektom, nikto vam ho nezmaze, s nikym sa
nedelite o zdroje svojho PC, na ktorom pracujete

Nevyhody: potrebné mat’ PC s dostatocnym vykonom, a venovat' cas
rozbehnutiu projektu a VMs, neobsahuje funkcie GNS3 (onitoring linky

s WireShark, etc), linky medzi zariadeniami riesené pomocou virtualbox

sietoveho rozhrania zdielaného medzi zariadeniami

Pozn.: Tato varianta je az posledné riesenie pre pripad, ze student nedokaze

vyuzit’ GNS3 spolu s VirtualBox-om



Course-specific VMs for labs

Security Onion

= Security Onion Solutions (* 2008)
= a free and open platform (Linux distribution) for

threat hunting

network security monitoring
log management

SIEM

incident response
compliance

= includes best-of-breed free and open third-party tools:

Suricata (NIDS, HIDS)

Zeek (formerly known as Bro) (NIDS)

Snort (NIDS, also HIDS)

OSSEC (HIDS)

Wazuh (all features)

Stenographer (full packet capture), Wireshark, ...
CyberChef (encrypt, encode, compress, data analysis)
NetworkMiner (NFAT for Windows+, packet analyzer)

Elastic Stack (Elasticsearch, Logstash, Kibana)
Squil (main NSM dashboard and event driven analysis)

... and many others

= Latest version: 2.3.140 (up to date 11.8.2022)

Security @nion

Overview Alerts

Alerts

Dashboards Q « Group By Nam

Hunt

Cases

4 Downloads

Main web: https://securityonionsolutions.com/
Youtube: securityonion.net/youtube
Docu: https://docs.securityonion.net/en/2.3/

NFAT = Network Forensic Analysis Tool


https://securityonionsolutions.com/
https://securityonion.net/youtube
https://docs.securityonion.net/en/2.3/

A third option for securing access to the practice topology

Online LAB for 20 - 40 dollars from NDG

= All NETLAB+ supported | . _ -

CyberOps Associate labs >

i "_E‘;"

| I
WinClient Workstation

are Supported by Igz.l?ggfgfm
the CyberOps Associate — . -
Pod |
= https://www.netdevgroup.c I
om/content/cnap/labs/cyb |
erops associate.html Security Onion
* The NDG Cisco CyberOps Virtual Machine OVF/OVA Initial Master Pod
Associate labs are (thin provisioning)
available at $39.95 for 6 Security Onion 3.2 GB 8.1 GB
months of unlimited WinClient 12 GB 26.7 GB
access _
Workstation 3.7 GB 7.8 GB

= $20 for 3 months...
Total 18.9 42.6



https://www.netdevgroup.com/content/cnap/topologies/cyberops_associate_pod.html
https://www.netdevgroup.com/content/cnap/labs/cyberops_associate.html

NDG lab preview

First NDG lab — 3.0.3 from CyberOps

= Free for instructors, but limited time (1 hod 15 min for the 1. |lab)
= https://portal.netdevgroup.com/learn/573dd43b-1418088

408653_1660036379_2292091 2022 CyberOps

& = G # portal.netdevgroup.com/learn
MyNETLAB > RSCHI.H52.P4051.Cisco_CyberOpsAssociate_V1 > Reservation 180991 > 3.0.3 Lab - Identify Running

Processes Time Remaining

[l Topology =& Content ~ | |+ Status m
- - o
¥ = I
F 1z Bar + Tuals

My Classes NDG Online

408653_1660036379_2292091
2022_CyberOps




How to get to NDG online labs (1)

= After logging in to netacad.com Home / I'm Teaching / 2022_CyberOps

= |n the class 202X _CyberOps

2022 CyberOps
(202X — current year)

Welcome to CyberOps Associate 1.0 (CA)

Introduction to NDG Online Lab Service

_“‘J Introduction fo NDG Online Lab Service

[T Available until end of 9 August 2023

Modules 1 -2

-45 Modules 1 - 2 Content

e Available until end of 9 August 2023




How to get to NDG online labs (2)

2022 CyberOps: Introduction to = X M Course Access Required | NDG x +

— C @& portal.netdevgroup.com/learn/573dd43b-1418088/payment

al 408653_1660036379_2292091 2022 _Cyb:

Course Access Required

This course may require payment before you can access the labs. Please choose a payment option below to start
your lab access.

Purchase Course Acce

Course access is s lled by FastSpring — ar reseller. Charges will appear on your bill as

FS* NetDevGroup.

The CyberOps Associate labs help prepare learners to earn the Cisco Certified Cyberops Associate Certification.
Learners will gain hands-on practice in how to monitor, detect, and respond to cybersecurity threats. Topics
include security concepts, security monitoring, host-based analysis, network intrusion analysis, and security
policies procedures.

There are multiple purchase options available depending on the amount of time you need to complete the labs.
Please choose from one of the following options:

$11.95
$2995] Three Month Ac

$39.95 Six Montt




Ethical Hacking Statement T

.12 .14

1

= Security holes and vulnerabilities that are M
created in this course should only be used In |
an ethical manner and only in this secuttyonir
“sandboxed” virtual environment. | oot

! )
Router parforming

= Experimentation with these tools, techniques, i
and resources outside of the provided
sandboxed virtual environment is at the
discretion of the instructor and local
institution.

= Unauthorized access to data, computer, and
network systems is a crime in many
jurisdictions and often is accompanied by
severe consequences, regardless of the

Inbernet

perpetrator’s motivations. ——— 100001

= |tis the learner’s responsibility, as the user of
this material, to be cognizant of and
compliant with computer use laws.




Obsah dnesnej prednasky

= Module 1 The Danger
= Module 2 Fighters in the War Against Cybercrime

* Module 3: The Windows Operating System (precitat samostatne z
Netacadu, nie je sucast’ou tejto prednasky, na 2. cviéeni bude k tomu lab)



Modul 1

The Danger

Xy
FFHACKING

NONGN PURIRE /' indecting
‘ ue A ctacky)

Module Objective: Explain why networks and data are attacked.

Topic Title Topic Objective

War Stories Explain why networks and data are attacked.
Threat Actors Explain the motivations of the threat actors behind specific security incidents.

Threat Impact Explain the potential impact of network security attacks.




1.1 War Stories



Nebezpecné zazitky
Hijacked people, hacked devices

« Kazdy mbéze byt ciel....

Ransomware

e ToR node a pretakajuci
J7a\ nedovoleny obsah
. This Is How Information Travels Between
All your files have been encrypted! You And Your Peer Through The Tor Network
All your files have been encrypted due to a security problem with your PC. If you want to restore Tor client Tor client

them, write us to the e-mail daredevil@cock.li

Write this ID in the title of your message D03761CB

In case of no answer in 24 hours write us to theese e-mails: hells_kitchen@zoho.com

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil
send you the decryption tool that wil decrypt all your files.

Y
R | GRS, s
[~ €
= B
Free decryption as guarantee FFESEEERERR u

Before paying you can send us up to 5 files for free decryption. The total sze of files must be less than
Free decryption as guarantee https://www.expressvpn.com/blog/tor/

L
10Mb (non archived), and files should not contain valuable information. (databases, backups, large excel m
sheets, etc.) C) Tor node = ’
daredevil@cockfi i Encrypted link “
Before paying you can send us up to 5 files for free decryption. The total size of fles must be less than
10Mb (non archived), and fles should not contain valuable information. (databases|backups, large excel
sheets, etc.)

Brute force na VoIP telefdén

How to obtain Bitcoins
The easiest way to buy bitcons s LocalBitcoins site. You have to register, click ‘Buy bitcoins', and select the | —
seller by payment method and price.
https://localbitcoins.com/buy_bitcoins

Also you can find other places to buy Bitcoins and beginners guide here:
http://www.coindesk. com/information/how-can--buy-bitcoins/

m

Attention!
» Do not rename encrypted fies.
» Do not try to decrypt your data using third party software, it may cause permanent data loss.

» Decryption of your files with the help of third parties may cause increased price (they add their fee to our)
or you can become a victim of a scam.

' n R

] CERTT

17.10.2017 |

]



https://www.acunetix.com/blog/web-security-zone/data-breaches-exposed-databases/
https://www.expressvpn.com/blog/tor/

Malware and other types of attacks

Virus — type of malware which has the primary objective of spreading across the network. A
virus is a type of malicious software that needs a user to spread.

Trojan horse — is not self-replicating and disguises itself as a legitimate application when it
IS not.

Worm - the main purpose of a worm is to self-replicate and propagate across the network

— that appers to be from a legitimate business but was actually set up by
someone without the permission from the business. Many free and open wireless hotspots
operate with no authentication or weak authentication mechanisms. Attackers could easily
capture the network traffic in and out of such a hotspot and steal user information. In
addition, attackers might set up a "rogue" wireless hotspot to attract unsuspecting users to it
and then collect information from those users.

— network of infected computers that are controlled as a group. A botnet is a series
of zombie computers working together to wage a network attack.

DoS — One method of executing a DDoS attack involves using a botnet. The zombies
continue to create more zombies which carry out the DDoS attack.

Ransomware — involves the hackers preventing user access to the infected and controlled
system until the user pays a specified amount.

Spyware — software that enables a user to obtain covert information about another's
computer activities by transmitting data covertly from their hard drive.



Pohlad z ,,vtacej“ / statnej perspektivy
Kriticka infrastruktura

1. Doprava

2. Elektronické
komunikacie

Energetika
Informacné a
komunikacné te
Posta
Priemysel

Voda a atmosféra
Zdravotnictvo

nallh e

chnolégie

O NG

Kritickd infrastruktura (Zakon ¢. 45/2011 Z. z.)



Megaunik dat na Slovensku v 2020
Unik databazy pacientov testovanych na covid-19

Moje eZdravie (17.9.2020)

= trivialna zranitelnost

= Unik viac ako 390 000 osobnych udajov pacientov
(testovanych v SR na COVID-19)

Aka zranitelnost™?
= Unik formatu API volani verejnym vyhfadavacom

= Umoznenie neautorizovaneho pristupu k samotnym
volaniam API

= Moznost ziskat informacie o vSetkych pacientoch

= Absencia mechanizmov, ktoré by znemoznovali masivne
stahovanie uvedenych udajov

= VSetky data boli v neSifrovanej (v “plaintext”) forme

Ako sa ziskali data?
#!/bin/bash
for ((i=8966; i < 391000; i++ )); do
wget https://mojeezdravie.nczisk.sk/api/cntnt.dnld.php/$i
done

https://zive.aktuality.sk/clanok/148928/detaily-o-nedavnom-megauniku-dat-pacientov-kde-vsade-zlyhal-stat-ake-chyby-opravil-a-preco-s-tym-meskal/
https://nethemba.com/sk/kriticka-zranitelnost-v-aplikacii-moje-ezdravie-unik-databazy-pacientov-testovanych-na-covid-19/



https://nethemba.com/sk/kriticka-zranitelnost-v-aplikacii-moje-ezdravie-unik-databazy-pacientov-testovanych-na-covid-19/
https://nethemba.com/sk/kriticka-zranitelnost-v-aplikacii-moje-ezdravie-unik-databazy-pacientov-testovanych-na-covid-19/
https://zive.aktuality.sk/clanok/148928/detaily-o-nedavnom-megauniku-dat-pacientov-kde-vsade-zlyhal-stat-ake-chyby-opravil-a-preco-s-tym-meskal/
https://zive.aktuality.sk/clanok/148928/detaily-o-nedavnom-megauniku-dat-pacientov-kde-vsade-zlyhal-stat-ake-chyby-opravil-a-preco-s-tym-meskal/

Bonusovy bod (Cast’ A)

= N3jdi na internete informaciu/video
o internetovom prieniku (hack) na Slovensku
alebo v svete

= Rovnomerne budeme hladat v kazdom z 8 sektorov
(vid’' slajd - Kriticka infrastruktura)
= Spracuj odpovede na otazky:
a. What was the target? What is the vulnerability being exploited?

b. What information, data, or control can be gained by a hacker exploiting this vulnerability?
What was the motive of the hacker? What was the impact of the attack?

How was the hack performed? What method of attack was used?

d. Who was the attacker? What organization or group is the attacker associated with, if
any? What about this particular hack interested you specifically?

How could this attack be prevented or mitigated?
f.  URL na najlepSi zdroj o danom utoku

= Najlepsie zverejnime na KIS webe (podstranka pre predmet RBI)

O




The Danger
Ransomed Companies

- Employees of an organization are
often lured into opening attachments
that install ransomware on the
employees’ computers.

« This ransomware, when installed,
begins the process of gathering and
encrypting corporate data.

« The goal of the attackers is financial
gain, because they hold the
company’s data for ransom until they
are paid.




The Danger

Targeted Nations

- Some of today’s malware is so
sophisticated and expensive to create
that security experts believe only a nation
state or group of nations could possibly
have the influence and funding to create it.

- Such malware can be targeted to attack a
nation’s vulnerable infrastructure, such
as the water system or power grid.

* One such malware was the Stuxnet worm
that infected USB drives and infiltrated
Windows operating systems. It then
targeted Step 7 software that was
developed by Siemens for their
Programmable Logic Controllers (PLCs).




The Danger

Video - Anatomy of an Attack

= Watch this video to view details of a complex attack.
https://www.youtube.com/watch?v=hgKafl/Amd8&ab_channel=TEDxTalks

Pablos Holman, 2012

« TED is a nonprofit devoted to
spreading ideas, usually in the form of
short, powerful talks (18 minutes or
less)

« TED began in 1984 as a conference
where Technology, Entertainment
and Design converged, and today
covers almost all topics

« from science to business to
global issues

« in more than 100 languages

« Meanwhile, independently run
TEDx events help share ideas in
communities around the world.



https://www.youtube.com/watch?v=hqKafI7Amd8&ab_channel=TEDxTalks

1.2 Threat Actors



Threat Actors
Hacker — ten Co riesi vs. vyraba problemy

Hacker..

“kvalifikovany
pocitaCovy expert,
ktory vyuziva

svoje technicke
znalosti na
Prekonanie g
problému” [t

Za réznym
ucelom...

= dobry, zly a
Skaredy
biely, Cierny a
Sedy klobuk




Threat Actors

Threat Actors / Aktéry hrozieb

= Threat actors are individuals or group:

individuals who perform cyberattacks.
They include, but are not limited to:

= Amateurs

= Hacktivists

= Organized crime groups

= State-sponsored groups

= Terrorist groups

= Cyberattacks are intentional malicious

meant to negatively impact another
individual or organization.




Threat Actors

Threat Actors (Contd.)

i

L « Ny mi

Amateurs Hacktivists Financial Gain Trade Secrets and

= They are also « These are hackers who < Much of the hacking Global Politics
known as script publicly protest against activity that « At times, nation states
kiddies and have a variety of political and consistently threatens hack other countries, or
little or no skKill. social ideas. our security is interfere with their

= They often use - They post articles and mqtivated by financial internal politics.
existing tools or videos, leaking gain. - Often, they may be
instructions found sensitive information, « Cybercriminals want to interested in using
on the internet to and disrupting web gain access to bank cyberspace for
launch attacks. services with accounts, personal industrial espionage.

= Even though they illegitimate traffic in data, and anything else . The theft of intellectual
use basic tools, the  Distributed Denial of they can leverage to property can give a
results can still be Service (DDoS) generate cash flow. country a significant
devastating. attacks. advantage in

international trade.




TYP HROZBY P6vod
Poziar NUE
. Poskodenie vodou NUE
C sy . zneclistenie NUE
Zoznam hrozieb Fyzické poskodenie  [1oCtenie
, . znicenie zariadenia alebo médii NUE
Lud?ke hrozby prach, kordzia, mrznutie NUE
:&‘::; Motivacia g'i_r"a"_iCkY_jaV E
: eizmicky jav E
\Vyzva Prirodné udalosti \Vulkanicky jav E
Ego Meteorologicky jav E
Heker, kreker [Postavenie / status Povoderi E
Peniaze. R Porucha klimatizacie alebo vodovodu NU
Pov§tan|§ il Strata zakladnych sluZieb [Strata energetického napajania NUE
quv'era_'n'e Porucha telekomunikaéného zariadenia NU
Z!’Ncefv"e’ _ ¥ L Narugenie v désledku Elektromagneticka radiacia NUE
Financny zisk o Termalna radiacia NUE
Terorista |[Nabozensky fanatizmus radiacie elektromagnetické impulzy NUE
Pomsta Vyzradenie informdcii _ |vela réznych
POI't_'?ky zisk _ Zlyhanie zariadenia N
M'(?dlalln.e pokry'tlt.a' Porucha zariadenia N
Nicenie informacii Technické zlyhanie Saturdcia informacného systému NU
Pocitacovy [Nelegalne zverejfiovanie informacii Softvérova porucha N
kriminalnik  |Finanény zisk porusenie udrZiavatelnosti informaéného systému NU
Neopravnena zmena udajov Neautorizované pouZivanie zariadenia U
Priemyselna |Finan¢ny zisk Podvodné kopirovanie systému U
Spionaz __[Ekonomicka Spionaz Neautorizované ¢innosti |[PouZitie falosného alebo kopirovaného softvéru NU
Zvedavost poskodenie dat U
} Neumyselné chyby Nelegalne spracovanie dat U
Clenovia |(slabé hesla) Chyba pri pouZziti N
(Studenti, |EgO ZneuZitie prava NU
zamestnanci) |Spravodajstvo Vyzradenie funkcii FalSovanie prav U
Penazny zisk Odopretie ¢innosti U
Pomsta Porusenie dostupnosti personalu NUE

N - neumyselny, U - uGmyselny, E - enviromentdlny pdvod



loT Device Characteristics

= four characteristics of smart devices:

The ability to
A unique + Wireless M sense or + Embedded
identifier communication measure electronics
something

= The applications of smart devices include:
= Learn things
= Monitor things
= Search things
= Manage things (like cities and traffic)
= Control things
= Play with things

https://smartbear.com/blog/internet-of-things-101/

[ \%

Implanted medical devices
that monitor metrics of a
patient’s health—or a wrist-
worn fitness meter

Sensors in automobiles that
monitor tire pressure and
display a light on the
dashboard when the tire
pressures vary

Consumer appliances that [ Pont fnrget
alert owners via text < |, to buy milk! |

message when a load of
laundry is finished or when
the user needs milk

Flow control systems in
wastewater treatment

plants that determine water
volume and act accordingly



https://smartbear.com/blog/internet-of-things-101/

Threat Actors: How Secure is the Internet of Things?

loT Statistics: loT Application Areas

Q%% 1OT ANALYTICS . . Insights that empower you to understand loT markets - Nearly 70% Of a”
Top 10 loT Application areas 2020

Global share of Enterprise loT projects? Trend? n eW Ve h I CI eS

o oo [ - (©) globally will be
oa,Transportatlon/MOb"'tV _____________________________________________________________________ 15%@ ------ COnneCted to the
o~ - . ® internet by 2023.

(4] E Retail @ (IDC)

O,
o “’ © Manufacturing / Industrial

L ce: [+ ® = newer methods of
o w Healthcare @ COmmunICatlon that
Y e By @ are faster, more

Om Agriculture © efficient, and

O &a — generally safer for

--------------------------------------------------------------------------------------------------------------------------------------------------------------------------- everyone on the
o orer [ ®
Note: 1. Base T project list e.g., a downward arrow means the relative

road

®

d on 1,414 publically known loT projects (not including consumer loT projects eg smart home, wearables, etc.) 2. Trend based on relative comparison with % of projects in the 2018 loT Analytics lo
share of all projects has declined, not the overall number of projects. 3. Other includes loT projects from Enterprise & Finance sectors. Source: loT Analytics Research - July 2020

httpg://iot—analytics.com/top—10—iot—applications—in—2020/
= On average, an loT connection is attacked within the first five minutes of
connecting to the internet. (NETSCOUT Threat Intelligence Report)



https://iot-analytics.com/top-10-iot-applications-in-2020/

1oT Ja Yy Insighits thiet empower you (o understimd ioT mavkets

Threat Actors: How Secure is the loT?
Total number of active device connections worldwide

IoT Statistics: Number of devices o

= 127 — The number of devices that
join the internet every second
((McKinsey Digital)

= 35% of the loT market is made up of

v . 111 z
hardware, Zvysok: sensors, chipsets,
. , - THE INTERNET OF THINGS v (- 7
= 5G subscriptions will amount to 1.9 | esssmos ammeareo rossmie o .
Billion by 2024 (Ericsson) ® o/

= The introduction of 5G changed many
aspects of engaging with technology,
including the loT.




loT Statistics: Number of devices vs. Number of people

50 Billion

J THE INTERNET OF THINGS _suouii (@
25 Bi"ign | AN EXPLOSION OF CONNECTED POSSIBILITY . ‘ r
42,1 BILLION
1 BN (=) -~
12.5 Billion
. 7.6 Billion ]
i 7.2 Billion o wq
World 6.3 Billion e L
Population 1 8.7 BILLION e/
Connected 500 Million
Devices
] 000000 O.SBILLION ClN]).--.--. oo

YEAR

Connected
Devices
Per Person

3.47 6.58

v

2015 2020




Threat Actors
How Secure is the Internet of Things?

= |oT helps individuals connect things to
improve their quality of life.

= Problems:

= Many devices on the internet are not
updated with the latest firmware.

= Some older devices were not even
developed to be updated with patches.

= These two situations create
opportunity for threat actors and
security risks for the owners of these
devices.




Threat Actors: How Secure is the Internet of Things?

All your devices can be hacked

= Could someone hack your
pacemaker?

= Avi Rubin shows how hackers are
compromising
= Cars
= Smartphones
= medical devices
= and warns us about the dangers

of an increasingly hack-able
world.

Computer controlled blood pump

A New Pumping Device Brings Hope for Cheney
SIS Ehye New dJork Eimes July 19, 2010

1,334,744 views | Avi Rubin = TEDxMidAtlantic D Like (40K) M share = Add

All your devices can be hacked

https://www.ted.com/talks/avi rubin all you
r devices can be hacked?lanquage=en



https://www.ted.com/talks/avi_rubin_all_your_devices_can_be_hacked?language=en

Conduct a Search of loT Application Vulnerabilities

Bonusovy bod (cast’ B)

= N3jdi na internete informaciu/video
o internetovom prieniku (hack) na Slovensku
alebo v svete

= Rovnomerne budeme hladat v kazdom z 10 oblasti
na slajde 37 (Top 10 loT Application Areas)

= Spracuj odpovede na otazky:
a. What was the target? What is the vulnerability being exj

b. What information, data, or control can be gained by a ha S S o Tty v o ror s
What was the motlve of the hacker? What was the impact of the attack’?

How was the hack performed? What method of attack was used?

d. Who was the attacker? What organization or group is the attacker associated with, if
any? What about this particular hack interested you specifically?

How could this attack be prevented or mitigated?
f.  URL na najlepSi zdroj o danom utoku

= Najlepsie zverejnime na KIS webe (podstranka pre predmet RBI)

O




1.3 Threat Impact



Threat Impact
Economic impact of cyberattacks =z 1 1 ’ M
FJ:;?EG“““ .
= The economic impact of cyberattacks is
difficult to determine with precision. TR
= However, it is estimated that businesses will o (y
lose over $10 trillion annually by 2025 due to —_ o O
cyberattacks.
Growth of Cybercrime Costs Average 1 3 o

Percentage

increase

in average

annual number 0

of security .

breaches 0

2 » 2017 COST OF CYBER CRIME STUDY

$3 trillion

https://ponemonsullivanreport.com/2017/10/cybercrime-
costs-up-23-percent-in-just-two-years-firms-investing-
in-wrong-technologies/

2015 2025

https://www.embroker.com/blog/cyber-attack-statistics/



https://www.embroker.com/blog/cyber-attack-statistics/
https://ponemonsullivanreport.com/2017/10/cybercrime-costs-up-23-percent-in-just-two-years-firms-investing-in-wrong-technologies/
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Threat Impact

Pil, PHI, and PSI

Personally Identifiable Information (PlII)

= any information that can be used to positively
identify an individual

= Name
= Social security number
= Birthdate

= Credit card numbers etc.

= Protected by the General Data Protection
Egg);ulation (GDPR) in the EU (by HIPAAIn the
= Cybercriminals aim to obtain these lists of PII
= can be sold on the dark web
= and used to create fake financial accounts
= credit cards
= short-term loans (p6Zzicky)
= Subsets of PII:
= Protected Health Information (PHI)
= subset of PII

= Included in Electronic Medical Records (EMRs)
created and maintained by the medical community

» Personal Security Information (PSI
= usernames, passwords, and other security-related

information that individuals use to access information

or services on the network.

According to a 2019 report by Verizon, 2. most common way
that threat actors breached a network was by using stolen PSI.

PIl
GDPR PERSONAL DATA

The EU's General Data Protection Regulation defines personal data as any information
related to a person that can be used to directly or indirectly identify them, including:

online identifiers & @ Health information
(including an : i
1P address) |
Anidentification @ [« o000 == . o Economic, cultural

number .

—— - orsocial identity
F ﬂg of a person

PHI

k



Threat impact — real stories

Hacks which involved stolen PIl or PHI

= |n 2019, an online graphic design tool
website experienced a data breach in
which PII for approximately 137 million
users was viewed by hackers with user
details for 4 million accounts appearing
on the internet.

= https://haveibeenpwned.com/

= |n 2020, a major Chinese social media
company was hacked resulting in theft of

Pll, including phone numbers, stolen from

172 million users. The theft did not
iInclude passwords, so the data was
available for a low price on the internet.

= |n 2019, a company that makes games

that are played on Facebook was hacked|

and the PIl of 218 million users was
stolen.

Home Notifyme Domainsearch Who'sbeenpwned Passwords APl About Donate BIP

'.--have i been pwned?

Check if your email or phone is in a data breach

email or phone (international format)

ome Jomain search ~ Who's been pwned  Passwords ~ APl About Donate B P

Pwned Passwords

Pwned Passwords are hundreds of millions of real world passwords previously exposed in data breaches. This exposure makes them
unsuitable for ongoing use as they're at much greater risk of being used to take over other accounts. They're searchable online below as
well as being downloadable for use in other online systems. Read more about how HIBP protects the privacy of searched passwords.

password



https://haveibeenpwned.com/

Integrated into web browser:
Pll and Password vaults

@ Nastavenia Q. Vyhladajte nastavenia
Password managers A — -
Bl Automatické dopifanie
chrana sikromia Ponukat ukladanie hesiel .
= stores and organizes usernames and O esvepeion oty st
paSSWOI‘dS in the form of; @ Vzhlad Automaicky sa pribasuite na weboch v aplikaciach ulozenyimi priblasovacimi idajmi. Ak tto
= software application / web-based application 0 vybradenn: e (R s v A B e e
" integrated into Web browser B  Predvoleny prehliadaé skontrolovat hesld
= cloud-based vs. local storage & brspustent preemene hes ’
= variety of services that may include: Zobrazeni aspriva lozensch hesil v téte Google
= Site and password breach alerts @ el
= Syncing across multiple devices o Stehnae Ulozens hesta prdat
= Family-sharing  Dostupnost . S .

= Assistance changing old passwords automatically =~ * ==

* Auto-filled information on forms Software applications / web-based applications

= Encrypted file storage vaults for your financial = https://opensource.com/article/16/12/password-managers
and other sensitive data _
= Industry-standard encryption " https://bitwarden.com/

= Security questions and answers

= Two-factor authentication or multi-factor
authentication

= Fingerprint and facial recognition
= Credit monitoring
= 24/7 customer service

Pros and cons, are password managers secure?
https://us.norton.com/internetsecurity-privacy-password-manager-
security.html#



https://us.norton.com/internetsecurity-privacy-password-manager-security.html
https://opensource.com/article/16/12/password-managers
https://bitwarden.com/

Threat Impact: Bussiness

Lost Competitive Advantage

= The loss of intellectual
property to competitors is a
serious concern.

= An additional major concern is
the loss of trust that comes
when a company is unable to
protect its customers’ personal
data.

= The loss of competitive
advantage may come from this
loss of trust rather than another
company or country stealing
trade secrets.

You need a database of competitors, customer base site?
Then you've come to the correct ad @0ur team specializes in this.
We will help as quickly, efficiently, and without "direct” overpayments.

Most requested when ordering write once “target”, the budget as well as what to do.
On the type of message: "Hi, Can you hack the website.?" - I will not answer.

Write purely on the topic.
According to contacts - in the PM. (Jabber + OTR).

rhe i ot Of § 1000 / Bitcoin. VWt @ budget of less
than $ 1,000 do not even bother.
(accept payment at the rate of Bitcoin)

We accept only BITCOIN may refuse vithout obyasneny

— n
TREN
TEL N E 1
1
I s s,
- 10.05.2018 at 12:45 _ Reason: clearance

Espicnage as a Service

— —
i | el Pl
. https://documents.t
o ”'.‘..; Tenm #irm rendmicro.com/image
mes SIS s/TEx/guides/exec-
== brief-espionage-as-

a-service.pdf



https://documents.trendmicro.com/images/TEx/guides/exec-brief-espionage-as-a-service.pdf

=
@ l[Uh[PL{peacE WhoWe Are ¥ WhatWeDo ¥ News v  Publications Testimonials  Ukr aine v
—— - = g - ——

Threat Impact: Cyberwarefare

Politics and National Security

= |tis not just businesses that get hacked.

= State-supported hacker warriors can cause
disruption and destruction of vital services and
resources within an enemy nation.

= The internet has become essential as a https: //cybirpt_aaceitl}stii_:ute.gr
medium for commercial and financial activities. g/ukraine—timeline-ol-

cyberattacks/
= Disruption of these activities can devastate a
nation’s economy.

= The Stuxnet worm was specifically designed to Zdpadom s nulovjm sittom, ti, tori sa

dostanid na vrchol politického systému v

Zatial ¢ litika sa stdle viac scvrkiva :
14 Co politifia Sa svaie Vi MITCHELL A. ORENSTEINSY
na ,,civilizatnd volbu* medzi Ruskom a e -

impede Iran’s progress in enriching uranium krajindch medzi nimi, sii Easto
i neideologicki sprostredkovatelia moci, ktori
that could. be u§ed in a nuclear weapon. oot shGrab, ko oroftovet o oborh THEERNN
= Stuxnet is a prime example of a network attack strdn, pritom si_berd odmeny z Ruska aj
motivated by national security concerns zo Zdpadu- Politické patoldgie tgchto IN BETWEEN
. ) maly’ch, zranitel’ny’ch a zaosta/y’ch Sytdtov Petaia ve, thse Wead and the New Falitics of Hybuid War
= In February 2016, a hacker published the personal v Eurdpe si Eoraz tastejsie aj nasimi X ¥ o
. . 5 o id = [
information of 20,000 U.S. FBI employees and problémami: V tomto prehlbujdcom sa ¥
) konflikte sme vietci Krajinami medzi nimi
9,000 U.S. Department of Homeland Security (DHS) ¥ ;
employees. https://global.oup.com/academi

n iti i c/product/the-lands-in-
The hacker was apparently politically motivated. e TR UTE05RETA



https://cyberpeaceinstitute.org/ukraine-timeline-of-cyberattacks/
https://global.oup.com/academic/product/the-lands-in-between-9780190936143

Threat impaCt Information
Warf
Cyberwarfare _ _
Cyber Psychological Electronic
. . . Warf Warfare Warfare
= Cyberwarfare is a subset of information warfare —
= |ts objective is to... (one or more) Ll ona |H PP IH esm
] ] . Information
= disrupt (availability)
o corrupt (integ_;rity)_ | | H oo |Hueneepren |H ecem
= exploit (confidentiality or privacy)
= |t can be directed against L oene Y PP Y ecem
. Diplomacy
= military forces
[ ] Cr|t|Ca| |nfrastructures http://ijrar.com/upload issue/ijrar issue 20542533.pdf
= other national interests
(economic targets, ...) 7 Types of Cyberwarfare Attacks

= |t involves several
teams that work together | | o
= Botnet might be one Q &) =0 @ Fa O g}
of several tools to be used | | | _ _ _
. Espionage Sabotage Denial-of-service Electrical Propaganda Economic Surprise
for IaunChlng the attack. (DoS) Attacks Pawer Grid Attacks Disruption Attacks

~_



http://ijrar.com/upload_issue/ijrar_issue_20542533.pdf

Threat impact

Atributy bezpecnosti

= Dovernost (confidentiality)
= [ntegrita (integrity)
= Dostupnost (availability)

Autenticita (authenticity)
Nepopieratelnost’ (non-repudiation)

Spravnost kddu (code validation)

CONFIDENTIALITY

NONREPUDIATION AUTHENTICATION

AVAILABILITY INTEGRITY

CODE VALIDATION

Existencia

Existencia

Integrita | Dostupnost’ | Dovernost  motivu | pripadu z | Ohodnotenie
utoénika | minulosti
1 + + 4 + + 5
2 + + - + 5
3 - + + - + 5
4 + - + + + 5
5 + - + + 4
6 - + - + + 4
7 - - + - + 4
8 + + + + - 4
9 + + - + 4
10 - + + + 4
11 + - + + 4
12 + - - + 3
13 - + - + 3
14 - - + + - 3
15 + + + - + 3
16 + + - + 3
17 - + + + 3
18 + - + + 3
19 + - + 2
20 - + - + 2
21 - - + + 2
22 + + + - 2
23 + + - 2
24 - + + 2
25 + - + 2
26 + - 1
27 - + - 1
28 - + 1




Deepfakes are getting better
Zranitelnosti pre dnesnu spolocnost’ ,,Nabodobeniny sa zlepSuju“

Obavy:
= Mbzu deepfakes oslabit demokraciu?”

.. hapodobenina verejnej osobnosti
naCasovana na spravny okamih..

= Preteky v zbrojeni ako ich odhalit

= Napr. obava z volieb v roku 2020 v USA
= Darpa z Pentagonu — 10x milionov na

E&ﬂgake Obama created using Al video tool- BBC Ne.. ° -4

medialny forenzny vyskymny program " N — Gl i

= V kongrese — vyzva na legislativu zakazujucu
ich Skodlivé pouzivanie

L]
T

e
he.résearchers sed 14 hours of

e nesotage of BaracK/Obama to produce
| their model.

P o) o031/1:26

https://www.youtube.com/watch?v=AmUC4m6wlwo



https://www.youtube.com/watch?v=AmUC4m6w1wo

Strojové ucenie v kybernetickej bezpecnosti

= QOchrancovia:

= pokial sa vieme strojovym ucenim
natrenovat ako vyzera legitimna 0
prevadzka, tak potom vieme efektivne il
detegovat' aj utoky, vratane a |
neznamych/novych typov utokov.

= Utoénici:

= Mo6zu strojove ucenie pouzit na lahke

generovanie takych utokov, ktoré sa

Kognitivne pocitanie

akcelerdtory

AN

budu podobat na legitimnu prevadzku, a
bude tazke ich detegovat.

Strojoveé ucenie maju k dispozicii Algoritmickeé pocitanie
ochrancovia aj utocnici.




Search for Attacks that have weakened democracy

Bonusovy bod (cast’ C)

= Najdi na internete informaciu/video
o internetovom prieniku (hack) na Slovensku
alebo v svete — ktory ma dopad na demokraciu

= QOslabenie ludskych prav

= Sledovanie ludi

= Manipulacia, ovplyvnenie volieb, ..
= Rozvrat v State

Future of Democracy in the Digital Age

= Cyber vigilantism (Anonymous Survey 2020)

https://www.elon.edu/u/imagining/surveys/future-of-

= Spracuj odpovede na otazky: democracy-2020/anonymous/
a. What was the target? What is the vulnerability being exploited?

b. What information, data, or control can be gained by a hacker exploiting this vulnerability?
What was the motive of the hacker? What was the impact of the attack?

c. How was the hack performed? What method of attack was used?

d. Who was the attacker? What organization or group is the attacker associated with, if
any? What about this particular hack interested you specifically?

e. How could this attack be prevented or mitigated?
f.  URL na najlepSi zdroj o danom utoku

= Najlepsie zverejnime na KIS webe (podstranka pre predmet RBI)



https://www.elon.edu/u/imagining/surveys/future-of-democracy-2020/anonymous/

1.4 The Danger Summary



The Danger Summary
What Did | Learn in this Module?

= Threat actors can hijack banking sessions and other personal information by using “evil
twin” hotspots.

= Threat actors include, but are not limited to, amateurs, hacktivists, organized crime
groups, state sponsored, and terrorist groups.

= As the Internet of Things (loT) expands, webcams, routers, and other devices in our
homes are also under attack.

» Personally Identifiable Information (PIl) is any information that can be used to positively
identify an individual.

« The medical community creates and maintains Electronic Medical Records (EMRs)
that contain Protected Health Information (PHI), a subset of PII.

« Personal Security Information (PSI) includes usernames, passwords, and other
security-related information that individuals use to access information or services on
the network.



Module 1
New Terms and Commands




\' (oo [V] -

Fighters in the War Against Cybercrime
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Module Objective: Explain how to prepare for a career in cybersecurity operations

Topic Title Topic Objective
The Modern SOC Explain the mission of the security operations center (SOC).

Describe resources available to prepare for a career in cybersecurity

Becoming a Defender :
operations.




2.1 The Modern Security
Operations Center



Fighters in the War Against Cybercrime
E I e m e n tS Of a S 0 C Triad of Security Operations: People, Process and Technology

 for defending against cyber threats, organizations People
typically use the services of professionals from a fomal
Security Operations Center (SOC) to use

» formalized
« structured g
« and disciplined approach

« SOCs provide a broad range of services

Internal On-the-Job
Training Experence

Technology
« from monitoring and management
Endpolnt
» to comprehensive threat solutions and customlzed incident Netflow
hosted security. Managemant

Nelwork

Maonior
Forensics s g

Threat Intel




Type of SOC models

= SOC architecture models:

External SOC — entire SOC or elements of a SOC can be contracted out to SOC provider, such
as Cisco’'s Managed Security Services.

Dedicated or Internal SOC — The enterprise sets up its own cybersecurity team within its
workforce. Wholly in-house, owned and operated by a business

Virtual SOC — The security team does not have a dedicated facility and often works remotely.
Global or Command SOC — A high-level group that oversees smaller SOCs across a large
region.

Co-Managed SOC — The enterprise’s internal IT is tightly coupled with an outsourced vendor to
manage cybersecurity needs jointly.

External Internal Virtual Global Co-Managed




Fighters in the War Against Cybercrime

and responsibilities required for each.

= Tier 1 Alert Analyst

= Monitor incoming
alerts (security alert
queues in ticketing
system)
= verify that a true

incident has occurred " Tier 2 Incident

= Basic threat Responder
mitigation = deep
= or forward tickets to investigation of
Tier 2 (opens ticket), B
ey E> incidents
= otherwise — false = advise
alarm/alert remediation or
= and system need to action to be
be updated taken
= otherwise — can not (odporudia
be resolved => tier 2 napravu/akciu)

People in the SOC - Tiers (Urovne)

SOCs assign job roles (pracovné ulohy) by tiers, according to the expertise

Tier 3
= expert in network,

endpoint, threat
intelligence, malware
reverse engineering

tracing the processes of
the malware to determine
its impact and how it can
be removed (+ preventive
measures)

deeply involved in hunting E>
for potential threats and
implementing threat
detection tools
= search for cyber threats

that are present in the

network but have not yet
been detected.

SOC Manager

manages all
the resources
of the SOC

serves as the
point of
contact for the
larger
organization or
customer.

develop a
workflow model

implement
standardized
operating
procedures
(SOPs) for the
incident-
handling
process that
guides analysts
through triage
and response
procedures



Simplified SOC Tiers

ALERTS FROM: TIER * Monitoring
4 14+ Security Intelligence * Opens tickets, closes false positives
SRR Platform —_— 1 + Basic investigation and mitigation

* Help Desk (Users)

« DOther IT Depts.
i « Deep investigations,/CSIRT

TIE H = Mitigation/recommends changes
“ 2

« Advanced investigations/CSIRT

l TIEH * Proavention
3.|. * Threat hunting
* Forensics

(MINIMIZE INCIDENTS « Counte r-intelliger‘n:e
REACHING THEM) hMalware reverser
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People in the SOC - interaction between job roles

SME/

Hunter
(Threat bntel)

Incident
Responder

Tier 1
Alert
Analyst

Hunter Manager Hunter
[Mabawork)

[Malwarg RE)

Tier 2
Incident

Responder

SME/

Hunter
(Endpodnt)

Source: SANS Institute



Technologies in the SOC: SIEM
- An SOC needs a Security Gashll e Ll
Management (SIEM) system
to understand the data that
detection systems, and
« SIEM systems collect and
filter data, and detect,
investigate threats. They e S Sew)
to implement preventive
measures and address

Fighters in the War Against Cybercrime
Information and Event
==
firewalls, network
other devices generate.
CIaSS|fy, analyze and Security Information and
may also manage resources
future threats.




Fighters in the War Against Cybercrime

Technologies in the SOC: SOAR

« SIEM and Security Orchestration,
Automation and Response (SOAR)
are often paired together as they have
capabilities that complement each

other. Securty
 Large security operations (SecOps)
. Orchestration w3 | Creates a customized platform that integrates and coordinates
teamS Use bOth teChnOIOgleS tO | numerous security tools and resources.
optimize their SOC. SOA

+ SOAR platforms are similar to SIEMs
as they aggregate, correlate, and
analyze alerts. In addition, SOAR - e L
technology integrate threat ‘ acaress specifc types of svents. e
intelligence and automate incident

investigation and response

intervention. Helps address the shortage in cybersecurity analyst talent
and increases efficiency.

Automation S ‘ Executes security processes with a minimum amount of human
]

workflows based on playbooks
developed by the security team.




Fighters in the War Against Cybercrime

Technologies in the SOC: SOAR (Contd.)

* SOAR security platforms:

» Gather alarm data from each component of the system.

* Provide tools that enable cases to be researched, Security
assessed, and investigated.
- Emphasize integration as a means of automating r—

more rapid response and adaptive defense strategies.

complex incident response workflows that enable SOA

* Include pre-defined playbooks that enable automatic
response to specific threats. Playbooks can be initiated

automatically based on predefined rules or may be Response

triggered by security personnel.




Fighters in the War Against Cybercrime

SOC Metrics

* Whether internal to an organization or providing services to multiple organizations, it is important to
understand how well the SOC is functioning, so that improvements can be made to the people,
processes, and technologies that comprise the SOC.

« Many metrics or Key Performance Indicators (KPIl) can be devised to measure different aspects of
SOC performance. However, five metrics are commonly used as SOC metrics by SOC managers.

Mewies | oo

Dwell Time The length of time that threat actors have access to a network before they are
detected, and their access is stopped

Mean Time to The average time that it takes for the SOC personnel to identify valid security
Detect (MTTD) incidents have occurred in the network

Mean Time to The average time it takes to stop and remediate a security incident

Respond (MTTR)

Mean Time to The time required to stop the incident from causing further damage to systems or

Contain (MTTC) data

Time to Control The time required to stop the spread of malware in the network



Fighters in the War Against Cybercrime
Enterprise and Managed Security

- For medium and large networks, the organization will benefit from implementing an
enterprise-level SOC, which is a complete in-house solution.

- Larger organizations may outsource at least a part of the SOC operations to a security
solutions provider.

 Cisco offers a wide range of incident response, preparedness, and management
capabilities including:
« Cisco Smart Net Total Care Service for Rapid Problem Resolution
« Cisco Product Security Incident Response Team (PSIRT)
« Cisco Computer Security Incident Response Team (CSIRT)
« Cisco Managed Services
« Cisco Tactical Operations (TacOps)
« Cisco’s Safety and Physical Security Program
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Security vs. Availability

« Security personnel understand that for the organization to accomplish its priorities,
network availability must be preserved.

« Each business or industry has a limited tolerance for network downtime. That tolerance
is usually based upon a comparison of the cost of the downtime in relation to the cost of

ensuring against downtime.

« Security cannot be so strong that it interferes with the needs of employees or business
functions. It is always a tradeoff between strong security and permitting efficient business

functioning.

Availability Security
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Becoming a Defender

Pocty neobsadenych miest odbornikov na bezpecnost’

The Cybersecurity Workforce Gap by Region

Global
~4.07M

12%
North America

¥ 17%

11/2019 / Latin America

66% 5%
APAC Europe

11/2020 Zdroj: ISC2.org

https://www.isc2.org/Research/Workforce-Study

Motivacia ku KB
= Téma KB sa tyka kazdého
= Kazdy je zodpovedny za
svoje data
= Aj osobné udaje su data a
treba ich chranit

— k fr— Zdroj: SK-CERT

L‘Dﬁih!r

Pravdepodobne by swe mohli tento rok
vyskugat’ ing pristup Ru Ryberneticke] bezpetnosti


https://www.isc2.org/Research/Workforce-Study

Becoming a Defender
Motivacia

The Most Important Qualifications for Cybersecurity Professionals
(Non-technical Skills and Attributes)

)

38% 32%

Strong problem-solving abilities Curiosity and eagerness to learn

= g

32% 23%

Strong communication skills Strong strategic thinking skills




Becoming a Defender

Motivacia

Top Attributes Sought in Cybersecurity Personnel

Strong problem-solving abilities

Curiosity / eager to learn

Cybersecurity certifications

Strong communication skills

Relevant cybersecurity work experience

Relevant IT work experience

Knowledge of basic cybersecurity / cybersecurity concepts
Knowledge of advanced cybersecurity / cybersecurity concepts
Strong strategic thinking skills

Cybersecurity qualifications other than certifications or a degree

N
G
o~

38%

32%

32%

32%
31%

29%

28%

25%



Becoming a Defender

Motivacia

Most Commonly Held Certifications and Certificates

(ISC)? Certified Information Systems Security Professional (CISSP)
ISO 27001 Lead Implementer

CompTIA Security+

ITIL Foundation (ITILF)

Cisco Certified Network Associate Security (CCNA Security)
Cisco Certified Network Professional Security (CCNP Security)
Microsoft Certified Azure Fundamentals (MCAF)

(ISC)* Certified Cloud Security Professional (CCSP)

Microsoft 365 Fundamentals (M365CF)

Amazon Web Services Certified Cloud Practitioner (AWS CCP)
Cloud Security Alliance Certificate of Cloud Security Knowledge (CCSK)
Microsoft Certified Solutions Associate (MCSA)

Cisco Certified Network Associate Cyber Ops (CCNA Cyber Ops)

ISACA Certified Information Systems Auditor (CISA)

ISACA Certified Information Security Manager (CISM)
EC-Council Certified Ethical Hacker (CEH)

BS 7799

Microsoft Certified Solutions Expert (MCSE)

Amazon Web Services Certified Security - Specialty (AWS CSS)
CompTIA A+



Becoming a Defender
Certifications

* Avariety of cybersecurity certifications that are
relevant to careers in SOCs are available:

 Cisco Certified CyberOps Associate

« CompTIA Cybersecurity Analyst Certification

* (ISC)? Information Security Certifications

» Global Information Assurance Certification
(GIAC)

« Search for “cybersecurity certifications” on the
Internet to know more about other vendor
and vendor-neutral certifications.




Becoming a Defender
Further Education

- Degrees: \When considering a career in the cybersecurity
field, one should seriously consider pursuing a technical
degree or bachelor’s degree in computer science,
electrical engineering, information technology, or
information security.

* Python Programming: Computer programming is an
essential skill for anyone who wishes to pursue a career in
cybersecurity. If you have never learned how to program,
then Python might be the first language to learn.

 Linux Skills: Linux is widely used in SOCs and other
networking and security environments. Linux skills are a
valuable addition to your skillset as you work to develop a
career in cybersecurity.




Becoming a Defender

Sources of Career Information

« A variety of websites and mobile applications
advertise information technology jobs. Each site
targets a variety of job applicants and provides
different tools for candidates to research their ideal
job position.

« Many sites are job site aggregators that gather
listings from other job boards and company career
sites and display them in a single location.

* Indeed.com

e CareerBuilder.com
USAJobs.gov
Glassdoor
LinkedIn
Profesia.sk




Becoming a Defender
Getting Experience

Internships: Internships are an excellent method for entering the
cybersecurity field. Sometimes, internships turn into an offer of full
time employment. However, even a temporary internship allows
you the opportunity to gain experience in the inner workings of a
cybersecurity organization

Scholarships and Awards: To help close the security
skills gap, organizations like Cisco and INFOSEC have
introduced scholarship and awards programs.

Temporary Agencies: Many organizations use temporary
agencies to fill job openings for the first 90 days. If the employee is
a good match, the organization may convert the employee to a full-
time, permanent position.

Your First Job: If you have no experience in the cybersecurity
field, working for a call center or support desk may be your first
step into gaining the experience you need to move ahead in your
career.




2.3 Fighters in the War Against
Cybercrime Summary



Fighters in the War Against Cybercrime Summary

What Did | Learn in this Module?

= Major elements of the SOC include people,
processes, and technologies.

= The job roles include a Tier 1 Alert Analyst,
a Tier 2 Incident Responder, a Tier 3 Threat hunter,
and an SOC Manager.

= A Tier 1 Analyst monitors incidents, open tickets,
and performs basic threat mitigation.

= SEIM systems are used for collecting and filtering data, detecting and classifying
threats, and analyzing and investigating threats.

= SOAR integrates threat intelligence and automates incident investigation and
response workflows based on playbooks developed by the security team.

= KPls are devised to measure different aspects of SOC performance. Common
metrics include Dwell Time, Meant Time to Detect (MTTD), Mean Time to
Respond (MTTR), Mean Time to Contain (MTTC), and Time to Control.




Fighters in the War Against Cybercrime Summary

What Did | Learn in this Module? (Contd.)

= There must be a balance between security
and availability of the networks. Security
cannot be so strong that it interferes with
employees or business functions.

= A variety of cybersecurity certifications that
are relevant to careers in SOCs are available
from different organizations.
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Vyjadrite spatnu vazbu na prednasku a/alebo cviCenie v anonymnej
ankete cez google form:

Vytvorené v ramci projektu KEGA 026TUKE-4/2021.
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Dorobit’ zvysok z ineho videa...




