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Ktory vysledok pokryva tato prednaska
Vysledky vzdelavania

Student po absolvovani predmetu ziska vedomosti a zrucnosti potrebné na

CISCO
CERTIFIED

CyberOps

Associate

uspesné zvladnutie uloh, povinnosti a zodpovednosti bezpecnostného

analytika v operachom centre bezpecnosti.
Student po absolvovani predmetu bude vediet:

» Vysvetlit rolu analytika v ramci kybernetickej
bezpecnosti

= Vysvellit prostriedky operacného systemu
Windows
a Linux a charakteristiky pre podporu analyzy
v ramci kybernetickej bezpecnosti

= Analyzovat operacie v ramci sietovych
protokolov a sluzieb
= \ysvetlit operacie sietovej infrastruktury

= Klasifikovat rézne typy sietovych utokov

= Pouzit sietové monitorovacie nastroje na
identifikaciu utokov proti sietovym protokolom
a sluzbam

= Pouzit r6zne metddy na prevenciu skodliveho
pristupu do pocitaCovych sieti, k pouzivatelom
a k datam

Vysvetlit vplyvy kryptografie v ramci
monitorovania bezpecnostnych sieti

Vysvetlit, ako skumat zranitelnosti a utoky
koncovych zariadeni

|dentifikovat hlasenia v ramci sietovej
bezpecnosti

Analyzovat sietovu prevadzku na overenie
potencionalneho zneuzitia siete

Aplikovat reakCné modely na incident, a ziskat
prostriedky na manazovanie sietovych
bezpecnostnych incidentov

Prerekvizity: ’
= Principy IKS, Pocitacové siete 1, Uvod do OS



E CyberOps Modules in Lectures m
Preliminary version of topics for lectures

- 5 Chapter 16 Attacking the Foundation 11-12
P I annin g (L2, pL3 protocols vusl;nerabilities and attacks)
(L7 vulnerabilities and attacks)
1 Chapter 1 The Danger none 6 Chapter 18 Understanding Defense 13-17
Chapter 2 Fighters in the War Against (security management)
Cybercrime Chapter 19 Access Control (AAA)
Chapter 3: The Windows Operating System Chapter 20 Threat Intelligence
2 Chapter 4: Linux Overview 1-2 (commercials, CVE database)
Chapter 5 Network Protocols 7 Chapter 21 Cryptography 18-20
Chapter 6 Ethernet and Internet Protocol (IP) Chapter 22 Endpoint Protection
Chapter 7 Connectivity Verification 8 Chapter 23 Endpoint Vulnerability Assessment none

Chapter 8 Address Resolution Protocol

Chapter 10 Network Services

Chapter 11 Network Communication Devices 9 Chapter 25 Network Security Data 21-23
Chapter 26 Evaualting Alerts (in Security Onion)

Chapter 24 Technologies and Protocols

3 Chapter 9 The Transport Layer (+nmap) 3-4
Chapter 12 Network Security Infrastructure

4 Chapter 13 Attackers and Their Tools 5-10
Chapter 14 Common Threats and Attacks

Chapter 27 Working with Network Security Data 24-25
(Security Onion and ELK)

Chapter 15 Network Monitoring and Tools Chapter 28 Digital Forensics and Incident none
(SIEM, SOAR) Analysis and Response
Expert talk (invited lecture) 26-28
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Obsah dnesnej prednasky

= Chapter 9 The Transport Layer
= Refresh znalosti o TCP protokole (slajdy 5 — 47 len ako opakovanie)
= Ako vznikaju duplikaty TCP segmentov, a ako vie poméct SACK
= Skenovanie siete s nmap, hping3 a massscan
= Chapter 12 Network Security Infrastructure
= Network topologies
= Network security devices
= Network security services
= Disaster recovery, bussiness continuity, RPO, RTO
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Module Objective: Explain how transport layer protocols support

network functionality.

Topic Title Topic Objective
Transport Layer Characteristics Explain how transport layer protocols support network communication.

Transport Layer Session

Establishment Explain how the transport layer establishes communication sessions.

Transport Layer Reliability Explain how the transport layer establishes reliable communications.




Ulohy transportnej vrstvy v TCP/IP

= Oddelenie konverzacii . .zakladné funkcie
(Track individual conversations)

= Segmentacia dat
(Segment data)

= Spatna rekonstrukcia pévodnych dat zo segmentov
(Reassemble segments)

= |dentifikacia komunikujucich aplikacii
(Identify the applications)

= Spojovanost’
(Connection-oriented data stream support)

= Spolahlivost’
(Reliability)

* Usporiadanost’
(Delivery ordering)

Riadenie toku dat
(Flow control)

..rozsSirujuce funkcie
zavisi od aplikacie, ¢i ich potrebuje




Polia TCP hlavicky

= Source Port = Destination Port
e Zdrojovy TCP port * Cielovy TCP port

= Sequence Number Bit(15) Bit(16) Bit(31)
* Poradoveé Cislo odoslaného segmentu Source port (16bitS) Destination port (1 6)

= Acknowledgement Number

L Sequence number (32bits)
* Potvrdenie prijatych segmentov

(vyjadrene v B) § Acknowledgement number (32bits)
* Header Length E Header | Reserved | Control . :
* Velkost hlavicky v 4B slovach o [ean@ | (6) | bitse) | VVindow size (16)
= Reserved Checksum (16) Urgent pointer (16)
* Rezervované pole, nepouzité bity, :
v2dy s hodnotou 0 | Options (0 alebo32)

Data aplikacnej vrstvy (roznej velkosti)




o ACK = acknowledgement o PSH = push
Segment potvrdzuje prijaté data Posli data hned, necakaj

POIia TCP hla\"éky o SYN = synchronization na napinenie MSS

= Window size Synchronizaéna znacka pri o URG = urgent

Segment obsahuje urgentné

vytvarani spojenia )
* Oznamovana velkost okna pre _ data
prijemcu tohto segmentu o RST =reset _ _ o FIN = finish
Reset spojenia (odmietnutie Nemam viac dat, kon&im.

(neposielaj mi segmenty J | itie
alebo neocakavané ukon€enie)

° 6 jednobitovych priznakov (Flags)

> URG, ACK,PSH,
RST, SYN, FIN Data aplikacnej vrstvy (réznej velkosti)

Options (0 alebo32)

rychlejSie)
= TCP Checksum Bit(15) Bit(16) Bit(31)
* Kontrolng léh t . .
ngfeg?nztgﬂf cEene Source port (16bits) | Destination port (16)
= Urgent Pointer Sequence number (32bits)
* Ukazatel na posledny
bajt urgentnych dat ; Acknowledgement number (32bits)
. . hat cader UlA[P|R[S[F _ _
ODpt'?n_s | o @ | et o Res(z';ved Ricsfs|v|i | Window size (16)
* Doplnuj. volby, nepovinné o
- Control bits “{ Checksum (16) Urgent pointer (16)




Bit(15) Bit(16) Bit(31)

HIaV|Cky | Source port (16bits) | Destination port (16)

= Kazdy segment TCP aj UDP ,
obsahuje samostatnu > Sequence number (32bits)
_hIaV|ck’u,_ ktora nesie P Acknowledgement number (32bits)
informacie potrebné pre 3'?
spravne spracovanie o || deaer Res(z';ved E.?Qt{é’)' Window (16)
segmentu u prijemcu “

. Oba maijti 2 adresné polia a Checksum (16) Urgent pointer (16)
kontrolny sucet Options (0 alebo32)
(checksum) v
UDP Data aplikacnej vrstvy (roznej velkosti)

Bit(15) Bit(16) Bit(31) TCP
Source port (16bits) | Destination port (16) I

Length (16) Checksum (16) Hajtov

Data aplikacnej vrstvy (roznej velkosti)




Socket

= Kombinacia IP adresy uzla, transportného
protokolu a portu sa nazyva socket a
uvadza sa v tvare IPadresa:port

= t.j. zdrojova IP adresa:zdrojovy port je jeden
socket

= zdrojovy port sluzi ako spatna adresa pre
odpoved klientovi
= cielova adresa:cielovy port je druhy socket
= pouZziva sa na identifikaciu servera
a sluzby, ktoru pozaduje dany klient.
= Dvojica socketov jednoznacne
identifikuje par
komunikujucich procesov

= 192.168.1.5:1099
192.168.1.7:80

= Sockety umoziuju odliSit od seba viaceré procesy

beziace na klientovi a viaceré spojenia na danom serveri.

= Je ulohou transportnej
vrstvy udrziavat zoznam aktivnych
socketov.

00-07-E9-42- | 00-07-E9-63- [192.168.1.5]192.168.1.7| 21 |1305§ UserData |Trailer
AC- 28 CE-53
Dest MAC Source MAC SrclP DestIP | Dest Source
port  port
FTP connection
FTP client source port:1305 FTP FTP server dest port:21
Web client source port:1099 g' Web Web server dest port:80
Source Destination
192.168.1.5 192.168.1.7
00-07-E9-63-CE-53 00-07-E9-42-AC-28
Web connection
00-07-E9-42- | 00-07-E9-63- [192.168.1.5]192.168.1.7 | 80 | 1099| UserData Trailer
AC- 28 CE-53
Dest MAC Source MAC SrclP Dest P Dest Source
port  port




Skupiny cisiel transportnych Skupiny

t Port Number Range | Port Group
por ov 0 to 1023 Well-known Ports
= Cisla portov v TCP a UDP su 2- 1024 to 49151 Registered Ports
bajtové a ich rozsah (219=65536) je 49152 to 65535 Private and/or Dynamic Ports
rozdeleny do 3 skupin Well-Known Port Numbers
= Porty z 1. a 2. skupiny pridefuje port| Protocol | Application | Acronym
| AN A 20 | TCP File Transfer Protocol (data) FTP
(Internet Assigned Numbers Authority) 21 TCP File Transfer Protocol (control) FTP
. . , . 22 TCP Secure Shell SSH
= Porty z 3. skupiny prideluje > 7o Teiner .
konkretny operacny systém pre 25 | TCP Simple Mail Transfer Protocol SMTP
aplikaciu/sluzbu, ktora o to ziada: 53 | UDP, TCP | Domain Name Service DNS
= Bud dynamicky, ak proces neziada 67 UDP Dynamic Host Configuration Protocol (server) DHCP
Siadne épecmcke &islo pOf'tU 68 UDP Dynamic Host Configuration Protocol (client) | DHCP
DYNAM |C 69 UDP Trivial File Transfer Protocol TFTP
( ) 80 TCP Hypertext Transfer Protocol HTTP
= Alebo ak proces poziada o nejake 110 | TCP Post Office Protocol version 3 POP3
épecifické Cislo, pridell' to 143 | TCP Internet Message Access Protocol IMAP
(PRIVATE) 161 = UDP Simple Network Management Protocol SNMP
443 | TCP Hypertext Transfer Protocol Secure HTTPS




Verifikacia otvorenych socketov

= Pre zistenie otvorenych socketov a spojeni na nich je mozné pouzit v OS Windows i Linux
prikaz netstat

= Nevysvetlitelné TCP spojenia m6zu indikovat bezpeCnostnu hrozbu.

= Defaultne sa utilita netstat snazi prelozit' IP adresu na doménové meno a Cislo portu na
,2well-known” aplikaciu.

= PrepinaCom -n si mozno zobrazit zoznam IP adries a Cisiel portov v numeric. form.
C:\> netstat

Active Connections

Proto Local Address Foreign Address State

TCP kenpc:3126 192.168.0.2:netbios-ssn ESTABLISHED
TCP kenpc:3158 207.138.126.152:http ESTABLISHED
TCP kenpc:3159 207.138.126.169:http ESTABLISHED
TCP kenpc:3160 207.138.126.169:http ESTABLISHED
TCP kenpc:31061 sc.msn.com:http ESTABLISHED

TCP kenpc:3166 WWW.Cisco.com:http ESTABLISHED




Parametre prikazu netstat

NETSTAT [-a] [-b] [-e] [-f] [-n] [-0] [-p proto] [-r] [-s] [-x] [-t] [interval]

-a
-b

Displays all connections and listening ports.

Displays the executable involved in creating each connection or
listening port. In some cases well-known executables host
multiple independent components, and in these cases the
sequence of components involved in creating the connection

or listening port is displayed. In this case the executable
name is in [] at the bottom, on top is the component it called,
and so forth until TCP/IP was reached. Note that this option
can be time-consuming and will fail unless you have sufficient
permissions.

Displays Ethernet statistics. This may be combined with the -s
option.

Displays Fully Qualified Domain Names (FQDN) for foreign
addresses.

Displays addresses and port numbers in numerical form.

Displays the owning process ID associated with each connection.
Shows connections for the protocol specified by proto; proto
may be any of: TCP, UDP, TCPv6, or UDPv6. If used with the -s
option to display per-protocol statistics, proto may be any of:
Ip, IPve6, ICMP, ICMPv6, TCP, TCPv6, UDP, or UDPvV6.



Parametre prikazu netstat

BN Prikazovy riadok

C:\Users\janau>netstat -h

Displays protocol statistics and current TCP/IP network connections.

NETSTAT [-a] [-b] [-e] [-f] [-n] [-o] [-p proto] [-r] [-s] [-x] [-t] [interval]

interval

Displays all connections, listening ports, and bound
nonlistening TCP ports. Bound nonlistening ports may or may not
be associated with an active connection.

Displays the routing table.

Displays per-protocol statistics. By default, statistics are
shown for IP, IPv6, ICMP, ICMPv6, TCP, TCPv6, UDP, and UDPv6;
the -p option may be used to specify a subset of the default.
Displays the current connection offload state.

Displays NetworkDirect connections, listeners, and shared
endpoints.

Displays the TCP connection template for all connections.
Cannot be combined with the other options.

Redisplays selected statistics, pausing interval seconds
between each display. Press CTRL+C to stop redisplaying
statistics. If omitted, netstat will print the current
configuration information once.



Parametre prikazu netstat

EX Prikazovy riadok

C:\Users\janau>netstat -s TCP Statistics for IPv4
IPv4 Statistics Active Opens = 16364
Passive Opens = 1041
Packets Received — 3847688 Failed Connection Attempts = 850
Received Header Errors = 0 EEiiZnEOEEEEZizgzns - 3347
Received Address Errors = 211 - -
Datagrams Forwarded -9 Segments Received = 3505199
[Inknown Protnrnlce Rereived =0 Segments Sent . = 940146
Segments Retransmitted = 51410

. (skrateny vypis)

TCP Statistics for IPv6

UDP Statistics for IPv4

Artivie Nnanc - 0Q7
Datagrams Received = 503223 (skriteny vypis)
No Ports = 12270 - (skrateny vyp:s
Receive Errors = 188

343244

Datagrams Sent




Procesy TCP servera

Kazdy aplikacny proces beziaci na serveri pouziva Cislo portu.
Jeden server neméoze mat dve sluzby priradené tomu istému cCislu portu
vramci jednej sluzby transportnej vrstvy (TCP, UDP).

Aktivne aplikacie daneho servera priradené specifickému portu sa povazuju
za otvorené (open).

Akakolvek klientska poziadavka adresovana na otvoreny port je
akceptovana a spracovana aplikaciou servera, ktora je zviazana s danym
portom.

Na jednom serveri moze byt viacero otvorenych portov, jeden pre kazdu
aktivnu aplikaciu na serveri.



Otvorenie TCP spojenia Control

= Pred vymenou dat v TCP je nutné zostavit spojenie bits (6)
e Zostavenim spojenia sa komunikujuce strany navzajom dohodnu

na poradovych &islach, po¢nuc ktorymi budu &islovat svoje UAIPIRISIF
segmenty RIC|S|S|Y|I
v : A v o ver v . GIK[H|T|N|N
* Az po tejto sekvencii méze zacat prenos uzitocnych dat
* Vlyuzivaju sa na to 2 priznaky v TCP hlavicCke: A B
SYN (synchronization) a ACK (acknowledgement) g Q
o SYN: ,Svoje segmenty budem o
Cislovat pocnuc touto hodnotou Send SYN O\ |
Pozor, toto je len priznak (0 alebo 1), SYN received
konkrétnu hodnotu uvedie v poli SEQ (SEQ=100 CTL=SYN)
(sequence number) /O Send SYN, ACK
. g SYN, ACK received
o ACK. ,,Potvrdzule‘/‘n prijatie (SEQ=300 ACK=101
Tvojho segmentu CTL=SYN, ACK)
: oy Established O
o CTL je skratka pre ,Control bits", T
jedno bitové priznaky (Flags) ~ (SEQ=101 ACK=301 CTL=ACK)




Otvorenie TCP spojenia

TCP spojenie je vytvorené v 3 krokoch (tzv. 3-way-handshake):

1. Klient iniciuje vytvorenie spojenia — poziada o client-to-server komunikacnu relaciu (session) so serverom.
2. Server potvrdi tuto relaciu a poziada klienta o server-to-client kom. relaciu.

3. Klient potvrdi server-to-client komunikacnu relaciu.

A B

Send SYN O | SYN received

(SEQ=100 CTL=SYN)

SYN. ACK received | =" |
(SEQ=300 ACK=101

CTL=SYN, ACK
Established O )

(SEQ=101 ACK=301 CTL=ACK) T

O Send SYN, ACK

A sends ACK response to B



Analyza TCP 3-Way Handshake

Potvrdi, ze cielové zariadenie je v sieti
pritomné.

Overi, zZe cielové zariadenie ma aktivnu
sluzbu a prijima poziadavky na danom
cielovom porte, ktory chce dany klient
pouzit.

Informuje cielfové zariadenie, ze zdroj
(klient) chce vytvorit komunikacnu relaciu na
danom porte.

Priznaky:

°* SYN - v tomto segmente ti oznamujem,
od akej hodnoty budem cislovat’ svoje
segmenty

* ACK - v tomto segmente ti posielam aj
potvrdenie (¢o mi uz od teba uspesne
prislo)

20 bajtov

Bit(15) Bit(16) Bit(31)

Source port (16bits) | Destination port (16)

Sequence number (32bits)

Acknowledgement number (32bits)

UIA|P|R[S|F
ey | "% Rlefsfs|¥] | Window size (16)
Checksum (16) Urgent pointer (16)

\ 4

Options (0 alebo32)

Data aplikacnej vrstvy (r6znej velkosti)




Wireshark: 3-way handshake [SYN]

ooooo Destination Protocol Length  Info

480 192 168.100.3 54.173.68.175 TCP 66 52305-80 [SYN] Seq=0 win=65535 Len=0
527 54.173.68.175 192.168.100.3 TCP 66 80-52305 [SYN, ACK] Seq=0 Ack=1l win=:
528 192.168.100.3 54.173.68.175 TCP 54 52305-80 [ACK] Seq=1 Ack=1l win= 262141

Co2XN0 10 1£0 1NN 2 CA 172 £0 17C i E297 A~ /f imrmn /11
>

= Ethernet II, Src: IntelCor_e7:0e:37 (d0:7e:35:e7:0e:37), Dst: HuaweiTe_be:0b:~
= Internet Protocol Version 4, Src: 192.168.100.3 (192.168.100.3), Dst: 54.173.
- Transmission Control Protocol, Src Port: 52305 (52305), Dst Port: 80 (80), Se
Source Port: 52305 (52305)
Destination Port: 80 (80)
[Stream index: 19]
[TCP Segment Len: 0]
Sequence number: 0O (relative sequence number)
Acknowledgment number: O
Header Length: 32 bytes
~.... 0000 0000 0010 = Flags: 0x002 (SYN)
... .... = Reserved: Not set
Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Not set
Push: Not set
Reset: Not set
Syn: Set
Fin: Not set

wWindnw c1-7a valiia ALRLALQ v

o
o
o
Il

- R

o
1 | | V| | A | R [ B




Wireshark: 3-way handshake [SYN, ACK]

Source Destination Protocol Length  Info

280 192.168.100.3 54.173.68.175 TCP 66 52305-80 [SYN] Seq=0 win=65535 Len=0
527 54.173.68.175 192.168.100.3 TCP 66 80-52305 [SYN, ACK] Seq=0 Ack=1 win=:
528 192.168.100.3 54.173.68.175 TCP 54 52305-80 [ACK] Seq=1 Ack=1 win=26214

COY290 107 1£80 1nn 2 CA 172 £O0 17C 1 C27 /A / arr—rn /1 1
>

=Frame 527: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on inter
= Ethernet II, Src: HuaweiTe_be:0b:27 (fc:e3:3c:be:0b:27), Dst: IntelCor_e7:0e:
= Internet Protocol Version 4, Src: 54.173.68.175 (54.173.68.175), Dst: 192.16¢
- Transmission Control Protocol, Src Port: 80 (80), Dst Port: 52305 (52305), Se
Source Port: 80 (80)
Destination Port: 52305 (52305)
[Stream 1ndex: 19]
[TCP Segment Len: 0]
Sequence number: 0O (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 32 bytes
- .... 0000 0001 0010 = Flags: 0x012 (SYN, ACK)
000. .... .... = Reserved: Not set
Nonce: Not set
Ccongestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set

Push: Not set

.. Reset: Not set
@ .1 Syn: Set
..0 Fin: Not set

= TARNN

J
5
2
2
n
da
N
D
b
-1
b



Wireshark: 3-way handshake [ACK]

ooooo Destination Protocol Length  Info

480 192.168.100.3 54.173.68.175 TCP 66 52305-80 [SYN] Seq=0 win=65535 Len=0
527 54.173.68.175 192.168.100.3 TCP 66 80-52305 [SYN, ACK] Seq=0 Ack=1 Win=:
528 192.168.100.3 54.173.68.175 TCP 54 52305-80 [ACK] Seq=1 Ack=1l win=26214:

CoO2ON 10 1£0 1NN 2 CA 172 £0 17C 1t C297 A~ /f 1rrrnn /1 1
>

= Frame 528: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on inter
=« Ethernet II, Src: IntelCor_e7:0e:37 (d0:7e:35:e7:0e:37), Dst: HuaweiTe_be:0b:
= Internet Protocol Version 4, Src: 192.168.100.3 (192.168.100.3), Dst: 54.173.
=Transmission Control Protocol, Src Port: 52305 (52305), Dst Port: 80 (80), Se

Source Port: 52305 (52305)

Destination Port: 80 (80)

[Stream index: 19]

[TCP Segment Len: 0]

Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes
=.... 0000 0001 0000 = Flags: 0x010 (ACK)
000. .... .... = Reserved: Not set
..0 ... Nonce: Not set
. 0... congestion Window Reduced (CWR): Not set
.0.. ECN-Echo: Not set
..0. Urgent: Not set

Acknowledgment: Set

.. Push: Not set
.0.. Reset: Not set
..0 Syn: Not set

Fin: Not set

wWindnw c1va valna 1N2A




Uzatvorenie TCP spojenia
= Po konci komunikacie je potrebné TCP spojenie uzatvorit

= Tzv. 2x 2-way-handshake A B

= Vlyuziva sa priznak FIN (finish)
* FIN: ,Nemam viac dat na odoslanie, = =

za seba mbézem skoncCit* I i

Send FIN O\’ FIN received

() send Ack
ACK received /
FIN received

Send ACK
O\> ACK received

1. Ked klient poslal z daného TCP toku uz vSetky
segmenty, posle segment
s nastavenym priznakom FIN.

2. Server poSle ACK, Cim potvrdi prijatie FIN, Ze klient
ziada o ukoncCenie danej relacie client-to-server.

3. Server posle klientovi FIN, Ze suhlasi a ukoncCuje
relaciu server-to-client.

2-way-handshake-way-handshake

4. Klient odpovie segmentom s ACK, Cim potvrdi prijatie
FIN od servera.

Po skonceni tychto krokov je relacia zatvorena.




Wireshark: uzatvorenie spojenia [FIN, ACK]

Prvy 2-way-handshake

ooooo Destinatiol Protocol Length  Info

563 104 244.43.135192.168.100.3 TCP 443-52416 [FIN, ACK] Seq=24543 Ack=14

564 192.168.100.3 104.244.43.135 TCP 54 52416-443 [ACK] Seq=1469 Ack=24544 w-
565 104.244.43.135192.168.100.3 TCP 54 443-52419 [FIN, ACK] Seq=43106 Ack=1:
566 192.168.100.3 104.244.43.135 TCP 54 52419-443 [ACK] Seq=1462 Ack=43107 w-.

Source Port: 443 (443)
Destination Port: 52416 (52416)
[Stream index: 21]
[TCP Segment Len: 0]
Sequence number: 24543 (relative sequence number)
Acknowledgment number: 1469 (relative ack number)
Header Length: 20 bytes
- .... 0000 0001 0001 = Flags: 0x011 (FIN, ACK)
000. .... .... = Reserved: Not set
..0 ... = Nonce: Not set
. 0... = Congestion Window Reduced (CwWR): Not set
.0.. = ECN-Echo: Not set
..0. . = Urgent: Not set
N = Acknowledgment: Set
0... = Push: Not set
.0.. = Reset: Not set
v+ v... ..0. = Syn: Not set
Cwees sxas ...l = Fin: Set
Wandmaw ca—=n valiAas 27




Wireshark: uzatvorenie spojenia [ACK]
Prvy 2-way-handshake

Source Destination Protocol Length  Info "

563 104.244.43.135192.168.100.3 TCP 54 443-52416 [FIN, ACK] Seq=24543 Ack=1«
564 192.168.100.3 104.244.43.135 TCP 54 52416-443 [ACK] Seq=1469 Ack=24544 w-
565 104.244.43.135192.168.100.3 TCP 54 443-52419 [FIN, ACK] Seq=43106 Ack=1¢
5066 192.168.100.3 104.244.43.135 TCP 52419-443 [ACK] Seq=1462 Ack=43107 w

>

= Frame 566: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on inter
= Ethernet II, Src: IntelCor_e7:0e:37 (dO:7e:35:e7:0e:37), Dst: HuaweiTe_be:0b:
= Internet Protocol Version 4, Src: 192.168.100.3 (192.168.100.3), Dst: 104.244
=Transmission Control Protocol, Src Port: 52419 (52419), Dst Port: 443 (443),

Source Port: 52419 (52419)

Destination Port: 443 (443)

[Stream index: 24]

[TCP Segment Len: 0]

Sequence number: 1462 (relative sequence number)
Acknowledgment number: 43107 (relative ack number)
Header Length: 20 bytes
=.... 0000 0001 0000 = Flags: 0x010 (ACK)
000. .... .... = Reserved: Not set
..0 ... Nonce: Not set
. 0 Congestion Window Reduced (CWR): Not set

ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Not set

Syn: Not set

Fin: Not set

wWindnw c17a valiia- RA v

l—l
| | | ¥ | | | |




Wireshark: uzatvorenie spojenia [FIN, ACK]

Druhy 2-way-handshake

ooooo Destinatiol Protocol Length  Info

?63 104.244.43.135192t168.100.3 TCP 54 443-52416 [FIN, ACK] Seq=24543 Ack=1¢
564 192.168.100.3 104.244.43.135 TCP 54 52416-443 [ACK] Seq=1469 Ack=24544 w-
565 104.244.43.135192.168.100.3 TCP 443-52419 [FIN, ACK] Seq=43106 Ack=14

566 192.168.100.3 104.244.43.135 TCP 54 52419-443 [ACK] Seq=1462 Ack=43107 w-.

= Frame 565: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on inter
=« Ethernet II, Src: HuaweiTe_be:0b:27 (fc:e3:3c:be:0b:27), Dst: IntelCor_e7:0e:
= Internet Protocol Version 4, Src: 104.244.43.135 (104.244.43.135), Dst: 192.1
- Transmission Control Protocol, Src Port: 443 (443), Dst Port: 52419 (52419),
Source Port: 443 (443)
Destination Port: 52419 (52419)
[Stream 1ndex: 24]
[TCP Segment Len: 0]
Sequence number: 43106 (relative sequence number)
Acknowledgment number: 1462 (relative ack number)
Header Length: 20 bytes
-.... 0000 0001 0001 = Flags: Ox011 (FIN, ACK)
000. .... .... = Reserved: Not set
Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Not set
e e Syn: Not set
afieae s o.nl Fin: Set

wandrw c1-a valia- 27

l—l
| | | | A | B




Wireshark: uzatvorenie spojenia [ACK]

Druhy 2-way-handshake

ooooo Destinatio Protocel Length

563 104.244.43.135192.168.100.3 TCP 54 443-52416 [FIN, ACK] Seq=24543 Ack=1¢
564 192.168.100.3 104.244.43.135 TCP 54 52416-443 [ACK] Seq=1469 Ack=24544 w-
565 104.244.43.135192.168.100.3 TCP 54 443-52419 [FIN, ACK] Seq=43106 Ack=1¢
566 192.168.100.3 104.244.43.135 TCP 54 52419-443 [ACK] Seq=1462 Ack=43107 w-.

= Frame 565: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on inter
= Ethernet II, Src: HuaweiTe_be:0b:27 (fc:e3:3c:be:0b:27), Dst: IntelCor_e7:0e:
= Internet Protocol Version 4, Src: 104.244.43.135 (104.244.43.135), Dst: 192.1
- Transmission Control Protocol, Src Port: 443 (443), Dst Port: 52419 (52419),
Source Port: 443 (443)
Destination Port: 52419 (52419)
[Stream index: 24]
[TCP Segment Len: 0]
Sequence number: 43106 (relative sequence number)
Acknowledgment number: 1462 (relative ack number)
Header Length: 20 bytes
- .... 0000 0001 0001 = Flags: 0x011 (FIN, ACK)
000. .... .... = Reserved: Not set
Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Not set
Ceee e . Syn: Not set
g ] Fin: Set

Windnw e17a waliia- 7

l—l
| | T | A |




Wireshark: nahle ukonc€enie spojenia [RST]

ooooo Destinatiol Protocol Length  Info

853 192 168.100.3 54. 173 68.175 TCP 54 52305-80 [RST, ACK] Seq=484 Ack=770

860 192.168.100.3 54.173.68.175 TCP 54 52309-443 [RST, ACK] Seq=1209 Ack=69<,

= Frame 853: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on inter
= Ethernet II, Src: IntelCor_e7:0e:37 (d0:7e:35:e7:0e:37), Dst: HuaweiTe_be:0b:
= Internet Protocol Version 4, Src: 192.168.100.3 (192.168.100.3), Dst: 54.173.
=Transmission Control Protocol, Src Port: 52305 (52305), Dst Port: 80 (80), Se
Source Port: 52305 (52305)
Destination Port: 80 (80)
[Stream i1ndex: 19]
[TCP Segment Len: 0]
Sequence number: 484 (relative sequence number)
Acknowledgment number: 770 (relative ack number)
Header Length: 20 bytes
% .... 0000 0001 0100 = Flags: 0x014 (RST, ACK)
.+« .... = Reserved: Not set
Nonce: Not set
congestion wWindow Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Set
Syn: Not set
. . Fin: Not set
W1ndow size va1ue 0
[Ca1cu1ated window size: 0]
[W1ndow size sca11ng factor 256]

~ - - [ | [}

o
o
o
I

l—l
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TCP stavovy diagram prechodov

BeZny prechod

medzi stavmi pre:

Klienta

; - TAppli- N«
passive open, . ®
—> create TCB : 2?;;” D@o
W, &
65% \o% o LISTEN NS
e’f‘ﬁ cﬁ‘“ % ‘s $o
" , s © et \y» J;f/ application close
NeStandardné ® : % -
vani | SYN_RCVD | Eeewe SN, [SYN_SENT Jqoread:
spravanie, R f send ACK S Jdelete TCB
' ecef"e,qck {W
application ! ,-ca“
close, [ ESTABLISHED Jre "
send 0% Sanive
FIN 5¥93$ &kaRM{
PR [ cLOSE_WAIT |
: > receive 2. applicationclose
[ FIN_WAIT_1 sendACK | CLOSING ] senid EIN
Aot 8o, receive
ctive .
1 receive receive [ LAST _ACK ]ACK
close ACK f o ACK
4 Ci !

receive FIN
[ FIN_WAIT_2 | { TIME_WAIT |—

2MSL timeout

'send ACK

delete TCB i

(skratka TCB =
Transmission
Control Block)

Passive
close



Spoflahlivost’ a kontrola toku dat v TCP




Spolahlivost TCP — Usporiadanie prijatych dat
= TCP segmenty pouzivaju sekvencné Cisla (sequence numbers - SN):

° na jednoznacné identifikovanie a potvrdzovanie kazdého segmentu

.Otrata kazdeho segmentu , Bit(15) Bit(16) Bit(31)
Je odhalena. Source port (16bits) | Destination port (16)

* aby si udrziavali spravne

poradie segmentov. Sequence number (32bits)
* aby druhej strane dali 3

vediet . . n Acknowledgement number (32bits)

v akom poradi ma zrekons- g

-truovat jednotlivé Head Reserved [Y|A|P|R|S|F : :

segmenty S | tength (4 SN EEME Window size (16)

do celej spravy

Checksum (16) Urgent pointer (16)
Options (0 alebo32)

, Data aplikacnej vrstvy (roznej velkosti)

= Uvodné/prvé SN sa voli

nahodne (v minulosti sa brala 0) poCas vytvorenia spojenia (3-way-handshake),
a inkrementuje sa vzdy o pocet odoslanych bajtov




Spolahlivost TCP — Usporiadanie prijatych dat

= TCP proces u prijemcu si uklada
prijaté segmenty do frontu - buffer, | ma ke dieren
segmenty ktoré pridu mimo —
poradia su odlozené na neskorsie
spracovanie.

= Az ked prijemca dostane vsetky

segmenty (slusne sa ukondi e e il order
spojenie), zaéne robit Data | Segmentl  Segmentl
. . ey _ R ———— | —
rekorjstrukm.u prl!atych segmentov T
do povodnej spravy. ' ote Segments - Segment3
v . , , Segment 4 segments ’
= Ak sa rekonstrukcia podari, data e  Segments | Segmen 4
preda na spracovanie aplikaénej — segmenta /| [[[[Segments |
ment
VrStve . ! Segment 3 Loy Segment 6



Spoflahlivost’ TCP — Potvrdzovanie prijatych dat

= TCP proces u prijemcu potvrdzuje kazdy segment, ktory prijme od TCP procesu odosielatela.

Tato metdda sa nazyva Stop and wait:
,PoSli segment a zastav posielanie dalSich segmentov (Stop),
Cakaj na potvrdenie - ACK (Wait).”

* Pouziva sa na to pole Acknowledgement Number v hlavicke TCP

= Aby sa odosielatel nedostal do slepej ulicky (deadlock), kedy by ¢akal na ACK do nekonecna:

Bit(15)  Bit(16) Bit(31)

1. pri strate segmentu
2. pri strate potvrdenia

3. ked prijemcovi segment pride, ale po§kodeny
(zisti.. checksum), a neposiela spat’ ACK

Source port (16bits) Destination port (16)

Sequence number (32bits)

Acknowledgement number (32bits)

1 ~ ~ - - Header UJAIPIR[S|F
= tak sa pouziva Casovac, tzv. Retransmission ongin | Reserve (IEISISNT | Window size (16)
Timeout (RTO): = 2ol nln
Checksum (16) Urgent pointer (16)

° spusta sa pri odoslani kazdého segmentu

* ked vyprsi a nepride ACK, odosielatel zopakuje odoslanie
toho isteho segmentu Data aplikacnej vrstvy (roznej velkosti)

* ak do tohto €asu pride ACK, odosielatel vySle dalSi segment,
pre ktory znovu spusta RTO

Options (0 alebo32)




Spofahlivost’ TCP — Potvrdzovanie prijatych dat

= Potvrdzovanie je tzv. pozitivhe alebo dopredné: ak 1 strana posle
pOtVFdZOVﬁCie cislo N, znamena to, Ze spravne prijala vietky bajty az PO n-1

= Potvrdzovacie ¢islo n teda znamena:

.Pokracuj bajtom n, pretoze vSetky bajty od pociatku az po n-1 uz mam"*
= Potvrdenie hovori o prvom bajte, ktory oCakavame (resp. ktory chyba)

= Potvrdzovanie a prenos dat sa méze diat' v jednom TCP segmente sucCasne
— tzv. piggybacking — ACK spravy neposlem samostatne, ale viozim do
segmentu, ktory mam pripraveny na odoslanie druhej strane, tzv.

nesamostatne potvrdzovanie

| received 10 bytes

Start with byte #1, starting with byte #1.
I am sending 10 bytes. expect byte #11 next.
Source Des. Seq. Ack.
10 bytes
1028 23 1 - EE— Source Des. Seq. Ack.
Source Des. Seq. Ack. < 23 1028 1 -
1028 23 1 - —_—

more bytes starting
with byte #11



. . , i , Window size (16)
Riadenie toku dat — technika posuvneho okna

= Zhodnotenie Stop&Wait:
= vyhoda: je jednoduché implementovat
= nevyhoda: nevyuziva dostatoCne prenosove pasmo, vznika oneskorenie — za Cas, kedy sa
Caka na potvrdenie, by sa mohol odoslat dalSi segment

= Obmedzenia Stop&Wait rieSi mechanizmus pre riadenie toku tzv.
sliding window (plavajuce/posuvne okno), ktoreho cielom je, aby sa data vysielali Co
najrychlejsie, ale tak, aby oba konce TCP komunikacie stihali prijimat a spracovavat segmenty

spolahlivo
= Pouziva na to pole Window size (WS) v hlavicke TCP

= 16 bitové pole (2 moznych velkosti okna)

= min. WS =0B, max. WS =21%-1=65535B

= Je to maximalny objem dat (v bajtoch), ktoré mi méze druha strana poslat’ eSte pred tym,

ako jej doru€im potvrdenie o ich prijati (t.j. nemusi ¢akat na potvrdenie)
= potvrdenia prist nakoniec musia, ale odosielatel na ne nemusi Cakat, kym sucet bajtov zo
vSetkych odvysielanych segmentov nepresiahne velkost okna

= Je to pocet bajtov, ktoré som ako prijemca schopny prijat, preto velkost méjho okna
musim oznamit’ druhej strane, aby sa mi vedela prisp6sobit



Riadenie toku dat — technika posuvného okna

= Oba konce si navzajom oznamia velkosti
okien
pocas 3-way-handshake

= Po vytvoreni spojenia mozu velkost tohto
okna menit' - velkost okna stanica uvadza
v kazdom odoslanom TCP segmente v poli
Window Size

= Velkosti okna N neznamen3, ze
potvrdenie posleme az po prijati
N bajtov — odosielanie potvrdeni
nemusi byt (a zvacsa nie je)
velkostou okna ovplyvnené

=]

Send window 10,000

Sequence number 1

Sequence number 1,461

Receive acknowledgement

Send window 12,920 | <€

Sequence number 2,921

Receive acknowledgement
Send window 14,380

MSS = Maximum Segment Size

During three-way handshake Window
size 10,000, MSS 1,460

==

1,460 bytes

>
1,460 bytes

>
ACK 2,921
Window size 10,000
1,460 bytes

v
ACK 4,381

Window size 10,000

Window size (16)

=)

Receive 1 - 1,460

Receive 1,461 - 2,920

Receive 2,921 - 4,380



Riadenie toku dat — technika posuvného okna

WiﬂdOWSi_Ze Oba konce si navzajom Velkost okna 10 000 neznamenéa, zZe PC-
Bl - scgmenty, ktoré chce oznamia velkosti B potvrdenie poSle aZ po prijati

PC-A poslat PC-B vramci okien pocas 3-way- 10 000 bajtov - ACK odosiela

1 TCP toku handshake | priebezZzne ako stiha

|
MS$ = Maximum Segment Size
|

|
]
|
|
|
|
- |
I » |
I |
During three-way handshake Window :
_ size 10,000, MSS 1,460 |
Send window 10,000 | g — I
- F I NN :
1,460 bytes I
Sequence number 1 2 | Receive 1 - 1,460 I
TP | . :
1,460 bytes I
Sequence number 1,461 2 | Receive 1,461 - 2,920 I
1 s | B . :
ACK 2,921 I
Receive acknowledgement Window size 10,000 I
ECIT 1T 1T 1 1 00 B T TTT T TS T T T T

1,460 bytes

Sequence number 2,921 - | Receive 2,921 - 4,380
1 [14e1 [202: [ I N N O | ACK 4,381
. Window size 10,000
Receive acknowledgement

10 e o2 [ I O O I




Riadenie toku dat — technika posuvného okna

= Pri strate segmentu so SN=3001,
prijemca potvrdi znova posledny
prijaty bajt — aby odosielatel vedel,
co posledné mu prislo a Co dalsie
oCakava
= T.j. nepotvrdzuje segment so
SN=4501, aj ked mu tento priSiel

= Nasledne odosielatel bude musiet zopakovat
prenos segmentov SN=3001, SN=4501

= NavySe odosielatel si zmensi
velkost okna WS=3000, reaguje na
stratené segmenty (alebo stratené
ACK, alebo poskodené segmenty),
v tomto priklade na 4, t.j.
WS=1500

= Ked sa situacia zlepsi a odosielatel zaCne
dostavat ACK, zase si okno zvacsi

=

Sender

Sequence number 1

Sequence number 1501
Receive Acknowledge

Sequence number 3001

Sequence number 4501

Receive Acknowledge

Window size = 3000

1500 bytes
1500 bytes

>
1500 bytejx <
1500 byte

>

=

Receiver

> Receive 1501 - 3000

Receive 1501 - 3000

Acknowledgement number 3001

Segment 3 is lost because of
congestion at the receiver.

Receive 4501 - 6000

Acknowledgement number 3001
Window size = 1500



Riadenie toku dat — predchadzanie zahlteniu
Congestion Avoidance

= Zahltenie v sieti (congestion) zvyCajne vedie k g g g g
stratam paketov ; ’ A s
v ’ . - Se men
= Nedorucene TCP segmenty sa musia preposielat’ — «—
znova, Co moze situaciu este viac zhorsit. Segment 2 Segment 3
= Odosielatel méze detegovat’ zahltenie v sieti tym, Seqment 3 Segment 4
ze rychlost’ akou vysiela data, neodpoveda Soamems X oo
rychlosti akou mu chodia ACK, alebo mu vébec X —
nechodia. Segment 5 Segment 6
= Vtedy odosielatel méze zmensit’ rychlost’ Segment g Segment 7
odosielania dat — znizi si velkost okna este pred Segment 7 Segment & Duplicate
tym, ako mu znizenie oznami prijemca, ktory taketo S N seaments
zahltenie zvacsa zisti az neskor, alebo ho vobec
nezaregistruje. Segment o Segment 10
= Ked sa situacia zase zlepSi, a odosielatelovi zacnu ]
"y . v v vwv =egment 10 ACK 11 I
chodit ACK, znova si zvacsi okno.. zvacSuje ho -
postupne

= Takto sa okno dynamicky ,otvara“ a ,zatvara“
O ktorom okne je reC? ....




Riadenie toku dat — predchadzanie zahlteniu
Congestion Avoidance

= V skutoCnosti ma odosielatel svoje vlastné okno,
Sender Window, tiez nazyvané ako
Congestion Window, ktoré si prisp6sobuje podla situacie v sieti (Ci mu
nechybaju ACK alebo dostava chybné segmenty)
= Okno, ktoré mu ohlasuje prijemca v TCP hlavicke v poli Window Size,
potom mbézeme nazvat aj ako Receiver Window - to Co prijemca ohlasuje
odosielatelovi:
,Neposielaj mi data rychlejSie ako je Window size."
= Rychlost akou odosielatel nakoniec skutoCne vysiela data sa potom berie
ako minimum z:

min { Sender window, Receiver window }

= T.J. nemGzem vysielat data rychlejSie ako si to praje prijemca



Doplinujuce volby v TCP - Options

Source port (16bits) Destination port (16)

Sequence number (32bits)

Dohadovanie MSS (maximum segment size)
pri nadvazovani spojenia

Acknowledgement number (32bits)

Header Reserve U|A|P|R|S|F

« 16 bitova hodnota en | Ree® [Rlcfsfelvli | Window size (16)
Checksum (16) Urgent pointer (16)

— 20 ba'tom—’

- Najvacsi pocet dat (v bajtoch), ktoré je
schopné dané zariadenie prijat' v jednom
TCP segmente (bez hlavicky)

* Obe komunikujuce zariadenia si to oznamia pocCas
3-way-handshake

* Zvacsa je to MTU (Maximum Transmission Unit) vystupného rozhrania, ktorym
odide dany segment zo zariadenia, minus velkost IP a TCP hlaviCky Ethernet Interface [T
= )

* Ethernetové rozhranie ma MTU = 1500 B
(najvacsSie mnozstvo dat ktoré mozno
zabalit do Ethernetového ramca). Reported MSS for PC B

- Potom MSS = 1500-20—20 = 1460 B 20 bytes 1,460 bytes

| Ethernet MTU = 1,500 bytes |
I |

Options (0 alebo32)

Data aplikacnej vrstvy (réznej velkosti)

TCP Data




Doplnujuce volby v TCP - Options
Nasobky velkosti okna (window scale)
= Pre niektoré aplikacie nestaci ani max. velkost okna (64kB = 65535 B)

= Napr. na trasach s velkym oneskorenim (satelitné siete), alebo siete s velmi nizkym
oneskorenim, ale velkou Sirkou pasma (bandwidth), t.j. siete, pre ktore sucin delay*bandwith

vychadza vysoky (viac ako 10°)

= Skuto&na velkost okna = Window Size * 2WindowScale
* Nasobky (W.size) mocniny (W.Scale) so zakladom 2

o 2WindowScale jg tzy, Scale factor

* t.j. W.Size sa posunie — spravi sa shift dofava na vysSie mocniny

Priklad: W.size = 65 535 = 11111111 11111&11, W.Scale = 14, potom:
20

11111111 1111111160000000000000 =1073725440=1GB =
C 65 535 * 214

(viac info v RFC 1323)

214



http://www.ietf.org/rfc/rfc1323.txt

Doplnujuce volby v TCP - Options

Nasobky vel'kosti okna (window scale)
= hodnota Window scale sa uvedie v hlavicke TCP v poli Options
= nastavi sa pocCas 3-way handshake v SYN segmente, potom je fixna pocCas
celého spojenia
= max. hodnota je 14
= hodnota Window size sa uvedie v poli Window size v hlaviCke
= toto uvidime aj pri snifovani cez Wireshark na cviCeni

(viac info v RFC 1323)



http://www.ietf.org/rfc/rfc1323.txt

Doplnujuce volby v TCP - Options

Nasobky velkosti okna - Wireshark sniff: pohfad na Window Scale

[NEAL STcyuciice l1mdinvwel . oovo \l'EldLliveE >STyuciite jumuvel ) |

Acknowledgment number: 218 (relative ack number)
Header Length: 20 bytes

Flags: ox018 (PSH, ACK)

Window size value: 512
[Calculated window size: 131072]
[Window size scaling factor: 256]
Checksum: ©x7179 [unverified]
[Checksum Status: Unverified]

llrmerant nAaantAarns M

Casové znackovanie paketov (timestamps)
= Kvoli vypoCtu RTT (round trip time)

= a naslednej kalkulacii RTO (retransmission timeout) pre znovuopakovanie vysielania, pri
strate segmentu a pod.




Doplnujuce volby v TCP - Options

SACK - ina technika potvrdzovania segmentov

V zakladnom TCP sa pri strate 1 alebo viac segmentov, ktoré odosielatel posiela bez
potvrdenia v ramci dohodnuteho okna, musia preposlat vsSetky segmenty od posledneho
potvrdeného bajtu (nielen 1-2 stratené) — toto rieSi SACK - volitelna implementacia TCP :

Selective Acknowledgement (SACK)

= pri strate segmentu, moze odosielatel zopakovat prenos iba strateného segmentu, nemusi
preposielat celé okno

= Prijemca mu totiz vie oznamit, ktory segment mu chyba aj ktorée segmenty mu
medzi Casom priSli (po danom stratenom)

= ACK =, Toto ocakavam ze posles.” (hodnota sa uvedie v poli Acknowledgement
number)

= SACK= ,Toto mi uz ale medzi casom prislo, nepreposielaj.”
(hodnoty sa uvedu v poli Options ako SACK)

= Pouzitie SACK si zariadenia dohodnu pocCas 3-way-handshake
= Ak oba konce podporuju SACK, tak sa pouzije pocCas celého prenosu

(viac info v RFC 2018)



https://tools.ietf.org/html/rfc2018

’ - Options
nujuce volby v TCP - Op _
gzglzlﬂli]rfg technika potvrdzovania segmentov
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Segment 1

Segment 2

Segment 3
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Segment 5
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Segment 8
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Segment 3
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Vyuzitie TCP

= V/Sade kde potrebujem spoflahlivu, spojovo orientovanu sluzbu dorucovania tokov dat
(streams) s riadenim toku (flow control)

FTP SMTP
HTTP \ / Telnet
TCP

IP




Skenovanie siete

Nmap, hping, massscan



Nastroj NMAP

= Vykonny open-source sietovy
CLI nastroj, ktory sa pouziva na
= mapovanie siete
= audit bezpecnosti

= Sucastou Kali D

= Doku, ukazky,
rieSenie problémov:
https://nmap.org/

= Official Nmap

reference guide
https://nmap.org/book/man.html

sudo apt-get install nmap



https://nmap.org/
https://nmap.org/book/man.html

Funkcionality nmap-u

= Dokaze zistit:

Zivych hostov v sieti
Otvorené porty
Beziace sluzby

Verzie beziacich sluzieb na
zariadeni

|P adresu aktivheho zariadenia
MAC adresu zariadenia

Masku siete zariadenia
Vyrobcu

Model

Typ zariadenia

Typ operacneho systemu
Nazov zariadenia

= Nie je potrebny privilegovany
(admin) rezim pre spustenie, ale
bez neho nedostaneme tolko
informacii zo skenu:

nmap [options] target

= Rozsah skenu specifikujeme IP
adresnym rozsahom (target)

= mame moznost pocas priebehu
skenu, si overit kolko % skenu
je uz vykonaného stlacenim
tlaCidla “Enter”



Prepinace pre nmap

= Rychlost skenu:
[ | Porty 1_1024 nad 1 IP :~$ nmap scanme.nmap.org

Starting Nmap 7.80 ( https://nmap.org ) at 21-01-18 13:55 +01
add => 2 5 S Nmap scan report for scanme.nmap.org (45.3 2.156)
! Host is up (@.25s latency).
’ v Other address for scanme.nmap.org (not scanned): 2600:3c@1::f@3c:91ff:fel8:bb2f
- Pl’eplnace Not shown: 982 filtered ports
, A . o , STATE SERVICE
= Vela roznych a je mozna A,
C open smtp
1 ! 2 A1 ; C ope
ich kombinacia At A -
't closed rpcbind
apen nntp
open imap
closed smux
closed https
open smtps
open SNews
open submission
open imaps
open ]
closed
closed ms-wbt-server
open nping-echo
open Elite

Nmap done: 1 IP address (1 host up) scanned in 39.96 seconds

~$ 1




Host discovery with nmap

= -sh prepinac

- :~% nmap -sn 192.168.1.0-255

“Starting Nmap 7.80 ( https://nmap.org ) at 2021-01-18 14:22 +01
Nmap scan report for 192.168.1.1

Host 1s up (©.0032s latency).

Nmap scan report for 192.168.1.100

Host 1s up (©.80098s latency).

Nmap scan report for 192.168.1.181

Host is up (@.0@873s latency).

Nmap scan report for 192.168.1.119

Host is up (@.0@877s latency).

Nmap scan report for 192.168.1.125

Host 1s up (0.0000875s latency).

Nmap done: 256 IP addresses (5 hosts up) scanned in 2.46 seconds

-5 |




Port scaning with nmap

= -p prepinac

:~% nmap -p 21-23,53,80, 443 scanme.nmap.org
Starting Nmap 7.88 ( https://nmap.org ) at 2021-901-18 22:13 +01
Nmap scan report for scanme.nmap.org (45.33.32.156)
Host is up (@.46s latency).
Other addresses for scanme.nmap.org (not scanned): 2600:3c@l::f03c:91ff:felB:bb2f

PORT STATE SERVICE
21/tcp «closed ftp
22/tcp open ssh
23/tcp closed telnet
53/tcp closed domailn
80/tcp open http
443/tcp closed https

Nmap done: 1 IP address (1 host up) scanned in 1.98 seconds

:~$ 1




Stealth Scan — Tajny sken — Pasivny TCP sken Q g

TCP SYN scan with nmap =

(SEQ=100 CTL=SYN) ——)- SYN received

'SS prepl'naé (2) send sy, Ack

SYN, ACK received (SEQ=300 ACK=101

potrebné su root/admin pr8ca CTL=SYN, ACK)
-> SYN. <- SYN. ACK. ... close connection

- o

root@kalli: /home/spect# nmap -s5 scanme.nmap.org
Starting Nmap 7.80 ( https://nmap.org ) at 2021-91-18 22:4@ +01
Nmap scan report for scanme.nmap.org (45.33.32.156)
Host is up (@.3@s latency).
Other addresses for scanme.nmap.org (not scanned): 2600:3c@1:: f@3c:
Not shown: 987 closed ports
PORT STATE SERVICE
22/tcp open ssh
filtered smtp
open http
filtered msrpc
filtered netbios-ssn
filtered microsoft-ds
filtered http-rpc-epmap
filtered instl_bootc
filtered krb524
filtered vnc-http
filtered vnc
open nping-echo
open Elite

B sends ACK response and SYN request to A

Nmap done: 1 IP address (1 host up) scanned in 33.85 seconds
root@kali:/home/specti |




Aktivhy TCP sken
TCP connect scan with nmap

= -sT prepinac
= Nie su potrebné admin prava

:~% nmap -sT scanme.nmap.org
Starting Nmap 7.80 ( https://nmap.org ) at 2021-81-18 22:41 +01
Nmap scan report for scanme.nmap.org (45.33.32.156)
Host is up (@.23s latency).
Other addresses for scanme.nmap.org (not scanned): 2600:3c@l::f@3c:91ff:fels:
Not shown: 987 closed ports

STATE SERVICE

open s5h

filtered smtp

open http

filtered msrpc

filtered netbios-ssn

filtered microsoft-ds

filtered http-rpc-epmap

filtered instl_bootc

filtered krb524

filtered vnc-http

filtered wnc

open nping-echo

open Elite

Nmap done: 1 IP address (1 host up) scanned in 232.82 seconds

TN |




TCP Flag Scan with nmap

= ak posleme segment bez priznaku SYN, ACK alebo RST,
tak ciefovy hostitel

= nebude reagovat, ak je port otvoreny
= navratii RST segment, ak je port zavrety — toto vieme vyuzit

-sN : NULL (All flag bits are equal to 0)
-sF : FIN (Only the FIN bit is set to 1)
-sX : Xmas (URG, PSH and FIN bits are all set to 1)

root@kali:/home/spect# nmap -sN scanme.nmap.org

Starting Nmap 7.80 ( https://nmap.org ) at 2021-91-18 22:47 +01
Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (@.48s latency).

Control

bits (6)

U[A|P|R|S
RIC|S|S|Y
G|K|H|T|N

Other addresses for scanme.nmap.org (not scanned): 260@:3c@®l::f@3c:91ff:fel8&:bb2f

All 1000 scanned ports on scanme.nmap.org (45.33.32.156) are open|filtered

Nmap done: 1 IP address (1 host up) scanned in 486.78 seconds
root@kali:/home/spect# []




Identifikacia OS s nmap

rootgkali: /home/spect# nmap -0 scanme.nmap.org

Starting Nmap 7.80 ( https://nmap.org ) at 2821-91-18 23:13 +01

Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (©.18s latency).

Other addresses for scanme.nmap.org (not scanned): 260@:3c@1::f@3c:91ff:felf:bb2f

= dokaze

identifikovat OS
cieloveho
pocitacCa
porovnanim jeho
odpovedi

s databazou
odtlackov — OS

Mot shown: 987 closed ports

PORT
22/tcp
25/tcp
80/tcp
135/tcp
139/tcp
445/tcp
593/tcp
1868/tcp
G444 /tep
5800/tcp
5900/tcp
9929/tcp

STATE
open
filtered
open
filtered
filtered
filtered
filtered
filtered
filtered
filtered
filtered
open

SERVICE
s5h
smtp
http
msrpc

netbios-ssn
microsoft-ds
nttp-rpc-epmap
instl_bootc

krb524
vnc-http
VNC

nping-echo

31337/tcp open Elite

Device type: general purpose

Running (JUST GUESSING): Linux 3.X|4.X (85%)

0S CPE: cpe:/o:linux:linux_kernel:3.8 cpe:/o:linux:linux_kernel:4&4.4
Aggressive 05 guesses: Linux 3.8 (85%), Linux 4.4 (85%)

No exact 0S matches for host (test conditions non-ideal).

Network Distance: 22 hops

fingerprints

= -0 prepinac

0S detection performed. Please report any incorrect results at https://nmap.org/submit/

Mmap done: 1 IP address (1 host up) scanned in 44.53 seconds
rootgkali:/home/spect# |




Identifikacia verzii s nmap

= -sV prepinacC

root@kali:/home/spect# nmap -sV scanme.nmap.org

Starting Nmap 7.80 ( https://nmap.org ) -p1-18 23:16 +81

Nmap scan report for scanme.nmap.org (45.33

Host is up (@8.21s latency).

Other addresses for scanme.nmap.org (not scanned): 2600:3c@1::f@3c:91ff:fel8:

Not shown: 987 closed ports

POR STATE SERVICE VERSION

22/ open ssh OpenSSH 6.6.1pl1 Ubuntu 2ubuntu2.13 (Ubuntu Linux; protocol 2

filtered smtp
open http Apache httpd 2.4.7 ({(Ubuntu))
filtered msrpc
filtered netbios-ssn
filtered microsoft-ds
filtered http-rpc-epmap
filtered instl_bootc
filtered krb524
filtered vnc-http
filtered wvnc
open nping-echo Nping echo
tcpwrapped
0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host ) anne in 21.32 seconds
root@kali:/home/spect# |




59

Modifikacia vystupu v nmap

= Pre modifikaciu vystupu:
= -oN pre normalny format
= —oX pre XML format

Nmag
Host
Othe File

80/10ther ac

139;

445 PORT

22It cp
1@6525ftcp
444480/ tcp

590€139/tcp
992%445/tcp
;;iiEQSItcp
1068/tcf

p 4/ tep
Nmap 3800/ tcy
root3900/tc
9929/tcy
31337/tc
Service

service
# Nmap

Edit

135/not shou Fije

580¢135/tcp

fhome/spectfscanResults.txt - Mousepad

Search View Document

Help

L8]
PORT# Nmap 7.80 scan initiated Mon Jan 18 23:18:40 2021 as:

22/tNmap scan report for scanme.nmap.org (45.33.32.156)
25/1Host is vwn (4 2Re latancud

root@kali:/home/spect# nmap -sV scanme.nmap.org -oN /home/spect/scanResults.txt
Starting Nmap 7.88 ( https://nmap.org ) at 2821-81-18 23:18 +@81

/heme/spect/scanResults.xml - Mousepad

nap -5V

= I

nmap -sV -oN /home/spe
protocol 2.8)

- 0 X

"textixsl"

nmap _sV -o0X fhﬂmﬁf&pectf&canﬂe&ult& xml scanme.

Edit Search View Document Help
"1.0" "UTF-8"
-stylesheet "file: fffusrfhlnf fsharefnmapfnmap xsl"
Nmap 7.80 scan 1initiated Mon Jan 18 23:25:14 2021 :
"nmap"
"syn" "tep” “1000"
llﬂll
lI“]ll
"1611008715" "1611008754"
"45.33.32.156" "ipva"
"scanme.nmap.org" "user"
"scanme.nmap.org" "PTR"
"closed" "gg7"
"resets” "gg7"
"tep” "22" "open”
"tcp" "25" "filtered"
"tcp” "8o0" "open”
"tcp” "135" "filtered"
"tcp” "139" "filtered"
"fen" TLLeT "L l1terad™

"1,3-4,6-7,9,1

"up"

"syn-ack”

"no-response”

"syn-ack"

"no-response”
"no-response”
"mo-recnonca”




sudo nmap -A 158.193.139.100 -A:

Nmap scan report for b303-teacher.netlab.kis.fri.uniza.sk (158.193.139.100) enable OS detection,
Host is up (0.00081s latency). version detection,
Not shown: 994 filtered ports script scanning,
PORT STATE SERVICE VERSION
135/tcp open msrpc Microsoft Windows RPC and traceroute
139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

443/tcp open ssl/https VMware Workstation SOAP API 15.1.0

| fingerprint-strings:

| SIPOptions:

| HTTP/1.1 400 Bad Request

| Date: Sat, 4 Dec 2021 10:07:35 GMT

| Connection: close

| Content-Type: text/html

| Content-Length: 50

| <HTML><BODY><H1>400 Bad Request</H1></BODY></HTML>

|_http-title: Site doesn't have a title (text/plain; charset=utf-8).

| ssl-cert: Subject: commonName=VMware/countryName=US

| Not valid before: 2016-10-11T08:30:54

| _Not valid after: 2017-10-11T08:30:54

|_ssl-date: TLS randomness does not represent time




sudo nmap -A 158.193.139.100

| vmware-version:

| Server version: VMware Workstation 15.1.0

| Build: 13591040

| Locale version: INTL

| OS type: win32-x86

| Product Line ID: ws

445/tcp open microsoft-ds?

902/tcp open ssl/vmware-auth VMware Authentication Daemon 1.10 (Uses VNC, SOAP)

912/tcp open vmware-auth  VMware Authentication Daemon 1.0 (Uses VNC, SOAP)

MAC Address: 40:8D:5C:C1:36:86 (Giga-byte Technology)

Device type: general purpose

Running (JUST GUESSING): Microsoft Windows XP|7]|2008 (87%)

OS CPE: cpe:/o:microsoft:windows_xp::sp2 cpe:/o:microsoft:windows_7 cpe:/o:microsoft:windows_server 2008::sp1
cpe:/o:microsoft:windows_server 2008:r2

Aggressive OS guesses: Microsoft Windows XP SP2 (87%), Microsoft Windows 7 (85%), Microsoft Windows Server
2008 SP1 or Windows Server 2008 R2 (85%)

No exact OS matches for host (test conditions non-ideal).

Network Distance: 1 hop
Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows, cpe:/o:vmware:Workstation:15.1.0




UDP scan with nmap

= UDP nema 3way handshake

= Poslany UDP paket na cielovy port nebude potvrdeny ACK
= Ale vyuzije sa ina vlastnost ICMP: ,port unreachable®

= -sU

root@kali:/home/spect# nmap -sU scanme.nmap.org
Starting Nmap 7.8@ ( https://nmap.org ) 2021-01-18 22:43
Nmap scan re |
Host is up ( s latency).
for scanme.nmap.org (not scanned): 2600:3c@l::f@3c:91ff:fel8:bb2f

Not shown: 985 closed ports

STATE SERVICE

open|filtered dhcpc

open|filtered tftp

open ntp

open|filtered msrpc

open|filtered netbios-ns

open|filtered netbios-dgm

open|filtered netbios-ssn

open|filtered https

open|filtered microsoft-ds

0pen|Filtered http-rpc-epmap

open|filtered ms-sgl-s

open|filtered ms-sgl-m

0pen|Filtered unknown

open|filtered Trinoo_Bcast

open|filtered BackOrifice

Nmap done: 1 IP address (1 host up) scanned in 1128.73 seconds
root@kali:/home/spect# |j




Hping3

sietovy nastroj schopny odosielat vlastné pakety a zobrazovat
cielové odpovede

Ugel - testovat pravidla firewall, vykonavat spoofing portov,
simulovat utoky...

Nedokaze skenovat celu siet, len po jednotlivych IP adresach

= bud musime poznat' IP adresu ciela

= alebo pomocou inych nastrojov ako netdiscover, nmap ju najskor najst

Po oskenovani konkrétnej IP adresy, m6zeme dostat nasledovné udaje:

= Otvorené porty

= Pocet odoslanych paketov

= Systémovy uptime

Ak sa pomylime v syntaxi, nastroj nevypise ziadny hint a musi byt striktne
dodrzana

= Naroc€ny na pouzivanie, ale rozsiahly nastroj

Je potrebny privilegovany rezim pre spustenie

Na to ako je naroCny tak je pomerne rozsiahly, hlavne vdaka jeho moznosti




Hping3

= hping3 -scan 1-512 -S 158.193.139.100

= —scan znamena ktoré porty ideme skenovat
a =S reprezentuje SYN flag

e L +-—m - +-——t———— +-———- +-—-——- +

|port| serv name | flags |ttl| id | win | len |

+-— - +-———— - e +-———- +-——-- +
139 netbios-ssn: .S..A 128 58100 8192 46
443 https : .S..A... 128 58356 65392 46
445 microsoft-d: .S..A... 128 58612 65392 46
135 epmap : .S..A 128 58868 65392 46

All replies received. Done.




Masscan

Jeho pouzitie (parametre, vystup) sa méze podobat na Nmap
= ale ma jedno z najlepsSich intuitivnych rozhrani

= no nema tolko moznosti, a ani nie je tak rozSireny a popularny
Jednym z jeho najvacsich zamerani je kontrola bannerov.
Zvladne skenovat lubovolny rozsah siete, aj jednotlivé IP adresy
Dokazeme zistit nasledovné informacie zo skenu:

= Zistenie zivych hostov v sieti

= Zistenie otvorenych portov

= Banner informacie

Upozorni na syntakticke chyby




Masscan

= modifikovat' vystup:
-0G ktory reprezentuje grapable format
-oX ktory je XML format
-0J reprezentuje JSon format

= Jeho zataz na procesor je takmer minimalna

masscan -p1-512 158.193.139.100 --rate 1000000
-p reprezentuje ktoré porty chceme skenovat’
-rate reprezentuje pocet paketov za sekundu,
predvolene je nastavené 100paketov/sekundu

Scanning 1 hosts [512 ports/host]

Discovered open port 443/tcp on 158.193.139.100
Discovered open port 445/tcp on 158.193.139.100
Discovered open port 135/tcp on 158.193.139.100
Discovered open port 139/tcp on 158.193.139.100
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Module Objective: Explain how devices and services are used to
enhance network security.

Topic Title Topic Objective
Ve e el oo =50 Explain how network designs influence the flow of traffic through the
network.
Security Devices Explain how specialized devices are used to enhance network security.

Security Services Explain how network services enhance network security.



12.1 Network Topologies



Network Security Infrastructure
Topology Diagrams

Physical topology diagrams illustrate the
physical location of intermediary devices

and cable installation.

< InterneD Rm: 2124

Rack 1
Shelf 1 Class 1: Rm: 2125
Server Room: Rm: 2158

Web Server

Rack 1 Rack 1

Shelf 2

Class 2: Rm: 2126

Email Server
Rack 2
Shelf 2 M

Rack 1

Shelf 3
e Class 3: Rm: 2127

File Server
Rack 2
Shelf 3 =

IT Office: Rm: 2159

afua]n
CIsco

Logical topology diagrams illustrate devices,
ports, and the addressing scheme of the

network.

Network 192.168.100.0

Network
192.168.10.0

Web Server =i Fo/

Email Server S5 F0/2

File Server ' F0/3
' "
Network 192.168.11.0




Network Security Infrastructure

Common Security Architectures

Firewall design is primarily about device interfaces permitting or denying traffic based on the
source, the destination, and the type of traffic.

The three firewall designs are:
« Public and Private

« The public network (or outside network) is untrusted, and the private network (or
inside network) is trusted.

Public

VLAN 1 G0/0 (untrusted)

Private
(trusted)

Mo Access



Network Security Infrastructure
Common Security Architectures (Contd.)
- Demilitarized Zone (DMZ)

« Afirewall design where there
is typically one:

Inside interface connected / K_/\A

Cisco

to the private network S
Outside interface l
connected to the public

network s O
DMZ interface Q—

Legend
— Selectively permitted
— DBlOcked

Inspected and permitted with little or no restriction

Public
| Nilcina , (outside) '
U



Network Security Infrastructure
Common Security Architectures (Contd.)
- Zone-based Policy Firewalls (ZPFs)

- ZPFs use the concept of zones to
provide additional flexibility.

- Azone is a group of one or more \--/
interfaces that have similar functions '—

or features. ervte L g . t)
- Zones help to specify where a Cisco
|OS firewall rule or policy should be D_
applied. iﬁ b
samezone WU




Network Security Infrastructure

Common Security Architectures (Contd.)

i Industrial Demilitarized Zone (IDMZ)
i Physical or Virtualized Servers

i+ Patch Management

AV Server

Application Mirror

Remote Desktop Gateway Server

FactoryTalk :
Client

-

= = Controller Controller
:...Level 1 - Controller:

376589

STHIT Securely Traversing IACS Data across the Industrial
‘cisco Demilitarized Zone Design and Implementation Guide, March 2022



12.2 Security Devices



Security Devices
Firewalls

Allow traffic from any external address to the Deny all inbound traffic with network addresses matching
A firewall is a SyStem, or group of web server. internal-registered IP addresses.
SyStemS, that enforceS (Uplatanje, Allow traffic to FTP server. ::;:;ile:hcrund traffic to server from external
Vyméha) Allow traffic to SMTP server. Deny all inbound ICMP echo request traffic.
an access control policy between

Allow traffic to internal IMAP server. Deny all inbound M3 Active Directory queries.
networks.

Deny all inbound traffic to MS S0L server gueries.

Common Firewall Properties:

- Resistant to network attacks i

Deny all MS Domain Local Broadcasts.

- The only transit point between
internal corporate networks and
external networks because all
traffic flows through the firewall

- Enforce the access control policy



Security Devices
Firewalls (Contd.)

Following are the benefits and limitations of firewalls:

Firewall Benefits Firewall Limitations

Prevent the exposure (odhalenie) of
sensitive hosts, resources, and
applications to untrusted users.

A misconfigured firewall can have serious consequences for
the network, such as becoming a single point of failure.

Sanitize protocol flow, which prevents The data from many applications cannot be passed over
the exploitation of protocol flaws. firewalls securely.

Users might proactively search for ways around the firewall
to receive blocked material, which exposes the network to
potential attack.

Block malicious data from servers and
clients.

Reduce security management

. Network performance can slow down.
complexity.

Unauthorized traffic can be tunnelled or hidden as legitimate
traffic through the firewall.



Security Devices
Firewall Type Descriptions

The different types of firewalls are:
- Packet Filtering (Stateless) Firewall

- Packet Filtering firewalls are part of a
router firewall, which permits or
denies traffic based on Layer 3 and
Layer 4 information.

- They are stateless firewalls that use
a simple policy table look-up that
filters traffic based on specific
criteria.

Layer 7

Layer 6

Layer b

Layer 4

Layer 3

Layer 2

Layer 1

Application

Presentation

Transport

l

Network

Data Link

Physical

AN

« Source IP address

« Destination IP address

» Protocol

« Source port number

« Destination port number
« Synchronize/Start (SYN)

packet receipt



Security Devices

Firewall Type Descriptions (Contd.)

- Stateful Firewalls
Layer 7 Application

« najuniverzalnejsie a najbeznejsie
pouzivané firewallové technologie.

Layer 6 Presentation

« poskytuju stavové filtrovanie paketov

pomocou informacii o spojeniach Layer 5
udrziavanych v tabulke stavov
(State table) Layer 4 Transport

Layer 3 Network

Layer 2 Data Link

Layer 1 Physical

Ll




Security Devices

Firewall Type Descriptions (Contd.)

Application gateway firewall
(proxy firewall)

Application gateway firewall filters
information at Layers 3, 4, 5, and 7 of
the OSI reference model.

Most of the firewall control and filtering
is done in the software.

Layer 7

Layer 6

Layer 5

Layer 4

Layer 3

Layer 2

Layer 1

Application

i

Presentation

Transport

Metwork

Data Link

Physical

I

] Application Gateway Firewall

Application Gateway Firewall



Security Devices

Firewall Type Descriptions (Contd.)
- Next-generation firewalls (NGFW)

- NGFW ide nad ramec stavovych bran :
firewall tym, Ze poskytuje: __ ey —

_ . _ _;i"i'-ﬂrr-r.ir i
* Integrovana prevencia vniknutia - ===
« Povedomie o aplikaciach (application
awareness) a ich kontrola na zobrazenie
a blokovanie rizikovych aplikacii

* Inovujte cesty tak, aby zahfnali buduce
informacné kanaly

« Techniky na rieSenie vyvijajucich sa
bezpecCnostnych hrozieb

aiar]
CIsco



Security Devices
Firewall Type Descriptions (Contd.)
« Other methods of implementing firewalls include:

 Host-based (server and personal) firewall - A PC or server with firewall software running
on it.

« Transparent firewall - Filters IP traffic between a pair of bridged interfaces.
« Hybrid firewall - A combination of various firewall types.



Security Devices
Intrusion Prevention and Detection Devices

« A networking architecture paradigm
< 1 1 Common Characteristics of IDS and IPS
Shlft 1S reqUIred to defend agaInSt + Both technologies are deployed as sensors. @
fast_moving and eVOIVing attaCkS_ . Both technologies use signatures to detect patterns
] _ . of misuse in network traffic.
This must include cost effective and . Both can detect atomic patterns (single-packet) or
prevention SyStemS SUCh as: composite patterns (multi-packet).

 Intrusion Detection Systems
(IDS)

 Intrusion Prevention Systems @
(IPS) IPS-enabled

Sensor

- The network architecture integrates
these solutions into the entry and
exit points of the network. @l

- The figure shows how an IPS device
handles malicious traffic.

Bit Bucket

":J
Management Target
Console

1. Malicious traffic is sent to the target host that is inside the network.

aiar] 2. The traffic is routed into the network and received by an IPS-enabled sensor where it is blocked.

CISCO 3. The IPS-enabled sensor sends logging information regarding the traffic to the network security management console.
4. The IPS-enabled sensor kills the traffic. (It is sent to the “Bit Bucket.”)



Security Devices

Advantages and Disadvantages of IDS and IPS
The table lists the advantages and disadvantages of IDS and IPS:

m Advantages Disadvantages

IDS * No Impact on network (latency, jitter) « Response action cannot stop trigger packets
« No Network impact if there is a sensor « Correct tuning required for response actions
failure « More vulnerable to network security evasion
« No network impact if there is sensor techniques
overload
IPS « Stops trigger packets « Sensor issues might affect network traffic
« Can use stream normalization « Sensor overloading impacts the network
techniques « Some impact on network (latency, jitter)

Deployment Consideration:
- IPS and IDS technologies can complement each other.

- Deciding which implementation to use is based on the security goals of the organization as
stated in their network security policy.



Security Devices
Types of IPS
There are two primary kinds of IPS :

 Host-based IPS
* Network-based IPS

- Host-based IPS (HIPS)

HIPS is a software installed on a host to monitor and analyze suspicious activity.

Advantages Disadvantages

» Provides protection specific to a host operating system » Operating system dependent
* Provides operating system and application level protection < Must be installed on all hosts
* Protects the host after the message is decrypted



Security Devices

Types of IPS (Contd.)

- Network-based IPS

- Network-based IPS are
Implemented using a dedicated
or non-dedicated IPS device.

- Host-based IDS/IPS solutions
are integrated with a network-
based IPS implementation to
ensure a robust security
architecture.

- Sensors detect malicious and
unauthorized activity in real time
and can take action when
required.




Security Devices
Specialized Security Appliances

Few examples of specialized security appliances.

Cisco Advanced Malware | Cisco Web Security Appliance Cisco Email Security Appliance
Protection (AMP) (WSA) (ESA)

An enterprise-class A secure web gateway that ESA/Cisco Cloud Email Security
advanced malware analysis combines leading protections to helps to mitigate Sl sEEe

and protection solution help organizations address the o
threats and the ESA defends mission-

growing challenges of securing » _
and controlling web traffic critical email systems

It provides comprehensive Protects the network by Constantly updated by real-time feeds
malware protection for automatically blocking risky from Cisco Talos, which detects and
organizations before, sites and testing unknown sites correlates threats using a worldwide
during, and after an attack before allowing users to database monitoring system

access them

Features: Global threat intelligence,
Spam blocking, Advanced Malware
Protection, Outbound Message
Control




12.3 Security Services



Security Services
Security Services

IDS
SPAN
Syslog
AAA
NetFlow
SNMP



Security Services
Traffic Control with ACLs

- An Access Control List (ACL) is a series of commands that control whether a device forwards
or drops packets based on information found in the packet header.

« When configured, ACLs perform the
following tasks:

Limit network traffic to increase network
performance.

Provide traffic flow control.

Provide basic level of security for
network access.

Filter traffic based on traffic type.

Screen hosts to permit or deny access to
network services.

Allow Incoming Email
Deny Incoming Telnet

Intermet )
HR Subnet
172.17.0.0/20

Den

Sample Topology with ACLs applied to
routers R1, R2, and R3.



Security Services
ACLs: Important Features

The two types of Cisco IPv4 ACLs are:
- Standard ACL - Used to permit or deny traffic only from source |IPv4 addresses.
- Extended ACL - Filters IPv4 packets based on several attributes that include:
- Protocol type
- Source IPv4 address
Destination IPv4 address
Source TCP or UDP ports
Destination TCP or UDP ports
Optional protocol type information for finer control

- Standard and extended ACLs can be created using either a number or a name to identify the
ACL and its list of statements.



Security Services

SNMP

« Simple Network Management Protocol (SNMP) is an application layer protocol that provides a

message format for communication between managers and agents.
- It allows network administrators to perform the following:

- Manage end devices such as servers, workstations,
routers, switches, and security appliances, on an |IP
network.

- Monitor and manage network performance.

trap

&

SMNMP Agent

- Find and solve network problems. g -

SNMP Manager get

- Plan for network growth. _
- The SNMP system consists of two elements:
- SNMP manager: Runs SNMP management software.

- SNMP agents: Nodes being monitored and managed.

SMMP Agent

SMNMP Agent

Managed Node

Managed Node

Managed Node



Security Services

SNMP

= da sa vyuzit na zbieranie informacii z danej siete

= definuje operacie nad MIB bazou, ktora ma formu stromu

jej jednotlivé prvky sa definuju pomocou OID

prvky tejto bazy sa daju rozdelit na 2 typy udajov:
« Skalarne — jeden udaj, ktory obsahuje informaciu na zaklade daného OID
« Tabularne - viacero udajov, ktoré sa nachadzaju v predkovi svojho OID

Toto OID urcuje konkrétny udaj, napriklad IP adresa, Maska siet
a podobne, alebo je to vrchol, ako napriklad systém

akymi volaniami sa pristupuje na jednotlivé OID:
* snmget — ktory sa pouziva na pristup skalarnych typov

« snmpwalk — ktory sa pouziva primarne na pristup tabularnych ale méze
byt pouzity aj na pristup skalarnych

trap

&

SMNMP Agent

=

SNMP Manager

get

sel

SMMP Agent

SMNMP Agent

Managed Node

Managed Node

Managed Node
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SNMP — MIB — verejna a privatna cast SNMP MIB databazy

= level ORG, has the number “3”,
since it is the 3rd object under ISO

= most SNMP values we’re
interested in will always start with
the same set of objects — 1.3.6.1

= Interface Status would have an
OID 0of 1.3.6.1.2.1.2.2.1.8

= MIB is like a translator that helps a
Management Station to
understand SNMP responses
obtained from your network
devices

= All SNMP devices generally
support , which is a standard
set of objects that can be monitore

Rc::nt

[ iso (1) ]

(mo )

r
[ dr::d (5} j

Internet |{‘1 }

Expenrnental

(3)

| directory (1) Tﬁ}

private (4} ]

| mib-2 (1)

[enterprise (1 }]

) § e
|k system (‘I]J [interfaces (EJJ L ip (4) J [ cisco (9) ] [

(311)

m"émscm
|

juniperMIB
(2636)

|

OID Tree Example



http://www.ietf.org/rfc/rfc1213.txt

SNMP — MIB files (not readable)

Most network management software has . \|B files themselves are difficult to read,

the ability to display the OID tree in some :
y play they are only meant to be imported, or
wa = is0 1 “ . ” :
y =cen compiled” by a Management Station
=-£] dod [§]
=] intermet [1)
2] directary (1] CI1SCOEMVMOonOb]ects ¢ pO00CISCOENVMONYD ITagestatusEntry
CC mgmt (2 OBIECT-TYPED S MT AR CiscoEnvMonvoltagestatusEntryl
%mmibE[‘l] MAX-ACCESS hot-accessiblen STATES : Currento
= ) DESCRIPTIOND "an entry in the voltage status
#- [ system (1] tahle, representing the statusp of the associated
=[] interfaces (2] testpoint maintained by the environmentaln
2 i umber (1] monitor. "o IMDE> 1 CiscoEnvMonvoltagestatusIndex (0
=1 ifTable [2) ti= 1 ciscoEnvMonvoltagestatusTable 1 Fo0
= [ ifEnty 1) CiscoEnvMonyoltagestatuseEntry @ :=10 SEQUEMCE {10
B2 iflndex (1] CiscoEnvMonwvoltagestatusIndex  Integer3Z (0..2147483647),10
?E?WDHCHH CiscoEnvMonvoltagestatusDescr Displaystring, 0
@ﬁiﬂ . (3] ciscoEnvMonvoltagestatusvalue  Ciscosignedsauge,
%ﬁimﬁzm] ciscoErvMonvoltageThresholdiow Integer3z, o

&2 ifSpeed (3)
ifPhysAddress [B]
ifddrminStatus [7]

if0perStatuz (8]
) ifLastChange (9]
i1 iflnDctets (10

.....

i1 iflndcastPkis [11]

i1 flnNUcastPkis [12)

] ifinDiscards (13

i1 flnEmors [14)

.....

ciscoEnvMonvoltageThresholdHigh Integers2,
ciscoEnvMonvoltageLastshutdown Integers2, [

ciscoEnvMonvoltagestate CiscoEnvMonstatel rono
ciscoEnvMonvoltagestatusIndex OBIECT-TYPED SYMTAX
Integer3? (0..2147483647)0 MAx-ATCESS not-accessiblen

STATUS current DESCRIPTICND

"Unigue index for the testpoint being_ instrumented. O
This findex is for SHMP purposes only, and has nol
intrinsic meaning. "o 1= 1

Cisco provides a useful resource for looking up OID values, and

downloading MIB files for any of their devices.


http://tools.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

Security Services
Port Mirroring

Port mirroring is a feature that allows a switch to make duplicate copies of traffic passing
through a switch, and then sending it out a port with a network monitor attached.

Copy of the traffic
’5‘

Packet Analyzer

Traffic Sniffing Using a Switch

afua]n
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Security Services

NetFlow
 NetFlow is a feature that was introduced on Cisco routers around 1996 that
provides the ability to collect IP network traffic as it enters or exits an interface. i || Eree

Security Security

- NetFlow provides data to enable:

* network and security monitoring,

MetFlow Analyzed Traffic Flow

« NPMD Network Performance Monitoring &

* Network visibility & security NetFlow

Enabled
Router

» Perimeter Security

* Endpoint Security

* network planning '
- traffic analysis to include identification of N Araiyzer Software.
network bottlenecks PC 1 connects to PC 2 using HTTPS

 |P accounting for billing purposes.



NetFlow

« NetFlow can monitor application connection, tracking byte and packet counts for that individual
application flow.

« It then pushes the statistics over to an external server called a NetFlow collector.

Network Visibility

IT Operations Security
Network
Performance Application ., Network ® DDoS YN
Monitoring (,%) Performance g Behavior @ ® Detection @
and Monitoring Analysis & Mitigation *
Diagnostics NPMD APM NBA

afua]n
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What is Flow Data?

Modern method for network monitoring —flow measurement
Cisco standard NetFlow v5/v9, IETF standard IPFIX
Focused on L3/L4 information and volumetric parameters

Real network traffic to flow statistics reduction ratio 500:1

= \ =X Google ' facebook
© 33 D NETFLIX

Flow data




Flow Monitoring Principle

S D D g

SRC & DST IP address
A
SRC & DST port
Protocol number
Lifetime
Number of packets
Sum of bytes Flow
Export
A Others
Start Duration Proto Src IP:Port Dst IP:Port Packets Bytes
9:35:24.8 00l TCP 192.168.1.1:10111 -> 10.10.10.10:80 2 go ..
9:35:25.0 003 TCP 10.10.10.10:80 -> 192.168.1.1:10111 5 lsba ...

cisco



Flow Export Principle

TCP FIN/RST

—+Y

IP flow-cache timeout active 300s

5 min 10 min 15 min 20 min 25 min 30 min 35min

IP flow-cache timeout inactive 30s

~
30s




Flow Key vs. Non-Key Fields

Flow Key vs. Non-Key Field

afiar]e
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Flow Standards

Cisco standard NetFlow v5

NetFlow v9
(Flexible NetFlow)

Independent IPFIX

IETF standard (“NetFlow v107)
NetStream

Juniper jFlow

afua]n
CISCO

fixed format
only basic items available
no IPv6, MAC, VLANSs, ...

flexible format using templates

mandatory for current needs
provides |IPv6, VLANs, MAC, ...

the future of flow monitoring
more flexibility than NetFlow v9

same as original Cisco standard
NetFlow v9

similar to NetFlow v9
issues in timestamps
limited usability



Flow Standards

Related Cisco — NEL, NSEL uses NetFlow protocol to export firewall or NAT events and
standards logs, similar format but different interpretation and use-
cases
sFlow works on packet sampling basis

not a real flow data, limited usability
impossible to use for security purposes

= Trends

«  New monitored items (L7 application information)
« NBAR2 (L7 application detection), HTTP, ...

«  Number of flow-enabled devices is growing

» Firewalls, UTMs, virtualization, SMB network equipment, ...

afua]n
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Netflow versions

Version Comment
v First implementation, now obsolete, and restricted to |Pv4 (without IP mask and AS Numbers).
v2 Cisco internal version, never released.
v3 Cisco internal version, never released.
v4 Cisco internal version, never released.
vS Most common version, available (as of 2009) on many routers from different brands, but restricted to |Pv4 flows.
V6 No longer supported by Cisco. Encapsulation information (?).
v7 Like version 5 with a source router field. Used (only?) on Cisco Catalyst switches.
v8 Several aggregation form, but only for information that is already present in version 5 records
Template Based, available (as of 2009) on some recent routers. Mostly used to report flows like |IPv6, MPLS, or
v9 . .
even plain [Pv4 with BGP nexthop.
v10 Used for identifying |PEIX. Although IPFIX is heavily based on NetFlow, v10 does not have anything to do with

NetFlow.

afua]n
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https://en.wikipedia.org/wiki/IPv4
https://en.wikipedia.org/wiki/CIDR_notation
https://en.wikipedia.org/wiki/Autonomous_system_(Internet)
https://en.wikipedia.org/wiki/IPv4
https://en.wikipedia.org/wiki/IPv6
https://en.wikipedia.org/wiki/Multiprotocol_Label_Switching
https://en.wikipedia.org/wiki/IPv4
https://en.wikipedia.org/wiki/IP_Flow_Information_Export

Netflow support by vendors

Vendor and type Models NetFlow Version
Cisco I0OS-XR routers CRS, ASR9000 old 12000 v5, v8, v9
Cisco 10S routers 10000, 7200, old 7500 vb, v8, v9
Cisco Catalyst switches 7600, 6500, 4500 v5, v8, v9
Cisco Nexus switches 5600, 7000, 7700 vb, vO
Juniper legacy routers M-series, T-series, MX-series with DPC v5, v8
Juniper legacy routers M-series, T-series, MX-series with DPC v5, v8, v9
Juniper routers MX-series with MPC-3D, FPC5 for T4000 v5, IPFIX
Nokia routers 7750SR v5, v8, v9, v10 IPFIX
Huawei routers NES000E NE40E/X NESOE vb, vO
Enterasys Switches S-Seriel® and N-Seriel% v5, v9
Flowmon Probes Flowmon Probe 1000, 2000, 4000, 6000, 10000, 20000, 40000, 80000, 100000 v5, v9, IPFIX
Nortel Switches Ethernet Routing Switch 5500 Series (ERS5510, 5520 and 5530) and 8600 (Chassis-based) v5, v9, IPFIX
PC and Servers Linux FreeBSD NetBSD OpenBSD v5, v9, IPFIX
VMware servers vSphere 5.x1l v5, IPFIX (>5.1)171
Mikrotik RouterOS RouterOS 3.x, 4.x, 5.x, 6.x & v1, v5, v9, IPFIX (>6.36RC3)



https://en.wikipedia.org/wiki/Carrier_Routing_System
https://en.wikipedia.org/wiki/ASR9000
https://en.wikipedia.org/wiki/Cisco_12000
https://en.wikipedia.org/wiki/Cisco_Catalyst
https://en.wikipedia.org/wiki/Cisco_Nexus
https://en.wikipedia.org/wiki/Juniper_M-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_M-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_Networks
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/IP_Flow_Information_Export
https://en.wikipedia.org/wiki/Nokia
https://en.wikipedia.org/wiki/IP_Flow_Information_Export
https://en.wikipedia.org/wiki/Huawei
https://en.wikipedia.org/wiki/Enterasys_Networks
https://en.wikipedia.org/wiki/NetFlow#cite_note-9
https://en.wikipedia.org/wiki/NetFlow#cite_note-10
https://en.wikipedia.org/wiki/Flowmon
https://en.wikipedia.org/wiki/Flowmon
https://en.wikipedia.org/wiki/IP_Flow_Information_Export
https://en.wikipedia.org/wiki/Nortel
https://en.wikipedia.org/wiki/Linux
https://en.wikipedia.org/wiki/FreeBSD
https://en.wikipedia.org/wiki/NetBSD
https://en.wikipedia.org/wiki/OpenBSD
https://en.wikipedia.org/wiki/VSphere
https://en.wikipedia.org/wiki/NetFlow#cite_note-16
https://en.wikipedia.org/wiki/NetFlow#cite_note-17
https://en.wikipedia.org/wiki/NetFlow#cite_note-18

Ukazka jedneho nastroja zalozeneho na NetFlow datach

Success story

* Skupina vedcov zdruzenia CESNET

v CR 2002 - zadala aktivity v oblasti
Flowmon AI"ChiteCtu re programovatelného hardvéru s
nazvom Liberouter project.
* Pocas ucasti na vyvojovom

Flow export from o s e rirewals, IFS, UTM & others Hlowmon Frobes Flow data export +  projekte pre GEANT2 (eurépska
already deployed — L7 monitoring akademicka siet), tim Liberouter
devices @? Q vyvinul prototyp sietovej
' i : monitorovacej sondy s nazvom
[ NetFlow. IPF vExport_ | FlowMon.
N *V 2012 — umiestnili sa v Gartner
Howmon bojecter == Ec',?,\gc?iit: , Magic Quadrant v NPMD.
[Wei --.| ocess ] reporting, analysis * 2020 - Spoloc¢nost Flowmon
£ T T Networks ziskala spolo¢nost Kemp
. . . Technologies
work Network Applicatior Network
Security Anomaly Visibility Performance Traffic Detection &
Detection Troubleshooting Monitoring Recording

Flowmon modules for advanced flow data analysis




Security Services

Syslog Servers

The most common method of accessing
system messages is to use a protocol
called syslog.

The Syslog protocol allows networking
devices to send their system messages
across the network to syslog servers.

It provides three primary functions:

« The ability to gather logging information
for monitoring and troubleshooting

- The ability to select the type of logging
information that is captured

- The ability to specify the destination of
captured syslog messages

System Messages

Syslog Server

\qt\em Messages

Syslog



Security Services

NTP

* Itis important to synchronize the time across all devices on the network. The date and time
settings on a network device can be set using one of two methods:

« Manual configuration of the date and time

« Configuring the Network Time Protocol (NTP) Stratum 0 & 6
- NTP networks use a hierarchical system of time

sources, where each level in this system is called a

stratum. NTP servers are arranged in three levels Stratum 1 ' i

known as strata:

« Stratum 0: An NTP network gets the time from
authoritative time sources. Stratum 2

- Stratum 1: Devices are directly connected to the

authoritative time sources. ' ' ' '
- Stratum 2 and lower strata: Stratum 2 devices, o

such as NTP clients, synchronize their time using
the NTP packets from stratum 1 servers. NTP Stratum Levels




Security Services

AAA Servers

The below table lists the three independent security functions provided by the AAA
architectural framework.

“Functions | Descrgn

« Users and administrators must prove that they are who they say they are.

« Authentication can be established using username and password combinations, challenge
and response questions, token cards, and other methods.

* AAA authentication provides a centralized way to control access to the network.

Authentication

« After the user is authenticated, authorization services determine which resources the user
Authorization can access and which operations the user is allowed to perform.
* An example is “User ‘student’ can access host serverXYZ using SSH only.”

» Accounting records what the user does, including what is accessed, the amount of time the
resource is accessed, and any changes that were made.

* Accounting keeps track of how network resources are used.

« An example is "User ‘student’ accessed host serverXYZ using SSH for 15 minutes."

Accounting



Security Services

AAA Servers (Contd.)

The below table lists the difference between Terminal Access Controller Access-Control System
Plus (TACACS+) and Remote Authentication Dial-In User Service (RADIUS) protocaols.

_ TACACS+ __________RADUS

. : Separates AAA according to the AAA Combines authentication and
Functionality : . .
architecture, authorization but separates accounting,
Standard Mostly Cisco supported Open/RFC standard
Transport TCP UDP
Bidirectional challenge and response as Unidirectional challenge and response
Protocol CHAP used in Challenge Handshake from the RADIUS security server to the
Authentication Protocol (CHAP) RADIUS client
Confidentiality = Entire packet encrypted Password encrypted

Provides authorization of router
Customization = commands on per-user or per-group
basis

No option to authorize router commands
on a per-user or per-group basis

Accounting Limited Extensive



Security Services

VPN

- AVPN is a private network that is created over
a public network (usually the internet).

- AVPN uses virtual connections routed
through the Internet from the organization to
the remote site. e omee

« AVPN is a communications environment in
which access is strictly controlled to permit
peer connections within a defined community
of interest.

VPN
Internet

Mobile User
Central Site

- Confidentiality is achieved by encrypting the
traffic within the VPN.

 In short, VPN connects two endpoints over a SOHO
public network, to form a logical connection Virtual Private Network
which can be made at Layer 2 or Layer 3.



TYP HROZBY Povod
Poziar NUE
. . . PosSkodenie vodou NUE
P k h b C sy . zneclistenie NUE
rl pO m Ie n a rOZIe Fyzické poskodenie 4vasna havéria NUE
, . zniCenie zariadenia alebo médii NUE
Lud?ke hrozby prach, korézia, mrznutie NUE
:;‘:::, Motivacia Eli_r‘“at_iCkY_jaV E
: eizmicky jav E
\Vyzva Prirodné udalosti \Vulkanicky jav E
Ego Meteorologicky jav E
Heker, kreker [Postavenie / status Povoderi E
Peniaze. Porucha klimatizacie alebo vodovodu NU
Pov_stanl.e Strata zakladnych sluZzieb [Strata energetického napdjania NUE
quv'era_'n'e Porucha telekomunika¢ného zariadenia NU
Z.nlcervne’ _ Narugenie v désledku Elektromagnetickd radiacia NUE
Financny zisk . Termalna radiacia NUE
Terorista |[Nabozensky fanatizmus radiacie elektromagnetické impulzy NUE
Femse Vyzradenie informdcii_|Vela réznych
POI't_'Fky zisk _ Zlyhanie zariadenia N
M'(?dlalln.e pokry'tlt.a' Porucha zariadenia N
Nicenie informacil Technické zlyhanie Saturacia informacného systému NU
Pocitacovy [Nelegalne zverejfiovanie informacii Softvérova porucha N
kriminalnik  |Finanény zisk poru3enie udrZiavatelnosti informa&ného systému NU
Neopravnena zmena udajov Neautorizované pouZivanie zariadenia U
Priemyselna |Finan¢ny zisk Podvodné kopirovanie systému U
Spionaz __[Ekonomicka Spionaz Neautorizované ¢innosti |[PouZitie falosného alebo kopirovaného softvéru NU
Zvedavost poskodenie dat U
. Neumyselné chyby Nelegalne spracovanie dat U
Clenovia |(slabé hesla) die it poutii N
(Studenti, [Ego ZneuZitie prava NU
zamestnanci) [Spravodajstvo Vyzradenie funkcii FalSovanie prav U
Penazny zisk Odopretie ¢innosti U
Pomsta Porusenie dostupnosti personalu NUE

N - neumyselny, U - umyselny, E - enviromentalny pdvod




Disaster recovery — Obnova po katastrofickom scenari

Idealny svet

= Mam infrastrukturu pre ochranu dat

= Ta okamzite obnovi vSetky aplikacie
a data

= Nacas a presne od bodu ked nastala
kriticka udalost

Realny svet

* Prepnutie po poruche (failover)
= Moze byt okamzité
» Replikacia dat
= MO&ze byt nepretrzita
= Ale... Velké ale...
= Tieto operacie su velmi narocné
= Zdrojovo
= FinanCne
Preto sa zaviedli dva realistické ciele,
s ohladom na rozpocet, zdroje a
prioritu aplikacii:
» RTO - Recovery Time Objective
= RPO - Recovery Point Objective



Definicia RTO a RPO

= Oba spolu suvisia, a su potrebné pre *

ObnOVU pO krItICkeJ UdaIOStI Last point where data Disaster System is
- Oba Sl:l r(’jznymi metrlkaml S réznym is in usable format strikes recovered
ucelom
= SuU klfuCovymi konceptmi v poskytovani
business continuity

RPO RTO

* mnozstvo udajov, ktorych strata je tolerovana s gko dlho méze byt aplikacia mimo

— pri kritickych lostiach, ktoré spé ' , . .
Vy‘;ﬂarﬁ'ﬂ% éﬁoéjf alostiach, ktore sposobia prevadzky bez toho, aby spobsobila

How far back?
.‘ ..................................... *

Recovery point Recovery time

How long to recover?

= je vyjadreny ako meranie ¢asu od stratove; znacne skody podniku
udalosti po poslednu predchadzajucu zalohu. = Niektora dni...
= Zvycajne 12, 8, 4 hodiny, alebo near-zero = |na niekolko sekund.. ,near-zero RTO*

RPO (sekundy)

.. L e = Potrebné su vtedy silné failover sluzby
= Potrebné su replikacie v odpovedajucich Casoch

afua]n
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