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Ktory vysledok pokryva tato prednaska
Vysledky vzdelavania

Student po absolvovani predmetu ziska vedomosti a zrucnosti potrebné na

CISCO
CERTIFIED

CyberOps

Associate

uspesné zvladnutie uloh, povinnosti a zodpovednosti bezpecnostného

analytika v operachom centre bezpecnosti.
Student po absolvovani predmetu bude vediet:

= Vysvetlit rolu analytika v ramci kybernetickej
bezpecnosti

= Vysvellit prostriedky operacného systemu
Windows
a Linux a charakteristiky pre podporu analyzy
v ramci kybernetickej bezpecCnosti

* Analyzovat operacie v ramci sietovych
protokolov a sluzieb

= Vysvetlit operacie sietovej infrastruktury

= Klasifikovat rézne typy sietovych utokov

= Pouzit sietove monitorovacie nastroje na
identifikaciu utokov proti sietovym protokolom
a sluzbam

= Pouzit r6zne metddy na prevenciu skodliveho
pristupu do pocitaCovych sieti, k pouzivatelom
a k datam

Vysvetlit vplyvy kryptografie v ramci
monitorovania bezpecnostnych sieti

Vysvetlit, ako skumat zranitelnosti a utoky
koncovych zariadeni

|dentifikovat' hlasenia v ramci sietovej
bezpecnosti

Analyzovat sietovu prevadzku na overenie
potencionalneho zneuzitia siete

Aplikovat reakcné modely na incident, a ziskat
prostriedky na manazovanie sietovych
bezpecnostnych incidentov

Prerekvizity: ’
= Principy IKS, Pocitacoveé siete 1, Uvod do OS



E CyberOps Modules in Lectures m
Preliminary version of topics for lectures

- 5 Chapter 15 Network Monitoring and Tools 11-12
Plan ni ng (SIEM, SOAR)
CyberOps Modules in lectures Chapter 16 Attacking the Foundation
(L2, L3 protocols vulnerabilities and attacks)

Chapter 17 Attacking What We Do

1 Chapter 1 The Danger none Iy
Chapter 2 Fighters in the War Against (L7 vulnerabilities and attacks)
Cybercrime 6 Chapter 18 Understanding Defense 13-17
Chapter 3: The Windows Operating System (security management)
2 Chapter 4: Linux Overview 1-2 Chapter 19 Access Conj[rol (AAA)
Chapter 5 Network Protocols Chapter ZQ Threat Intelligence
Chapter 6 Ethernet and Internet Protocol (IP) (commercials, CVE database)
Chapter 7 Connectivity Verification 7 Chapter 21 Cryptography 18-20
Chapter 8 Address Resolution Protocol Chapter 22 Endpoint Protection
Chapter 10 Network Services 8 Chapter 23 Endpoint Vulnerability Assessment none

Chapter 11 Network Communication Devices Chapter 24 Technologies and Protocols

3 Chapter 9 The Transport Lgyer (SAELR) 3-4 9 Chapter 25 Network Security Data 21-23
GUERUET 12 NI SRRV S AT Chapter 26 Evaualting Alerts (in Security Onion)

4 Chapter 13 Attackers and Their Tools 5-10 _ _ _
Chapter 14 Common Threats and Attacks Chapte_r 27 Worklng with Network Security Data 24-25
(Security Onion and ELK)

N=- aa O -~

Chapter 28 Digital Forensics and Incident none
Analysis and Response
Expert talk (invited lecture) 26-28



Obsah dnesnej prednasky

= Chapter 13 Attackers and Their Tools
= Chapter 14 Common Threats and Attacks
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Module Objective: Explain how networks are attacked

Topic Title Topic Objective
Who is Attacking our Network Explain how network threats have evolved.

Threat Actor Tools Describe the various types of attack tools used by Threat Actors.



13.1 Who is Attacking Our
Network?



Attackers and Their Tools
Threat, Vulnerability, and Risk

- Attackers wants to access our assets such as data and other intellectual property, servers,
computers, smart phones, tablets, and so on.
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Attackers and Their Tools
Threat, Vulnerability, and Risk (Contd.)

 To understand network security, it is important to know the following terms:

TERM EXPLANATION

Threat A potential danger to an asset (data or the network itself).

Vulnerability = A weakness in a system or its design that could be exploited by a threat.

Attack

Surface An attack surface is the total sum of the vulnerabilities in a given system that are
accessible to an attacker. The attack surface describes different points where an attacker
could get into a system, and where they could get data out of the system.

Exploit The mechanism that is used to leverage a vulnerability to compromise an asset.
Exploits may be remote or local. A remote exploit is one that works over the network
without any prior access to the target system. In a local exploit, the threat actor has some
type of user or administrative access to the end system. It does not necessarily mean
that the attacker has physical access to the end system.

Risk The likelihood that a particular threat will exploit a particular vulnerability of an asset and
result in an undesirable consequence.



Attackers and Their Tools
Threat, Vulnerability, and Risk (Contd.)

- Risk management is the process that balances the operational costs of providing protective
measures with the gains achieved by protecting the asset.

Four ways to manage risk:

Risk Management Strategy Explanation

Risk acceptance When the cost of risk management options outweighs the cost of risk, the
risk is accepted, and no action is taken.

Risk avoidance This means avoiding any exposure to risk by eliminating the activity, thus
resulting in losing any benefits from the activity.

Risk reduction This reduces the exposure to risk. It is the most commonly used risk
mitigation strategy. This strategy requires careful evaluation of the costs of
loss, the mitigation strategy, and the benefits gained from the operation or
activity that is at risk.

Risk transfer Some or all of the risk is transferred to a willing third party such as
Insurance company.



Attackers and Their Tools
Threat, Vulnerability, and Risk (Contd.)

- Common network security terms:
« Countermeasure — Actions taken to protect assets by mitigating a threat or reducing risk.
» Impact - The potential damage to the organization that is caused by the threat

* Note: Alocal exploit requires inside network access such as a user with an account on the
network. It does not require an account on the network to exploit that network’s vulnerability.



Attackers and Their Tools
Hacker vs. Threat Actor

‘Hacker’ is a common term used to describe a threat actor. Hacker has a variety of meanings
that are as follows:

« Aclever programmer capable of developing new programs and making coding changes
to existing programs to make them more efficient.

* A network professional that uses sophisticated programming skills to ensure that
networks are not vulnerable to attack.

« An individual who run programs to prevent or corrupt data on servers.
Types of hackers:

 White Hat hackers
« Gray Hat hackers
 Black Hat hackers



Attackers and Their Tools

Hacker vs. Threat Actor (Contd.)

White Hat Hackers:

- White hat hackers are ethical hackers who use their
programming skills for good, ethical, and legal purposes

« Penetration tests — before vulnerability is exploited

* Award prizes, bounties
Gray Hat Hackers:

Gray Hat Hackers Black Hat Hackers

- Grey hat hackers are individuals who commit crimes and TR
unethical things, but not for personal gain or to cause damage.

Black Hat Hackers:

- Black hat hackers are unethical criminals who violate computer
and network security for personal gain or malicious reasons

= Threat actors



Attackers and Their Tools
Evolution of Threat Actors

- Hacking started in the 1960s with phone phreaking, which
refers to using various audio frequencies to manipulate
phone systems.

* In the early 1960’s, threat actors realized that by
mimicking a tone using a whistle, they could exploit the
phone switches to make free long-distance calls.

- In the mid-1980’s, threat actors wrote ‘war dialing’
programs which dialed each telephone number in a given
area in search of computers, bulletin board systems, and
fax machines.

« When a phone number was found, password-cracking
programs were used to gain access.

phone phreaking, fraudulent manipulation
of telephone signaling in order to make
free phone calls



Attackers and Their Tools
Evolution of Threat Actors (Contd.)
Types of Threat Actors:

- Script kiddies - It refers to teenagers or inexperienced threat actors running existing scripts,
tools, and exploits, to cause harm, but typically not for profit.

- Vulnerability brokers - It refers to grey hat hackers who attempt to discover exploits and
report them to vendors, for prizes or rewards.

- Hacktivists - It refers to grey hat hackers who rally and protest against different political and
social ideas.

Cybercriminals - It refers to black hat hackers who are either self-employed or working for
large cybercrime organizations.

State-sponsored - State-Sponsored hackers are threat actors who steal government secrets,
gather intelligence, and sabotage networks of foreign governments, terrorist groups, and
corporations.




Attackers and Their Tools
Cybercriminals

- Cybercriminals are threat actors who are
motivated to make money using any necessary
means.

)
IDENTJTY THEFT

- At times, cybercriminals work independently or
they are financed and sponsored by criminal
organizations.

- They steal billions of dollars from consumers and
businesses every year.

- They operate in underground economy and buy
and sell personal information and intellectual
property that they steal from victims.

- They target small businesses and consumers, as
well as large enterprises and industries.



Attackers and Their Tools
Cybersecurity Tasks

- Threat actors target the home users, small-
to-medium sized businesses, as well as
large public and private organizations.

Cybersecurity checklist
X Trustworthy IT vendor

- Hence, Cybersecurity is a shared Security software up-to-date

responsibility which all users must
practice to make the internet and networks
safer and more secure.

| ~Regular penetration tests

- Backup to cloud and harddisk

- Organizations must take action and
protect their assets, users, and customers.
They must develop and practice
cybersecurity tasks such as those
mentioned in the figure.



Attackers and Their Tools
Cyber Threat Indicators
Indicators Of Compromise (I0C)

|OCs are the evidence that an
attack has occurred and each attack
has unique identifiable attributes.

|OCs can be features that identify
malware files, IP addresses of
servers that are used in attacks,
filenames, and characteristic changes
made to end system software, among
others.

|OCs help cybersecurity personnel
identify what has happened in an
attack and develop defenses against
the attack.

Malware File -
sha256
shal
md5

DNS requests
domain
domain
domain
domain

Connections
ip
ip

"studiox-link-standalone-v20.83.8-stable.exe"
6a6c2815666b12beecd56a3d1d517e409b5d6866c0319beddddd9efFaoet1e0
eb019ad1c73ee69195c3fc84ebfa4e95c147bef8
3a104b73bbo6dted288097e9dcPallas

log.studiox.link
my .studiox.link

_sips. tcp.studiox.link
sip.studiox.link Summary Of the
|OC for a piece of

198.51.168.248 malware
203.8.113.82



Attackers and Their Tools

Cyber Threat Indicators (Contd.)
Indicators of Attack (IOA)

- |OA focus more on the

motivation and strategies |0Cs —L H[ﬁuﬂfncuufp:[tw[llll:qmm |0As
behind an attack and the 'lll:l|'!'n'l:lll!r 5i|]llllilrltl:i, $ m Code Execution, Persistance,
attackers to gain access to Explm:;,:;[:nam|:|||1|us, PROACTIVE INDICATORS S’rm:lll’rl'nr Command Control,
resses ateral Movement
- OF ATTACK

assets.

« |OAs helps to generate a
proactive security
approach that can be
reused in multiple contexts
and multiple attacks. PONTIN TIME o —
Defending against a e N 0 104
strategy can therefore
prevent future attacks.
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Attackers and Their Tools
Threat Sharing and Building Cybersecurity Awareness

- Governments are now actively promoting cybersecurity. CYBERSECURITY

& INFRASTRUCTURE

- The US Cybersecurity Infrastructure and Security Agency SECURITY AGENCY 1

(CISA) is leading efforts to automate the sharing of cybersecurity
information with public and private organizations at no cost.

* w
- CISA use a system called Automated Indicator Sharing (AIS) x €nisa |
which enables the sharing of attack indicators (IOA) between the X, ot o Acency

US government and the private sector as soon as threats are = ‘
o0

verified.

- The European Union Agency for Cybersecurity (ENISA, *2004)
delivers advice and solutions for the cybersecurity challenges of
the EU member states.

- The CISA and the National Cyber Security Alliance (NCSA)
have an annual campaign in every October called National
Cybersecurity Awareness Month (NCASM) to raise awareness *
about cybersecurity. https:/www.cisa.gov/cybersecurity-awareness-month  $7 &8 }:;.

* ''UZ'aj ENISA (10 rokov): ECSM European Cybersecurity Month (go

https://www.enisa.europa.eu/topics/cybersecurity-education/european-cyber-security-month



https://www.cisa.gov/cybersecurity-awareness-month
https://www.enisa.europa.eu/topics/cybersecurity-education/european-cyber-security-month

Attackers and Their Tools

Threat Sharing and Building Cybersecurity Awareness (Contd.)
- The theme for the NCASM for 2019 was

Own I.T. Sec.:ure IT. F’rotect IT. | OWN> l 2019

National Cybersecurity
- Awareness Month
#BeCyberSmart

- Security topics provided through campaign: SEC URE >

ocial media safety PROTECT }o\o

Updating privacy settings

Awareness of device app security

Keeping software up-to-date

Safe online shopping /=) CYBERSECURITY
(1) AWARENESS
Wi-Fi safety W@ ¥ MONTH 2022

Protecting customer data

aiar]
CIsco



ECSM by ENISA

European Cybersecurity Month
= V SR v roku 2022 — 7 akcii:

27 0CT 9 Slovakia
22
280CT SecTec Security Camp 2022
22
Pozyvame Vas na SecTec Security Camp, kde Vam na zaklade skasenosti u nas, nagich partnerov a
zakaznikov poskytneme indipraciu na postup budovania kybernetickej bezpegnosti, ktord sme
upravovali roky podra statistik a charakteristik tokov. Dvojdiiovy produktovy event sa bude konat v
krasnom lesnom prostredi pri Modre. Odborny pragram, ktorym Vas prevedie Martin Matuska zo___
Business users
09 NOV 9 slovakia
22 QUEIT CONFERENCE Q bit Conf Tatry 2022
10 NOV u onference ry
2 | NTRY|22
Pozyvame vas na druhy roénik jedinegného formatu komunitnej konferencie o kybernetickej
bezpeénosti na Slovensku Qubit Tatry 2022. Po tspeinom minulorognom podujati sa opaf mozete tesit
na panelové diskusie, zdiefanie praktickych skisenosti profesionalov v oblasti informagnej a
kyberneticke] bezpeénosti, klubové stretnutia a obfibeny networking. Konferencia Qubit Tatry 2022
Business users
09 NOV ) 9 slovakia
22
osNov |[EUROPEAN ESET European Cybersecurity Day
22 [CYBERSECURITY
DAY A hybrid event for Government employees in the European Union discussing the challenges of
cybersecurity in a digitised world, this time focusing on the topic of EU cyber resilience. Taking place
in Prague NH Carlo IV and online.
All users
widWwwWw

Cybersecurity Activities

All activities Map view

b AN L LA a }

https://cybersecuritymonth.eu/@QRactivities-map



https://cybersecuritymonth.eu/@@activities-map

Network and Information security Directive
NIS Directive

= As part of the the European Commission
proposed

« the EU Network and Information Security (NIS) directive

= The NIS Directive (see ) is the first piece of EU-wide
cybersecurity legislation

« The goal is to enhance cybersecurity across the EU.

« The NIS directive was adopted in 2016 and subsequently, because it is an EU
directive, every EU member state has started to adopt national legislation, which
follows or ‘transposes’ the directive.

» EU directives give EU countries some level of flexibility to take into account national
circumstances, for example to re-use existing organizational structures or to align with
existing national legislation.

* The national transposition by the EU member states happened on 9 May 2018.

* U nas - skoro vSetko je datované k 1.4.2018 — zakony, normy, vznik organov, samostatnych
utvaroy, ....

* .NIS 2 proposed 6.12.2020


http://europa.eu/rapid/press-release_IP-13-94_en.htm
http://data.europa.eu/eli/dir/2016/1148/oj

N IS D | reCtlve Sectors of OES and types of digital

services in the scope of the NIS Directive

Member
States

develop National Cybersecurity Strategies

national CSIRT, perform cyber exercises

« collaborate cross-border / EU CSIRT network, the
strategic NIS cooperation group, ...

 identify Operators of Essential Services (OES) in critical

sectors: energy, transport, banking, finance sector,

healthcare, water, and digital infrastructure, e

and Digital Service Providers (DPS) (online market Financial market

places, cloud and online search engines) r

and supervise security e | Heaith sector

distribution

OESs Operators of Essential Services
DPS comply with these security and notification requirements = prevadzkovatelia zdkladnych
providers

service

OES take minimum security measures
operators report significant incidents.

sluzieb
DSPs Digital Service Providers =

= The European Commission maintains a2 map showing the status of the ) R .
prevadzkovatelia digitalnych sluzieb

transposition of the NIS Directive across the EU Member States.

afua]n
CISCO



https://ec.europa.eu/digital-single-market/en/state-play-transposition-nis-directive

What's the difference?

CERT vs. CSIRT vs. CIRT vs. SOC

CSIRT - computer security incident response team

Authorized to Use CERT™
CERT is a mark owned by
Carnegie Mellon University

CIRT - computer incident response team or, less frequently, cybersecurity incident response
team

CERT - computer emergency response (or readiness) team

CSIRT, CERT and CIRT are often used interchangeably in the field

- Infact, CSIRT and CIRT are almost always near-equivalent; essentially they are synonymous
« An organization might prefer one or the other based on the organization's language or style
. — nielen definicie:

» ,CSIRT is a concrete organizational entity (i.e., one or more staff) that is assigned the responsibility for
coordinating and supporting the response to a computer security event or incident."

« “CERT” is a registered trademark owned by Carnegie Mellon University.

« CSIRT units which share the same responsibility for building the network and device security are advised to seek consent in
order to adopt “CERT” in their name.

« SK-CERT national unit is the owner of the certificate which authorizes the unit to use CERT in its name.



https://en.wikipedia.org/wiki/Carnegie_Mellon_University

CERT vs. CSIRT vs. CIRT vs. SOC
SOC is broader in scope

= SOC generally encompasses multiple aspects of
security operations, while CSIRTs, CERTs and CIRTS
focus specifically on incident response. Sl

Technology

Response CS|RT

= A SOC's purview can include the incident response
function (either in whole or in part) as well as other tasks.
For example, a SOC can:

Understanding

Prevention Guidelines

* encompass monitoring operations and controls (such as an

CERT
intrusion detection, system/intrusion prevention system, Threat intelligence

security information event management/security information
management);

 oversee evaluation of operational and security telemetry and
information gathering; and,

* manage tasks such as identity management and
authorization, firewall and filtering ruleset maintenance (both
review and change management), forensics and

”Lr'lthestigation support, or any other aspect of operational
‘security.



Certifikacie CSIRT timov

Authorized to Use CERT™
CERT is a mark owned by
Carnegie Mellon University

= “CERT" is a registered trademark owned by Carnegie Mellon University

« Jednotkam CSIRT, ktoré maju rovnaku zodpovednost za budovanie siete a
zabezpecenie zariadeni, sa odporuc€a poziadat o suhlas, aby monhli prijat ,CERT" vo
svojom mene.

- SK-CERT national unit is the owner of the certificate <\FIEp
QQ\- S,
= Trusted Introducer Service (TI) N w .
* international organization maintaining the database of CSIRTs and CERTs ?”% ;m@*‘c’

 On 26 March 2020, SK-CERT national unit has become an certified member

= Forum of Incident Response and Security Teams (FIRST)

* international confederation of computer incident response teams

« main goal of FIRST is to create an environment for effective cyber security incident
handling that enables

» exchange of information, tools, methodologies and best practices between FIRST members

* On 23 April 2018, SK-CERT national unit has become a member of FIRST



Narodna jednotka CSIRT v SR
Narodné centrum kybernetickej bezpecnosti (SK-CERT)

= NBU - Narodny bezpecnostny urad F~"
« ustredny organ statnej spravy pre KB, od roku 2016 «5 ik
* buduje technické, personalne a organizacné kapacity v oblasti KB
 rieSi KB incidenty
* buduje bezpecCnostné povedomie

= NBU zaciatkom roka 2018 zahajil prevadzku Specializovaného
pracoviska, ktoré po prijati zakona o kybernetickej bezpecnosti
1. aprila 2018 zacalo pInit

= 1. septembra 2019 bola jednotka transformovana na samostatny utvar
Narodné centrum KB : SK-CERT

* Prostrednictvom SK-CERT urad zabezpecuje sluzby spojené:

» s riadenim bezpeénostnych incidentov, odstrariovanim ich nasledkov a naslednou obnovou SK (A
¢innosti informacnych systémov v spolupraci s vlastnikmi a prevadzkovatefmi tychto systémov ~

» dalSie jeho Cinnosti: analytické Cinnosti, vyskum, budovanie bezpecnostného povedomia a realizovanie vzdelavania
v.'oblasti kybernetickej bezpeclnosti.


https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2018/69/#paragraf-6
https://www.nbu.gov.sk/

Organizacna struktura NBU

Narodné centrum

Odbor kybernetickej Riaditel Namestnik e b(ler;suetc“:L:ostné
regulacie a metodiky bezpeénosti uradu riaditela P % p’d'
SK-CERT il

e

A Y
i )
odbor Gralvre Utvar Pracovisko :
= , o o 3 vnutorného pre hybridné hrozby
bezpecnostnych politik regulacie a dohladu Siiditis 2 desinfoiacie /

Odbor
kontroly a dohfadu

Kancelaria Odbor
uradu pravnych sluzieb

Odbor
Odbor 5 s
- . Sekcia personalistiky
bezps:\[}g?;?(ych previerok a socialneho
P zabezpecenia

Odbor
administrativnych
¢innosti

Odbor
informacnych
analyz a podpory

Odbor Odbor
projektového spravy majetku
a financ¢ného riadenia a sluzieb

Odbor
bezpecnostnej
prevadzky

Sekcia
vnutornej
bezpeénosti

Technicka

Odbor
sekcia

bezpecnosti

Odbor
certifikacie
a akreditacie

Sahar https://www.nbu.gov.sk/urad/o-
ochrany urade/organizacna-
struktura/index.html

Kompetencné
a certifikaéné centrum

kybernetickej
bezpecnosti



https://www.nbu.gov.sk/urad/o-urade/organizacna-struktura/index.html

Organizacny graf kybernetickej bezpecnosti Slovenska

Nirodna rada
Slovenskej republiky
(Parlament)

Schval'uje vnitrostatne pravne
predpisy, Ustavné pravo, vojenské

Predseda vlady
Slovenskej republiky
(premiér vlady)

Vizia, stratégia a hodnotenie
bezpecnostnych nzik L hir -
operacie a rocny rozpocet.
Bezpecnostna rada Slovenskej
republiky
Poradny organ predsedu vlady
Vybor pre kybernetickia
bezpeénost
Narodny bezpecnostny urad (NBU)
Nastavuje Standardy, prevadzkové postupy a politiku pre kybernetickt bezpecnost’ vratane vypracovania
koncepcie kybernetickej bezpecnosti (narodna stratégia poéitatovej bezpetnosti).
v SK &' CERT
Ministerstvo investicii,
regionalneho rozvoja 1 l l
NASES a informatizacie
Narodna Slovenskej republiky Ministerstvo Ministerstvo obran Ostatné ministerstva
agentura pre .\"'-‘J:J'i'll-]' I|np!cmo(|11_lu:wl I'.I do]hl_l.ul;l na hospodérstva it cboar) y (Ostatné sektory a
ST narodné stratégie digitalnych investici 5 .
sietove a i a digitalizacné procesy (Priemyselneé sektory) podsektory)
elektronické
sluzby ! | | !
Specialne jednotky
- 5 Sektor a podsektor
CSIRT.MIL.SK CERT/CSIRT(s)

GOV CERT SK
Vladny CSIRT zodpovedné za neSenie / | Priemyselny CSIRT

nakladanie s incidentmi
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Centrum pre kyberneticku obranu (CKO) Slovenskej republiky

je osobitnou organizacnou zlozkou Vojenského spravodajstva plniacou ulohy na
useku obrany statu v kybernetickom priestore

CKO vzniklo 1. aprila 2018 Riaditel

Ulohou CKO je ziskavat, sustredovat, analyzovat a vyhodnoct .
dolezité pre zabezpedenie kybernetickej obrany, informovat dc riaditela
aktualnych hrozbach a navrhovat vhodné opatrenia.

r v ) L] .. " v L] v r w V4 T I Centrumpri.: r'r'bé

Sucastou centra je aj jednotka pre rieSenie pocCitaCovych S otensil | | ciengee | [Popinacmy m{ﬁm el | i ”‘_’:.’.;;.—Lm
- ., . . ntraroovi FoTw w tec n|{' : ravodajstvo v i voje :

bezpeénostnych incidentov CSIRT.MIL.SK. < sberpeZens Sovennel | Joravosistus

Ministerstvo obrany

Vojenské spravodajstvo

Centrum pre kyberneticku obranu SR

CSIRT.MIL.SK

O~ i
Ly ||'_ SPR ,-T'-r(-:"‘-} Py
afua]n
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https://www.ckosr.sk/75220/?mne=3123



https://www.ckosr.sk/75220/?mne=3123

13.2 Threat Actor Tools



Threat Actor Tools
Introduction of Attack Tools

- To exploit
vulnerability, a threat

Attack sophistication vs. Intruder technical knowledge

Cross site scripting

aCtor mUSt have a ] E;E‘::Ed 2 “stealth” [ advanced TOOIS
technique or tool. High . SCanning IRChnIgNes | oo | cragud
vacket spoofing denial of service
distribuied
« Over the years, sniffers| | corbinid
Y sweepers, | ] www a‘atggﬁls{ i
attack tools have e
b i EGUIiautc-mated probes/scans
ecome more :
T back doors | ;
SOphIStICated, and disabling audits | network mgmt. diagnostics
- h k.
highly automated. e s b
Sophistication éna:'tipit:nritirlg known vulnerabilities
* TheS_e new tOOIS _ Epassword cracking
require less technical ' self-replicating code Rpta R AT
knOWIGdge to Low ' password guessing
implement. 1980 1985 1990 1995 2000

Copynght: CERT, 2000



Threat Actor Tools
Evolution of Security Tools

- Ethical hacking involves using many different types of tools to test the network and end
devices.

- To validate the security of a network and its systems, many network penetration testing tools
have been developed
« and many of these tools can also be used by threat actors for exploitation.

- Threat actors have also created various hacking tools.

« Cybersecurity personnel must also know how to use these tools when performing network
penetration tests.

Note: Most of these tools are UNIX or Linux based; therefore, a security professional
should have a strong UNIX and Linux background.



Threat Actor Tools
Evolution of Security Tools (Contd.)

The following table lists some of the categories of common network penetration testing tools.

Password crackers * Used to crack or recover the password. Eg:John the Ripper, Ophcrack

Wireless hacking tools *  Used to intentionally hack into a wireless network to detect security vulnerabilities.
Eg:Aircrack-ng, Kismet

Packet crafting tools Used to probe and test a firewall's robustness. Eg: Hping, Scapy, Netcat, Nemesis

Used to capture and analyze packets within traditional Ethernet LANs or
WLANSs. Eg: Wireshark, Tcpdump

Packet sniffers

It is a directory and file integrity checker used by white hats to detect installed root

Rootkit detectors kits. Eg: AIDE, Netfilter

Used by black hats to reverse engineer binary files when writing exploits and used

Debuggers by white hats when analyzing malware. Eg:GDB, WinDbg

White hat hackers use these tools to sniff out any trace of evidence existing in a

pElEIBIERGSIS particular computer system. Eg: Sleuth Kit, Helix



Threat Actor Tools
Evolution of Security Tools (Contd.)

These are preloaded with tools and technologies optimized for hacking.
Eg: Kali Linux, SELinux, Backbox Linux, Blackarchlinux, Fedora security, Network
security toolkit

Hacking operating
systems

These tools use algorithm schemes to encode the data to prevent unauthorized

ENERpe ek access to the data. Eg: VeraCrypt, CipherShed

Network scanning and  Used to probe network devices, servers, and hosts for open TCP or UDP ports. Eg:
hacking tools Nmap, SuperScan — IT Scanner, Angry IP Scanner, NetScanTools, MassScan

These tools scan a network or system to identify open ports. They can also be used to
Vulnerability scanners scan for known vulnerabilities and scan VMs, BYOD devices, and client databases.
Eg: Nessus, OpenVAS, Nikto, Nipper, Securia PSI

Fuzzers to search Used by threat actors when attempting to discover a computer system’s security
vulnerabilities vulnerabilities. Eg: Skipfish, Wapiti, W3af




Password Crackers

= |de o proces obnovenia alebo uhadnutia hesla = Nastroje tohto typu mdzu pouzivat viacero metod

z0o systému na prenos dat, alebo z ulozisk, ey _
Kd hesls hadzail « systematickeé skusanie vsetkych moznych
© sa hesla nachadzaju. kombinacii hesla — brute force

= Tento proces pouzivaju  zavisi od zlozitosti hesla, ¢im dlhsSie heslo a pouzité
_ Specialne znaky tym dlhSie trva zistit spravne heslo
* utoc€nici na ziskanie neopraveného pristupu

uhadnutim hesla  slovnikovy utok, kde utocCnik pouziva subor, kde

sa nachadzaju potencionalne spravne hesla —
» Patri medzi najvacsie hrozby dictionary attack

« obrancovia na obnovenie zabudnutého hesla

= Medzi nastroje na prelomenie hesiel patri [19]:

« John the Ripper
« THC Hydra

* Ophcrack

* Medusa



Wireless Hacking Tools

= Bezdrbtove siete su viac nachylné na sietove bezpecnostné hrozby

= Bezdrbtoveé hackerskeé nastroje pouzivaju neopravny pristup do bezdrétovych sieti na zistenie
slabych miest v zabezpecCeni — hlavne 2 typy zranitelnosti:

 zla konfiguracia
- zlé Sifrovanie
= Utoénici pouzZivaju tieto nastroje na generovanie Utokov na bezdrétové siete:
 Aircrack-ng
« Kismet
« KisMac

* FireSheep
* Bully



13.3 Attackers and Their Tools
Summary



Attackers and Their Tools Summary

What Did | Learn in this Module?

- To understand network security, it is important to understand the terms such as threat,
vulnerability, attack surface, exploit, and risk.

- Risk management is the process of providing protective measures by protecting the asset.

- Four common ways to manage risk are risk acceptance, risk avoidance, risk reduction, and
risk transfer.

- Hacker is a term used to describe a threat actor. White hat hackers are ethical hackers that
use their skills for good, ethical, and legal purposes.

- Grey hat hackers are individuals who commit crimes and do unethical things, but not for
personal gain.

- Black hat hackers are criminals who violate computer and network security for personal gain,
or for malicious reasons, such as attacking networks.



Attackers and Their Tools Summary
What Did | Learn in this Module? (Contd.)

- Many network attacks can be prevented by sharing information about Indicators of
Compromise (IOC). CISA and NCSA are examples of cybersecurity promoting organizations.

- Attack tools have become more sophisticated, and highly automated.

- Many of the tools are Linux or UNIX based and knowledge of these are useful to a
cybersecurity professional.

- Tools include password crackers, wireless hacking tools, network security scanning and
hacking tools, packet crafting tools, packet crafting tools, packet sniffers, rootkit detectors,
fuzzers to search vulnerabilities, forensic tools, debuggers, hacking operating systems,
encryption tools, vulnerability exploitation tools, and vulnerability scanners.

- Categories of attacks include eavesdropping attacks, data modification attacks, IP address
spoofing attacks, password-based attacks, denial-of-service attacks, man-in the-middle
attacks, compromised key attacks, and sniffer attacks.
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Topic Title Topic Objective
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14.1 Malware



Common Threats and Attacks

Types of Malware

- Malware is a code or software = Virus =//= Malveér
designed to damage, disrupt, steal, or ] _ .. ]
inflict some other ‘bad’ or illegitimate = Virus je podmnozinou malveru
action on data, hosts, or networks.

* The three most common types of oo

malware are Virus, Worm, and Trojan
horse a mnohé dalsie




Common Threats and Attacks

Viruses

- Avirus is a type of malware that spreads by inserting a copy of itself into another program.

- After the program is run, viruses spread from one computer to another, thus infecting the
computers.

- A simple virus may install itself at the first line of code in an executable file.

- Viruses can be harmless, for those that display a picture on the screen, or they can be
destructive. They can also modify or delete files on the hard drive.

« Most viruses spread by

- USB memory drives
« CDs, DVDs
* network shares

* email. Email viruses are a common type of virus.
- A dalSie — vid nasledujuce slajdy
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Good morning,

Please see the attached inveoice and remit payment according to the terms
listed at the bottom of the invoice.

If you have any questions please let us know.

Thank you!

Accounting Specialist
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Common Threats and Attacks
Trojan Horses

- Trojan horse malware is a
software that appears to be
legitimate, but it contains =
malicious code which exploits
the privileges of the user that |
runs it.

« Trojans are found attached to
online games.

* Users are commonly tricked
into loading and executing the
Trojan horse on their systems

- Custom-written Trojan horses
with a specific target are
difficult to detect.

aiar]
CIsco



Common Threats and Attacks

Trojan Horses - example

= Zrychlime vas pocitac.
= VyCistime vas pocitaC.

afua]n
CISCO

CCleaner Free

Options

Windows

Internet Explorer

L

L T T T

Temporary Internet Fies
History

Cooloes

Recently Typed URLs
Index.dat files

Last Download Location

Autocomplete Form History

Saved Passwords

Windows Explorer

A

Recent Documents
Run (in Start Menu)
Other Explorer MRUS
Thumbnail Cache
Taskbar Jump Lists

Network Passwords

System

Empty Recyde Bin
Temporary Files
Chipboard

Memory Dumps

Chikdsk File Fragments
Windows Log Fles
Windows Error Reporting
DINS Cache

Font Cache

Cart Menu Shortouts

Applications

Pinfarm CCleaner

o Analysis Complete - (3.902 secs)

i 1000

Details of files to be deleted (Note: No files have been deleted yet)

£ Intemet Explorer
£ Internet Explorer
B intemet Bxplorer
B Intemet Explorer

Windows Explorer

- Temporary Internet Files
- History

- Cockies

- Index.dat files

- Recent Documents

§¥ System - Empty Recyde Bn
§® System - Temporary Files
§¥ System - Windows Log Files

@ rFiefox - Intemet
B Fiefox - Intemet
B Firefox - Sesson

Cache
History

& Google Chrome - Internet Cache
& Google Chrome - Internet History
& Google Chrome - Cockies
(8 Google Chrome - Session
] Apphcations - Office 2007

2,893 KB
176 KB
4KB

16 KB
32KB
1,788 KB
231,856 KB
£91KB
Skipped
Skipped

30 KB
Skipped
Skipped
Skipped
5KB

1KB

187 fies
5 fies
16 fies
1 fles
65 fies
4 fles
366 fles
8 fies

3 fles

1 fies
4 fies




Common Threats and Attacks
Trojan Horses Classification

Trojan horses are usually classified according to the damage that they cause, or the manner in
which they breach a system.

Type of Trojan Horse

Remote-access
Data-sending

Destructive / damage

Proxy

FTP

Security software disabler

Denial of Service (DoS)

Keylogger

Enables unauthorized remote access — imediate or through back door
Provides the threat actor with sensitive data, such as passwords.
Corrupts or deletes files.

Uses the victim's computer as the source device to launch attacks and
perform other illegal activities.

Enables unauthorized file transfer services on end devices.
Stops antivirus programs or firewalls from functioning.

Slows or halts network activity.

Actively attempts to steal confidential information, such as credit card
numbers, by recording keystrokes entered into a web form.



Common Threats and Attacks
Worms

- Computer worms are similar to viruses because they
replicate themselves by independently exploiting
vulnerabilities in networks.

- Worms can slow down networks as they spread from
system to system.

- Worms can run without a host program.

- However, once the host is infected, the worm
spreads rapidly over the network.

- In 2001, the Code Red worm had initially infected
658 servers. Within 19 hours, the worm had infected
over 300,000 servers.

Code Red Infection 19 hours later



Common Threats and Attacks

Worms (Contd.)

The initial infection of the SQL Slammer worm is
known as the worm that ate the internet.

SQL Slammer was a Denial of Service (DoS) attack
that exploited a buffer overflow bug in Microsoft’'s
SQL Server.

The number of infected servers doubled in size every
8.5 seconds.

The infected servers did not have the updated patch
that was released 6 months earlier.

Hence it is essential for organizations to implement a
security policy requiring updates and patches to be
applied in a timely fashion.

SQL Slammer Infection 30 minutes later



Common Threats and Attacks
Worm Components

The three worm components are as follows:

- Enabling vulnerability - A worm installs itself using an exploit mechanism, such as an
email attachment, an executable file, or a Trojan horse, on a vulnerable system.

- Propagation mechanism - After gaining access to a device, the worm replicates itself and
locates new targets.

- Payload - Any malicious code that results in some action is a payload. Most often this is
used to create a backdoor that allows a threat actor to access the infected host or to create
a DoS attack.



Common Threats and Attacks
Worm Components (Contd.)

- Worms are self-contained programs that attack
a system to exploit a known vulnerability.

- Upon successful exploitation, the worm copies
itself from the attacking host to the newly
exploited system and the cycle begins again.

- This propagation mechanism is commonly
deployed in a way that is difficult to detect.

- Note: Worms never stop spreading on the
internet. After they are released, worms
continue to propagate until all possible
sources of infection are properly patched.

®

days.

Repeat the cycle. Launch DoS attack

for next 7 days.

Stop and go
dmmant for a few
days.

Code Red Worm Propagation



Common Threats and Attacks
Ransomware

- Ransomware is a malware that denies access to the infected computer system or its data.
- Ransomware frequently uses an encryption algorithm to encrypt system files and data.

- Email and malicious advertising, also known as malvertising, are vectors for ransomware
campaigns.

« Social engineering is also used,
when cybercriminals pretending
to be security technicians make random
calls at homes and persuade users
to connect to a website that downloads
ransomware to the user’'s computer.




BCACE8-8-8-8-8- 888888 8-8-8-8-8-8-5-8-8-8-8-8- 98-8 -5-8-8-89-5-¢
=] ATTENTIDN:

8 [ have been elected to inform gou that throughout your process

J collecting and executing Files, you have accdiental ly THU

| r |
H Istorla ransomwa re 8 yourself over: again, that's PHUCKED yoursell over. Mo, it canno
B be: YES. it CAN be, a Jiviis has infected your system. Now what dy
B you have to say about that? HAHAHAHA. Hawve THUR with this one am
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= 1989 AIDS Trojan

= Sireny medzi U&astnikmi konferencie
WHO AIDS / 20 000 fudi

= $189

Dear Customer:

It is time to pay for your software lease from PC Cyborg Corporation.
Complete the INUDICE and attach payment for the lease option of your choice.
If you don"t use the printed INUDICE, then be sure to refer to the important
reference numbers below in all correspondence. In return you will receive:

- a renewal software package with easy-to-follow, complete instructions:
- an automatic, self-installing diskette that anyone can apply in minutes.

Important reference numbers: AS599796-2695577-

The price of 365 user applications is US$189. The price of a lease for the
lifetime of your hard disk is US$37?8. You must enclose a bankers draft,
cashier’s check or international money order payable to PC CYBORG CORPORATIDN
for the full amount of 5189 or $378 with your order. Include your name,
company, address, city, state, country, zip or postal code. Mail your order
to PC Cyborg Corporation, P.0. Box 87-17-44, Panama 7, Panama.

Press ENTER to continue




Historia ransomware

= 1989 AIDS Trojan
= Sireny medzi u&astnikmi
konferencie
WHO AIDS /20 000 ludi
= $189
= 2004 GPCoder

= Ransomnote

= \/ adresari usera sa objavi
textovy subor ako zaplatit

= 2012 Policajny virus

= QOdpustok za fiktivne trestné
ciny

1P: G

vy: SK Slovakia
Bratislava
Bratislava

g =
) Yy Systém: Windows XP {3:"—_1b'it:l

eno: (D

POZOR! Vas pocitaé je zablokevany kvéli aspen jedneho z dévodov
uvedenych niziie.

Boli ste porulenie -autorského priva a suvisiacich prdve (Video. Hudba, Software) a
nedovolend poutitie alebo distribiciu obsah chrdneny autorskymd pravami, a tm porufil
danok 128 trestneho zakonnika Slovenskej Republiky.

Clanck 128 trestného zdkonnika stanovuje pokuty 200-300 minimdlnej mazdy alebo
pozbavenie slobody na 2 aZ B rokov.

Boli ste chyten pri prezerani alebo distribiciu zakizané produkcie pornografickym obsahom
(Detskd pornografia/Zoofilia a atd). A tym pondujete flanck 202 trestného zikonnika
Slovenskej Republiky.

Clanok 202 trestnsho zikonnika stanovuje odatia slobody na 4 a 12 rokov.

Protiprivne pristup k peditatovym ddajom bol zahdfeny 2 politata, alebo ste boli..,

4
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Zaplatit PaySafeCard m

Kde mbéZem kupit PaySafeCard?

PaySafeCard dottanel na viac aka 101 Zerpacich
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stivkovej kancelarie Tipsport a v vietkech
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Historia ransomware

& CryptoLocker

= 1989 AIDS Trojan
= Sireny medzi udastnikmi
konferencie
WHO AIDS / 20 000 fudi
= $189
= 2004 GPCoder
= Ransomnote

= V adresari usera sa objavi
teXtOVy Su bOr ako Zaplatlt Any attempt to remove or damage this software will lead to the immediate

] 20 1 2 Pol ICaJ ny Vl'rus Private key will be destroyed on destruction of the private key b:sarvw.

10/18/2013

= Qdpustok za fiktivne trestné Ciny 10139 A
= 2013 Cryptolocker Time lef
= Uz platby cez bitcoin 71:57:51

= Od 2008 uz ransomware s
vyuzitim asymetrickych Sifier
(RSA)

Your personal files are encrypted!

Your important files encryption produced on this computer; photos, videos,
documents, etc, Here is a complete list of encrypted files, and you can personally verify
this.

Encryption was produced using a unigue publc key RSA-2048 generated for this
computer. To decrypt fles you need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
on a secret server on the Intemet; the server will destroy the key after a time
specified m this window, After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which wil automatically decrypt files, you
need to pay 300 USD [/ 300 EUR [ similar amount in another currency,

Click «MNext» to select the method of payment.




Historia ransomware

= 2014 — 2016 Ransom boom

= Locky, Cerber, Jigsaw

= mal staticky klu€ na symetrické Sifrovanie, otya
Cize dal sa aj takto deSifrovat

= Autori predpokladali — ze obet zaplati
na nejaky odkaz, ktory overi, Ci na bit
Qeﬁaienke je dana suma.

= Co sa ale dalo urobit... obete odchytil
odpoved z nejakej sluzby, ktora posk
informaciu o zostatkoch na bitcoin

peﬁazenkéch’ Zmenlll tl] hOantU, povedall, You became victim of the PETYA RANSOMUARE?

anO, uz tam maStu Sumu 200 $ \' bItCOInOCh, The harddisks of your computer have been encrypted with an H?Iitarv grads.

a ransomver desifroval PC Noh Poil e cohinn tkie buy on Che lickuet bich Dudiin s

| TeSIaCI'ypt, Petya :‘;Ja::;u:chnse your key and restore your data, please follow these three easy

" Névrat Spat’ O 20 rOkOV grafICky . Dounload the Tor Browser at "https://uwwm.torproject.orgs". If you need
= Nesifroval len data, ale aj samotny zavadzac S R el e e N e gt T B

OS — master boot record na disku htp://petyad7hSthhyoki . onionSzmu3s

Y. , . - , p://petyaskoahtsi/sv.onion/5znu
- Clze nenabOOtoval SamOtny Wln’ az kym . Enter your personal decryption code there:

SyStem nebOI reInStalovany’ alebo petya S5dMUer-He jO9A-4REX7e-MrncHh-BfA45h-pD jU7H-xUniR2-cdV j72-0U8d4 i —-STUDYY-

nebola pre|0mena’ yUGSuH-LHURspe-bdeR i Z-NMCXh8-u5Us83

If you already purchased your key, please enter it belou.

KRey: _



Historia ransomware

= 2017
WannaCry

Equation group je vysoko sofistikovanym
aktérom hrozby

Drazili exploity od NSA
Jeden aj na OS Win od XP az powin 7 ...10
Na dialku kompromitovat OS Win/ 445 samba

Siril sa z jedného PC na dalSie a do celého

sveta

v SR, Nemocnica v Nitre bola zaSifrovana

= 2 tyzdne pred tym dostali vSetky inStitucie
varovanie, ze nieco takéto hrozi

= Stacilo do internetu zakazat Windows zdielanie

NotPetya

Cyber zbran, voCi ukrajinskym instituciam
Iné farby ako Petya

NiCila zavadza¢ Windows

Skor destroyer ako ransomware

Nenechala si kfu€, ani si ho nikam neposlala
Ako neskor v Case olympijskych hier — Tokyo
— Olympic destroyer

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer |
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
N our decryption service.
Payment will be raised on
Syment willbe raised on | [TRR RGNS My Files?
SNER201T D0:AT-55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not 50 enough time,
Time Leh You can decrypt some of your files for free. Try now by clicking <Decrypt>.

e § s But if you want to decrypt all your files, you need to pay
You only have 3 days to submit the payment. Alter that the price will be doubled.
Alsa, if you don't pay In 7 days. you won't be able to recover your files forever
We will have free events for users who are so poor that they couldn't pay in 6 months
Your files will be lost on
= How Do 1 Pay?
S20/2017 00:47:55 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcolns>.
And send the correct amount to the address specified in this window
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

= Send $J00 worth of bitcoin to this address:
bitcoin

ittt |1 209YDPgwueZ9NyMgws19pTAABIsjre SMiw

https://en.wikipedia.org/wiki/WannaCry ransomware attack



https://en.wikipedia.org/wiki/WannaCry_ransomware_attack

Sucasnost ransomware

next categories of organizations

= Ransomver je tu stale, stale vznika novy X
= 2021 | T =
- D a rkS I d e m Small Business
= Utok na pipeline, pocitacovy systém, e minsire B i ($
nemohli palivo dopravit' do Cerpacich
stanic
= Vykupné 70 mil., 40 mil, ... obnovili i .
&innost = Prepracovana organizacia
= REvil = Autori ransomveéru
= sa zviditefnil v 06/2021 = Partneri / Sprostredkovatelia
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Odhalenie utocnikov - limity

= DIhodoba priemyselna Spionaz = Masové zranitelnosti
" Tajne sluzby = Zranitelnost VPN softvéru
= Medzinarodné cyber crimi skupiny _ . :
= Ciele dosiahnu do 120 dni Zranitefnost Mss exchange

= MTTD = Ciele dosiahnu...

= Od pociatoCnej fazy po exfiltraciu aj

= 160 — 240 dni . 0 e .
vynesenie nejakych citlivych
MTBF informacii: 4 hod
MTTF MTTD MTTR MTTF
Begin End MTTF - mean time to fix
Rapair Repalr ] .
MTBF - mean time between failure
First




Ransomware referencie

Kaseya Attack
MS Vulnerabilities

= Everything you need to know ":i‘HRE;\'r
about ransomware: REPORT
Understand. Prevent. Recover @@@@
httDS /[ransomware .0rqg / M. e

= Pomoc s odomknutim
digitalneho zivota bez platenia

PODCAST EPISODE

Kaseya ransomware utok a
zranitelhosti MS Windows

Threat Report SK

Jul 2021 -1 hr 5 min

utocnikom
https://www.nomoreransom.org
= Spotify Podcast: Threat Report Episode Description
Detailny popis ransomware Gtoku prostrednictvom rie§enia Kaseya a analyza novych
SK |
https //Open SpOt|fVCO m/ShOW/7 zranitelnosti operaéného systému MS Windows. Diskutuju Richard Kiskovaé, Laco Baco,
Lukas Hlavicka a Milan Kyselica
Hug9kUtQ5xGXKn3gRWKNr ’

See all episodes



https://ransomware.org/
https://www.nomoreransom.org/
https://open.spotify.com/show/7Hug9kUtQ5xGXKn3qRWKNr

Adware

@ Windows Live - Windows Intemet Explorer = |
@L}I = it/ Ao live.com - | +1| x I Google b2 -~
[ w s
[ | T Ib ry p hI d File Edt View Faventes Teool Help ==
OO a V re Ia aCI |gﬂeu|—|[ ]|Q,Saur\:h|v- imlnh :I§ |E| ligtvibes * Microsof Corporation « Fickr » WordPress » delicio ys + QDB @%|ﬂ|
., , , DUGPILE~ ©, Web Search » [Tvoe Seorch Hare ] B0 blocked = | @nEwsds Hot Despite Cooling Market |+ @ Vellow Pages | & White Pages
" ObsahUJu aktlvny kOd FAsk I | P SeachWeb = J Haonlignt =) IEI_IPupSwalter = MyStufi § Signin 51 Zoom \EMews v 5 Weather ¥
. v i1 >0aP il 0pion: || 88 sowa ~ || 192 @ ool 0 s ®| 7 ~@ - @ Bosroive ~
" UZItOCI’ly Xt - é- - | [search web |=| 2 B> @~ | Mail » @My vahoo! v EJ Answers = U Fantasy Sports 36 Hockey = »
. altavista [v] @searchtheweb v CiTramsate | 41000 Sl
u Ale aJ adware —_ AOLE » S v sech v | # v @ ~[F 7@ ronsiories(s) v fIvestng v [HGames ~ 5 Sports (10) v EWACLRaGe @ MapQuest v ¥
, , % mamma - 40[ j SDseacch e EhNews [alimages | BpAdvanced search | 4 O
reklamny softvér e i [ Doty <] Mtorke
TN v .y » Search SEO PPC Links Favorites Shopping @Bk 2 v @ B O @O 5 & O
" VyUZIty na SkOdllvu ﬂ' v JlSearch * 12346 & & ¢} |db AtaVista Google LookSmart MSM Slider Teoma Yahoo | & Encyclopedia i) » 0
élnnost’ l'r;'r’“i'f!' » @ search v O v B My Resume = &F—rctnwr:ns + 53 Free Resources ~ | (5] Poowp | 8
GoodSearch ™ : El &L Search | My Charity: | <-— Cick My Charity’ to select E Clear Selection & Highlight m-]
= Pri aktualizacii iSpiderPilot.com = ~ Bl | Seeca Offer v | w0 Block popups ||
. , s Google G~ Go (15D B ~ I 7 Bockmarksy Pagthsl . @ublcded. 'OF Check » % Autolink » 1= furofil (e Send tow () settings~
= Alebo spojené s trojskym | | . , |
. M“mw Qweh Search '-| & Dearch Hene ;“‘I‘r-e:-agn ;' | ﬂml‘!ﬂ'ﬂﬂi to Resume Friday alranlv = Yellow Pages | 5z Whate Pages
konom mywebsearch "l )Jsur:h: ‘* ) Smiley Central !::5cur_nsw|:rs P Cursor Mania m PopSwatter :I;]Fun Cards L o
H’ ] |’_’ Windows Live T.;l\ b m =:|1oh.Poge = 3 Jooks-x

_

Opticns | i Parsonalize page |

Live Search

I A .

i "CrIrrefox o . Windows.. > X.Chat .

Extrém roku 2005




Spywa re / épio'1é2 ny SW [*Local Area Connection 2 - 11:24]

[Alt + Tab]
= zhromazdovanie [Task Switching - 11:24]
informacii o pouzivatelovi [Tab][Tab]
= g odosielanie informacii [Process Monitor - Sysinternals: www.sysinternals.com - 11:39]

o _ [Next][Next][Next][Next][PageUp][PageUp][PageUp][Control + L]
INnému subjektu bez

suhlasu pouzivatela
* Realizacia cez

| Process Monitor Filter - 11:39]
wwritewrite

[Process Monitor - Sysinternals: www.sysinternals.com - 11:40]

= systémovy monitor [Control + L]

" tréjSky kon [Process Monitor Filter - 11:40]

= Adware ccleaner

= sledovacie subory cookie [Event Properties - 11:40]
[Control + C]

= Keyloggery
= Zaznamenava stlacené
klavesy

[tracing - 11:40]
[Control + V][Enter]

Report z keyloggeru, naformatovany v HTML,
odosielany kazdd minuatu




Remote Access Tools

RAT

= |nfikovanie PC
= Vytvorenie back door
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= Vidi beziace procesy
= Otvori prikazovy riadok
= Vidi info o PC
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= Snimky obrazovky, web
kamery
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Common Threats and Attacks
Other Malware

The examples of modern malware are as follows:

Type of Malwarel __________________ Descripton

Zahia podvodny softveér, ktory vyuziva socialne inzinierstvo na Sokovanie alebo
vyvolanie uzkosti vytvaranim vnimania hrozby. Vo vSeobecnosti je zamerany na nic

SEEREE netuSiaceho pouzivatela a pokusa sa ho presvedcit, aby infikoval pocita¢ podniknutim
krokov na riesenie faloSnej hrozby.
Attempts to convince people to divulge sensitive information. Examples include

Phishing receiving an email from their bank asking users to divulge their account and PIN
numbers.

Rootkits Nainstalované na kompromitovanom systéme. Po nainsStalovani nadalej skryva svoje

narusenie a poskytuje privilegovany pristup k aktérovi hrozby.

Used to gather information about a user and send the information to another entity
Spyware without the user’s consent. Spyware can be a system monitor, Trojan horse, Adware,
tracking cookies, and key loggers.

Displays annoying pop-ups to generate revenue for its author. The malware may
Adware analyze user interests by tracking the websites visited. It can then send pop-up
advertising pertinent to those sites.



Common Threats and Attacks
Common Malware Behaviors

- Computers infected with malware often exhibit one or more of the following symptoms:

* Appearance of strange files, programs, or desktop icons

 Antivirus and firewall programs are turning off or reconfiguring settings
« Computer screen is freezing or system is crashing

« Emails are spontaneously being sent without your knowledge to your contact list
* Files have been modified or deleted

* Increased CPU and/or memory usage

* Problems connecting to networks

« Slow computer or web browser speeds

* Unknown processes or services running

* Unknown TCP or UDP ports open

« Connections are made to hosts on the Internet without user action

« Strange computer behavior

- Note: Malware behavior is not limited to the above list.



Threat Actor Tools

Categories of Network Attacks

Malware is a means to get a payload delivered .

When a payload is delivered and installed, it can be used to cause a variety of network-related attacks from the
inside as well as from the outside.

Threat actors use the previously mentioned tools or a combination of tools to create various attacks.
1. Reconnaissance attacks / Prieskumné utoky

2. Utoky na ziskanie pristupu / Access attacks

3. Socialne inzinierstvo

4. DoS, DDoS

5. Utok vyuzivajuci prete&enie vyrovnavacej pamate

6. Utoky vyuZivajluce zranitelnosti sietovych protokolov a sluzieb



14.2 Common Network
Attacks - Reconnaissance,
Access, and Social
Engineering



Common Network Attacks - Reconnaissance, Access, and Social Engineering
Reconnaissance Attacks

- Reconnaissance is information gathering.

- Threat actors use reconnaissance (or recon) attacks to do unauthorized discovery and
mapping of systems, services, or vulnerabilities.

- Ak sa utoCnici zameriavaju na koncovy bod v sieti, napr. pocCitacC alebo server tak vtomto pripade sa
prieskumny utok mdze nazyvat aj ako profilovanie hostitela

- Recon attacks precede access attacks or DoS attacks.



Common Network Attacks - Reconnaissance, Access, and Social Engineering

Reconnaissance Attacks (Contd.)
The techniques used by malicious threat actors to conduct reconnaissance attacks are as follows:

Perform an information The threat actor is looking for initial information about a target. Various tools can be
query of a target used, including the Google search, organizations website, whois, and more.

Initiate a ping sweep of The information query usually reveals the target’s network address. The threat actor
the target network can now initiate a ping sweep to determine which IP addresses are active.

Initiate a port scan of  This is used to determine which ports or services are available. Examples of port
active |IP addresses scanners include Nmap, SuperScan, Angry IP Scanner, and NetScanTools.

This is to query the identified ports to determine the type and version of the
application and operating system that is running on the host. Examples of tools
include Nipper, Secuna PSI, Core Impact, Nessus v6, SAINT, and Open VAS.

Run vulnerability
scanners

The threat actor now attempts to discover vulnerable services that can be exploited.
Run exploitation tools A variety of vulnerability exploitation tools exist including Metasploit, Core Impact,
Sqlmap, Social Engineer Toolkit, and Netsparker.



Common Network Attacks - Reconnaissance, Access, and Social Engineering
Reconnaissance Attacks (Contd.)

Internet Information Queries: Click Play in Performing Ping Sweep: Click Play in the figure

the figure to view an animation of a threat to view an animation of a threat actor doing a ping
actor using the who is command to find sweep of the target’s network address to discover
information about a target. live and active |IP addresses.

WHOIS RECORD FOR

EEEEE -Com

Reglistrant:
Cisco Technology, Inc. (CISCO-DOM)

170 W. Tasman Drive
San Jose, CA 95134
usa

Domain Mame: CISCO.COM

£

Threat Actor

Threat Actor

T
T

> _,}‘_

afua]n
CIsco

———




Common Network Attacks - Reconnaissance, Access, and Social Engineering
Reconnaissance Attacks (Contd.)

Performing Port Scan: Click Play in the figure to view an animation of a threat actor performing
a port scan on the discovered active |IP addresses using Nmap.

N\

¢

Threat Actor

T

>

aiar]
CIsco



Common Network Attacks - Reconnaissance, Access, and Social Engineering
Video - Reconnaissance Attacks

Watch the video to learn about the different techniques in a reconnaissance attack.

Video — Reconnaissance Attacks

This video will explain the following techniques used in a reconnaissance
attack:

« Performan information que
* Initiate a ping sweep of the t

» Initiate a port scan of active ip addresses

« Run vulnerability scanners

- Run exploitation tools

afua]n
CISCO



Common Network Attacks - Reconnaissance, Access, and Social Engineering
Access Attacks

- Access attacks exploit known vulnerabilities in authentication services, FTP services, and web
services to gain entry into web accounts, confidential databases, and other sensitive
information.

Password Attacks

- The threat actor attempts to discover critical system passwords using a variety of password
cracking tools.

Data modification attacks occur when a threat actor has captured enterprise traffic
Data modification attack  and has altered the data in the packets without the knowledge of the sender or
receiver.

Password-based attacks occur when a threat actor obtains the credentials for a

Password-based attacks )
valid user account.

A compromised-key attack occurs when a threat actor obtains a secret key. A
Compromised key attack compromised key can be used to gain access to a secured communication without
the sender or receiver.



Common Network Attacks - Reconnaissance, Access, and Social Engineering

Access Attacks

- Access attacks exploit known vulnerabilities in authentication services, FTP services, and web

services to gain entry into web accounts, confidential databases, and other sensitive
information.

Spoofing Attacks
- The threat actor device attempts to pose as another device by falsifying data.
- Common spoofing attacks include IP spoofing, MAC spoofing, and DHCP spoofing.

Trust exploitations - Zneuzitie ddévery — Uto&nici maju pristup do déveryhodného hostitela, pomocou ktorého ziskaju
pristup k vnutornej sieti. Napriklad ziskaju pristup do zariadenia, ktoré pomocou VPN pristupuje do vnutornej siete

Port redirections - Utognik pouziva kompromitované zariadenie, pomocou ktorého méze vykonat utok na dalSie
zariadenie

* Man-in-the-middle attacks - Utocnik dokaze &itat, upravovat alebo presmerovat tdaje, ktoré si posielaju dve
zariadenia. Utoénici to dokazu pomocou toho, Ze je umiestneny medzi tymito dvoma zariadeniami.

o Buffer overflow attacks



Types of MiTM attacks: MiTM vs. Eavesdropping:

1. DNS spoofing. A MitM attack enables eavesdropping,
ACCGSS AttaCkS 2. P spoofing, MAC, DHCP spoof 1, ¢ \itM can be used to carry out other

3. Wi-Fi eavesdropping . . :

), TR esasfine nefarious activities such as stealing data

5 SSL hijacking. ' and tampering with communications.

6. Email hijacking. Eavesdropping is also enabled using

7. Session Hijacking other forms of attack.

8

. Man in the Browser

An eavesdropping attack is when a threat actor captures and listens to network
traffic. This is also called as sniffing or snooping.

Eavesdropping attack

A sniffer is an application or device that can read, monitor, and capture network
Sniffer attack data exchanges and read network packets. If the packets are not encrypted, a
sniffer provides a full view of the data inside the packet.

Man-in-the-middle attack A MiTM attack occurs when threat actors have positioned themselves between a
(MiTM) source and destination.

An IP address spoofing attack is when a threat actor constructs an IP packet that

IP address spoofing attack appears to originate from a valid address inside the corporate intranet.


https://doubleoctopus.com/blog/man-in-the-browser-mitb/

Common Network Attacks - Reconnaissance, Access, and Social Engineering

Access Attacks (Contd.)

Trust Exploitation Example: Click Play in the

figure to view an example of trust exploitation.

System A trusts System B

System A

user = psmith;

System B trusts everyone

v

System B

Pat Smith

now have access to System A.

I have control of System B and }
Compromised by

attacker

user = p?':\'“it"lﬁ user = pg-“it-',:
: patSmin Pat Smith
Goal: An attacker wants to gain _ Internet
access to System A. .

Threat Actor

aiar]
CIsco

Port Redirection Example: The example
shows a threat actor using SSH (port 22) to
connect to a compromised Host A trusted by
Host B. Hence, the threat actor can use Telnet

(port 23) to access it.

Threat Actor

Source: Attacker
Destination: A

Port: 22

Compromised Host A

Source: A
Destination: B
Port: 23

Source: Attacker
Destination: B



Common Network Attacks - Reconnaissance, Access, and Social Engineering
Access Attacks (Contd.)

Man-in-the-Middle Attack Example: The Buffer Overflow Attack: The figure shows that

figure displays an example of a man-in-the- the threat actor is sending many packets to the
middle attack. victim in an attempt to overflow the victim’s buffer.




Common Network Attacks - Reconnaissance, Access, and Social Engineering
Video - Access and Social Engineering Attacks

Watch the video to see the demonstration of the types of access and social engineering attacks.

Video — Access and Social Engineering Attacks

This video will cover the following:

- Techniques used in access attacks (password attacks, spoofing attacks,

trust exploitations, port redir in-the-middle attacks, buffer
overflow attacks) :

» Techniques used in social en ks (pretexting, phishing, spear
phishing, spam, something for something, baiting, impersonation,
tailgating, shoulder surfing, dumpster diving)

p 335

afua]n
CISCO



Common Network Attacks - Reconnaissance, Access, and Social Engineering

Social Engineering Attacks

- Social Engineering is an access attack that attempts to manipulate individuals into performing
actions or divulging into confidential information.

- Some social engineering techniques are performed in-person or via the telephone or internet.

Social engineering techniques are explained in the below table.

Attack Description

A threat actor pretends to need personal or financial data to confirm the identity of

Pretexting the recipient.

A threat actor sends fraudulent email which is disguised as being from a legitimate,
Phishing trusted source to trick the recipient into installing malware on their device, or to
share personal or financial information.

A threat actor creates a targeted phishing attack tailored for a specific individual or

Spear phishing organization.

Also known as junk mail, this is unsolicited email which often contains harmful links,

Spam malware, or deceptive content.



Common Network Attacks - Reconnaissance, Access, and Social Engineering

Social Engineering Attacks (Contd.)

Attack Description

Something for Sometimes called “Quid pro quo”, this is when a threat actor requests personal
Something information from a party in exchange for something such as a gift.

A threat actor leaves a malware infected flash drive in a public location. A victim
Baiting finds the drive and unsuspectingly inserts it into their laptop, unintentionally
installing malware.

: In this type of attack, a threat actor pretends to be someone else to gain the trust
Impersonation

of a victim.
Tailaatin This is where a threat actor quickly follows an authorized person into a secure
9aling location to gain access to a secure area.
: This is where a threat actor inconspicuously looks over someone’s shoulder to
Shoulder surfing

steal their passwords or other information.

This is where a threat actor rummages through trash bins to discover confidential

Dumpster diving documents



Social Engineering

Protection Practices ——
usemame /
. . . Always destroy password credentials Never leave your
- The Social Engineer Toolkit . to anyone. usernamel password
. FO nﬁden_llal credentials where
(S ET) was deS|g ned tO help mfodr_mattmr:h they can easily be
. according to the
Wh|te hat haCke I'S and Other organization policy. JONRE

network security
professionals to create
social engineering attacks

. Always report . . . Never open emails
to test their own networks. - Protecting against social from untrusted

individuals. e SOUrces.

- Enterprises must educate
their users about the risks
of social engineering, and

develop strategies to - elated information
validate identities over the out of your computer on social media
. ] . when unattended. sites.
phone, via email, or in
Never re-use work
pe rson. related passwords.

afua]n
CISCO




Common Network Attacks - Reconnaissance, Access, and Social Engineering
Strengthening the Weakest Link

- Cybersecurity is as strong as its weakest link.

- The weakest link in cybersecurity can be the personnel within an organization, and social
engineering is a major security threat.

- One of the most effective security measures that an organization can take is

to train its personnel

and
create a ‘security-aware culture’.



14 .3 Network Attacks - Denial
of Service, Buffer Overflows,
and Evasion



Network Attacks - Denial of Service, Buffer Overflows, and Evasion
Video — Denial of Service Attacks

Watch the video to learn about Denial of Service attacks.

Video - Denial of Service Attacks

This video will cover the following: -

+ Techniques used in Denial-of-Service attacks (overwhelming quantity of
traffic, maliciously formatted

« Techniques used in Distribut rvice attacks (zombies)

202

€ ) 3 O

afua]n
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Network Attacks - Denial of Service, Buffer Overflows, and Evasion

DoS and DDoS Attacks

« A Denial of Service (DoS) attack creates some sort of interruption in network services to users,
devices, or applications. The two types of DoS attacks are as follows:

- Overwhelming Quantity of Traffic - The threat actor sends an enormous quantity of data at a
rate that the network, host, or application cannot handle.

- Maliciously Formatted Packets - The threat actor sends a maliciously formatted packet to a
host or application and the receiver is unable to handle it.



Network Attacks - Denial of Service, Buffer Overflows, and Evasion

DoS and DDoS Attacks (Contd.)

DoS Attack: Click Play in the figure to view
the animation of a DoS attack.

[This website is very slow today! ]

server can't respond fo anyone

I'll send so many pings that the }

Help, | can't accomplish any
work!

Web Server
www XYZcorp.com

afua]n
CIsco

DDoS Attack: Click Play in the figure to
view the animations of a DDoS attack.

[DDOS code activated. ]

WWW.QZXBANK.COM Threat Actor
Web Server

o

-



Network Attacks - Denial of Service, Buffer Overflows, and Evasion

Components of DDoS Attacks

The following terms are used to describe the components of a DDoS:

A group of compromised hosts, ktoré kupil
zombies alebo ziskal pomocou malvéru. These hosts
run malicious code, alebo ,spia”“.

Client/Attacker

Bots are malware that is designed to infect a
bots : :
host and communicate with a handler system.

A group of zombies that have been infected
botnet using self-propagating malware and are
controlled by handlers.
A master command-and-control
handlers (CnC or C2) server controlling groups of

Vtm

zombies. s many intermediate hosts, called zombies, to launch the attack.

Enables unauthorized file transfer services on

botmaster end devices.

Cisco



Network Attacks - Denial of Service, Buffer Overflows, and Evasion
Video Demonstration — Mirai Botnet

- Mirai is a malware that targeted loT devices configured with default login information.

- The botnet was used as part of a Distributed Denial of Service (DDoS) attack.



Network Attacks - Denial of Service, Buffer Overflows, and Evasion

Video Demonstration — Mirai Botnet (Contd.)

Play the video to view a demonstration of how a botnet-based DDoS attack makes services
unavailable.

Video - Miral Botnet Attack

This video will demonstrate a DDoS attack using Mirai Botnet.

] -
L

kg «) & O
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Network Attacks - Denial of Service, Buffer Overflows, and Evasion
Buffer Overflow Attack

- The threat actor uses the buffer overflow DoS attack to find
a system memory-related flaw on a server and exploit it. '

- For instance, a remote denial of service attack vulnerability
was discovered in Microsoft Windows 10, where the threat
actor created malicious code to access out-of-scope
memory.

* Ak ktomuto kédu pristupil proces Windows AHCACHE.SYS,
sposobilo to zlyhanie systému.

- Another example is ping of death, where a threat actor
sends a ping of death, which is an echo request in an IP
packet that is larger than the maximum packet size.

Victim

- The receiving host cannot handle a packet size and it would
crash.

- Note: It is estimated that one third of malicious attacks are
the result of buffer overflows.



Network Attacks - Denial of Service, Buffer Overflows, and Evasion

Unikové metddy / Evasion Methods

The evasion methods used by threat actors include:

Evasion Method

Tato technika uniku pouziva tunelovanie na skrytie alebo Sifrovanie na

Encryption and zakodovanie suborov skodlivého softvéru. To stazuje mnohym bezpecnostnym

tunneling technikam detekciu a identifikaciu malveru. Tunelovanie méze znamenat skrytie
ukradnutych udajov v ramci legitimnych paketov.

Resource Tato technika uniku sp6sobuje, ze cielovy hostitel je priliS zaneprazdneny na to,

exhaustion aby spravne pouzival techniky detekcie zabezpecenia.

Tato unikova technika rozdeluje skodlivy obsah na mensie pakety, aby obisla
detekciu zabezpecenia siete. Potom, o fragmentované pakety obidu bezpecnostny
detekCny system, malvér sa znova zlozi a méze zacCat odosielat citlivé udaje zo
siete.

Traffic fragmentation



Network Attacks - Denial of Service, Buffer Overflows, and Evasion

Evasion Methods (Contd.)

ked sietova obrana spravne nespracuva polozky PDU, ako je kontrolny sucet alebo
hodnotu TTL. To m6ze oklamat’ branu firewall, aby ignorovala pakety, ktoré by mala
kontrolovat.

Protocol-level
misinterpretation

akter hrozby sa pokusSa oklamat IPS zahmlievanim udajov v payloade. To sa
dosiahne zakdédovanim v inom formate. Napriklad aktér hrozby méze namiesto
ASCII pouzit kodovany prenos v Unicode. IPS nerozpozna skutoCny vyznam udajov,
ale ciefovy koncovy systém dokaze udaje precitat.

Traffic substitution

Podobne ako pri nahradzani prevadzky, ale aktér hrozby vklada dalsie bajty udajov
Traffic insertion do Skodlivej sekvencie udajov. Pravidla IPS si nevS§imnu Skodlivé udaje a akceptuju
celu sekvenciu udajov.
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Evasion Methods (Contd.)

This technique assumes the threat actor has compromised an inside host and wants to
expand their access further into the compromised network. An example is a threat
actor who has gained access to the administrator password on a compromised host
and is attempting to login to another host using the same credentials.

Pivoting

A rootkit is a complex attacker tool used by experienced threat actors. It integrates
with the lowest levels of the operating system. When a program attempts to list files,

Rootkits processes, or network connections, the rootkit presents a sanitized version of the
output, eliminating any incriminating output. The goal of the rootkit is to completely
hide the activities of the attacker on the local system.

Sietova prevadzka moze byt presmerovana cez sprostredkujuce systémy, aby sa skryl
konecny ciel pre ukradnuté data. Tymto spésobom podnik neblokuje zname prikazy a
ovladanie, pretoze ciel proxy sa javi ako neskodny. Okrem toho, ak ddjde k
odcudzeniu udajov, ciel ukradnutych udajov moéze byt distribuovany medzi mnoho
proxy serverov, Cim sa neupozornuje na skutocnost, ze jediny neznamy ciel sluzi ako
ciel pre velké mnozstvo sietovej prevadzky..

Proxies



14.4 Common Threats and
Attacks Summary



Common Threats and Attacks Summary

What Did | Learn in this Module?

Malware is short for malicious software or malicious code.

Most viruses are spread through USB memory drives, CDs, DVDs, network shares, and email.
Trojans are found in online games.

Three common types of malware are virus, worm, and Trojan horse.

Threat actors can also attack the network from outside.

The three major categories are reconnaissance, access, and DoS attacks.

Recon attacks precede access or DoS attacks.

Access attacks exploit known vulnerabilities in authentication services, FTP services, and web
services.

DoS attacks create some sort of interruption of network services to users, devices, or
applications.



Common Threats and Attacks Summary
What Did | Learn in this Module? (Contd.)

- DDoS attacks are similar in intent to DoS attacks, except that the DDoS attack increases in
magnitude because it originates from multiple, coordinated sources.

- Mirai is a malware that targets loT devices configured with default login information.

- The goal of a threat actor when using a buffer overflow DoS attack is to find a system
memory-related flaw on a server and exploit it.
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