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Ktory vysledok pokryva tato prednaska
Vysledky vzdelavania

Student po absolvovani predmetu ziska vedomosti a zrucnosti potrebné na

CISCO
CERTIFIED

CyberOps

Associate

uspesné zvladnutie uloh, povinnosti a zodpovednosti bezpecnostného

analytika v operachom centre bezpecnosti.
Student po absolvovani predmetu bude vediet:

= Vysvetlit rolu analytika v ramci kybernetickej
bezpecnosti

= Vysvellit prostriedky operacného systemu
Windows
a Linux a charakteristiky pre podporu analyzy
v ramci kybernetickej bezpecCnosti

= Analyzovat operacie v ramci sietovych L
protokolov a sluzieb

= Vysvellit operacie sietovej infrastruktury g

» Klasifikovat rézne typy sietovych utokov

= Pouzit sietove monitorovacie nastroje na
identifikaciu utokov proti sietovym protokolom
a sluzbam .

= Pouzit r6zne metddy na prevenciu skodliveho
pristupu do pocitaCovych sieti, k pouzivatelom
a k datam

Vysvetlit vplyvy kryptografie v ramci
monitorovania bezpecnostnych sieti

Vysvetlit, ako skumat zranitelnosti a utoky
koncovych zariadeni

|dentifikovat' hlasenia v ramci sietovej
bezpecnosti

Analyzovat sietovu prevadzku na overenie
potencionalneho zneuzitia siete

Aplikovat reakcné modely na incident, a ziskat
prostriedky na manazovanie sietovych
bezpecnostnych incidentov

Prerekvizity: ’
= Principy IKS, Pocitacoveé siete 1, Uvod do OS
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Preliminary version of topics for lectures

. 5 Chapter 15 Network Monitoring and Tools 11-12
Plannlng (SIEM, SOAR)
CyberOps Modules in lectures Chapter 16 Attacking the Foundation
(L2, L3 protocols vulnerabilities and attacks)

Chapter 17 Attacking What We Do

1 Chapter 1 The Danger none .
Chapter 2 Fighters in the War Against (L7 vulnerabilities and attacks)
Cybercrime 6 Chapter 18 Understanding Defense 13-17
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Analysis and Response
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Obsah dnesnej prednasky

Co prejdeme spolu na prednaske:

= Chapter 15 Network Monitoring and Tools
(SPAN, RSPAN, Wireshark, tshark, tcpdump, Netflow, SIEM, SOAR,
ELK a analyza atokov pomocou ELK)

Co ostane na domace prestudovanie
(vela slajdov, ale mnoho pre nas uz znamych veci z PS1, PS2, Citanie p6jde rychlo)
= Chapter 16 Attacking the Foundation
(L2, L3 protocols vulnerabilities and attacks)
= Chapter 17 Attacking What We Do
(L7 vulnerabilities and attacks)

= Nevynechajte utoky na HTTP, HTTPs, SQL injection — bude na dalsom cvi¢eni



Module 15:

Network Monitoring and Tools
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Module Objective: Explain how networks are attacked

Topic Title Topic Objective
Introduction to Network Monitoring Explain the importance of network monitoring.
LalagelelEleilory i do 1A e {1 el [T el dTgle (I Eele 50 EXxplain how network monitoring is conducted.




15.1 Introduction to Network
Monitoring



Network Security Infrastructure

Network Security Architectures (obrazok z prednasky 3)

—cn = GOAL:
‘@ 8- o mitigate

threats

: Industrial Demilitarized Zone (IDIVIZ)

i Physical or Virtualized Servers

« + Patch Management 7
+ AV Server

b e o~ cwe— ; = HOW: secure
Wit S é and protect

network

Enterprise Zone: Levels 4-5 .u.nm,fs.nm 7,~ ﬁi’é

Wireless LAN

gy e = WHICH tools:
: FW, IDS, IPS,
ESS

(pre-

Dlstrlbutlon \l)
Swﬂch Stack /!\

5 FaclonTak configured
! Level 2 — Area Supervisory Control E
_ rules)

= SOC analyst:
review all
alerts

= ~i Controller ~ Controller | :
Le\fel 1- COI"IU‘O"EF E Level 0 - Process 1o DVB

376589

STHIT Securely Traversing IACS Data across the Industrial
‘cisco Demilitarized Zone Design and Implementation Guide, March 2022



Network Monitoring and Tools

Network Security Topology

To mitigate threats, all networks must be secured and protected.

Network requires a security infrastructure consisting of firewalls, Intrusion Detection Systems
(IDS), Intrusion Prevention Systems (IPS), and endpoint security software to protect.

These methods and technologies are used to introduce automated monitoring, creating
security alerts, or automatically blocking offensive devices.

For large networks, an extra layer of protection is added.

Devices such as firewalls and IPS operate based on pre-configured rules and monitor traffic
and compare it against the configured rules. If there is a match, the traffic is handled according to
the rule.

An important part of the cybersecurity analyst is to review all alerts generated by network
devices and determine the validity of the alerts.



Network Monitoring and Tools

Network Monitoring Methods

« HOW.:
* implement network monitoring
« WHICH (tools):

* capture

traffic and send it to NMS devices

: _ ] » TAPs (Test Access Points)
to identify normal network behavior . Port mirror (SPAN)

« The day-to-day operations of a network
consists of

« traffic flow
* bandwidth usage
° resource access

packet flow info

""" * Netflow
_Enterprise Zone: Levels 4-5  wenysevees EAN——o—pad .
* SNMP traps and info
"""""""" * logs
* Analyze
Contol System Engneers OT) Stz . G s PR .
| pa RN 00 * Packet sniffer
Network Engineers P . . )
(et = ; * Wireshark / Tshark
v - ....... 2 WGB' ° Tdeump

- SIEM



Network Monitoring and Tools

) [ source sPanPort |

Traffic Mirroring and SPAN Com

« Capturing data for network monitoring requires all traffic to be Foﬂ\( A
=, s ¢ -5,

captured.

Ingress Traffic G0/ Egress Traffic
« Special techniques such as port mirroring must be employed to bypass /

network segmentation imposed by network switches. (=)

« Port mirroring enables the switch to copy frames that are received on
one or more ports to a Switch Port Analyzer (SPAN) port that is
connected to an analysis device.

« The table identifies —
and describes SPAN Term

the SPAN terms. Ingress traffic Traffic that enters the switch

SPAN port sending copies of traffic

IDS Sensor

NMS - Network
Management
Server

z=rf

Egress traffic Traffic that leaves the switch.

Source ports are monitored as traffic

Source (SPAN) entering them is replicated (mirrored) to the

port destination ports.
A port that mirrors source ports. Destination
Destination SPAN ports often connect to analysis
Al (SPAN) port devices such as a packet analyzer or an

cisco IDS.




Network Monitoring and Tools

Traffic Mirroring and SPAN (Contd.)

- SPAN session = association between source ports and a dest. port

« Single Local SPAN session:

«  Source:
one or multiple ports can be monitored, or:

source VLAN can be specified in which all ports in the source VLAN become sources
of SPAN traffic.

* Destination
In few Cisco switches, session traffic can be copied to more than one destination
port.
« Variations:

*  Remote SPAN (RSPAN) enables a network administrator to use the
flexibility of VLANs to monitor traffic on remote switches.

« encapsulated Remote SPAN (ERSPAN), brings generic routing
encapsulation (GRE) for all captured traffic and allows it to be extended
across Layer 3 domains

we need to have an RSPAN VLAN, those VLANs have special properties and can’t
be assigned to any access ports

afua]n
CIsco

Glﬂfﬂ

Local

Remote SPAN

e Tt

LAYER 3

\




SPAN configuration

Local SPAN
Switchl (config) # monitor session 1
Switchl (config) # monitor session 1

Remote SPAN
SwitchA (config)# vlan 200
SwitchA (config-vlan)# remote-span

Source switch:
SwitchA (config) # monitor session 1
SwitchA (config) # monitor session 1

Destination switch (na ktorom je NMS)
SwitchC(config) # monitor session 1
SwitchC(config) # monitor session 1

source interface Gi0/0
destination interface Gi0/1

SwitchC(config)# vlan 200

..SwitchC(config-vlan)# remote-span

source 1interface fastEthernet(0/2 rx
destination remote vlan 200

source remote vlan 200

. . . Intermediate switches
destination interface fa0/3 must support RSPAN VLAN

Switch A

Local

RSPAN
source ports

Local SPAN

RSPAN
destination ports

_ RSPAN
Switch C é destination
5E55i0N

RSPAMN
source
session A

Switch B

REPAN
sounce ports

RSPAN
source
session B

101388



Network Monitoring and Tools
Network Taps

- A network tap is a passive splitting device
implemented inline between a device of interest and
the network.

- Atap forwards all traffic, including physical layer
errors, to an analysis device while allowing the traffic

to reach its intended destination. < > ﬁ - ﬁ :\/M)
- Here, the tap simultaneously sends both the transmit

(TX) data stream from the internal router and the
receive (RX) data stream to the internal router on
separate, dedicated channels. I \

- This ensures that all data arrives at the monitoring
device in real time. =

Monitoring Device

- Taps are fail-safe, which means that the traffic
between the firewall and internal router is not
affected.

Implementing a TAP in a Sample Network



15.2 Introduction to Network
Monitoring Tools



Introduction to Network Monitoring and Tools . HOW
Network Security Monitoring Tools . 1o implement network monitoring

« Common tools that are used for network « WHICH (tools):
security monitoring include: - To capture
« traffic and send it to NMS devices

« With TAPs (Test Access Points)
»  With Port mirror (SPAN)

« NetFlow - packet flow info
* Netflow

« Network protocol analyzers such as
Wireshark/Tshark and Tcpdump

- Security Information and Event
Management Systems (SIEM)

 To Analyze

- It is common for security analysts to rely on log
« With Packet sniffer

files and Simple Network Management

Protocol (SNMP) for network behavior » Wireshark / Tshark
discovery. » Tepdump
« With IDS

« With SIEM



Introduction to Network Monitoring and Tools

Network Protocol Analyzers

- Network protocol analyzers (or ‘packet
sniffer’ applications) are programs used to
capture traffic.

Protocol analyzers display what is
happening on the network through

« agraphical user interface
« or CLI

- Network protocol analyzers are not only
used for security analysis but also used for
network troubleshooting, software and
protocol development, and education.

- As shown in the figure, Wireshark is used
in Windows, Linux, and Mac OS
environments. It is a very useful tool for
learning network protocol communications.

M odd-http.pcap - [m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4828 RE e=2ZTFL5 =aaap
a display filter . <Ctrl-/> 'I Expression...
—
No. Time Source Destination Protocol  Length Info =
—

0.025749

0. .1

.1

.207145

172.16.0.122

1

.121.1.131

2}
16 0.207156 172.16.0.122
17 ©.232621 200.121.1.131
18 0.232629 172.16.0.122
19 @.258365 200.121.1.131
20 9.258373 172.16.0.122

200,121.1.131

TCP
8.122 cP

) 1.131
.16.9.122

TCP
200.121.1.131 TCP
172.16.0.122 TCP
200.121.1.131 TCP
172.16.90.122 TCP
200.121.1.131 TCP

P

P Dup

18554 - 80

80 - 10554
10554 - 8@
80 -+ 10554
18554 -+ 8@
80 - 10554

nt not tured] [TCP Spurious

Window Update] [TCP ACKed unseen segment] 8@ - 18554 [ACK] Se

etr mi

11201 Wir

Len=1400
Len=0
Len=1400
Len=@
Len=1400
Len=@

Win=65535
Win=63000
Win=65535
Win=63000
Win=65535
Win=63000

Seq=11201 Ack=1
Seq=1 Ack=12601
Seq=12601 Ack=1
Seq=1 Ack=14e01
Seq=14601 Ack=1
Seq=1 Ack=15401

[TCP segment

[TCP segment

[TCP segment

Frame 15: 1454 bytes on

wire (11632 bits), 1454 bytes captured (11632 bits)

Ethernet II, Src: Vmware_c@:00:81 (99:50:56:c0:00:01), Dst: Vmware_42:12:13 (@0:8c:29:42:12:13)
Internet Protocol Version 4, Src: 200.121.1.131, Dst: 172.16.0.122
v Transmission Control Protocol, Src Port: 18554, Dst Port: 8@, Seq: 11201, Ack: 1, Len: 1400

Source Port: 18554
Destination Port: 8@
[Stream index: 8]

[TCP Segment Len: 140@]
Sequence number: 11201
[Next seguence number: 12681
Acknowledgment number: 1
e1e1 .... =

29 33
bc Se
69 63
46 30
75 35
44 4d
54 63
6c 35

0020 00
f
71
61
33
78
63
57

7a
ff
Sa
62
56
4c
66
4c

00
08
39
77
65
74
69
63

5@
[=1%]
34
55
61
38
35
43

a7
42
54
6e
33
6b
6a
79

Sc
4f
77
59
4d
2f
77
4de

30
78
48
73
44
75
77
6d

(relative sequence number)

(relative sequence number)]

(relative ack number)

8
42
4c
46
59
42
4c
63

Header Length: 2@ bytes (5)

e2 e2 ee bf 50 10 ZA-P-\ o P
56 35 6a 45 52 52 ~--BO xBVSJERR
71 46 51 34 78 35  qZic94Tw HLQFQ4x5
2b 67 6 44 47 4c  abFewUnY sF+glDGL
77 49 70 63 32 44  3VuSea3M DYwIpc2D
68 38 6a 48 6d 3@  xLDMtS8k/ uBh8jHme
2f 56 4c 6Ff 6c 41 cfTciSjw wL/VLolA
36 52 70 58 57 7a  WL15cCyN mc&RpXwz

O til Acknowledgment number (tcp.ack), 4 bytes

Packets: 3083 * Displayed: 3083 (100.0%)

Profile: Default




Introduction to Network Monitoring and Tools

Network Protocol Analyzers (Contd.)

- Frames captured by Wireshark are saved in a PCAP file that contains information regarding the frame, interface,
packet length, time stamps, and all binary files sent across the network.

- Wireshark can open files containing captured traffic from other software such as the tcpdump utility.

- The example in the command output displays a sample tcpdump capture of ping packets.

[root@secOps analyst]# tcpdump -i hl-eth@ -n

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on hl-eth®, link-type EN18MB (Ethernet), capture size 262144 bytes
10:42:19.841549 IP 10.6.6.12 > 16.6.6.11: ICMP echo request, id 2279, seq 5, length 64
18:42:19.841570 IP 18.08.6.11 16.6.8.12: ICMP echo reply, id 2279, seq 5, length 64
18:42:19.854287 IP 10.06.06.12 16.6.8.11: ICMP echo request, id 2279, seq 6, length 64
18:42:19.854304 IP 190.0.6.11 16.6.6.12: ICMP echo reply, id 2279, seq 6, length 64
18:42:19.867446 IP 10.0.06.12 16.8.8.11: ICMP echo request, id 2279, seq 7, length 64
10:42:19.867468 IP 10.86.06.11 16.96.8.12: ICMP echo reply, id 2279, seq 7, length 64
“C

6 packets captured

6 packets received by filter ) . . ] )
* Note: windump is a Microsoft Windows variant of tcpdump.

8 packets dropped by kernel } . ) R
tshark is a Wireshark command line tool that is similar to tcpdump.

[root@secOps analyst]#




tcpdump

one of the primary contributors to the
TCP/IP protocol stack

Jacobson's algorithm to handle congestion
Van Jacobson TCP/IP Header Compression

Ve

il

= \ersion: 4.99.1 = continue capturing packets until it
Last Release: June 9, 2021 IS interrupted by

= Van Jacobson, Craig Leres and Steven = SIGINT signal (control-C) or
McCanne, all of the Lawrence Berkeley = SIGTERM signal (kill(1) command)
National Laboratory, University of = if run with the -c flag, it will capture
California, Berkeley, CA packets until specified number of packets

What does tcpdump do? have been processed (or interupt)

= prints out a description of the

= When tcpdump finishes capturing
packets, it will report counts of:

contents of packets on a network ,
= packets ‘captured',

interface = packets ‘received by filter',

= that match the boolean expression = packets 'dropped by kernel,

= -w flag, which causes it to save the (lack of buffer space)
packet data to a file for later analysis = Requirements — special rights:

= -r flag, which causes it to read from a = Linux: You must be root or tcpdump must
saved packet file rather than to read be installed setuid to root

packets from a network interface


http://localhost/cgi-bin/man/man2html?1+kill
https://en.wikipedia.org/w/index.php?title=Jacobson%27s_algorithm&action=edit&redlink=1
https://en.wikipedia.org/wiki/Van_Jacobson_TCP/IP_Header_Compression

-A Print each packet (minus its link level header) in
tCPdump ASCII. Handy for capturing web pages.

= tcpdump [ -AdDeflLnNOpgRStuUvxX ] Dump the compiled packet-matching code in a

E "(3: %(;eLlnsl:/]ze ] human readable form to standard output and

1
o

[ -W fl/ecount] (in conjuctions with -C) S
[ -F file_as_input_for expression ] -D Print the list of the network interfaces available
E -i lnten(‘:?cle //SSAt/IeI” I\/(I)lg ]] on the system and on which tcpdump can
-m module
[ -M secret MD5 ]_(diggest with TCP segments) S packets
[ -w file_name | -e Print the link-level header on each dump line.
i - rint “foreign' IPv4 addresses numerically rather
E g lilslga]pshotLength ] (default 262144 B) f Print forei _' IPv4 add ically rath
[ -T typeé ] (ptp, quic, radius, snmp, tftp, ..) than symbolically
[ -E spi@ipaddr algo:secret,... ] -l Make stdout line buffered. Useful if you want to

secret for decrypting IPsec ESP packets that are addressed

to addr and contain Security Parameter Index value spi.
This combination may be repeated with comma or newline

see the data while capturing

separation -L  List the known data link types for the interface

[ -y datalinktype ]| (see —L in the table ) and exit.

wifi... fake Eth headers, or 802.11 headers :

[ -Z user] -n Don't convert addresses and port numbers, etc.
Drops privileges (if root) and changes user ID to user and to names

the group ID to the primary group of user. This behavior can

also be enabled by default at compile time. -N Don't print domain name qualification of host

[ expression ] (next slide...) names



mailto:spi@ipaddr

Tcpdump — filter boolean expressions

= selects which packets will be dumped - Special primitives
= if no expression is given, all packets
O?hthe net wil |be dumecff = gateway, broadcast, less, greater
= otherwise, only packets for - - -
\(/jvhich edxpress%r? is "true' will be and arithmetic expressions
umpe

= consists of one or more primitives = and, or, not

.
gdn(en(a)?nrﬁ (g)rren uurra]ll:)l'ﬁg)rsp re Ceded by https://www. tcpdump.org/manpages/tcpdump.l.html
{ q ) https://www. tcpdump.org/manpages/pcap-filter.7.html
" type

= host foo, net 128.3, port 20, portrange
6000-6008 P P J

= dir (transfer direction)

= src foo, dst net 128.3, src or dst port ftp-
data

= Proto

= ether, fddi, tr, wlan, ip, ip6, arp, rarp, dec
net, tcp and udp

= ether src foo, arp net 128.3, tcp port 21,
udp portrange 7000-7009



https://www.tcpdump.org/manpages/tcpdump.1.html
https://www.tcpdump.org/manpages/pcap-filter.7.html

bash-5.0% tshark

T H I H SHARK Capturing on '"Wi-Fi: en@’
ermlna ere 1 0.000000 2600:1700:a700:7340:41b2:88c8:6582:77d3 » 2600:1700:a700:734@::1 DNS 85 Standard query 0x7@52 SOA local
- - 2 0.043924 2600:1700:a700:7340::1 > 2600:1700:a700: 7340:41b2:88c8:6582:77d3 DNS 147 Standard query response @x7052
SOA local SOA nsl-etm.att.net
s a r 3  0.043978 2600:1700:a700:7340:41b2:88¢c8:6582:77d3 » 2600:1700:a700:7340::1 ICMPv6 195 Destination Unreachable (Po

rt unreachable)
4  0.134737 8.8.8.8 » mbp.attlocal.net ICMP 98 Echo (ping) reply 1d=0x1d5b, seq=11129/31019, ttl=53
5 0.425766 2600:1700:a700:7340:41b2:88c8:6582:77d3 » 2600:1700:a700:7340::1 DNS 152 Standard query @x9fd9 PTR 0.0.
: 10.0.0.0.1.0.0.0.b.c.6.4.0.b.0.0.0.0.f.7.e.f.c.e.2.c.4.6.8.0a.1ip6.arpa
= tshark is the CLI component of 6 0.572965 193, 168.1.246 + 193, 168.1.255 UDP 86 7621 + 57675 Len—4s
. 7 ©.628041 192.168.1.246 » Chromecast.attlocal.net TCP 176 56244 - nvme-disc(8009) [PSH, ACK] Seg=1 Ack=1 Win=2048}
ereShark Len=110 TSval=872165523 TSecr=4438425 [TCP segment of a reassembled PDU]

8 0.632039 192.168.1.66 » mbp.attlocal.net TCP 176 nvme-disc(8009) » 56244 [PSH, ACK] Seg=1 Ack=111 Win=310 Len=11|
19 TSval=4438926 TSecr=872165523 [TCP segment of a reassembled PDU]

n h as mOSt but not a” 9 0.632129 192.168.1.246 > Chromecast.attlocal.net TCP 66 56244 » nvme-disc(8009) [ACK] Seq=111 Ack=111 Win=2046 L
) ) en=0 TSval=872165527 TSecr=4438926
. 10 ©.639212 192.168.1.246 » 151.101.196.134 TCP 54 57185 » https(443) [ACK] Seq=1 Ack=1 Win=2048 Len=0
Of the featu res Of ereShark 11 0.750526 192.168.1.246 » dns.google ~ICMP 98 Echo (ping) request 1id=0x1dSb, seq=11130/31275, tt1=63

12  ©.838996 2600:1700:a700:7340::1 » 2600:1700:a700:7340:41b2:88c8:6582:77d3 DNS 216 Standard query response @x9fdof
No such name PTR 0.0.0.0.0.0.1.90.0.0.b.c.6.4.0.b.0.0.0.0.f.7.e.f.c.e.2.c.4.6.8.a.ip6.arpa SOA b.ip6-servers.arpa

u but far better for SCﬂpt]ng 13 ©.839548 2600:1700:0700:7340:41b2:88c8:6582:77d3 » 2600:1700:a700:7340: :1 DNS 152 Standard query 0x4541 PTR 0.0.

0.0.0.0.1.0.0.0.b.c.8.4.0.0.0.0.0.0.Ff.7.e.f.c.e.2.c.4.6.8.a.1p6.arpa
14  ©.995968 151.101.196.134 » mbp.attlocal.net TCP 66 [TCP ACKed unseen segment] https(443) -» 57185 [ACK] Seqg=1 Ack

=2 Win=57 Len=0 TSval=335749029 TSecr=872120273

15  1.108023 8.8.8.8 » mbp.attlocal.net ICMP 98 Echo (ping) reply id=0x1d5b, seq=11130/31275, ttl=53 (reques]
t in 11)

16 1.121464 2600:1700:a0700:7340::1 » 2600:1700:a700:7340:41b2:88c8:6582:77d3 DNS 216 Standard query response @x4541
No such name PTR 0.0.0.0.0.0.1.90.a.0.b.c.8.4.0.0.0.0.0.0.f.7.e.f.c.e.2.c.4.6.8.a.1p6.arpa SOA b.ipb-servers.arpa

Capture Lifecycle with Tshark

GET STARTED OBTAIN PCAP ANALYZE PCAP ADVANCED TOPICS = Editing Hex :
= Puta hex on your hex Edit pcaps
# Home

&% Capture Pcap

/ = | am still making order out of chaos by reinvention. —
John le Carre

ki Pcap/ng u editcag
= Edit packet captures after they have been taken
‘ Q, Search Pcaps = mergecap
=  Merge captures together
i = text2pcap
B e . .C.oqvert hexdumps to packet captures
=  Sanitizing Hex

= Put a hex on your hex



https://tshark.dev/edit/editing_hex/
https://tshark.dev/edit/reordercap/
https://tshark.dev/edit/editcap/
https://tshark.dev/edit/mergecap/
https://tshark.dev/edit/text2pcap/
https://tshark.dev/edit/sanitizing_hex/

ip.proto je ale len pre IPv4, takze pre IPv6 je to treba riesit extra stipcami
ipv6.nxt / Next Header v IPv6

tS h d rk ipv6.plen / payload length

= Priklad pre zistenie tychto info z prevadzky:
No. | IPsrc | IPdst | SrcPort | DstPort | Time | ip. Length | Length | eth type | ip. proto | Protocol |

sudo tshark -i 2 -i 3 -0 nameres.mac_name:FALSE -o

gui.column.format:"No.,%m,Source,%s,Destination,%d,SrcPort,%uS,DstPort,%uD, Ti

me,%Yt,Length,%L, Protocol ,%p" T fields -e _WS. col.No. -e _ws.col. Source -e
_ws.col. Destination -e _WS. col.SrcPort -e _ws.col.DstPort -e _ws.col.Time -e ip.len -e
_ws.col.Length -e eth.type -e ip.proto -e ipv6.nxt -e ipv6.plen -e _ws.col.Protocol -e

ip.geoip.country_iso -t ad -b filesize:10000000 -b files:40 -w /pcap.pcapng >
tshark3.csv

No. | IPsrc | IPdst | SrcPort | DstPort | Time | ip.Length | Length | eth.type | ip.proto | ipv6.nxt |ipv6.plen | Protocol | SrcCountry,DstContry



tshark

= Nastavenie interfaces na zachytavanie (ich zoznam mozno ziskat prikazom tshark -D):
= -i2-3

= Vypnutie prekladania MAC adries:
= -0 nameres.mac_name:FALSE

= Atributy zadinajuce na _ws.col. su stipce, ktoré tshark prebera z WS

= jch format je mozne zmenit v nastaveniach WS na localhoste, alebo je mozne pouzit' ad hoc override v
prikaze:

= -0 gui.column.format:"No.,%m,Source,%s,Destination,%d,SrcPort,%uS,DstPort,%uD, Time,%Yt,Length,%L,Protocol,%p"
= Nastavenie formatu casu, bez tohto sa zobrazi len ¢as od zacCiatku capture:
= -tad

= Nastavenia ring buffera (zapisovanie do n pcapng suborov dookola):

= Nastavenie maximalnej velkosti pcapng suboru (10000000 by malo byt priblizne 10 GB, ale realne sa
velkost suborov pohybuje okolo 2 GB):
= -b filesize:10000000

= Nastavenia poctu suborov ring buffera (Cim vacésia prevadzka, tym vacsie &islo tu musi byt -
https://wireshark-users.wireshark.narkive.com/\WWGRBS9Bk/tshark-crash-with-capture-ring-buffer-b-and-
decoding-packets-s ):
= -bfiles:40

No. | IPsrc | IPdst | SrcPort | DstPort | Time | ip.Length | Length | eth.type | ip.proto | ipv6.nxt |ipv6.plen | Protocol | SrcCountry,DstContry



https://wireshark-users.wireshark.narkive.com/WGRBS9Bk/tshark-crash-with-capture-ring-buffer-b-and-decoding-packets-s

tshark

Nastavenie vystupného pcapng suboru (vzhfadom na pouzitie ring buffera je brany ako maska
pre nazov jednotlivych suborov, napr. /pcap 00160 20210601211638.pcapng):

= -w /pcap.pcapng
Ring buffer tu sluzi na 2 veci:

= Bez neho by po par hodinach zabral celu RAM a spadol by (s ring bufferom uvolni vacsinu RAMky ked
prechadza na zapisovanie do dalSieho suboru)

= Bez neho by tshark zapisoval do jedného pcapng suboru v /tmp/ a po par hodinach by zabral cely disk
= Do .pcapng suboru zapisuje vzdy, aj ked vystupny subor nie je Specifikovany cez -w

= Ring buffer ma jednu nevyhodu, pri prepnuti na zapisovanie do dalSieho suboru sa resetne Tshark
session

= takze pocitadla, vratane poradia paketov sa vynuluju.
Zapisovanie vystupu z terminalu do suboru (pre rewrite: >, pre append: >>):
= > tshark3.csv
GeolP

= V subore /usr/share/wireshark/maxmind_db_paths sa nachadza cesta ku adresaru GeolP databazy,
ktory pouziva tshark na zobrazenie krajiny

= Treba stiahnut GeolP databazu z maxmind a nalinkovat’ cestu k nej.
= -e ip.geoip.country iso (pre source a dest krajinu)

No. | IPsrc | IPdst | SrcPort | DstPort | Time | ip.Length | Length | eth.type | ip.proto | ipv6.nxt |ipv6.plen | Protocol | SrcCountry,DstContry




= ip.proto je ale len pre IPv4, takze pre IPV6 je to treba riesit extra stipcami
= jpve.nxt / Next Header v IPv6
= jpv6.plen / payload length

= Ako doplnit GeolP databazu - SrcCountry,DstContry
= -e Ip.geoip.country iso




Introduction to Network Monitoring and Tools
NetFlow

- NetFlow is a Cisco |IOS technology that
provides 24x7 statistics on packets that flow Internet
through a Cisco router or multilayer switch.

Remote

- NetFlow is the standard for collecting IP Site #2

operational data in IP networks. \ Exporter Calecter p i
Hemote J &
{ 5y

- NetFlow can be used for network and security R
monitoring, network planning, and traffic
analysis. It provides a complete audit trail of LAN
basic information about every IP flow
forwarded on a device.

 Although NetFlow stores flow information in a
local cache on the device, it should always be
configured to forward data to a NetFlow
collector which stores the NetFlow data.



Introduction to Network Monitoring and Tools

NetFlow (Contd.)

- NetFlow can monitor application connection by
tracking byte and packet counts for that individual
application flow.

NetFlow Analyzed Traffic Flow

- It pushes the statistics over to an external server Q 5 ﬁ 5 ;
called a NetFlow collector. ’ ’

NetFlow Enabled
Router

- Cisco Stealthwatch collects NetFlow statistics to
perform advanced functions including:

* Flow stitching - It groups individual entries into _
flows. vt

* Flow deduplication - It filters duplicate
incoming entries from multiple NetFlow clients.

* NAT stitching - It simplifies flows with NAT
entries.

PC1 connected to PC2 using HTTPS



Security Services

NetFlow

* NetFlow is a feature that was introduced on Cisco routers around 1996 that
provides the ability to collect IP network traffic as it enters or exits an interface.

- NetFlow provides data to enable:
* network and security monitoring,

Perimeter Endpoint

- NPMD Network Performance Monitoring & Securly | Seeurty
Diagnostics

* Network visibility & security

» Perimeter Security O
« Endpoint Security 7

* network planning

- traffic analysis to include identification of
network bottlenecks O =

 |P accounting for billing purposes.



What is Flow Data?

Modern method for network monitoring —flow measurement
Cisco standard NetFlow v5/v9, IETF standard IPFIX
Focused on L3/L4 information and volumetric parameters

Real network traffic to flow statistics reduction ratio 500:1

== Google [} facebook
@ 33 <ET NETFLIX

Flow data




Flow Monitoring Principle

S D D g

SRC & DST IP address
A
SRC & DST port
Protocol number
Lifetime
Number of packets
Sum of bytes Flow
Export
A Others
Start Duration Proto Src IP:Port Dst IP:Port Packets Bytes
9:35:24.8 00l TCP 192.168.1.1:10111 -> 10.10.10.10:80 2 go ..
9:35:25.0 003 TCP 10.10.10.10:80 -> 192.168.1.1:10111 5 lsba ...

cisco



Flow Export Principle

TCP FIN/RST

= Flow aging
= ak smerovac

(flow exporter)
vidi novu
sietovu
prevadzku pre
uz. . . Ve
existujuci/prena IP flow-cache timeout active 300s
Sajuci sa flow,
tak resetne
znova timer

= Flow export

= TCP
= FIN/RST 5 min 10 min 15 min 20 min 25 min 30 min 35min

= alebo aj skoér:
flow-cache

. Ugge‘)”t IP flow-cache timeout inactive 30s

= flow-cache
timeout -
neakivita

=
{

1
~——

30s

~—+ v




Flow Key vs. Non-Key Fields

Flow Key vs. Non-Key Field

afiar]e
CIscoO



Flow Standards

Cisco standard NetFlow v5

NetFlow v9
(Flexible NetFlow)

Independent IPFIX

IETF standard (“NetFlow v107)
NetStream

Juniper jFlow

afua]n
CISCO

fixed format
only basic items available
no IPv6, MAC, VLANSs, ...

flexible format using templates

mandatory for current needs
provides |IPv6, VLANs, MAC, ...

the future of flow monitoring
more flexibility than NetFlow v9

same as original Cisco standard
NetFlow v9

similar to NetFlow v9
issues in timestamps
limited usability



Flow Standards

Related Cisco — NEL, NSEL uses NetFlow protocol to export firewall or NAT events and
standards logs, similar format but different interpretation and use-
cases
sFlow works on packet sampling basis

not a real flow data, limited usability
impossible to use for security purposes

= Trends

*  New monitored items (L7 application information)
« NBAR2 (L7 application detection), HTTP, ...

*  Number of flow-enabled devices is growing

» Firewalls, UTMs, virtualization, SMB network equipment, ...

afua]n
CISCO



Netflow versions

Version Comment
v First implementation, now obsolete, and restricted to |Pv4 (without IP mask and AS Numbers).
v2 Cisco internal version, never released.
v3 Cisco internal version, never released.
v4 Cisco internal version, never released.
vS Most common version, available (as of 2009) on many routers from different brands, but restricted to |Pv4 flows.
V6 No longer supported by Cisco. Encapsulation information (?).
v7 Like version 5 with a source router field. Used (only?) on Cisco Catalyst switches.
v8 Several aggregation form, but only for information that is already present in version 5 records
Template Based, available (as of 2009) on some recent routers. Mostly used to report flows like |IPv6, MPLS, or
v9 . .
even plain [Pv4 with BGP nexthop.
v10 Used for identifying |PEIX. Although IPFIX is heavily based on NetFlow, v10 does not have anything to do with

NetFlow.

afua]n
CISCO



https://en.wikipedia.org/wiki/IPv4
https://en.wikipedia.org/wiki/CIDR_notation
https://en.wikipedia.org/wiki/Autonomous_system_(Internet)
https://en.wikipedia.org/wiki/IPv4
https://en.wikipedia.org/wiki/IPv6
https://en.wikipedia.org/wiki/Multiprotocol_Label_Switching
https://en.wikipedia.org/wiki/IPv4
https://en.wikipedia.org/wiki/IP_Flow_Information_Export

Netflow support by vendors

Vendor and type Models NetFlow Version
Cisco I0OS-XR routers CRS, ASR9000 old 12000 v5, v8, v9
Cisco 10S routers 10000, 7200, old 7500 vb, v8, v9
Cisco Catalyst switches 7600, 6500, 4500 v5, v8, v9
Cisco Nexus switches 5600, 7000, 7700 vb, vO
Juniper legacy routers M-series, T-series, MX-series with DPC v5, v8
Juniper legacy routers M-series, T-series, MX-series with DPC v5, v8, v9
Juniper routers MX-series with MPC-3D, FPC5 for T4000 v5, IPFIX
Nokia routers 7750SR v5, v8, v9, v10 IPFIX
Huawei routers NES000E NE40E/X NESOE vb, vO
Enterasys Switches S-Seriel® and N-Seriel% v5, v9
Flowmon Probes Flowmon Probe 1000, 2000, 4000, 6000, 10000, 20000, 40000, 80000, 100000 v5, v9, IPFIX
Nortel Switches Ethernet Routing Switch 5500 Series (ERS5510, 5520 and 5530) and 8600 (Chassis-based) v5, v9, IPFIX
PC and Servers Linux FreeBSD NetBSD OpenBSD v5, v9, IPFIX
VMware servers vSphere 5.x1l v5, IPFIX (>5.1)171
Mikrotik RouterOS RouterOS 3.x, 4.x, 5.x, 6.x & v1, v5, v9, IPFIX (>6.36RC3)



https://en.wikipedia.org/wiki/Carrier_Routing_System
https://en.wikipedia.org/wiki/ASR9000
https://en.wikipedia.org/wiki/Cisco_12000
https://en.wikipedia.org/wiki/Cisco_Catalyst
https://en.wikipedia.org/wiki/Cisco_Nexus
https://en.wikipedia.org/wiki/Juniper_M-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_M-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_Networks
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/IP_Flow_Information_Export
https://en.wikipedia.org/wiki/Nokia
https://en.wikipedia.org/wiki/IP_Flow_Information_Export
https://en.wikipedia.org/wiki/Huawei
https://en.wikipedia.org/wiki/Enterasys_Networks
https://en.wikipedia.org/wiki/NetFlow#cite_note-9
https://en.wikipedia.org/wiki/NetFlow#cite_note-10
https://en.wikipedia.org/wiki/Flowmon
https://en.wikipedia.org/wiki/Flowmon
https://en.wikipedia.org/wiki/IP_Flow_Information_Export
https://en.wikipedia.org/wiki/Nortel
https://en.wikipedia.org/wiki/Linux
https://en.wikipedia.org/wiki/FreeBSD
https://en.wikipedia.org/wiki/NetBSD
https://en.wikipedia.org/wiki/OpenBSD
https://en.wikipedia.org/wiki/VSphere
https://en.wikipedia.org/wiki/NetFlow#cite_note-16
https://en.wikipedia.org/wiki/NetFlow#cite_note-17
https://en.wikipedia.org/wiki/NetFlow#cite_note-18

Ukazka jedneho nastroja zalozeneho na NetFlow datach

Success story
e Skupina vedcov zdruzenia
] CESNET v CR 2002 - zacala
Flowmon Architecture aktivity v oblasti
programovatelného hardvéru s
nazvom Liberouter project.

Flow export from Routers & Switches Firewalls, IPS, UTM & others F :\"Jrinwr’nlh‘- Flow data export +
already deployed — L7 monitoring * Pocas ucasti na vyvojovom
devices @? Q projekte pre GEANT2 (eurdpska
: i ' akademicka siet), tim Liberouter
| Net PFI vExport_| vyvinul prototyp sietovej
. v Flow data monitorovacej sondy s nazvom
(HW & VA L = J collection, FlowMon.
Wi --.| ocess | reporting, analysis

e V2012 — umiestnili sa v Gartner

N7 8 7 N7 ,
. . . Magic Quadrant v NPMD.
work Network Applicatior Network e 2020 - Spolo¢nost Flowmon
Security Anomaly Visibility Performance Traffic Detection & , v '
Detection h;._!_-:..'u,-..;.-.-_\ Monitors 9 Record : Networks ziskala spolo¢nost

Kemp Technologies
Flowmon modules for advanced flow data analysis




Introduction to Network Monitoring and Tools

SIEM and SOAR

SIEM

- Security Information Event Management (SIEM) is a technology used in enterprise organizations
to provide real time reporting and long-term analysis of security events.

- SIEM systems include the following essential functions:

Forensic analysis — The ability to search logs and event records from sources and provide
complete information for forensic analysis.

Correlation — Examines logs and events from different systems or applications, speeding
detection of and reaction to security threats.

Aggregation - Reduces the volume of event data by consolidating duplicate event records.

Reporting - Presents the correlated and aggregated event data in real-time monitoring and
long-term summaries.



Introduction to Network Monitoring and Tools
SIEM and SOAR (Contd.)
- SIEM provides details on the source of suspicious activity:

« User information such as username, authentication status, location.

* Device information such as manufacturer, model, OS version, MAC address, network
connection method, and location.

» Posture information such as compliance of the device with the security policy and updated
antivirus files and OS patches.

SOAR

« Security Orchestration, Automation, and Response (SOAR) enhances SIEM.

« SOAR helps security teams investigate security incidents and add enhanced data gathering
and a number of functionalities that aid in security incident response.



Introduction to Network Monitoring and Tools

SIEM and SOAR (Contd.)

- SOAR solutions:

* Provides case management tools that allow cybersecurity personnel to research and
investigate incidents, frequently by integrating threat intelligence into the network security
platform.

« Use artificial intelligence to detect incidents that aid in incident analysis and response.

« Automate complex incident response procedures and investigations, which are potentially
labor intensive tasks performed by Security Operations Center (SOC) staff by executing run
books.

« Offers dashboards and reports to document incident response to improve SOC key
performance indicators and can enhance network security for organizations.

« SOAR helps analysts respond to the threat.



SIEM magic quadrant
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Introduction to Network Monitoring and Tools

SIEM Systems

- An open source product called Security Onion includes the ELK suite for SIEM functionality.

- ELK is an acronym for three products from Elastic:

» Elasticsearch - Document oriented full text search engine.

« Logstash - Pipeline processing system that connects ‘inputs’ to ‘outputs’ with optional
filters’ in between.

« Kibana - Browser based analytics and search dashboard for Elasticsearch.

- Note: SolarWinds Security Event Manager and Splunk Enterprise Security are two popular
proprietary SIEM systems used by SOCs.



Elastic Stack % elastic

= Elastic je nazov spoloCnosti, ktora stoji za produktom Elastic Stack - obsahuje nastroje:
= Elasticsearch
= Kibana
= Logstash

= Pomahaju pouzivatelom zabezpecene spracovavat data
= z [ubovolného zdroja
= v [ubovolnom formate

nasledne v nich

= vyhladavat
= analyzovat
= zobrazovat v realnom Case

= free and open” s moznostou kupy platenych licencii zahrnujucich doplnkové funkcionality
= strojové ucCenie
= zabezpecCenie a reportovanie

= Umoznuje nasadenie v cloude alebo on-premise




= elasticsearch
Elasticsearch

bezplatny distribuovany vyhladavaci a analyticky nastroj
pre vSetky typy udajov vratane

= Textovych

= Ciselnych

= Geopriestorovych

= Struktdrovanych

= aj nestrukturovanych

ES je postaveny na Apache Lucene
* 2010

= Je znamy pre svoje

= jednoduché REST API

= distribuovanu povahu

= Rychlost

= Skalovatelnost




Elasticsearch (cont.)

= Prijima data z r6znych zdrojov vratane
= Logov
= systéemovych metrik
= webovych aplikacii
= Qriginalne (raw) prijimané data sa
= Parsuju, normalizuju a rozsiruju pred tym
= ako su indexované v databaze
= Az nasledne sa da spustit komplexné
dopyty (queries) nad tymito datami

a pomocou agregacii nacitat komplexne
suhrny dat.

= Index je zbierka dokumentov, ktoré navzajom
suvisia

= ES uklada data ako JSON dokumenty

= Kazdy dokument koreluje mnozinu kltuCov
(nazvy poli alebo vlastnosti)
s ich zodpovedajucimi hodnotami
(retazce, Cisla, boolovské hodnoty, datumy, polia
hodnébt, geolokacné udaje alebo iné typy udajov)

m» elasticsearch
-

= ES pouziva datovu strukturu nazyvanu
inverzny index (inverted index), ktora je
navrhnuta tak, aby umoznovala velmi
rychle fulltextové vyhladavanie

Inverzny index obsahuje zoznam vSetkych
jedineCnych slov, ktoré sa vyskytuju

v lubovolnych dokumentoch

a identifikuje vSetky dokumenty, v ktorych sa
kazdé slovo vyskytuje

poCas procesu indexovania ES uklada
dokumenty a vytvara inverzny index, vdaka
ktoremu je mozné v dokumentoch vyhladavat
takmer v realnom Case

indexovanie sa iniciuje pomocou
indexovacieho API rozhrania, prostrednictvom
ktoreho je mozné pridat alebo aktualizovat
JSON dokument v konkréthom indexe

= |ndex Lifecycle Management (ILM)

Cez neho je mozné nakonfigurovat politiky pre
automatické manazovanie indexov podla
poziadaviek na vykon a velkost' uloziska



Logstash

= Dokaze dynamicky zbierat udaje z r6znych zdrojov a normalizovat ich do
cielov podla vyberu pouzivatela

= Povodne podporoval hlavne zber logov, v sucasnosti dokaze akykolvek typ
udalosti rozsirit

= 200 pluginov a moznost vytvorit si vlastn

|
w logstash




Webové rozhranie Kibany
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Home

Help us improve the Elastic Stack

APM

APM automatically
collects in-depth
performance metrics and
errors from inside your
applications.

Add APM

Add sample data
Load a data set and a Kibana dashboard

‘. Observability

Logs

Ingest logs from popular
data sources and easily
visualize in preconfigured
dashboards.

Add log data

Metrics

Collect metrics from the
operating system and
services running on your
servers.

‘ Add metric data

Upload data from log file

Import a CSV, NDJSON, or log file

To learn about how usage data helps us manage and improve our products and services, see our Privacy Statement. To stop collection,
disable usage data here.

Dismiss

‘1 Security

SIEM

Centralize security events for
interactive investigation in
ready-to-go visualizations.

Add events

Use Elasticsearch data
Connect to your Elasticsearch index



Katedrovy elastic stack

= syslog server - prijima syslog logy z r6znych zdrojov a uklada ich do
vytvorenej struktury priecCinkov

= Elastic Stack server

- obsahuje Odyseus

= Kibana — ey R

= Elasticsearch 15819315946 158193159 48

= Logstash ( Kibana )
= g&ita uloZené logy, parsuje el

a uklada ich do ES databa

Elasticsearch )

v7.10.2
\ port 9200 ¥,
Logstash )

= v7.10.2

[}

/

>+[ o ]ﬂ

~

g
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Edit alert  BETA

Kibana - tvoba alertov a reportov -

Alert - test testovacl alert * 0
Check every (@ Notify every (@
[ | AlertSIC reate alert 10 : minutes 10 : minutes
= Name
= nazov alertu Log threshold
- Tags WHEN THE cc-)unt OF LOG ENTRIES
. o WITH severity_level MATCHES PHRASE Error s
= volitelné
= ako ¢asto sa vyhodnocuje podmienka w B _ -
. Notify every 0319 17:00 03-2017:00 03-21 l?:Dia::f;Gl::!iSE;?;-Ed?;;;:tt 03-24 17:00 03-25 17:00
= ako Casto sa generuju alerty pri pretrvavani splinenia © Add condition
pOdmIenky IS more than 16@
FOR THE LAST 8 h
= Log threshold

GROUP BY Nothing (ungrouped)

= query, v ktorej sa definuje podmienka
= zobrazuje aj interaktivny graf
Actions

= aka akcia sa v pripade splnenia podmienky vykona = A D

Actions

Select an action type

Ermail IBM Resilient Index Jira PagerDuty




Kibana — vygenerovany alert

Cloud threshold exceeded Dorucené x

elk.uniza@gmail.com
komu: kramarg -

¥a anglictina * > slovendina *  Prelozif spravu

165 log entries have matched the following conditions: severity_level matches phrase Error




Nedavne nasadenie na FRI a KIS

HP DL320 G6

Uplink Temmmrg 2
Zaloiny uplink
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HP DL320 G6
Moloch + Suricata + Kibana
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Supermicro X9DRW-IF
Elasticsearch cluster

Fakultny Molach
Ubuntu 18.04
158.193.138.40

SuperMicro

Elasticsearch kontajner
Ubuntu 20.04
158.193.152.52

[ Kibana )
v7.6.2 —

\__kibana.friunizask )

" Suricata )
v5.0.2

\ | J

(" Moloch capture B
Y223

L o

- Molach viewer )
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. port 8005 P,

Flowmeon sonda
158.193,138.39

Flowmon
v10.03.07

[ flowmon-sanda, fri,uniza.sk

Elasticsearch cluster
v7.6.2
port 9200

1 cluster = 8 uzlov
1 riadiaci
7 datovych




Analyza incidentov v Kibane — Wordpress utok

= pokus o prihlasenie sa hrubou silou do WordPress aplikacie na serveri

= PocCet upozorneni v Case

2020020 1400 20200421 0200 2000 T 14200 S0 2 0 D000 27 1800 20010433 03500

EIfMETamip pee I hou ry

= Pocty Suricata upozorneni

Count log=admin&pwd=adming12348wp-submir=Log Infredirect_to=hmpaf158.193.1 53108 p-admin/Eeestenakie=1
Suricata Signature
ET POLICY Cleartext WordPress Login 2,049 log=reanigalgwd=reanigal 238w p-submit=Log InBredirect_to=huwp:/128,193.153,100wp-admin/Srescookie=1
ET SCAM Sipvicious User-Agent Detected (friendly-scanner) 556
ET £ AM Shrasdrinue Sram aEn fogmsiovare ki pywd=sinarelol 234 8wp-submit=Log InSredirec_to=hmpa’'1 38193153, 103 wp-admin/Soestcookie=1

log=moravdkbpad=moravak@] 2348wp-submir=Log In&redirea_toshopdiM58.193.153. 105w p-adminf&estoookie=1

= v Kibane sme si vedeli zobrazit gt b sl BRre oo R TR 08 sl
aj detail HTTP requestov

log=papanipwd=papanil 34 8wp-submit=Log Infredirect_to=hiapdi1 38192153105 wp-admin/&iescockie=1
lbog=bridovalpand=bridoval 2348wp-submit=Log InBiredirect_to=higpa’1 58.153.153.1 05 wp-admin'Bae sticookde=1
bog=suchpwd=swchi® 234&wp-submirLog Infredirecy_to=hmpa’f1 58.193.153.1 05 wp-admin/Brestoookie=1

log=segecbowdasepenill] 234 &wp-submitsLog Indredirect_to=hrrpaf138.192.1 53,105 wp-admin/&testcookies|

afua]n
|

clsco bog=uramovad pwd =uramovaill 201 9Ewp-submit=Log Infredired_tormhiipe138.193.1 53,105 \wp-admin'Giestcookie=1



Analyza incidentov v Kibane — DNS utok

= DNS utok na cielfovu IP adresu v rozsahu katedrového OpenStack cloudu

= VO vyraznej miere prevysovala prevadzka na
DNS port 53

» Pocas Casoveho okna priblizne 14 hodin sa rapidne r
zvysila prevadzka

= vygenerované Suricata upozornenia

Suricata Signature Count

GPL DNS named wersion atfempt
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Analyza incidentov v Kibane — DNS utok

= Podla cielovych portov ani podla ciefovych IP sme ni€ podozrivé nezistili

= Az pri analyze zdrojovych IP sme zistili, ze islo o toky pochadzajuce z jedného zdroja na vsetky IP
z fakultného rozsahu, na porty od 1 po 65000. Suricata pri tejto podozrivej prevadzke

nevygenerovala ziadne signatury. s dstlp dstPort
' d 194.26.20.227 158.192.128.74 1
; 194.26.29.227 158.193.128.74 2
E | 194.26.29.227 158.193.128.74 3
. 194.26.29.227 158.193.128.74 4
194,26.29.227 158.103.128.74 5
L

. 104,26.29,227 158,103.128.74 6
. 194,26.20.227 152.193.128.74 7
- 194,26.20.227 152.193.128.74 9
: 194.26.20.227 158.193.128.74 10
: 194.26.20,227 158.193.128.74 11

194.26.29.227 158.193.128.74 12

194.26.20.227 158.163.128.74 14
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15.3 Network Monitoring
and Tools Summary



Network Monitoring and Tools Summary

What Did | Learn in this Module?

To mitigate threats, all networks should be secured and protected using a defense-in-depth
approach.

This requires a security infrastructure that consists of firewalls, IDS, IPS, and endpoint security
software.

A cybersecurity analyst needs to review all alerts that are generated by network devices and
validate them.

Tools such as IDS, packet analyzers, SNMP, NetFlow, and others are used to determine
normal network behavior.

Two common methods that are used to capture traffic and send it to network monitoring
devices are network taps and traffic mirroring using Switch Port Analyzer (SPAN) or other port
mirroring.



Network Monitoring and Tools Summary
What Did | Learn in this Module? (Contd.)

- Common tools that are used for network security monitoring include network protocol
analyzers (Wireshark and Tcpdump), NetFlow, and SIEM.

- Network protocol analyzers are programs that are used to capture traffic.

- Netflow is a Cisco |OS feature that provides 24x7 statistics on packets that flow through a
Cisco router or multilayer switch. It can be used for network and security monitoring, network
planning, and traffic analysis.

- SIEM is a technology that is used to provide real time reporting and long-term analysis of
security events.
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Module Objective: Explain how TCP/IP vulnerabilities enable network attacks

IP PDU Details Explain the IPv4 and IPv6 header structure.

IP Vulnerabilities Explain how IP vulnerabilities enable network attacks.

Explain how TCP and UDP vulnerabilities enable
network attacks.

TCP and UDP Vulnerabilities

IP PDU Details Explain the IPv4 and IPv6 header structure.



16.1 IP PDU Detalls



Attacking the Foundation
IPv4 and IPv6

 |P was designed as a Layer 3 connectionless protocol. It provides the necessary functions to
deliver a packet from a source host to a destination host over an interconnected system of
networks.

 |P makes no effort to validate whether the source IP address contained in a packet actually
came from that source. For this reason, threat actors can send packets using a spoofed

source |IP address.

 Also, threat actors can tamper with the other fields in the IP header to carry out their attacks.
So, it is important for security analysts to understand the different fields in both the IPv4 and
IPv6 headers.



Attacking the Foundation

The IPv4 Packet Header

The fields in the IPv4 packet
header are shown in the
figure. There are 10 fields in
the IPv4 packet header.

Source I[P Address

Destination IP Address

afua]n
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Attacking the Foundation

The IPv4 Packet Header (Contd.)

The following table describes the IPv4 header fields:

Version » Contains a 4-bit binary value set to 0100 that identifies this as an IPv4 packet.

Internet Header * A 4-bit field containing the length of the IP header.
length * The minimum length of an IP header is 20 bytes.

* Formerly called the Type of Service (ToS) field, the DS field is an 8-bit field used to

Differentiated determine the priority of each packet.
Services or * The six most significant bits of the DiffServ field are the Differentiated Services Code
DiffServ (DS) Point (DSCP).

* The last two bits are the Explicit Congestion Notification (ECN) bits.

« Specifies the length of the IP packet including the IP header and the user data.

Total length * The total length field is 2 bytes, so the maximum size of an IP packet is 65,535 bytes.



Attacking the Foundation

The IPv4 Packet Header (Contd.)

*As an |IP packet moves, it might need to cross a route that cannot handle the size of the
|dentification, Flag, packet. The packet will be divided, or fragmented, into smaller packets and reassembled

and Fragment offset later.
* These fields are used to fragment and reassemble packets.

« Contains an 8-bit binary value that is used to limit the lifetime of a packet.
* The packet sender sets the initial TTL value, and it is decreased by one each time the
Time-to-Live (TTL) packet is processed by a router.
*|f the TTL field decrements to zero, the router discards the packet and sends an Internet
Control Message Protocol (ICMP) Time Exceeded message to the source |IP address.

*Field is used to identify the next level protocol.

* This 8-bit binary value indicates the data payload type that the packet is carrying, which
enables the network layer to pass the data to the appropriate upper-layer protocol.

« Common values include ICMP (1), TCP (6), and UDP (17).

Protocol



Attacking the Foundation

The IPv4 Packet Header (Contd.)

Lo el Description
Field P

Header A value that is calculated based on the contents of the IP header.
checksum *Used to determine if any errors have been introduced during transmission.

*Contains a 32-bit binary value that represents the source IPv4 address of the
packet.
*The source IPv4 address is always a unicast address.

Source IPv4
Address

Destination IPv4  <Contains a 32-bit binary value that represents the destination IPv4 address of
Address the packet.

*This is a field that varies in length from 0 to a multiple of 32 bits.
*If the option values are not a multiple of 32 bits, Os are added or padded to
ensure that this field contains a multiple of 32 bits.

Options and
Padding



Attacking the Foundation

The IPv6 Packet Header

There are eight fields in
the IPv6 packet header, ‘-..;
as shown in the figure.

Byte 1

Byte 2 Byte 3 Byte 4
- |

Traffic Class Flow Label A
Payload Length Next Header Hop Limit

Source IP Address

40 Bytes

Destination IP Address

aiar]
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Attacking the Foundation

The IPv6 Packet Header (Contd.)

The following table describes the IPv6 header fields:

LA Inleteetel Description
Field P

*This field contains a 4-bit binary value set to 0110 that

VS identifies this as an IPv6 packet.
. *This 8-bit field is equivalent to the IPv4 Differentiated Services

Traffic Class .

(DS) field.

*This 20-bit field suggests that all packets with the same flow
Flow Label . .

label receive the same type of handling by routers.
Payload *This 16-bit field indicates the length of the data portion or
Length payload of the IPv6 packet.

*This 8-bit field is equivalent to the IPv4 Protocol field.
Navt Laadae Cllindicates the data payload type that the packet is carrying,



Attacking the Foundation

he IPv6 Packet Header (Contd.)

IPv6 Fleader Description
Field P

*This 8-bit field replaces the IPv4 TTL field.
*This value is decremented by a value of 1 by each router that
forwards the packet.

Hop Limit *\When the counter reaches 0, the packet is discarded, and an
ICMPV6 Time Exceeded message is forwarded to the sending
host, indicating that the packet did not reach its destination
because the hop limit was exceeded.

* & IPY® paciet alsp contajn exension eaders (FH) Wt provis getional petwork [ayer

Address host.

« Extension headers are opt| n | n are placed between the IPv6 header and the payload.

[ppRiAatRRd for ffaymdmation. Jﬂrl@eibtglfp“péh%%ﬂﬁya%ﬁﬁﬁé’ the receiving
IPv6 Address host.




Attacking the Foundation

Video - Sample IPv6 Headers in Wireshark

Click Play in the figure to view a demonstration of examining IPv6 headers in a Wireshark
capture.

Video - Sample IPv6 Headers in Wireshark

This video will cover the following:

- IPv6 Ethernet packets in Wireshark

- The control information
. The difference between

P s:48

(g <) #» O
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16.2 IP Vulnerabilities



IP Vulnerabilities

IP Vulnerabilities
The following table lists some of the common IP-related attacks:

“Pataces | Dsscrpton

Threat actors use Internet Control Message Protocol (ICMP) echo packets (pings) to discover
ICMP attacks subnets and hosts on a protected network, to generate DoS flood attacks, and to alter host
routing tables.

DoS attacks Threat actors attempt to prevent legitimate users from accessing information or services.

Similar to a DoS attack, but features a simultaneous, coordinated attack from multiple source

DDoS attacks :
machines.

Address spoofing  Threat actors spoof the source IP address in an attempt to perform blind spoofing or non-blind
attacks spoofing.

Threat actors position themselves between a source and destination to transparently monitor,
capture, and control the communication. They could simply eavesdrop by inspecting captured
packets or alter packets and forward them to their original destination.

Man-in-the-middle
attack (MiTM)

Threat actors gain access to the physical network, and then use an MiTM attack to hijack a

Session hijacking session



IP Vulnerabilities

ICMP Attacks

» |[CMP was developed to carry diagnostic messages and to report error conditions when
routes, hosts, and ports are unavailable. ICMP messages are generated by devices when a
network error or outage occurs. Attacker Vet

* The ping command is a user-generated
ICMP message, called an echo request, D_

that is used to verify connectivity to a

ICMP Echo Request{Spoofed)

. . > o
destination.
’? -( ICMP Echo Reply
 Threat actors use ICMP for .
. . ICMP Echo Request{Spoofed)
reconnaissance and scanning attacks. S
I? ICMP Echo Reply
 Threat actors also use ICMP for DoS and f <
DDoS attacks, as shown in the ICMP ICMP Echo Request(Spoofed) >
flood attack in the figure.
? -( ICMP Echo Reply

Note: ICMP for IPv4 (ICMPv4) and ICMP for IPv6 (ICMPv6) are susceptible to similar types of attacks.



IP Vulnerabilities

ICMP Attacks (Contd.)

* Networks should have strict ICMP access control list (ACL) filtering on the network edge to
avoid ICMP probing from the internet.

» The following table lists the common ICMP messages of interest to threat actors.

ICMP echo request and echo reply This is used to perform host verification and DoS attacks.

This is used to perform network reconnaissance and scanning

ICMP unreachable
attacks.
ICMP mask reply This is used to map an internal IP network.
ICMP redirects This is used to lure a target host into sending all traffic through a

compromised device and create a MITM attack.

This is used to inject bogus route entries into the routing table of

ICMP router discovery a target host



IP Vulnerabilities

Amplification and Reflection Attacks

* Threat actors often use amplification and reflection
techniques to create DoS attacks. o
CMP echo request
{source = victim's IP)
Threat Actor

« The figure shows how an amplification and
reflection technique called a Smurf attack is used
to overwhelm a target host.

« Amplification - The threat actor forwards ICMP

e

echo request messages to many hosts. These \\
messages contain the source |IP address of the
victim.
« Reflection - These hosts all reply to the spoofed ;
IP address of the victim to overwhelm it. —
- Threat actors also use resource exhaustion © (cecinaion ~vicims 7

attacks.
Note: Newer forms of amplification and reflection attacks such as DNS-based reflection and
amplification attacks and Network Time Protocol (NTP) amplification attacks are now being
used.



IP Vulnerabilities

Address Spoofing Attacks

 |P address spoofing attacks occur when a threat actor creates packets with false source IP
address information to either hide the identity of the sender, or to pose as another legitimate
user.

* The threat actor can then gain access to otherwise inaccessible data or circumvent security
configurations.

« Spoofing is usually incorporated into another attack such as a Smurf attack.

« Spoofing attacks can be non-blind or blind:

* Non-blind spoofing - The threat actor can see the traffic that is being sent between the
host and the target. The threat actor uses non-blind spoofing to inspect the reply packet
from the target victim. Non-blind spoofing determines the state of a firewall and sequence-
number prediction. It can also hijack an authorized session.

« Blind spoofing - The threat actor cannot see the traffic that is being sent between the host
and the target. Blind spoofing is used in DoS attacks.



IP Vulnerabilities

Address Spoofing Attacks (Contd.)

 MAC address spoofing attacks are used when threat actors have access to the internal network.

AABBCC I have changed the MAC address
on my computer to match the
el  SETVET.

Threat Actor

* Threat actors alter the MAC address of
their host to match another known MAC
address of a target host, as shown in the
figure.

* The attacking host then sends a frame
throughout the network with the newly-  ac address:
configured MAC address. AABBCC

Spoofed MAC Address:
AABBCC

Port 2

* When the switch receives the frame, it
examines the source MAC address.

Port 1

aiar]
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IP Vulnerabilities

Address Spoofing Attacks (Contd.)

* The switch overwrites the current CAM
table entry and assigns the MAC address
to the new port, as shown in the figure.

|t then forwards frames destined for the
target host to the attacking host.

MAC Address:

AABECC Threat Actor

» Application or service spoofing is another
spoofing example. A threat actor can
connect a rogue DHCP server to create an
MiTM condition. Port 1

Spoofed MAC Address:
AABBCC

Port 2

The device with MAC address AABBCC has moved to Port 2. | must
adjust my MAC address table accordingly.

aiar]
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16.3 TCP and UDP Vulnerabilities



TCP and UDP Vulnerabilities
TCP Segment Header

« TCP segment information appears immediately after the IP header. The fields of the TCP segment
and the flags for the Control Bits field are displayed in the figure.

» The following are the six control bits of the TCP segment:

* URG - Urgent pointer field significant Bit (0) Bit (15)  Bit (16) Bit (31)

* ACK- Adknowledgment il
e

-

e PSH - Push function Acknowledgment Number (32) 20 Bytes
e RST- Reset the connection ' Reserved (§) |  Control _ S

: ; Bits (6) ‘
* SYN - Synchronize sequence numbers Checksum (16)

Y

* FIN - No more data from sender Options (0 or 32 if any)

Application Layer Data (Size varies)

aiar]
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TCP and UDP Vulnerabilities

TCP Services

TCP provides these services:

Reliable delivery - TCP incorporates acknowledgments to guarantee delivery, instead of
relying on upper-layer protocols to detect and resolve errors. If a timely acknowledgment is
not received, the sender retransmits the data. Requiring acknowledgments of received data
can cause substantial delays. Examples of application layer protocols that make use of TCP
reliability include HTTP, SSL/TLS, FTP, DNS zone transfers, and others.

Flow control - TCP implements flow control to address this issue. Rather than acknowledge
one segment at a time, multiple segments can be acknowledged with a single
acknowledgment segment.

Stateful communication - TCP stateful communication between two parties occurs during
the TCP three-way handshake. Before data can be transferred using TCP, a three-way
handshake opens the TCP connection. If both sides agree to the TCP connection, data can be
sent and received by both parties using TCP.



TCP and UDP Vulnerabilities

TCP Services (Contd.)

TCP Three-Way Handshake
A TCP connection is established in three steps:

The initiating client requests a
client-to-server communication
session with the server.

The server acknowledges the
client-to-server communication
session and requests a server-
to-client communication
session.

The initiating client
acknowledges the server-to-
client communication session.

3
gl'

Send SYN o

(SEQ=100 CTL=SYN)

SYMN, ACK received

Established e
)

(SEQ=101 ACK=301 CTL=ACK

S

-

=)

SYN received

o Send SYN, ACK

(SEQ=300 ACK=101
CTL=5YN, ACK)




TCP and UDP Vulnerabilities

TCP Attacks

Network applications use TCP or UDP ports. Threat actors conduct port scans of target devices
to discover which services they offer.

TCP SYN Flood Attack

The TCP SYN Flood attack exploits
the TCP three-way handshake.

The figure shows a threat actor
continually sending TCP SYN session
request packets with a randomly
spoofed source |IP address to a target.
The target replies with a TCP SYN-
ACK packet to the spoofed IP address
and waits for a TCP ACK packet. Those
responses never arrive.

The target host has too many half-
open TCP connections, and TCP
services are denied to legitimate users.

Threat actor sends
multiple $YN requests to
a web server,

Valid user sends SYN
request.

O

W

Web
Server

Web server sends SYN-ACK replies
and waits to complete three-way

handshake.
Web
Senver

' Web server is unavailable.

Web
Server



TCP and UDP Vulnerabilities

TCP Attacks (Contd.)
TCP Reset Attack

« ATCP reset attack can be used to terminate TCP communications between two hosts.

« Athreat actor could do a TCP reset attack and send a spoofed packet containing a TCP RST

to one or both endpoints.

« Terminating a TCP session uses the following four-way
exchange process:

 When the client has no more data to send in the stream, it
sends a segment with the FIN flag set.

» The server sends an ACK to acknowledge the receipt of
the FIN to terminate the session from client to server.

 The server sends a FIN to the client to terminate the
server-to-client session.

* The client responds with an ACK to acknowledge the FIN
from the server.

=,

)

I
Send FIN O —
| FIM received
_ o Send ACK
ACK received
O Send FIN
FIM received
Send ACK O -
. | ACHK received

A sends ACK response to B



TCP and UDP Vulnerabilities

TCP Attacks (Contd.)

TCP Session Hijacking
« TCP session hijacking is another TCP vulnerability.
» Athreat actor takes over an already-authenticated host as it communicates with the target.

* The threat actor must spoof the IP address of one host, predict the next sequence number,
and send an ACK to the other host.

* |f successful, the threat actor could send, but not receive, data from the target device.



TCP and UDP Vulnerabilities
UDP Segment Header and Operation
« UDP is commonly used by DNS, DHCP, TFTP, NFS, and SNMP.

« It is also used with real-time applications such as media streaming or VolP. UDP is a
connectionless transport layer protocol.

 The UDP segment structure, shown in the figure, is much smaller than TCP.

e Although UDP is normally called

unreliable, this does not mean that | Sl SIELES) — BHE6) SEE
applications that use UDP are Source Pori (16) Destinalion Pori (16)

always unreliable. It means that | 3 Bytes
these functions are not provided by Length (16) Checksum (16)

the transport layer protocol and

must be implemented elsewhere if Application Layer Data (Size varies)
required.

* The low overhead of UDP makes it very desirable for protocols that make simple request and
reply transactions.

aiar]
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TCP and UDP Vulnerabilities

UDP Attacks
« UDP is not protected by any encryption. Encryption can be added to UDP, but it is not

available by default.

* The lack of encryption means that anyone can see the traffic, change it, and send it on to its
destination.

UDP Flood Attacks
* |n a UDP flood attack, all the resources on a network are consumed.

* The threat actor must use a tool like UDP Unicorn or Low Orbit lon Cannon. These tools send
a flood of UDP packets, often from a spoofed host, to a server on the subnet.

* The program will sweep through all the known ports trying to find closed ports. This will cause
the server to reply with an ICMP port unreachable message.

 As there are many closed ports on the server, this creates a lot of traffic on the segment,
which uses up most of the bandwidth. The result is very similar to a DoS attack.



16.4 Attacking the Foundation
Summary



Attacking the Foundation Summary

What Did | Learn in this Module?

 |P was designed as a Layer 3 connectionless protocol.

 The IPv4 header consists of several fields while the IPv6 header contains fewer fields. It is
important for security analysts to understand the different fields in both the IPv4 and IPv6
headers.

- There are different types of attacks that target IP. Common IP-related attacks include:

« |[CMP attacks

Denial-of-Service (DoS) attacks

Distributed Denial-of-Service (DoS) attacks
Address spoofing attacks
Man-in-the-middle attack (MiTM)

Session hijacking



Attacking the Foundation Summary

What Did | Learn in this Module? (Contd.)

« |[CMP was developed to carry diagnostic messages and to report error conditions when
routes, hosts, and ports are unavailable.

« TCP segment and UDP datagram information appear immediately after the IP header. It is
important to understand Layer 4 headers and their functions in data communication.

- Threat actors can conduct a variety of TCP related attacks:
- TCP port scans
- TCP SYN Flood attack
- TCP Reset Attack
- TCP Session Hijacking attack

 The UDP segment (i.e., datagram) is much smaller than the TCP segment, which makes it
very desirable for use by protocols that make simple request and reply transactions such as
DNS, DHCP, SNMP, and others.
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Module Objective: Explain how common network applications and services are
vulnerable to attack.

Topic Title Topic Objective

IP Services Explain IP service vulnerabilities

Explain how network application vulnerabilities enable

Enterprise Services network attacks




17.1 IP Services



Attacking What We Do

ARP Vulnerabilities

- Hosts broadcast an ARP Request to
other hosts on the network segment to
determine the MAC address of a host
with a particular IP address.

Play the animation to see the ARP
process at work.

| must send out an ARP request to learn
the MAC address of the host with the IP
address of 192.168.1.7.

« The host with the matching IP address in
the ARP Request sends an ARP Reply
called “gratuitous ARP.” Q

| S —
——

—

=

n

~

3
—

192.168.1.5 192.168.1.8

- Athreat actor can poison the ARP cache
of devices on the local network [ hisiantme

back my MAC address.

This is me, | will send ]

- The goal is to associate the threat actor’s _ \ﬂ
MAC address with the IP address of the fezieare {21001 7
default gateway in the ARP caches of
hosts on the LAN segment. >



Attacking What We Do

ARP Cache Poisoning

- ARP cache poisoning can be used to launch various man-in-the-middle attacks.

ARP cache poisoning process

ARP Request

ARP Cache on PC-A
IP Address MAC Address
192.168.10.1 2?2727

IP2192.168.10.10

MAC: AA AA AA AAAAAA ARP Request: MAC of 192.168.10.1

1P 192.168.101
MAC: ATATATATATAT

IP: 102.168.10.254
MAC: EE EE EE EE EE-EE
ThreatActor  ARP Cache on Threat Actor Host
5 IP Address MAC Address

192.168.10.10 AA:AA:AA:AA:AA:AA

192.168.10.1  ATATATATATA1

Note:

ARP Reply

ARP Cache on PC-A
IP Address MAC Address
192.168.10.1 ATATATATATA

ARP Cache on R1
IP Address MAC Address
192.168.10.10 AAAAAAAAAAAA

IP- 192 168 10.10
MAC: AAAAAA AN AMAA ARP Reply:

192.168.10.1 has ATATATATATAT

IP:192.168.10.1
MAC: ATATATATATAT

IP- 182168 10,254
MAC: EEEEEEEEEEEE ARP Cache on Threat Actor Host

IP Address MAC Address
192.168.10.10 AAAAAAAAAAAA
192.168.10.1  AT:AT:ATATATA1

Threat Actor

Spoofed Gratuitous ARP

ARP Cache on PC-A
IP Address MAC Address
192.168.10.1 EE:EE:EE:EE:EE:EE

IP: 192.168.10.10
MAC: AAAAAAAAAAAA
(4

ARP Reply: \
192.168.10.1 has EE:EE:EE:EE:EEEE

ARP Cache on R1
IP Address MAC Address
192.168.10.10 EE:EE:EE:EE:EE:EE

IP-162.168.10.1

ARP Reply: MAC: ATATATATATAL

192.168.10.10 has EE.EE:EE EE EEEE

IP: 192.166.10.254
MAC: EE:EE:EE'EEEEEEE

Threat Actor ARP Cache on Threat Actor Host

IP Address MAC Address
192.168.10.10 AA:AAAAAAAAAA
192.168.10.1  A1T:A1T:AT:AT:AT:A1

There are many tools available on the internet to create ARP MITM
attacks including dsniff, Cain & Abel, ettercap,

Yersinia, and others.



Attacking What We Do

DNS Attacks

DNS attacks include the following:

DNS open resolver attacks:

- A DNS open resolver is a publicly open DNS server such as Google DNS (8.8.8.8) that
answers client’s queries outside its administrative domain. DNS open resolvers are vulnerable
to multiple malicious activities described in the table.

DNS cache poisoning attacks

DNS amplification and reflection
attacks

DNS resource utilization attacks

Threat actors send spoofed, falsified Record Resource (RR)
information to a DNS resolver to redirect users from legitimate
sites to malicious sites.

Threat actors send DNS messages to the open resolvers using
the IP address of a target host.

This DoS attack consumes all the available resources to
negatively affect the operations of the DNS open resolver.



Attacking What We Do
DNS Attacks (Contd.)

DNS Stealth Attacks

- To hide their identity, threat actors also use the DNS stealth techniques described in the table
to carry out their attacks.

Threat actors use this technique to hide their phishing and
Fast Flux malware delivery sites. The DNS IP addresses are continuously
changed within minutes.

Threat actors use this technique to rapidly change the hostname

Double IP Flux to IP address mappings and to also change the authoritative
name server. This increases the difficulty of identifying the source of the
attack.

Threat actors use this technique in malware to randomly
generate domain names that can then be used as rendezvous
points to their command and control (C&C) servers.

Domain Generation
Algorithms



Attacking What We Do
DNS Attacks (Contd.)
DNS Domain Shadowing Attacks

- In Domain Shadowing, threat actor gather domain account credentials in order to create
multiple sub-domains which will be used during the attacks.

- These subdomains typically point to malicious servers without alerting the actual owner of the
parent domain.



Attacking What We Do
DNS Tunneling

It is necessary for the cybersecurity analyst to be able to detect when an attacker is using
DNS tunneling to steal data, and prevent and contain the attack.

To accomplish this, the security analyst must implement a solution that can block the
outbound communications from the infected hosts.

Threat actors who use DNS tunneling place non-DNS traffic within DNS traffic. This method
often circumvents security solutions.

For the threat actor to use DNS tunneling, the different types of DNS records such as TXT,
MX, SRV, NULL, A, or CNAME are altered. For example, a TXT record can store the
commands that are sent to the infected host bots as DNS replies.

To stop DNS tunneling, a filter that inspects DNS traffic must be used.



Attacking What We Do

DHCP

DHCP servers dynamically provide IP
configuration information to clients.

In the figure, a client broadcasts a
DHCP discover message.

The DHCP server responds with a
unicast offer that includes addressing
information the client can use.

The client broadcasts a DHCP
request to tell the server that the client
accepts the offer.

The server responds with a unicast
acknowledgment accepting the
request.

"I would like to request an address."

"l am DHCPsvr. Here is an address | can offer”

DHCPOFFER

Unicast

"l accept the IP address offer.”
-€

DHCPACK "Your acceptance is acknowledged.”

Unicast

Normal DHCP Operation

Client

DHCPDISCOVER
Broadcast

DHCPREQUEST
Broadcast




Attacking What We Do
DHCP Attacks
DHCP Spoofing Attack

- A DHCP spoofing attack occurs when a rogue DHCP server is connected to the network and
provides false |IP configuration parameters to legitimate clients.

A rogue server can provide a variety of misleading information such as:

 Wrong default gateway - Threat actor provides an invalid gateway, or the IP address of its
host to create a MITM (Man In The Middle) attack.

« Wrong DNS server - Threat actor provides an incorrect DNS server address pointing the
user to a malicious website.

 Wrong IP address - Threat actor provides an invalid IP address, invalid default gateway IP
address, or both. The threat actor then creates a DoS attack on the DHCP client.
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Enterprise Services
HTTP and HTTPS

- To investigate web-based attacks, security analysts must have a good understanding of how
a standard web-based attack works.

Common stages of a typical web attack:

* The victim unknowingly visits a web page that has been compromised by malware.

The compromised web page redirects the user to a site containing malicious code.

The user visits this site with malicious code and their computer becomes infected.

After identifying a vulnerable software package running on the victim’s computer, the
exploit kit contacts the exploit kit server to download the malicious code.

After the victim’s computer has been compromised, it connects to the malware server and
downloads a payload.

The final malware package is run on the victim’s computer.



Enterprise Services

HTTP and HTTPS (Contd.)

-« Server connection logs can often reveal information about the type of scan or attack.

- The different types of connection status codes are:

* Informational 1xx
* Successful 2xx
* Redirection 3xx
* Client Error 4xx

- To defend against web-based attacks:

* Always update the OS and browsers with current patches and updates.
« Use a web proxy to block malicious sites.

« Use the best security practices from the Open Web Application Security Project (OWASP)
when developing web applications.

» Educate end users by showing them how to avoid web-based attacks.



Enterprise Services

Common HTTP Exploits

Malicious iFrames

- An iFrame is an HTML element that allows the browser to load another web page from another
source.

- In iFrame attacks, the threat actors insert advertisements from other sources into the page.

- Threat actors compromise a webserver and modify web pages by adding HTML for the malicious
IFrame.

- As the iIFrame is running in the page, it can be used to deliver a malicious exploit. such as spam
advertising, exploit kits, and other malware.

Steps to prevent or reduce malicious iFrames:
« Use a web proxy like to block malicious sites.
« Ensure web developers do not use iFrames.

« Use a service such as Cisco Umbrella to prevent users from navigating to malicious websites.
- Ensure the end user understands what an Iframe is.



Enterprise Services

Common HTTP Exploits (Contd.)
HTTP 302 Cushioning

- Threat actors use the 302 Found HTTP response status code to direct the user’s web
browser to a new location.

- The browser believes that the new location is the URL provided in the header. The browser
is invited to request this new URL. This redirect function can be used multiple times until the
browser finally lands on the page that contains the exploit.

Steps to prevent or reduce HTTP 302 cushioning attacks:
« Use a web proxy to block malicious sites.

« Use a service such as Cisco Umbrella to prevent users from navigating to malicious
websites.

« Ensure the end user understands how the browser is redirected through a series of HTTP
302 redirections.



Enterprise Services
Common HTTP Exploits (Contd.)

Domain Shadowing

- When a threat actor create a domain shadowing attack, first they compromise a domain.

Then they must create multiple subdomains of that domain to be used for the attacks using
Hijacked domain registration logins.

- After these subdomains have been created, attackers can use them even if they are found
out to be malicious domains. They can simply make more from the parent domain.

Steps to prevent or reduce Domain shadowing attacks:
- Secure all domain owner accounts.
- Use a web proxy to block malicious sites.

- Use a service such as Cisco Umbrella to prevent users from navigating to web sites that are
known to be malicious.

- Make sure that domain owners validate their registration accounts and look for any
subdomains that they have not authorized.
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Email

- As the level of use of email rises, security becomes a greater priority.

- The way users access email today also increases the opportunity for the threat of malware
to be introduced.

Examples of email threats:

- Attachment-based attacks - Threat actors embed malicious content in business files such
as an email from the IT department.

- Email spoofing - Threat actors create email messages with a forged sender address that is
meant to fool the recipient into providing money or sensitive information.

- Spam email - Threat actors send unsolicited email containing advertisements or malicious
files.

- Open mail relay server - This is an SMTP server that allows anybody on the internet to
send mail.
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Web-Exposed Databases

- Web applications commonly connect to a relational database to access data.

- As relational databases often contain sensitive data, databases are a frequent target for
attacks.

Code Injection

* The attacker’'s commands are executed through the web application and has the same
permissions as the web application.

 This type of attack is used because often there is insufficient validation of input.
SQL Injection

» Threat actors use SQL injections to breach the relational database, create malicious SQL
qgueries, and obtain sensitive data from the relational database.

» A successful SQL injection exploit can read sensitive data from the database, modify
database data, execute administration operations on the database, and sometimes, issue
commands to the operating system.
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Client-side Scripting
Cross-Site Scripting

» Cross-Site Scripting (XSS) is where web pages that are executed on the client-side, within
their own web browser, are injected with malicious scripts.

« These scripts can be used by Visual Basic, JavaScript, and others to access a computer,
collect sensitive information, or deploy more attacks and spread malware.

« The two main types of XSS are Stored (persistent) and Reflected (non-persistent).

- Ways to prevent or reduce XSS attacks:
« Ensure that web application developers are aware of XSS vulnerabilities and how to
avoid them.
* Use an IPS implementation to detect and prevent malicious scripts.

« Use a web proxy to block malicious sites.

« Use a service such as Cisco Umbrella to prevent users from navigating to malicious
websites.
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Summary



Attacking What We Do Summary
What Did | Learn in this Module?
Any client can send an unsolicited ARP Reply called a “gratuitous ARP.”

A threat actor can poison the ARP cache of devices on the local network, creating an MiTM
attack to redirect traffic.

The Domain Name Service (DNS) protocol uses Resource Records (RR) to identify the type
of DNS response.

DNS open resolvers are vulnerable to multiple malicious activities, including DNS cache
poisoning, in which falsified records are provided to the open resolver.

In DNS amplification and reflection attacks, the benign nature of the DNS protocol is
exploited to cause DoS/ DDoS attacks.

In DNS resource utilization attacks, a DoS attack is launched against the DNS server itself.
- Threat actors use Fast Flux, in which malicious servers will rapidly change their IP address.
- To stop DNS tunneling, a filter that inspects DNS traffic must be used.



Attacking What We do Summary
What Did | Learn in this Module?

- A DHCP spoofing attack occurs when a rogue DHCP server is connected to the network and
provides false IP configuration parameters to legitimate clients.

- The compromised web page redirects the user to a site that hosts malicious code which is
known as a drive-by download.

- Cross-Site Scripting (XSS) attacks occur when browsers execute malicious scripts on the
client and provide threat actors with access to sensitive information on the local host.

- The OWASP Top 10 Web Application Security Risks is designed to help organizations create
secure web applications.
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