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= Topologia a adresacia

= Kontrola zakladnej konektivity PC
= Zakladna konfiguracia AP

= Ulohy




Topolégia a adresacia

152.129

LAB miestnost
158.193.152.128/25
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) 192.168.1.0/24
1.101

Mgmt bridged AP o
hidden SSID: LAN ~ 1.201
|’)) |’))
NAT / routed AP | o] | | | °]

1.102

SSID: Mikrotik-101 Mikrotik-102  Mikrotik-1[nn]
GW: 101. . 1[nn].1
192.168.101.0124 192.168.1{nn].0/24
PC routes: _I - -
0.0.0.0/0 gw 158.193.152.129 metric 85 (default gw via Ether) : :  ——
00000 g 192.168.1[nn].1 metic75  (default gw via WiFi) = = RS

158.193.0.0/16 gw 158.193.152.129 metric 25 (UNIZA net)
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Mikrotik AP
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SIM

miniPCl-e
RESET
[ |

miniPCI

J CPU
Details

Product code RB411UAHR O —_—
Architecture MIPSBE MEMORY -
o~
C 716 — oM
- e ooooo |8
Jack||LED] LAN LED1 LED2 LED3 LED4 LEDS
CPU core count 1 —

e

CPU nominal frequency 680 MHz

— R Microtik has different I\;tly{Bes of
CPU: MIPS, ARM, S S, TILE

RouterBOARD 411UAHR .., | based HW architecture

ize of RAM 64 MB

Storage size 64 MB
Storage type NAND

Tested ambient temperature 30C to 60C




Mikrotik AP

hAP ac lite (RB952Ui-5ac2nD)
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Adresacia a skupiny

Skupin
a

O ~NOOGDAWN-=

)
abhWOWN-=20O

Model

411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
RB952Ui-5ac2nD
RB952Ui-5ac2nD
RB952Ui-5ac2nD
RB952Ui-5ac2nD
RB952Ui-5ac2nD

Meno
Mikrotik 1
Mikrotik 2
Mikrotik 3
Mikrotik 4
Mikrotik 5
Mikrotik 6
Mikrotik 7
Mikrotik 8
Mikrotik 9

SIN
24D10199373A
24D1019445AE
24D101944462
24D1019445BE
24D10199371A
24D1019445B4
24D10194447C
24D10199372A
24D10194442A

Mikrotik 10 24D101993724
Mikrotik 11 CC3EOEDD4C252C:C8:1B:4C:F9:B6 2C:C8:1B:4C:F9:B0
Mikrotik 12 CC3EOE60402C 2C:C8:1B:4C:B0:40 2C:C8:1B:4C:B0:3A
Mikrotik 13 CC3EOE52B863 2C:C8:1B:4C:D3:E7 2C:C8:1B:4C:D3:E1
Mikrotik 14 CC3EOE83DB79 2C:C8:1B:25:F2:3A 2C:C8:1B:25:F2:34
Mikrotik 15 CC3EOEC59727 2C:C8:1B:26:04:26 2C:C8:1B:26:04:20

Wilan MAC
00:0C:42:44:6F:8E
00:0C:42:49:1D:1A
00:0C:42:49:1C:D6
00:0C:42:49:1D:0A
00:0C:42:44:6F:AE
00:0C:42:49:1D:04
00:0C:42:49:1C:CC
00:0C:42:44:6F:9E
00:0C:42:49:1C:9E
00:0C:42:44:6F:94

Ether MAC
00:0C:42:44:6F:8D
00:0C:42:49:1D:19
00:0C:42:49:1C:D5
00:0C:42:49:1D:09
00:0C:42:44:6F:AD
00:0C:42:49:1D:03
00:0C:42:49:1C:CB
00:0C:42:44:6F:9D
00:0C:42:49:1C:9D
00:0C:42:44:6F:93

SSID
Mikrotik-101
Mikrotik-102
Mikrotik-103
Mikrotik-104
Mikrotik-105
Mikrotik-106
Mikrotik-107
Mikrotik-108
Mikrotik-109
Mikrotik-110
Mikrotik-111
Mikrotik-112
Mikrotik-113
Mikrotik-114
Mikrotik-115

WPA2 Pre-
shared Key
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*

NET
192.168.101.1/24
192.168.102.1/24
192.168.103.1/24
192.168.104.1/24
192.168.105.1/24
192.168.106.1/24
192.168.107.1/24
192.168.108.1/24
192.168.109.1/24
192.168.110.1/24
192.168.111.1/24
192.168.112.1/24
192.168.113.1/24
192.168.114.1/24
192.168.114.1/24

uplink
192.168.1.101
192.168.1.102
192.168.1.103
192.168.1.104
192.168.1.105
192.168.1.106
192.168.1.107
192.168.1.108
192.168.1.109
192.168.1.110
192.168.1.111
192.168.1.112
192.168.1.113
192.168.1.114
192.168.1.114

login
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

pass
k!s143
kls143
kls143
k!s143
kls143
kls143
k!s143
k!s143
kls143
kls143
kls143
kls143
kls143
kls143
k!s143



Pristupy

PC:

1.) Lokalny pristup alebo 2.) Remote Desktop Connection app - mstsc.exe (resp. iny program na
vzdialené ovladanie pocitaca)

login/pass: RB03-[CisloPC]\student / student

Mikrotik (v default méde):

default login/pass: admin / <blank>

default net: 192.168.88.1/24, alebo 0.0.0.0/0
pristup cez program Winbox a MAC adresu




Kontrola zakladného nastavenia PC




WiFi siet’

1. Skontrolovat instalaciu USB WiFi adaptéra na PC; Start + X Device Manager (Spravca zariadeni)

% Sprivea zariadeni - O X
Sabor  Akcia  Zobrazit Pomocnik

s BB Hm B EXE

v & RB03-23 A
> s Diskové jednotky
» 3 Grafické adaptéry
> wm Jednotky DVD-ROM a CD-ROM
> = Klavesnice
> [ Monitory
> @ Mysi 3 ostatné ukazovacie zariadenia
v K7 Ostatné zariadenia
B4 PCl Serial Port
> i Ovladace zvuku, videa a hier
» [ potitat
> @ Porty (COMalLPT)
> [ Procesory
> " Radice IDE ATA/ATAPI
> S Radide pamatowych zariadeni
) ' Radige Univerzalne) sériovej zbernice
, & Remnote Desktop Camera devices
v [P Sietové adaptéry
1? Intel(R) 82579LM Gigabit Network Connection
3 TP-Link Wireless USB Adapter
[ VirtualBox Host-Only Ethernet Adapter
I WAN Miniport (IKEv2)
(@ WAN Miniport (IP)
@ WAN Miniport (IPvE)
(2 WAN Miniport (L2TP)




Pripojenie na menezmentovu WiFi siet”

1. Pripojit sa cez WiFi adaptér na skryté (hidden) SSID LAN

= SSID viditelné: nie

= Kluc: a123456789 (7 i"}’ff‘"‘f‘“n
2. Odpojit WiFi siet

@ Pripojit’ automaticky

Pripojit’




PC routing table: NetRouterView

1. Prieginok C:\ZBT-SW\netrouterview, spustit program i
2. Skontrolovat’ metriku 0.0.0.0/0 GW 152.129 -> metrika vyssia ako 200 sk
3. Skontrolovat statické smerovanie 158.193.0.0/16 GW 158.193.152.129 iy
4. Pripojit /skontrolovat pripojenie/ sa cez WiFi adaptér na SSID LAN ““"E:t (15515270 o) 7 ot ek Core
5. Skontrolovat’ smerovaciu tabulku, vid nizSie na pravej strane ] Cas
P, NetRouteView - (=] X
File Edit View Options Help
BR & 9A
Destination Mask Gateway Interface IP Metric Type Protocol Agein Sec... Interface Name Interface MAC
0.0.0.0 0.0.0.0 158.193.152.129  158.193.152.174 400 Indirect Static Route 2065 Intel(R) 8257%M Gigabit Network Connection E8-39-35-50-18-D7
=4 127.0.00 255.0.0.0 127.0.0.1 127.0.0.1 331 Direct Local Interface 2089 Software Loopback Interface 1
=4=127.00.1 255.255.255.255 127.0.0.1 127.0.0.1 33 Direct Local Interface 2089 Software Loopback Interface 1
== 127.255.255.255 255.255.255.255  127.0.0.1 127.0.0.1 M Direct Local Interface 2089 Software Loopback Interface 1
158.193.0.0 255.255.0.0 158.193.152.129  158.193.152.174 225 Indirect Static Route 2 065 Intel(R) 82579 M Gigabit Network Connection E8-39-35-50-18-D7
= 158.193.152.128 255.255.255.128  158.193.152.174  158.193.152.174 456 Direct Local Interface 2065 Intel(R) 82579LM Gigabit Network Connection E8-38-35-50-18-D7

== 158.193.152.174 255.255.255.255  158.193.152.174  158.193.152.174 456 Direct Local Intesface 2065 Intel(R) 82579LM Gigabit Network Connection E8-39-35-50-18-D7




Apps WifilnfoView alebo WirelessNetView

1.
2. Spustit program

Priecinok C:\ZBT-SW\wifiinfoview

File Edit View Options Help
58 A
S3D MAC Address PHY Type RSSI Signal Quality Awerage Signal.. Frequency Channel Information Size  Elements Count  Company Router Model Router Name Security Cipher
M eduroam 70-E4-22-C5-24-01  802.11g/n -47 100 99.9 2437 6 197 18 Cisco Systemns, Inc WPAZ-EAP CCMP
M eduroam 70-E4-22-C5-24-0E  B02.11n/ac -53 o 954 5,240 48 229 19 Cisco Systerns, Inc WPA2-EAP CCMP
M eduroam 00-24-38-F3-D9-20  802.11g/n -66 63 75.0 2,462 1 195 16 Brocade Communicatia... WPAZ-EAP cCcMmp
il eduroam 84-82-61-90-D5-51  802.11g/n -73 54 59.3 2437 & 200 18 Cisco Systems, Inc WPAZ-EAP CcCmp
1BRAINIT 7C-8B-CA-AF-3F-0E  802.11g/n -80 40 475 2462 11 214 14 TP-LINK TECHNOLOGIE... WPAZ-PSK CCMmp
oM DIRECT-pj-9... 9A-AE-D3-40-CE-... 802.11g/n -61 78 8.0 2412 1 402 14 EPSON 22471 EB40CECC WPRAZ-PSK CCMP
ol KMME _wifi 50-D4-F7-30-2A-FC  802.11g/n -79 a2 4.2 a7 2 355 14 TP-LINK TECHNOLOGIE..,  TL-WRS40N Wireless Router T...  WPAZ-PSK CCMP
f Mikrotik-101  00-0C-42-44-6F-8F 802.11g =20 100 100.0 2412 1 108 8 Routerboard.com W/PA2-PSK CCMP
<
Element ID: 0 (SSID) &3 Properti X
4D 69 6B 72 6F 74 69 6B 2D 31 30 31 Mikrotik-101 it

SSID: | Mikrotik-101
ElementID: 1 [Supported Rates] .
§2848B960C121824 s MAC Address: {I]IJJ]C4244£FBE

PHY Type: [802.119
Element ID: 3 (DS Parameter Sel] RSSI: [2s
01 Signal Quality: { 100

Average Signal Quality: | 100.0
Element ID: 5 (Traffic Indication Mapl 3
0001 00 00 2 Frequency: [2412

Channel: [ 1

Information Size: { 108

Element ID: 42 (802.11g Information)
00 .

Element ID: 48 [Robust Security Network]
01 00 00 OF AC 04 01 00 D0 OF AC D4 01 00 0D OF
AC 02 00 00

Element ID: 50 [Extended Supported Rates]
30 48 60 6C

Element ID: 221 [Vendor Specific]
00 0C 42 00 00 00 01 1E 00 10 00 00 03 66 30 06
0000 30 30 30 43 34 32 34 34 36 46 38 45 00 00
00 00 00 00 00 0O 05 02 6C 09

< — )
..000C42446F8E.

Elements Count:
Company:

Router Model:
Router Name:
Security:

Cipher:
Maximum Speed:
Channel Width:
Channels Range:
BSS Type:

WPS Support:

Routerboard.com

WPAZ-PSK

54 Mbps

o
|
\
[
[
[
{

[ Infrastructure

[Nn




Mikrotik AP — zakladna konektivita




Program WinBox, zakladné nastavenie Mikrotik AP

PrieCinok C:\ZBT-SW\winbox
Pripojit’ /skontrolovat pripojenie/ sa na SSID: LAN
Spustit program Winbox.exe,

Zobrazit vSetky pripojené Mikrotik APs na Wifi sieti v default
nastaveni

6. PrIpOth sa na
(right click na

awh =

R/Irldelene zariadenie prostrednictvom MAC adres
AC adresu), vid rozdelenie do skupin (snimka 4)

Files

| Log

M RADIUS

& Tools

[ New Teminal
4l Dot1X

¥4 MetaROUTER
#5 Partition

| & Make Supout rif
@ New WinBox
B &

Vymazat existujucu konfiguraciu:

(System -> Reset configuration -
o Default Configuration)

= Windows "

=

(UU:EIE‘ 42431019 ) 92168.88.1

© WinBox (64bit) v3.28 (Addresses)

= [m} x

Connect To: |

| [7] Keep Password

Login: | admin

| (7] Openin NewWindow

Password:

Add/Set |

Managed Neighbors |
[ [Fetiesh |

MAC Address (1P Addiess

00:0C:42:44:67:8D 192168881

2items

Connect TaRoMON | | Connect |

132 (st 000116
MikioTik. a 3(st.. RB4 'IUAHR 44 200305




Program WinBox, zakladné nastavenie Mikrotik AP

1. Pripojit sa na MAC adresu AP prostrednictvom programu Winbox
2. Nakonfigurovat/zmenit pridelenu IP adresu na Ethernet rozhrani, vid tabulka vyssie
(IP - Addresses)

Alternativha moznost (nie pre LAB cviCenie):

:j @l 7] Find ] Spustit DHCP klienta na Ethernet rozhrani
'—_;_%—— 7 Network lteface | iv‘% (IP — DHCP Client)

< 192.168.1.101/24 192.168.1.0

etherl

Address <192.168.1.113/24>
Address: [192.168.1.101/24
Network: ;19'2',1'@.1.0 Ja T
Itedace: |ether] ¥ [T]
M
| Commert_|
Copy
Remove
enabled

#%5 Bidge

=3 PPP

= Switch

o_g Mesh

&P

<’ MPLS

4 Routing

i System
QQueues

|| Files

|| Log

M RADIUS

A Tools

[ New Teminal
41 Dot1X

¥4 MetaROUTER
#5 Partition

| J Make Supout rf
@ New WinBox

[ Q=

B Windows

DHCP Client | DHCP Client Options

/(=] [v]l%] (@] [¥7] | Retease || Renew | [
=] ~ /|UseP..[AddD..[IP Address  |Expires After |Status

Interface

=6 |

|E2

| ether

1item (1 selected)

yes yes 192.168.1.22...

DHCP Client <ether1>
DHCP | Advanced  Status

Interface: her!

Add Default Route: |yes

23:59:52 bound

=]

v Use Peer DNS
v Use Peer NTP

Ll

e ol

|
|

=

| Status: bound




Overit’ SSH pristup na AP zariadenie prostrednictvom aplikacie Putty

| & 1521681101 - puTTY - o X

1. Pripojit sa /skontrolovat’ pripojenie/ na SSID: LAN

2. Otestovat' SSH pripojenie na Mikrotik AP prostrednictvom
programu Putty a zmenenej IP adresy

3. Zobrazit konfiguraciu
lexport

4. OPTIONAL - vratit Mikrotik zariadenie do default stavu

/system reset-configuration no-defaults=yes

Basic Navigation

[?] Gives the list of available commands

command [?] Gives help on the command and list of arguments

[Tab] Completes the command/word. If the input is ambiguous, a second [Tab) gives possible options
/ Move up to base level

Move up one level

. DISTANCE
/command Use command at the base level

TIME STATUS

Example: move from / base level to /system sub-level:
/ system

https://wiki.mikrotik.com/wiki/Manual:Console




SSH spojenie na konzolu AP zariadenie — poc€iatocné nastavenie cez CLI

Nastavit prihlasovacie heslo, default gw, zakazat nepotrebné sluzby a nastavit' systémovy Cas

luser set 0 password="k!s143”
lip route add distance=1 gateway=192.168.1.1

lip service
set telnet disabled=yes
set ftp disabled=yes
set www disabled=yes
set api disabled=yes
set api-ssl disabled=yes
PORT ADDRESS
Isystem clock 2:
set time-zone-name=Europe/Bratislava

21

linterface print
Isystem resource print




WiFi Access; router mode with NAT

1. Prostrednictvom aplikacie WinBox a pripojenia sa cez |IP adresu (nie MAC adresu) nakonfigurovat
zakladny WiFi pristup - pozriet tabulku s adresaciou a rozdelenie do skupin:

(IP - Addresses)

IP address on interface wlan1 192.168.1[nn].1/24
(Wireless - WiFi Interfaces)

Enable wlan1 interface; <Double click>

Wireless: Mode <ap_bridge>, SSID: <Mikrotik-1nn>
(Wireless - Security Profile)

General: Mode <dynamic keys>; Auth type <wpa2 psk>;

Wirelezs Tables
Wil Interfaces | \WEOG Station  Mstreme Dual Access List  Regishistion  Connect List Secunty Profiles  Channels

- ¥ % | T | | CAP || 'WPS Clent || SelupRepester | Scanner || Freq Usage || Alignment || W
Name Type ActualMTU [Ty R TxPack

Inteiface <wlanl>

General Wireless | WDS  Nstreme Status  Traffic

WPAZ2 pre-shared key <wpa2 klu¢€ zo snimky 7>

© WinBox (64bit) v3.28 (Addresses)
File Tools
Connect To: [192.168.101.1
Login: | admin
Password: | " il

Managed Neighbors
T | | Refesh

| MAC Address IP Address Identity
00.0C:42:44:6F:8E feB0: 20c:421f fedd:BfBe MikioTik

00:0C:42 44 6F:8E 1921681011 MikroTik

all ¥
[Version  |Board Uplime I -
6483 (:t.. RE4TILAHR 000307
6483(st. ABATILAHR 00307

- o X

Keep Password
Open In New Window

Comnec To RN

Mode:

Band:

Channel Width:
Frequency:

SSID:

Scan List:
Wireless Protocol:
Security Profile:
WPS Mode:

Security Profile <default>

2GHz-only-G
20MHz
2412
Mikrotik-101
default
80211
default

disabled

General | RADIUS EAP  Stalic Keys

Name: Cancel

Mode: | dynamic keys ¥

= v % QT

Address Netwod nteface i
= 152 1681101724 192.168.1.0 ether]
- BZTERTONAA2E  TSZIBETNI0  wian]

[ to |
Authentication Types: | | WPAPSK v WPA2 PSK
] Comment
WPAEAP [ | WPA2EAP
Unicast Ciphers: (v aes ccm tkip

Group Ciphers: v/ aes ccm tkip

WPA Pre-Shared Key:

‘WPA2 Pre-Shared Key: |




WiFi Access; router mode with NAT

1 . DHCP server Conﬂg DHCP | Networks Leases (Opiions Dption Sels  Vendor Classes  Alerts
+* T | | DHCP Config || DHCP Setup
@]l || [Name Intertace |Relay Lease Time |Address Pool | Add ARP For Leases |
. g . serverl wianT 00:10:00 pooll no
(IP — Pool) Rozsah adries pre Wifi klientov Pools | Lised Addesses
DHCP Server <seiverl>
& = O T
Name ~name=> Name Addresses Next Pool v Genart [{Goetiog] ESomnd
192.168.1P 192.168.1[nn].201-192.168.1[nn].221 ~ poell 192168.101.201192168101.221  none Name: EERZE)
Interface: | wian? ¥ Apply
IP Pool <pooll> O x| Relay: -
= __Disable
(|P — DHCP Server - DHCP) Name: [R5 0K Lease Time: |00:10:00 =
1 Add :182.168.101.2011%2° & Bootp Lease Time: |forever ¥ | L 8
Name <DHCP_service_name>; e oL A <1 | [ Renowe
— — Next Poot | none ¥ a l. L 5
Interface <wlan1>; Address pool <name> DHCP Dption Set: | &
I:CU"'M"I 1 Sre. Address: v
Copy o
(IP — DHCP Server - Networks) [ Remove |
Network address <192.168.1nn.0/24 I EE
GW <192.168.1nn.1 106m (1 564 s Budes NAT | Mangle | R | Senice Prs | Comectons | Addres Lists | Lays? Proocols Address: [192.168.101.0/24
+ = « | % | T | ©ResetCounters | (O ResetAll Counters Gateway: | 192168.101.1 [ C |
DNS servers 8888 # Action | Chain |Sic. Address |Dst Addiess Proto.. |Sic. Port  |Dst Poit|In. Inter...|Out Int..|In Net =
0% mas. senat o T Cethel e >
NAT Rule <> =B No DNS
General | Advanced | Exra | Action || DNS Servers: 8.8.8.8 ] e
= 5| o] Domsi -
Src. Address: ¥ Apply WINS Servers: 54
Dst. Address: - -
Disable
st [ Comment |
Sic. Port =
Copy
Dst. Port: -
In. Interface: |- @
Out, Interface: ether! T A l Reset All Counters
Titen | Interface List v

2. Pripojit sa z PC na novu nakonfigurovanu WiFi siet (SSID: Mikrotik-1nn) a otestovat zakladnu
konektivitu, pozri zadanie na nasledujucom snimku




WiFi Access; router mode with NAT
1. Source NAT config

Fiter Rules NAT | Mangle Raw Service Pots Connections AddressLists  Layer7 Protocols
= & % (I T |fCResetCounters | (O Reset All Counters

Nastavenie |grekladu (Source NAT) WiFi IP adries klientov na IP adresu uplink | & écen ichar _Stc adtes: s Addess Fioo rc Pt e Pot_in i, Out It In

rozhrania AP zariadenia e
NAT Rule <> [=1 E3
General | Advanced Extra Action ... _IJK
(IP — Firewall- NAT) Chain: B s [ Cocs
Src. Address: - | Apply
Dst. Address: S | i
[ Disable
Gen eral . Protocol: Y Comment
H Sic. Port ¥
Chain: <srcnat> . ) %
. ) | Remove
. Ay, Port v e
Out interface: <ether1> ik =
Out. Interface: ether1 F A
ACtIOﬂ Titen | Interface List: v

Action: masquerade

FlerRuies NAT  Mangle Raw Service Pods  Comnections Address Ligs
- 0‘8 aly ooReutCMen:ooRese!MCmen

2| lactdy [Cnan  Src Address [Dut. Address [Proto_.. Src.Pot
0 =lmes. scnat

NAT Rule <> =8
2. Pri %it’ sa z PC na novu nakonfigurovanu WiFi siet Mvanced B A | Satmes
(SSID: Mikrotik-1nn) a otestovat zakladnu konektivitu cten: EETTEEE— 5| | | Coce |
. . . ., , Log LMoy |
3. Pozri a vypracuj zadania na nasledujucom snimku o, oll—==
To Ports: v Comment
Copy




Ulohy, vypracovat’ struént PPT prezentaciu:

b=

~

Zahlavie - Cislo skupiny, nazov cvi€enia, rok a mena
VasSa topoldgia skupiny, adresacia
Zdokumentovat Mikrotik AP konfiguraciu, ktoru ste nakonfigurovali prostrednictvom SSH a WinBox

Zdokumentovat pridelenu IP, def GW a DNS na WiFi rozhrani na PC (prikaz ipconfig), a tiaktiez na
zariadeni Mikrotik AP /ip dhcp lease print

Zdokumentovat ping a tracert z PC na 192.168.1.1, 8.8.8.8 a www.google.com ; pouzit’ aj prikaz /ip
firewall connection print na zariadeni Mikrotik AP)

Zdokumentovat smerovaciu tabufku na PC
Vysvetlit, preCo prikaz tracert 158.193.7.1 nesmeruje ICMP pakety cez Mikrotik AP

Ak_¥ autentikacny a Sifrovaci protocol pouziva AP s SSID LAN a zariadenie Mikrotik AP (app
WitilnfoView resp. WirelessNetView a C:\Users\student>netsh wlan show interfaces)




Dakujem za pozornost.




