WiFi lab cast’ 2/3
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Agenda

= Wireless nastavenia
= \WPS
= [P FW

= Hotspot



Topolégia a adresacia

152.129

LAB miestnost
158.193.152.128/25

D)
) 192.168.1.0/24
1.101

Mgmt bridged AP o
hidden SSID: LAN ~ 1.201
|’)) |’))
NAT / routed AP | o] | | | °]

1.102

SSID: Mikrotik-101 Mikrotik-102  Mikrotik-1[nn]
GW: 101. . 1[nn].1
192.168.101.0124 192.168.1{nn].0/24
PC routes: _I - -
0.0.0.0/0 gw 158.193.152.129 metric 85 (default gw via Ether) : :  ——
00000 g 192.168.1[nn].1 metic75  (default gw via WiFi) = = RS

158.193.0.0/16 gw 158.193.152.129 metric 25 (UNIZA net)




Adresacia a skupiny

Skupin
a

O ~NOOGDAWN-=

)
abhWOWN-=20O

Model

411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
RB952Ui-5ac2nD
RB952Ui-5ac2nD
RB952Ui-5ac2nD
RB952Ui-5ac2nD
RB952Ui-5ac2nD

Meno
Mikrotik 1
Mikrotik 2
Mikrotik 3
Mikrotik 4
Mikrotik 5
Mikrotik 6
Mikrotik 7
Mikrotik 8
Mikrotik 9

SIN
24D10199373A
24D1019445AE
24D101944462
24D1019445BE
24D10199371A
24D1019445B4
24D10194447C
24D10199372A
24D10194442A

Mikrotik 10 24D101993724
Mikrotik 11 CC3EOEDD4C252C:C8:1B:4C:F9:B6 2C:C8:1B:4C:F9:B0
Mikrotik 12 CC3EOE60402C 2C:C8:1B:4C:B0:40 2C:C8:1B:4C:B0:3A
Mikrotik 13 CC3EOE52B863 2C:C8:1B:4C:D3:E7 2C:C8:1B:4C:D3:E1
Mikrotik 14 CC3EOE83DB79 2C:C8:1B:25:F2:3A 2C:C8:1B:25:F2:34
Mikrotik 15 CC3EOEC59727 2C:C8:1B:26:04:26 2C:C8:1B:26:04:20

Wilan MAC
00:0C:42:44:6F:8E
00:0C:42:49:1D:1A
00:0C:42:49:1C:D6
00:0C:42:49:1D:0A
00:0C:42:44:6F:AE
00:0C:42:49:1D:04
00:0C:42:49:1C:CC
00:0C:42:44:6F:9E
00:0C:42:49:1C:9E
00:0C:42:44:6F:94

Ether MAC
00:0C:42:44:6F:8D
00:0C:42:49:1D:19
00:0C:42:49:1C:D5
00:0C:42:49:1D:09
00:0C:42:44:6F:AD
00:0C:42:49:1D:03
00:0C:42:49:1C:CB
00:0C:42:44:6F:9D
00:0C:42:49:1C:9D
00:0C:42:44:6F:93

SSID
Mikrotik-101
Mikrotik-102
Mikrotik-103
Mikrotik-104
Mikrotik-105
Mikrotik-106
Mikrotik-107
Mikrotik-108
Mikrotik-109
Mikrotik-110
Mikrotik-111
Mikrotik-112
Mikrotik-113
Mikrotik-114
Mikrotik-115

WPA2 Pre-
shared Key
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*

NET
192.168.101.1/24
192.168.102.1/24
192.168.103.1/24
192.168.104.1/24
192.168.105.1/24
192.168.106.1/24
192.168.107.1/24
192.168.108.1/24
192.168.109.1/24
192.168.110.1/24
192.168.111.1/24
192.168.112.1/24
192.168.113.1/24
192.168.114.1/24
192.168.114.1/24

uplink
192.168.1.101
192.168.1.102
192.168.1.103
192.168.1.104
192.168.1.105
192.168.1.106
192.168.1.107
192.168.1.108
192.168.1.109
192.168.1.110
192.168.1.111
192.168.1.112
192.168.1.113
192.168.1.114
192.168.1.114

login
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

pass
k!s143
kls143
kls143
k!s143
kls143
kls143
k!s143
k!s143
kls143
kls143
kls143
kls143
kls143
kls143
k!s143



Pristupy

PC:

1.) Lokalny pristup alebo 2.) Remote Desktop Connection app - mstsc.exe (resp. iny program na
vzdialené ovladanie pocitaca)

login/pass: RB03-[CisloPC]\student / student

Mikrotik (v default méde):

default login/pass: admin / <blank>

default net: 192.168.88.1/24, alebo 0.0.0.0/0
pristup cez program Winbox a MAC adresu




AP konfiguracia




Wireless nastavenia - Advanced Mode

| teface aiant> ) Mode: Zariadenie mbze pracovat v réznych moédoch; Client —
epeal] Wioss [oetrien Sl o s e oo o] S e Station, p2multipoint Access Point — AP bridge, p2p bridge - bridge
Mode: |ap bridge ¥ | = _Cmcel
Bond: (ZGHzB/G g = Band and Channel width: frekvenéné pasmo 2GHz b/g/n alebo
Crerns Wi (20 5GHz A/N/AC ; Sirka kanala urCuje velkost dostupného kanala na
—— M o || Pprenos dat. SirSie kanaly su rychlejSie, no nachylnejSie na rusenie.
WiFi Interfaces | WE0G S [ Mikrotik-101 a
+| | v/x |4 e (WcONTE _ Frequency: zvyCajne "Auto" — router otestuje prostredie a zvoli si
I =—" —— =2 najmenej pouzivany alebo ruseny komunika&ny kanal
W':;y”“::;‘f'f = : WPS Clert Frequency Mode: EU (ETSI) 2.4 GHz: max 20 dBm (100mW) ; EU
e (ETSI) 5 G GHz: max 26 dBm

Febicic) Mo o ety dovin Antenna mode: “antenna a” pouzivaj iba anténu a ; “rxa-txb” — a Rx

w: .:’Jovakia / b TX
Installation: |indoor
ot = = WPS: Wi-Fi Protected Setup ; zjednodu$enie pripojenia zariadeni k

sieti Wi-Fi. S protokolom WPS mézete pripojit zariadenia k
smerovacu Wi-Fi bez nutnosti zadavania hesla z bezdrétovej siete

i
EHHH%HE

+ |

WMM Support: |disabled

Kl Bridge Mode: |enabled
Titem out of 2 (1 selected)

“l|

VLAN Mode: |notag 3
VLAN ID: |1
Default AP Tx Limit: ¥ bps
Defauit Cient Tx Limt: = e https://wiki.mikrotik.com/wiki/Manual:Interface/Wireless
¥| Defauk Autherticate https://en.wikipedia.org/wiki/List of WLAN_ channels#2.4 GHz (802.11b/g/n/ax)
| Default Forward
| Hide SSID

Multicast Helper: |default

|+l
.

|enabled | 7 |unning ap



Zisk antény

Interface <wlan1>
General Wireless | Data Rates Advanced WDS Nstreme NV2 TxPower Cument Tx Power Status Traffic
Mode: T |+

Band:
Channel Width:
Frequency:

SSID: |
Radio Name:
Scan List:
Skip DFS Channels:
Wireless Protocol:
Security Profile:
WPS Mode:
Frequency Mode:
Country:
Installation:
Artering Woge:

Antenna Gain:

WMM Suppori:
Bridge Mode:

VLAN Mode:
VLAN ID:

Default AP Tx Limit:
Default Client Tx Limit:

Multicast Helper: |

[enabled

2GHz-B/G
20MHz

auto
Mikrotik-101
000C42446F8E
default
disabled

any

default
disabled

regulatory-domain
slovakia

indoor

aftenna a

2

tisabled

enabled

no tag

1

V) Defaukt Authenticate
V| Default Forward
Hide SSID

default

A
¥
¥ MHz

a

*l

o o] o] o

HHHIH IIE g" EE § HHI

L ANE ARE IRE ]

o

d

LARE |

«

¥ bps
¥ bps

*l

OK

a0

Antenna gain: Anténa nezosilfiuje signal ale méze smerovat' energiu v
uritom smere. Izotropicka (vS8esmerova) anténa smeruje signal do
vSetkych smerov, preto ma zisk 0dBi v kazdom smere. Prutova anténa
ma zvyc€ajne zisk 2dBi v horizontalnom smere a na vSetky smery.

ZvySenie hodnoty zisku znizi celkovy vyZarovaci vykon, aby nebola v
Ziadnom smere prekroCena regulovana hodnota vyZzarovacieho vykonu

https://mikrotik.com/test_link.php

WPS Client

Setup Repeater

Freq. Usage...

Snooper...

Reset Configuration

Interface <wlan1>

General Wireless Data Rates Advanced WDS Nstreme NV2 Tx Power—CumentTx Power
Current Tx Powers
Rate /| Tx Power |Total Tx ...

{1Mbps _ 18dBm 18dBm
2Mbps 18dBm 18dBm
5.5Mbps 18dBm 18dBm
11Mbps 18dBm 18dBm
6Mbps 18dBm 18dBm
SMbps 18dBm 18dBm
12Mbps 18dBm 18dBm
18Mbps 18dBm 18dBm
24Mbps 18dBm 18dBm
36Mbps 18dBm 18dBm
48Mbps 16dBm 16dBm
54Mbps 15dBm 15dBm

Maximum Transmission Power in EU (ETSI)

2.4 GHz — Two limits, one for 802.11b rates with CCK modulation (1, 2,
5.5 and 11 Mbps) and one for 802.11g/n rates with OFDM

modulation. The limit is set to 20 dBm (100 mW) for OFDM and 18
dBm (63 mW) for CCK.



Data rates ; modulacné kédovacie schémy a zavislost’ prenosovej
rychlosti od kvality signalu

Data Rates: Maximalna teoreticka prenosova rychlost je urCena:

= Zvolenym wireless protokolom 802.11a/b/g/n/ac/ax https://www.actiontec.com/wifihelp/evolution-wi-fi-standards-look-802-11abgnac/
= Poctom paralelnych kanalov “streams”, ak je podporované ; zavedené v 802.11n (Wi-Fi 4) Standarde

Modulaciou a kédovacou schémou (MCS) — AP a klient zvoli na zaklade kvality signalu

Predkonfigurovanou Sirkou prenosového kanalu

Interface <wlan1>

General Wireless Data Rates | Advanced WDS Nstreme NV2 TxPower Cument Tx Power Status Traffic

Rate
" default (% iconfigured

SomotedFate 8. eV B 55 1 L e T dem D T e oo

Supported Rates A/G: [v| 6Mbps (v OMbps v 12Mbps | 18Mbps YearRatified 1997 1999 1999 2003 2009 2014 (Exzp'iged)
[v| 24Mbps  (v| 36Mbps v/ 48Mbps  [v| 54Mbps Operating Band  24GHz/R 24 GHz 5GHz 24GHz  24/5GHz 5GHz 2.4/5 GHz
Basic Rates B: [v| 1Mbps 2Mbps ] 5.5Mbps 11Mbps Channel BW 20MHz  20MHz  20MHz  20MHz  20/40 MHz 20’43’3‘;’ e 2“"‘&’3‘;”5”
Basic Rates A/G: v/ 6Mbps SMbps [ |12Mbps [ | 18Mbps Peak PHY Rate ~ 2Mbps  11Mbps 54 Mbps  S4Mbps 600 Mbps 6.8 Gbps 10 Gbps
S Sl W i 'E_‘f"ﬁ"cgggfaf 0.1 bps/Hz bggf,z 27bpsMz 27bpsHz 1SbpsiHz  425bpsMz 625 bpsiz
Max # SU
it 1 1 1 1 4 8 8
L . i NA NA NA NA NA 4(@Lony) 8(UL&DL)
802.11b - DSSS modulacia s CCK alebo PBCC modulaénymi
kddovacimi schémami (MCS). Resp. DQPSK alebo DBPSK Modulation i e OFDM OFDM OFDM OFDM oy
kédovanie pre pomalé rychlosti 1-2Mbps s
. B40AM, 64-QAM, G4-QAM,  256-0AM,  1024-QAM,
Constellation / DQPSK CCK 204 204 56 fie =6
. ., . Code Rat
802.11g zvyc&ajne pouziva OFDM modulaciu s 16/64-QAM M"‘“’#OF;M
kédovanim to:"es NA NA 84 84 128 512 2048
SLLEiL NA NA 3125kHz 3125kHz 3125kHz  3125kHz 78125 khz

https://wiki.mikrotik.com/wiki/Manual:Interface/Wireless#Basic_ and MCS Rate table  Spacing




Signal strength, RSSl a CCQ

RSSI - Received Signal Strength Indicator - it is an estimated measure
of power level that an RF client device is receiving from an access
point or router [dBm]

Tx/Rx Rate - transmission and reception modulation, theoretical max
bandwidth [Mbps]

AP Client <D0:37:45:E4.CE:59>

General 802.1x Signal Nstreme NV2 Statistics | 0K |
R Rate: |54Mbps T

Tx/Rx Signal Strength - The values displayed in the picture are Rx
values only. This is the situation when you are connecting to non ROS
system [dBm]

Tx/Rx CCQ - Client Connection Quality - is a value in percent that
shows how effective the bandwidth is used regarding the theoretically
maximum available bandwidth [%]

ol WifilnfoView - Full Details Mode =

File Edit View Options Help

"= aa

SSID MAC Address PHY Type RSSI Signal Quality Average Sign... Frequency Channel
# KROS-wifi 70-E4-22-C5-24-02  802.11g/n -61 % 874 2,462 n
«AKTK_O E8-65-D4-CA-F2-51  802.11g/n -76 57 58.1 2,417 2

@ linksys 00-8D-40-8D-FB-FF  802.11b -43 100 98.5 2,437 6

. Mikrotik-101  00-0C-42-44-6F-8E

Client’s side — WifilnfoView app

Channel condition RSSI range (dBm)
Excellent >—60

Good —61to —75

Fair —76 to —80

Bad —81to —89

Very bad =-90

WiFi Intefaces W60G Station  Nstreme Dual  Access List Registration | Connect List  Se

| [7] [0 Reset
|Radio Name ~ |MAC Address |intedface |Uptime  |AP | W..[Last Activi...[ Tx/
@ DO:37:45E4CE59  wlani 00:3837n0  no 0.300 45

AP Client <D0:37:45:E4.CE:59>
General 802.1x Signal | Nstreme NV2 Statistics
Last Activity: |0.300s

Tx/Rx Signal : |
Tx/Rx Signal ChO: |-45dBm -
)
Tx/Rx Signal Strength T

Tx/Rx Signal Strength Ch2:
Tx/Rx Signal Strength Ch3: |
Signal To Noise: |58 dB
Tx/Rx CCQ: (90 %

P Throughput: | 30502 kbps | MAC Telnet

- Signal Strengths : Torch
|Rate | Strength Last Measured | v

{IMbps _ -45 [ 00:00:00.39

{5.5Mb... -45 [N 00:03:44.33

|24Mbps -44 N 00:00:50.32

|6Mbps  -42 N 00:00:00.30

[SMbps  -42 [N 00:06:16.24

|18Mbps -42 NN 00:13:30.26

12Mbps -41 [N 00:23:32.28

[36Mbps 41 [N 00:18:35.84

48Mbps -41 00:03:20.33




Wireless: Uloha

. Zmenit regulatory-domain na krajinu SK a nasledne mimo EU (US). Zistit' Tx max vyzarovany vykon
pre jednotlivé krajiny

1. Nastavit regulatory-domain=SK; zmenit zisk antény z 2dBi na 20 dBi a zistit, ako zmena ovplyvni:
a) Kvalitu Rx signalu na strane AP a PC klienta (WifilnfoView app)

b) Ako ovplyvni CCQ / Signal Quality na strane AP a klienta

c) Ako a Ci nastala zmena MCS / rychlosti

d) Zaznamenat do PPT situaciu pred a po zmene




Wi-Fi Protected Setup (WPS)

Standard zabezpeg&enia bezdrdtovej siete, ktory sa snazi rychlejsie a lahsie vytvorit spojenie medzi

smerovacom a AP

V sucasnosti, z dévodu bezpecnosti, WPS funguje iba pre bezdrbtoveé siete, ktoré pouzivaju heslo

Sifrované pomocou protokolov WPA a WPA2 Personal
MozZznosti pripojenia WPS

= Prostrednictvom HW alebo SW tlacidla na AP (Mikrotik default WPS timeout 120 sec.)

= PIN kéd generovany AP

Interface <wlan1>
General Wireless | Data Rates Advanced WDS Nstreme NV2 TxPower Cument Tx Power Status Traffic
Mode: |ap bridge
Band: | 2GHz-B/G
Channel Width: |20MHz
Frequency: |auto

L ANE AL |

¥ |MHz

WiFi Interfaces | W60G S

v

R

SSID: |Mikrotik-101
Radio Name: |000C42446F8E
Scan List: |default
Skip DFS Channels: |disabled
Wireless Protocol: |any
Security Profile: | default
WPS(Mode:

»

bt

+l

| #l el OI: 4

LIk JNL=

|Name )
gy wian1

|

Frequency Mode: |regulatory-domain

+*

Disable
Comment
Simple Mode
Torch

e e———
| WPS Accept !
WFPS-Ciient
Setup Repeater

Scan...
[IE———

@ Wi-Fi

Spravovat zname siete

Mikrotik-101
(@

Filtrovat' podla: Vietko

Vlastnasti NepouZivat’

= KROS-wifi

Zz linksys

]
3




WPS: Uloha

= Zabudnut WiFi siet SSID Mikrotik-1[nn]

= Pripojit sa prostrednictvom WPS SW tlacCidla

= Zdokumentovat pripojenie klientského zariadenia z logov Mikrotik AP zariadenia
= Zdokumentovat timeout z logov

= Je potrebné stlacit “WPS Accept” vopred pred pripojenim PC na WiFi siet?

System k 203 Jan/12/2002 01:24:34 memory wireless, info wlan1: WPS of D0:37:45:E4.CE:59, do registration
& Queues 204 Jan/12/2002 01:24:34 memory wireless, info wlan1: WPS of D0:37:45:E4.CE:59 complete
205 Jan/12/2002 01:24:34 memory wireless, info wlan1: WPS button reset
206 Jan/12/2002 01:24:34 memory wireless, info D0:37:45:E4.CE:59@wilan1: disconnected, WPS complete
207 Jan/12/2002 01:24:35 memory wireless, info D0:37:45:E4:.CE:59@wilan1: connected, signal strength -43
208 Jan/12/2002 01:24:37 memory dhep, info server] assigned 192.168.101.221to D0:37:45:E4.CE:59
209 Jan/12/2002 01:31:50 memory wireless, info D0:37:45:E4.CE:59@wilan1: disconnected, received disassoc: sending...

2. Tools " | | 210 Jan/12/2002 01:37:26 memory  wireless.info wlan1: WPS virttual button

...............................................................................................................................................................................................................................................................




IP FW C:\Users\student>ping ¢

Pinging 8

Reply from

= Moznost nastavit Firewall pravidla pre IP prevadzku s

C:\Users\student>ping 8

Pinging 8.8.8.8 with 32 bytes of data:
& |Pyh ' ' equest ti
S — . Accounting Fiter Rules "WAT Mangle Raw Service Pots Conne 5eque_t t}med out.
MPLS Addresses . — - Request timed out.
OpenFlow Cloud + (71| || | ©© Reset Counters || (O F
J? Routing I DHCP Client = Action  |Chain Src. Address | Dst. Address C:\Users\student>ping 8.8.4.4
System I DHCP Rel ¥ : :
®q = Pingin 4.4 with 32 bytes of data:
i DHCP Server Request timed out.
B Files BHS Request timed out.
Log Firewall

ai-Rule <8.8.0.0/16> o<}
General | Advanced Extra Action Statistics
Chain: [ ¥ [ Cancel ]
Src. Address: e Apply
Dst. Address: 8.8.0.0/16 -~ T
Protocol: " W}

New Firewall Rule

Src. Port v | =
Det Pet -L] General Advanced Bxdra Action | Statistics

Any. Port - E Action: |drop * [ Cancel

In. Interface: v oL i foh e ] vilog 3 Apply ]
Out. Interface: ether1 ¥ A Reset All Counters Log Prefix: A Disable J
299 Jan/12/2002 01:59:31 memor;f firewall, info forward: in:wlan1 out:ether1, src-mac d0:37:45:e4:ce:59, proto ICMP ttype 8. code 0), 192.168.101.221->8.8.8.8, len 60

300 Jan/12/2002 01:59:36 memory firewall, info forward: in:wlan1 out:ether1, src-mac d0:37:45:e4:ce:59, proto ICMP ¢ype 8, code 0), 192.168.101.221->8.8.8.8, len 60




IP FW: Uloha

= Pridat FW pravidlo, tak, aby ping na verejny DNS server 8.8.8.8 bol povoleny, avSak siet 8.8.0.0/16
bola zakazana

= Zdokumentovat, screenshot pravidla a ping, log zaznam pre povolenu IP adresu, spolu s NAT
informaciou povoleného ping paketu z PC

Fiter Rules | NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols

'-l- =| «||% [3O |7 |t ResetCounters (G Reset Al Counters |

=3 Action  |Chain Src. Address | Dst. Address |Protocol |Src. Port | Dst. Port  |In. Inter...|Out. Int... | In. Inter...|Out. Int... ¢
0 Pacc. fowed 8888  etherl
1 8 drop forward 8.8.0.0/16 ether1




Hotspot

=  WiFi Hotspot umoznuje zdielfat WiFi pripojenie k internetu pre
hosti, ktorym nechceme poskytnut nas WPA klu¢

= Postup:

1.

9.
10. Local Hotspot user: user1/user1 |
11.Hotspot Server Profile Login options:

©® N o 0o bk 0D

Vytvorit novy wireless iface s SSID Hotspot-1[nn]
Novy “Security Profile s Auth médom NONE”

IP -> Hotspot —> Servers —> Hotspot Setup

Local address 192.168.2[nn].1/24

Masquerade Net — YES

Address pool 192.168.2[nn].201-192.168.2[nn].221
Select certificate NONE

No SMTP

DNS 8.8.8.8, no name

Hotspot Setup

Create local HotSpot
Name of Local HotSpot User: |user1

Password for the User: |user1|

WiFi Interfaces | WE0G Station  Nstreme Dual  Access
|dpv| = o3¢ @ |T|| CAP | WPSCient

Name
i wianl
R <o) wian2

Type
Wireless (Atheros ARS.
Virtual

A
2 tems out of 3 (1 selected)

Interface <wlan2>

General  Wireless | WDS  Status  Traffic oK
Mode: FE N + Cancel
Secondary Channel: = oo
SSID: | Hotspot-101 -
[ st |
Master interface: | wian / ¥
Securty Profile: |profile1 s Eomeet
WPS Mode: |disabled s Copy
Remove
VLAN Mode: notag ¥
VLANID: [1 Advanced Mode
Default AP Tx Rate: | bps [ Tomn
Defautt Client Tx Rate: ¥ bps
| Default Authenticate
| Default Forward
Hide SSID
enabled running running ap

Wireless Tables

WiFi Intefaces  W60G Station  Nstreme Dual  Access List Registration Connect List  Security Profiles | Channels

+ =3 |7
[[Neme  /[Mode |Authenticatio.
_ default _ dynamickeys  WPA2PSK

none.

aes ccm

. [Unicast Ciphers | Group Ciphers | WPA Pre-Shared ... | WPA2 Pre-Shared..|

aes ccm

....

o+

Name

Back"Canc{

Servers | Server Profiles Users User Profiles —Aciive  Hosts  IP Bindings

Reset HTNL

[T
/| Interface

Hotspot Setup
Address Pool | Profile

Hotspot Setup

HotSpot Interface: [ERHA ¥

[l Il Hotspot Server Profile <hsprof1>
General Login | RADIUS

+ =7

Name DNS Name
* © default

| O hsprof1

= HTTP CHAP only

Back Cancel

Login By: [[] MAC {Cookie
V| HTTPCHAP [ |HTTPS
HTTP PAP Trial
MAC Cookie

MAC Auth. Mode: |MAC as usemame

*
I




Hotspot: Uloha

= Pripojit sa na SSID Hotspot-1[nn] siet, skontrolovat’ a zdokumentovat routovaciu tabulku a default
route na PC (NetRouterView), mal by byt’ preferovany cez Wifi siet

= Automaticky otvoreny Web browser na IP adresu http://192.168.201.1/login -> NEPRIHLASOVAT
= Zdokumentovat prikaz tracert 8.8.8.8

=  Web PRIHLASENIE (user1/user1) - automaticky otvoreny Web browser na IP adresu
http://192.168.201.1/login

=  Zdokumentovat prikaz tracert 8.8.8.8
= http://192.168.201.1/status




Dakujem za pozornost.




