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IEEE 802.x

802 — rodina standardov pre LAN a MAN
— len fyzicka (PHY) a linkova vrstva (LLC a MAC)

802.3 — Ethernet

302.4 — Token Bus

802.11 (a/b/g/n) — WiFi

802.15 — Wireless PAN (Personal Area Network)




IEEE 802.15

802.15.1 — Bluetooth
802.15.3 — High-Rate wireless PAN

802.15.4 — Low-Rate wireless PAN (LR-WPAN)
(ZigBee, WirelessHART, MiWi, ISA100.113,
6LoWPAN, Thread, SNAP)

802.15.6 — Body area network (BAN)
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Bezdrotové standardy — sucasnost
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Verzie 802.15.4

802.15.4-2003 — povodna verzia (2 PHY)
802.15.4-2006 — 2 nove PHY, uprava MAC
802.15.4-2011 a dodatky

 nové PHY: Cina a Japonsko, RFID, Medical
Body Area Network — MBAN

* ranging, channel hopping (MAC)



Verzie 802.15.4

302.15.4-2015

e PHY: smart utility networks (SUNs), television
white space (TVWS) operation, low-energy
critical infrastructure monitoring (LECIM), rail
communications and control (RCC)

* channel agility, low-energy mechanismes,
enhanced acknowledgment with secured
data, prioritized channel access



Verzie 802.15.4

802.15.4-2020
e nové PHY: China medical band — CMB

* modulacia, kodovanie:
- ternary amplitude shift keying (TASK)
- rate switch Gaussian frequency shift keying

(RS-GFSK)



Modulation Bit rate Symbol rate Chip rate
[MHZ] [kb/s] [ksymbol/s] | [kchips/s]

0-QPSK,
779-787 VIPSK 250 2.5 1000
868-868.6 20 20 300
868/915 902-928 S 40 40 600
868/915 868-868.6 ASK (PSSS), 100. 250 12.5,25,50, 400, 1000,
(optional) 902-928 0-QPSK ’ 62.5 1600
950 950-956 GFSK 100 100 -
950 SEi0=ekle BPSK 20 20 300
2450 DSSS  2400-2483.5 0-QPSK 250 62.5 2000
2459 €55 2400-2483.5 DQPSK 250, 1000 167
(optional)
UWE 250-750 110, 850,
. 3244-4742 BPM-BPSK 1700, 6810,
(optional)

5944-10234 27240



Prenosové kanaly

Stranka 0 (802.15.4-2003):
e 868 MHz — 1 kanal (Europa)
Fc =868.3 MHz, k=0
e 915 MHz - 10 kanalov  (USA a Australia)
Fc =906 + 2.(k-1) [MHz],k=1,2..10
e 2450 MHz — 16 kanalov (cely svet)
Fc = 2405 + 5.(k-11) [MHz], k=11, 12 ... 26

Fc — centralna frekvencia, k — Cislo kanala



Kanaly pre 802.11.b a 802.15.4
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Porovnanie standardov pre 2.4 GHz
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|EEE 802.15.4 — hlavné ciele

jednoducha instalacia
spolahlivy prenos

extrémne nizke naklady

znacna Zivotnost batérii
jednoduchy a flexibilny protokol



IEEE 802.15.4 — vlastnosti

topologia hviezda alebo peer-to-peer
max. 21° zariadeni v sieti (16b a 64b adresa)

moznost alokacie prenosového pasma (TDMA)
pristupova metdoda CSMA-CA, ALOHA
spolahlivy prenos

bezpecna komunikacia

detekcia energie (ED)

indikacia kvality linky (LQl)



IEEE 802.15.4 — aplikacie

Automatizacia domacnosti
Priemyselna automatizacia
Vzdialené meranie
Interaktivne hracky
Sledovanie polohy
Zdravotnictvo
Zivotné prostredie
Polnohospodarstvo
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Typy zariadeni

Fyzické zariadenia
e FFD — Full-function Device
e RFD — Reduced-function Device

Logické zariadenia

* PAN koordinator (FFD)

e Koordinator (FFD)

e Zariadenie (device) (RFD, FFD)



Topoldgia — hviezda
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Topoldgia — Peer-to-peer
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Coordinator

@ Full Function Device
O Reduced Function Device

<> Communication Flow



PAN

Coordin ator—

o
3 o

: First PAN Coordinator
:PAN Coordinators
: Device

ooe

Max. 255 klastrov po 254 zar. = 64 770 prvkov



Pristup k médiu

CSMA-CA

(Carrier sense multiple access with collision avoidance)
* nahodne dlhé cakanie pred kontrolu média
* |epsSie nez CSMA-CD

ALORHA

* obsadenost kanala sa nekontroluje



Hodnotenie volnosti kanala
(Clear Channel Assessment)

Energy Detection (ED)
Carrier Sense

Carrier Sense + ED
UWB preamble sense
ALOHA



Architektura 802.15.4

e Fyzicka vrstva (PHY)
— RF transceiver

* MAC podvrstva
— poskytuje pristup k fyzickej vrstve

Prepojenie vrstiev pomocou rozhrani — SAP
(Service Access Point)



Architektura 802.15.4

Upper layers

v y

MCPS SAP MLME SAP
MAC
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Physical medium



Komunikacia medzi vrstvami

Primitiva:
* Request
e Confirm Service user
e Indication Request
* Response

Confirm

<

Service provider

Service user

Indication

<

>

Response




Fyzicka vrstva

e Datove sluzby

— prenos paketov (PPDU) cez fyzicky kanal
* Sluzby manazmentu

— aktivacia/deaktivacia RF

— vyber kanala

— meranie ED a LQJ

— Clear Channel Assessment

— Precision ranging (len UWB PHY)



MAC podvrstva

e Datove sluzby

— prenos MPDU (MAC Protocol Data Unit)
* Sluzby manazmentu

— pristup ku kanalu

— manazment beaconov, GTS manazment

— validacia a potvrdzovanie ramcoy,

— pripojenie a odpojenie zariadeni

— zabezpecenie ramcov



PHY a MAC ramec

MAC header MAC footer
MAC load
(MHR) peyins (MFR)
Synchronization header PHY header PHY payload
(SHR) (PHR) (PSDU)




MAC ramec

Octets: 2 1 0/2 0/2/8 0/2 0/2/8 0/5/6/10/14 | variable 2
Frame Sequence | Destination | Destination Source Source Auxiliary Frame FCS
Control Number PAN Address PAN Address Security Payload

Identifier Identifier Header
Addressing fields
MHR MAC MFR
Payload
Frame Control field

1313: 3 4 5 6 7-9 10-11 12-13 14-15

Frame | Security Frame AR PAN ID Reserved Dest. Frame Source
Type Enabled | Pending Compression Addressing | Version | Addressing

Mode Mode




Typy sieti

Beacon-enabled PAN
* pravidelné vysielanie beaconov koordinatorom
* synchronizacia zariadeni
* CiastoCne riadena komunikacia
e ,uspavanie” zariadeni
* podpora ,low-latency” zariadeni

Nonbeacon-enabled PAN

e klasicke” siete



Beacony a superramec

Beacon . Beacon
g Active portion Inactive portion ) —
3 CAP \ CEP ! '

. ¢ > >,
GTS GTS
| o| 1| 2| 3| 4| 5] 6| 7| 8] 9| 10| 11] 12] 13] 14| 15
: superframe duration (SD) :
' ¢ .
: beacon nterval (BI) '
, 4 > .
Bl = Base x 2BeaconOrder 250 kb/s: 15 ms - 251 s
SD = Base x 23uperframeOrder 40 kb/s: 24 ms - 393 5

20 kb/s: 48 ms - 786 s
(0 <= SuperframeOrder <= BeaconOrder <= 14)



Struktdra superrdmca

Beacon |
— Active portion !
X CAP . CFP -
.4 >4 >,
GTS | GTS

| o| 1] 2] 3] 4|56 7|8]|9]|1011]12|13]14]15

CAP — Contention Access Period
CFP — Contention Free Period
GTS — Guaranteed Time Slot




Beacon

Beacon order, superframe order
Velkost CAP

GTS

Povolenie asociacie

PAN kordinator

Indikacia cakajucich paketov



Typy prenosov

e Zariadenie -> zariadenie
(peer-to-peer)

e Zariadenie -> koordinator
(hviezda, peer-to-peer)

e Koordinator -> zariadenie
(hviezda, peer-to-peer)



Typy prenosov

Zariadenie -> zariadenie

* Nutna synchronizacia

Zariadenie -> koordinator
e Beacon enabled PAN

* synchronizacia so superramcom

e Non-beacon PAN



Koordinator -> zariadenie

Nepriamy prenos

Beacon enabled PAN

* Indikacia spravy v beacone
* \lyziadanie a prenos spravy pocas CAP

Non-beacon PAN

* Prenos na vyzvu (polling)



Polling

Device next Device Coordinator
higher layer MLME MLME
MLME-POLL.request
50| Data reqitest
g
Acknowledgment (FP = 1)
<
Data)
<
Acknowledgment
MLME-POLL.confirm >
<
MCPS-DATA indication
<




Spolahlivost prenosu

e Potvrdzovanie (ACK ramec)
* Opakovany prenos

Nepotvrdzuje sa
* Beacon
 ACK ramec

* Broadcast



/abezpecenie komunikacie

* Obmedzenia dané vlastnostami siete
* Symetrické Sifrovanie (AES 128)

Hlavné bezpecnostné sluzby
* data confidentality

e data authenticity

* replay protection



Urovne zabezpecenia

e 0—ziadne
e 1-3 —autenticita (MIC-32, MIC-64, MIC-128)
e 4 —Ssifrovanie

e 5.7 —autenticita a sifrovanie

Linkové a skupinové kluce

MIC = Message Integrity Code



Vytvorenie siete

Skenovanie kanalov

Detekcia energie

Vyber

Vyber

Kaha

PAN

(Start vysie

a
D

ania beaconov)




Pripojenie (asociacia)

Skenovanie kanalov
Vlyber siete
Ziadost o pripojenie

Pridelenie adresy
Komunikacia



FFD next FFD Device Device
higher layer MAC MAC higher laver
MLME-RESET .request
<
MCPS-RESET .confirm
P
MILME-SCAN request (passive)
Perform passive sc an%‘
MLME-SCAN.confirm
¥ (SUCCESS)
b
MLME-ASSOCIATE request
Association request <
<4
Acknowledgment
MLME-ASSOCIATE .indication >
<
MLME-ASSOCIATE response
»  Data request
<
Acknowledgment
>
Association response
4
MLME-COMM- Acknowledgment
STATUS. indication { SUCCESS) < MLME-ASSOCIATE . confirm
< >




Odpojenie a osirenie

* Odpojenie zariadenia
— Disassociation Notification prikaz
* Osirenie zariadenia

— Orphan scan a Realighment
— nove pripojenie
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