WiFi lab cast’ 3

WiFi operation — riadiaca a managementova prevadzka

KIS FRI UNIZA

Vytvorené v ramci projektu KEGA 026 TUKE-4/2021



Agenda

= Spustit’' Oracle VM VirtualBox Manager & Kali linux appliance
= Zachytit 802.11 asociacny proces klienta ku AP
= Odhalit WPA2-PSK passprase (PSK) AP zariadenia




Topolégia a adresacia

152.129

LAB miestnost
158.193.152.128/25

D)
) 192.168.1.0/24
1.101

Mgmt bridged AP o
hidden SSID: LAN ~ 1.201
|’)) |’))
NAT / routed AP | o] | | | °]

1.102

SSID: Mikrotik-101 Mikrotik-102  Mikrotik-1[nn]
GW: 101. . 1[nn].1
192.168.101.0124 192.168.1{nn].0/24
PC routes: _I - -
0.0.0.0/0 gw 158.193.152.129 metric 85 (default gw via Ether) : :  ——
00000 g 192.168.1[nn].1 metic75  (default gw via WiFi) = = RS

158.193.0.0/16 gw 158.193.152.129 metric 25 (UNIZA net)




Adresacia a skupiny

Skupin
a

O ~NOOGDAWN-=

)
abhWOWN-=20O

Model

411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
411UAHR
RB952Ui-5ac2nD
RB952Ui-5ac2nD
RB952Ui-5ac2nD
RB952Ui-5ac2nD
RB952Ui-5ac2nD

Meno
Mikrotik 1
Mikrotik 2
Mikrotik 3
Mikrotik 4
Mikrotik 5
Mikrotik 6
Mikrotik 7
Mikrotik 8
Mikrotik 9

SIN
24D10199373A
24D1019445AE
24D101944462
24D1019445BE
24D10199371A
24D1019445B4
24D10194447C
24D10199372A
24D10194442A

Mikrotik 10 24D101993724
Mikrotik 11 CC3EOEDD4C252C:C8:1B:4C:F9:B6 2C:C8:1B:4C:F9:B0
Mikrotik 12 CC3EOE60402C 2C:C8:1B:4C:B0:40 2C:C8:1B:4C:B0:3A
Mikrotik 13 CC3EOE52B863 2C:C8:1B:4C:D3:E7 2C:C8:1B:4C:D3:E1
Mikrotik 14 CC3EOE83DB79 2C:C8:1B:25:F2:3A 2C:C8:1B:25:F2:34
Mikrotik 15 CC3EOEC59727 2C:C8:1B:26:04:26 2C:C8:1B:26:04:20

Wilan MAC
00:0C:42:44:6F:8E
00:0C:42:49:1D:1A
00:0C:42:49:1C:D6
00:0C:42:49:1D:0A
00:0C:42:44:6F:AE
00:0C:42:49:1D:04
00:0C:42:49:1C:CC
00:0C:42:44:6F:9E
00:0C:42:49:1C:9E
00:0C:42:44:6F:94

Ether MAC
00:0C:42:44:6F:8D
00:0C:42:49:1D:19
00:0C:42:49:1C:D5
00:0C:42:49:1D:09
00:0C:42:44:6F:AD
00:0C:42:49:1D:03
00:0C:42:49:1C:CB
00:0C:42:44:6F:9D
00:0C:42:49:1C:9D
00:0C:42:44:6F:93

SSID
Mikrotik-101
Mikrotik-102
Mikrotik-103
Mikrotik-104
Mikrotik-105
Mikrotik-106
Mikrotik-107
Mikrotik-108
Mikrotik-109
Mikrotik-110
Mikrotik-111
Mikrotik-112
Mikrotik-113
Mikrotik-114
Mikrotik-115

WPA2 Pre-
shared Key
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*
1234567*

NET
192.168.101.1/24
192.168.102.1/24
192.168.103.1/24
192.168.104.1/24
192.168.105.1/24
192.168.106.1/24
192.168.107.1/24
192.168.108.1/24
192.168.109.1/24
192.168.110.1/24
192.168.111.1/24
192.168.112.1/24
192.168.113.1/24
192.168.114.1/24
192.168.114.1/24

uplink
192.168.1.101
192.168.1.102
192.168.1.103
192.168.1.104
192.168.1.105
192.168.1.106
192.168.1.107
192.168.1.108
192.168.1.109
192.168.1.110
192.168.1.111
192.168.1.112
192.168.1.113
192.168.1.114
192.168.1.114

login
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

pass
k!s143
kls143
kls143
k!s143
kls143
kls143
k!s143
k!s143
kls143
kls143
kls143
kls143
kls143
kls143
k!s143



Pristupy

PC:

1.) Lokalny pristup alebo 2.) Remote Desktop Connection app - mstsc.exe (resp. iny program na
vzdialené ovladanie pocitaca)

login/pass: RB03-[CisloPC]\student / student

Mikrotik (v default méde):

default login/pass: admin / <blank>

default net: 192.168.88.1/24, alebo 0.0.0.0/0
pristup cez program Winbox a MAC adresu




Ethernet interfaces

e

A Spravca zariadeni )

Sibor  Akcia Zobrazit Pomocnik

e mE Hm ™=

v M RBO03-23
> Diskové jednotky
» [F Grafické adaptéry
> wm Jednotky DVD-ROM a CD-ROM
5 = Klavesnice
> [ Monitory
> ﬁ Myji a ostatné ukazovacie zariadenia
v K7 Ostatné zariadenia
Fa PCI Serial Port
> i‘ Owvladace zvuku, videa a hier
» 3 Potitac
> @@ Porty (COMaLPT)
» [ Procesory
> *m@ Radice IDE ATA/ATAPI
> S Radice pamitowych zariadeni
> i Radice Univerzalnej sériovej zbernice

v [P Sietové adaptéry
7 Intel(R) 82579LM Gigabit Network Connection
(57 TP-Link Wireless USB Adapter

& WAN Miniport (IKEv2)




Oracle VM VirtualBox Manager & Kali linux appliance

Kali:
login/pass: kali/kali

¥ Oracle VM VirtualBox Manager
File  Machine Help

% vo e oD

New Settings Discard  Start
| [®) General (] preview

Name: Kali-Linux-2021.2-i386
Operating System: Debian (32-bit)

E System

Base Memory: 1945 MB Kali-Linux-2021.2-

Boot Order: Hard Disk, Optical
Acceleration:  ¥T-x/AMD-V, Nested Paging, PAEJNX,
KVM Paravirtualization

i386

@ Display

Video Memary: 128 MB
Graphics Controller: YMSYGA
Remote Desktop Server: Disabled
Recording: Disabled
@ Storage

Controller: IDE
IDE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA
SATA Port 0: Kali-Linux-2021.2-i386-disk001. vdi (Normal, 80,00 GB)

Délezité upozornenie: Zneuzitie nastrojov, ktoré su sucastou Kali linuxu, je protipravhe a moze viest
ku trestnému vySetrovaniu voCi osobam, ktoré ich zneuzili. Informacie v tomto u¢ebnom materiali a
zmienené nastroje musia byt pouzité len na vyukové ucely a so zariadeniami na tento ucel urCenymi.




Ethernet interfaces & Kali linux

Kali-Linux-2021.2-i386 [Running] - Oracle VM VirtualBox

File  Maghings, View UeVitermtisln

Input

(&) Kali-Linux-2021.2-1386 - Settings

Terminal Emulator

Use the command line ] General Network
kali@kali: ~ [ZJ System Adapter 1 adapter 2 Adapter 3 Adapter 4
File Actions Edit View Help ) oisplay Enati® Network Adapter
@] Storage Attached to: NAT b

etho: flags=4163<UP BROADCAST,RUNNING,MULTICAST> mtu 1500 DJ o Tiame

in 293 152.251 netmask 255.255.255.128 broadcast 158.193.152. i uae ¥ Advanced

e~ . g Network Adapter Type: |Intel PROJ/1000 MT Desktop (82540EM)
File System inet6 2001:4118:300:123:200:27Ff:fe6c:d11b prefixlen 64 scopeid 0x0@ ‘@ o me RN i
lobal> @, Serial Ports Promiscuous Mode: |Deny
inet6 2001:4118:300:123:bccd:984c:57f1:6bce

prefixlen 64 scopeid Ox

e<global>
ineté
ether
RX packets 214
errors @
{ packets
TX errors @

fe6c:d11b

1b txqueuelen 1000
bytes 13749 (13.4 KiB)

dropped @ overruns @ frame @

bytes 1782 (1.7 KiB)
dropped @ overruns @

prefixlen 64 scopeid 0x20<link>
(Ethernet)

carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
packets 8 bytes 400 (400.0 B)
{ errors @ dropped @ overruns @
packets 8 bytes 400 (400.0 B)
rrors @ dropped @ overruns @

frame @

carrier @ collisions @
wlan®: flags=409
ether f2

ackets 0

errors @

packets ©

errors @

<UP, BROADCAST ,MULTICAST>
)d:28:63:12:2a
bytes ©
dropped @
bytes ©

mtu

2312
txqueuelen 1000 (
(0.0 B)
overruns @
(0.0 B)
dropped @ overruns @

Ethernet)

frame 0

carrier @ collisions @




802.11 framing - summary




802.11 ramec

= FC - riadiace udaje — na dalsom snimku

= Trvanie — Cas potrebny pre prenos ramca medzi bezdrétovymi zariadeniami

= Adresa 1 — MAC adresa hostu alebo AP, ktory ma ramec prijat’

= Adresa 2 — MAC adresa hostu alebo AP, ktory ramec vysiela

= Adresa 3 — MAC adresa rozhrania smerovaca, na ktory je pripojeny AP

= SEQ Cislo — poradove Cislo ramca v komunikacii (prebieha potvrdzovanie - Ack)
= Adresa 4 — pouziva sa len v ad-hoc mode

= Data — data zo sietovej vrstvy

= FCS — kontrolny sucet (pre overenie spravnosti)

e e (e

2 2 6 6 6 2 6 0-2312 4 Bytes




802.11 ramec — Frame Control

= Protocol version — Cislo verzie protokolu 802.11

= Frame type — kontrolny, datovy

= Subtypes — napr. beacon, asociacny, autentifikacny, ..

= To AP / From AP — hodnota 1 identifikuje, ¢i ramec ide smerom k AP alebo od AP
= More fragments — urCuje, Ci je ramec fragmentovany

= Retry — niekedy je nutné preposlat’ rovnaky ramec eSte raz a tento bit zabezpeci, ze ostatné stanice si
tento ramec nepomylia s uz raz odoslanym

= Power mngmt — indikuje, Ci sa po prenose prepne host do usporného rezimu
= Viac dat — nastavené na 1, ak host eSte bude vysielat
= WEP — nastavené na 1, ak je pouzity WEP protokol

Protocol Frame To From | More Power| More
version type Subtypy | Ap | ‘AP | frag | R€MY |mngmt| data | YWEP | Rsvd

2 2 4 1 1 1 1 1 1 1 1 bits




Frame Subtypes

MANAGEMENT CONTROL DATA
Beacon e RTS « Data
Probe Request & Response e CTS « Data+CF-ACK
Authentication e ACK - Data+CF-Poll
Deauthentication e PS-Poll « Data+CF-ACK+CF-Poll
Association Request & e CF-End & CF-End = Null Function
Response ACK - CF-ACK (nodata)
Reassociation Request & - CF-Poll (nodata)
Response «  CF-ACK+CF+Poll
Disassociation
Announcement Traffic

Indication Message (ATIM)

= Management frames are used to manage the BSS (Basic Service Sets)

= Service Set is a group of wireless network devices which share a Service Set identifier (SSID)
= Control frames control access to the medium
= Data frames contain payloads that are the layer 3-7 information




802.11 association process




802.11 Association process

The three 802.11 connection states are:
= Not authenticated or associated
= Authenticated but not yet associated
= Authenticated and associated

Two scanning methods to determine a suitable AP to which
the client may need to connect:

= Active - the client transmits a probe request and
listens for a probe response from an AP

= Passive - the client listens on each channel for
beacon frames sent periodically by an AP. Typically
it takes more time to connect

Note: If WPA/WPA2 or 802.1X authentication is required on
the wireless network, the mobile station will not be able to
send data until dynamic keying and authentication have
taken place after the 802.11 Association is complete.

moabile station

dCCess

1. probe request

\"‘\J\
5
o

paint

(E)

{(5)

.( .................................................
5.asspciafionrequest e, ™
6. association response
Corerrereeeeeienesann ., o BES0TIENON rES ponse
oy 7. data -
(2%) (%;)
:  Probe Request _: : :
—r :
: : - : Beacon
: : ; <
e Probe Response :
f= Probe Response
24 Beacon



BSSID & client MAC address

Check status and MAC address: sudo airdump-ng wlan0
Note: Basic Service Set Identifier (BSSID) means simply MAC address of Access Point (AP)

1 wlan®

8 s ][ 2021-07-08 10:38
Beacons #iData, #/s C MB ENC CIPHER AUTH ESSID
OPN

. WPA2 CCMP PSK{ Mikrotik-101
. WEP WEP - >

Check the wireless interface status and Linux & Windows client’'s MAC address:

sudo iw dev
Prikazowy riadok

liireless LAN adapter Wi-Fi 2:

Connection-specific DNS Suffix :
Description : TP-Link Wireless USB Adapter #2

Interface wla - =
s Physical Address. . . . . . . .\, : DB-37-45-D8-9F-F1

ndex

wdev 0x1 DHCP Enabled

addr d@:37:45:e4:ce:59
type monitor
txpower 13.00 dBm

Autoconfiguration Enabled

Link-local IPv6é Address . . . . . : :7fb3:bcaS:588e%2( Preferred)
IPvA Acddressio ol e s . s e = s e

S DN e Ma sk R e e =




Enable wireless monitor mode

= “Monitor mode” allows to set the format of captured traffic to “802.11” format plus radiotap header. It
enables to capture all packets on wireless interface, which are not only directed to our device but also
other frames directed to devices connected to the network

= Highly preferred to monitor on relevant channel used by the specific AP (see previous slide)
= To kill processes associated with wireless interface: sudo airmon-ng check Kkill
= Enable monitor mode: sudo airmon-ng start wlan0 [channel]
= Disable monitor mode: sudo airmon-ng stop wlan0

= Check interface status and frequency: iwconfig wlan0

Killing these processes:

o PID Name
: start wlano 1 582 wpa_supplicant

PHY Interface Driver Chipset

phy® wlan® 8188eu TP-Link TL-WN722N v2/v3 [Realtek RTL8188EUS]
(monitor mode enabled)

1 wlano@
wlano E Nickname: "<WIFIQRE
g Frequency=2.412 GHz JAccess Point: Not-Assoclated
Sensitivity: Q%
Retry:off RTS thr:off Fragment thr:off
Power Management:off

Link Quality:0 Signal level:@ Noise level:0
Rx invalid nwid:® Rx invalid crypt:® Rx invalid frag:@
Tx excessive retries:® Invalid misc:0 Missed beacon:@



Wireshark

| omPka2-| 2 “) kali@kali: ~
Welcome to Wireshark
Q

= Favorites :
» §& - Network Sniffers using this filter: [[Enteracapturefiter. -] Allinterfaces shown -

Recently Used
@ Y b 9 » Spoofing and MITM eth0
I All Applications any

@ ettercap-graphical Loopback: lo

wlan0
bluetooth-monitor
nflog

Q 01 - Infermation Gathering .
Y macchanger
& 02 - Vulnerability Analysis
mitmproxy
- Web Application Analysis
wo' netsniff-
- Database Assessment Ll AL

- Password Attacks

- Wireless Attacks @wireshark

- Reverse Engineering

€ 09 - Sniffing & Spoofing

1. Run capturing on wireless interface
2. Connect from another (Windows) client to the AP




Wireshark: 802.11 Association process (unknown AP)

Time Destination Protocol Length Info
.838345529 :0c:42:44:6°F: ) L e L LT L 802.11 166 Beacon frame, BI=100, SSID=Mikrotik-101
.145639521 3 : 144 :6f1: ) B 7 7 7 - - 802.11 166 Beacon frame, BI=100, SSID=Mikrotik-101
.248154456 :0c:42:44:6T: ) 7 Bl 2 B B B 5 B 802.11 166 Beacon frame, BI=100, SSID=Mikrotik-101
.350337044 - - g :6T: £h: : : - : 802.11 166 Beacon frame, - BI=100, SSID=Mikrotik-101
.555125228 :0c:42:44:6°F: | LT LB B 7 ) B 7 802.11 Beacon frame, BI=100, SSID=Mikrotik-101
.657478068 :0c:42:44:6f: q LT A PV B o) R 802.11 Beacon frame, BI=100, SSID=Mikrotik-101

.862473166 :0c:42:44:6f: ) i P I B3] B it T3 Bt B 802.11 =5 BI=100, SSID=Mikrotik-101
.964905728 :0c:42:44:6: L B R T A T L LB 802.11 C frame, 8 BI=100, SSID=Mikrotik-101
.067232353 :0c:42:44:6f: L ER L AR TR L 802.11 166 Beacon frame, SN=241, BI=100, SSID=Mikrotik-101
.067236307 137:45:d0:9°1: 00:0c:42:44:6f: 802.11 52 Authentication, SN=0,

.067242889 :0c:42:44:6°T: d0:37:45:d0:9f: 802.11 52 Authentication, SN=242, = Flags=

.067250103 237245 :de 8Tz 00:0c:42:44:6f: 802.11 113 Association Request, SN=), FN=0, Flags=

.068764969 :0c:42:44:6f: d0:37:45:d0:9f: 802.11 108 Association Response, 243, FN=0, Flags=

@711 Beacon frame, Flags: ........ c
Type/Subtype: Beacon frame (0x0008)
. . Frame Control Field: 0x8000
Wireshark filter: .000 0000 GO0 POAO = Duration: O microseconds
Receiver address: ff:ff:ff:ff:ff:ff
Destination address: ff:ff:ff:ff:ff:ff
Transmitter address: 00:0c:42:44:6f:8e
(wlan.addr == 00:0c:42:44:6f:8e && wlan.addr == D0:37:45:D0:9F:F1) || Source address: 09206;42:44:“:89
BSS Id: 00:0c:42:44:6f:8e
(wlan.addr == 00:0c:42:44:6f:8e && wlan.addr == FF:FF:FF:FF:FF:FF) || ceee <... .... 0000 = Fragment number: ©
0000 1111 6001 .... Sequence number: 241
(wlan.addr == FF:FF:FF:FF:FF:FF && wlan.addr == D0:37:45:D0:9F:F1) Frame check sequence: Oxa9cab275 [unverified]
[FCS Status: Unverified]
~ IEEE 802.11 Wireless Management
~ Fixed parameters (12 bytes)
Timestamp: 8993792388
Beacon Interval: ©.102400 [Seconds]
» Capabilities Information: ©x0431
Tagged parameters (108
» Tag: SSID parameter :
Tag: Supported Rate 2, 5.5, 11, 6(B), 12, 18, [Mbit/sec]
Tag: DS Parameter se$g Current Chan -
Tag: Traffic Indication M): DTIM 1 of 1 bitmap
Tag: ERP Information
Tag: RSN Information
Tag: Extended Supported Rates 24, 36, 48, 54, [Mbit/sec]
Tag: Vendor Specific: Routerboard.com




Wireshark: 802.11 Association process (known AP to Windows system)

Time Source Destination Protocol Lefic Info

.032518702 d0:37:45:d0:9f: | B TR T e B i 802.11 Probe Request, SN=54, FN=0, Flags= C, SSID=Wildcard (Broadcast)
.032522132 d0:37:45:d0:9f: 3 7 23 7 PR LA oL 802.11 Probe Request, SN=55, FN=0, Flags= C, SSID=Wildcard (Broadcast)
.067383764 00:0c:42:44: - d0:37:45:d0:9f: 802.11 esponse, SN=1856, FN=0, Flags=....R...C, BI=100, SSID=Mikrotik-101
. 225358055 00:0c: . : g } B B i T 3 - 802.11 . frame, SN=1860, FN=0, Flags= C, BI=100 D=MJ ot e
.430331038 00:0c:42:44:6T: 1 1 A0 7 70 T R 7T 802.11 Beacon frafe, SN-1803, FN-O, BI=100, SSID=Mikrotik-101
.532969988 00:0c:42:44:6T: LR IE S A L 802.11 Beacon frame, SN=1866, FN=0, BI=100, SSID=Mikrotik-101
.634970077 00:0c: : - 2 y R TN, L - - 802.11 Beacon frame, SN=1867, FN=0, BI=100, SSID=Mikrotik-101
. 737654968 00:0c:42:44:6f: ) 7 P i 10 T D 802.11 Beacon frame, SN=1868, FN=0, BI=100, SSID=Mikrotik-101
. 942595345 00:0c: :44: : 17 AL T - : 802.11 Beacon frame, SN=1870, FN=8@, BI=100, SSID=Mikrotik-101
.044940017 00:0c:42:44:6f: ) 1 Sl 7 B i e i i 7 802.11 Beacon frame, SN=1871, FN=@, BI=100, SSID=Mikrotik-101
.147705549 00:0c:42:44:6F: et TTTf:TF: 802.11 Beacon frame, SN=1872, FN=0, = BI=100, SSID=Mikrotik-101
.249770346 00:0c:42:44:6: | B R AL oL T R L 802.11 Beacon frame, SN=1873, FN=0, BI=100, SSID=Mikrotik-101
.352100165 00:0c:42:44:6T: ) B = 7 L L B L 802.11 Beacon frame, SN=1874, FN=0, BI=100, SSID=Mikrotik-101
.454591977 00:0c: - : : |7 F A P z : 802.11 Beacon frame, SN=1875, FN=0, BI=100, SSID=Mikrotik-101
.659218143 00:0c:42:44:6f: 3 71 E08 T F i 0 8 ik B 802.11 Beacon frame, SN=1877, FN=0, BI=100, SSID=Mikrotik-101
.864108349 P0:0c: - : s 3% B 1 R 5 . 802.11 Beacon frame, SN=1879, FN=0, BI=100, SSID=Mikrotik-101
.966577097 00:0c:42:44:6T: ) 7 AL AL T R L 802.11 Beacon frame, SN=1880, FN=0, BI=100, SSID=Mikrotik-101
.171403112 00:0c:42:44:6F: y 21 B0 LR A R o v 802.11 Beacon frame, SN=1882, FN=0 = BI=100, SSID=Mikrotik-101
.273884552 00:0c:42:44:6T: 1 R LR D L 802.11 Beaco me, SN=1883, FN=0, BT-Totr—66ilalikrotik-101
.480698641 00:0c:42:44:6f: ) SR F e UL T 802.11 Beacon frame, W=lB585, FN=0, BI=100, SSID=MikrotilK—=8
.483755659 d0:37:45:d0:9f: 00:0c:42:44:6F: 802.11 Authentication, SN=0, FN=0, Flags=

.483763503 00:0c:42:44:6f: d0:37:45:d0:9f: 802.11 Authentication, SN=1886, FN=0, Flags=

.483770403 d0:37:45:d0:9f: 00:0c:42:44:6T: 802.11 13 Association Request, SN=1, FN=0, Flags=

483777554 00:0c:42:44:6f: d0:37:45:d0:9f: 802.11 A8 Association Response, SN=1887, FN=0, Flags=

3
3
3
3
3
3
3
3
3
4
4
4
4
4
4
4
4
5
5
5
5
5
5

Nastavenia

@ Wi-Fi2

Wireshark filter:

Spravovat zname siete

+ Pridanie novej siete

(wlan.addr == 00:0c:42:44:6f:8e && wlan.addr == D0:37:45:D0:9F:F1) ||
(wlan.addr == 00:0c:42:44:6f:8e && wlan.addr == FF:FF:FF:FF:FF:FF) ||
(wlan.addr == FF:FF:FF:FF:FF:FF && wlan.addr == D0:37:45:D0:9F:F1)

enia: Preferencia Filt v Vietko

Mikrotik-101
(




802.11 frame structure

» Frame“413: 166 bytes on w§re (1328 bits), 166 bytes captured (1328 bits) on interface wlan®, id ©
~ Radiotap Header v@, Length {8
Header revision: ©
Header pad: ©
18

Present flags

Flags: 0x1@

Data Rate: 6.0 Mb/s

Channel frequency: 2412 [BG 1]

Channel flags: 0x00c@®, Orthogonal Frequency-Division Multiplexing (OFDM), 2 GHz spectrum

-39 dBm

» RX flags: 0x0000
~1802.11 radio information
PHY type: 802.11g (ERP
- se
Proprietary mode: None (0)
Data rate: 6.0 Mb/s
Channel: 1
Frequency: 2412MHz
Signal strength (dBm): -39 dBm
» [Duration: 224ps]
» IEEE 802.11 Beacon frame, Flags:
» IEEE 802.11 Wireless Management

= Radiotap & “802.11 radio information” is a record created by Wireshark to capture and present physical
layer parameters. This is not part of 802.11 header




Ulohy

= Poziadajte inu skupinu aby sa vo vhodnom okamziku pripojili na vase AP

= Zachytit a struéne zdokumentovat' prostrednictvom programu Wireshark v Kali linuxe fazu vyhladania
AP, autentifikacie a vytvorenia asociacie

= QOdpovedzte aj na nasledujuce otazky:
= Aka je zdrojova a cielova L2 adresa Probe request ramca?
= Aké su sekvencné hodnoty pri autentifikaénych ramcoch?
= Aky typ Sifrovania si klient zvolil na komunikaciu v asociaCnej poziadavke?

Poznamka: prikaz sudo alebo “super user do!” umoznuje spustit program s privilégiami iného
uzivatela, zvy€ajne ako superuser, resp. administrator systému.




Penetration testing: Wifite




Oracle VM VirtualBox Manager & Kali linux appliance

Kali:
login/pass: kali/kali

¥ Oracle VM VirtualBox Manager
File  Machine Help

% vo e oD

New Settings Discard  Start
| [®) General (] preview

Name: Kali-Linux-2021.2-i386
Operating System: Debian (32-bit)

E System

Base Memory: 1945 MB Kali-Linux-2021.2-

Boot Order: Hard Disk, Optical
Acceleration:  ¥T-x/AMD-V, Nested Paging, PAEJNX,
KVM Paravirtualization

i386

@ Display

Video Memary: 128 MB
Graphics Controller: YMSYGA
Remote Desktop Server: Disabled
Recording: Disabled
@ Storage

Controller: IDE
IDE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA
SATA Port 0: Kali-Linux-2021.2-i386-disk001. vdi (Normal, 80,00 GB)

Délezité upozornenie: Zneuzitie nastrojov, ktoré su sucastou Kali linuxu, je protipravhe a moze viest
ku trestnému vySetrovaniu voCi osobam, ktoré ich zneuzili. Informacie v tomto u¢ebnom materiali a
zmienené nastroje musia byt pouzité len na vyukové ucely a so zariadeniami na tento ucel urCenymi.




Wifite — scanning wireless networks & listening for handshake

1. kali> sudo wifite --kill
2. Select wireless network

B omkd20- 2] - ali: ~ 04:06 AM O a0|lac

kali@kali: ~

3. Connect to AP via another PC client

File System

install @

install @ Mikrotik-101
. install @ (3
Zabezpecené

Interface  PHY er Chipset D Pripajat’ automaticky
[+] enabling

NUM
- eduroam

aI:b

KROS-wifi

N

linksys

e a Internetu

select target(s) ( ) separated B

(1/1) Starting attacks against y (M1 oh (P

Rezim v Mobilny

] Skipping PMKID attack, missing requirg . NC X )0
' : Listening. (clien®:0, deauth:@s, timeout: ) 1 i- lietadle hotspot

( ) W



Wifite — handshake capture and key searching

/usr/share/wordlists

- Contains the rockyou wordlist
wordlists

—dirb

—dirbuster

F—fasttrack

F—fern-wifi

F—metasploit

F—nmap.1lst

F—rockyou.t

wordlist-probable.txt

Wifite uses default wordlist file: /usr/share/dict/wordlist-probable.txt TE:USS?C,

password
123456789

select target(s) ( 13) separated by commas, dashes or

(1/1) Starting attagks agaifl
Skipping PMKID att3ck, missing required tools:
( ; E

saving copy of to

analysis of captured handshake file:
.cap file
.cap file

Running wordlist
ETA: (current key: )] |

wordlist
(current key:

Finished attacking targ®d&{s), exiting
N Leaving interface in Monl
To disable Monitor Mode when finished:




Uloha

mojwordlist.txt

= Vytvorte vlastny subor s WPA klu€om
= Spustit’ Wifite s vlastnym suborom klucov
= Zdokumentovat handskake CAP subor v ./hs adresari ; Key messages 1,2,3,4.

(Pouzit program Wireshark) (62db) WF : found

Zmazat vytvorené subory

(./cracked.json a adresar ./hs s CAP suborom)

Client

PMK = PBDKF2(PSK,
SSID, HMAC SHA-1)

=]

Generate GMK
PMK = PBDKF2(PSK,
SSID, HMAC SHA-1)

Using handshake from

analysis of captured handshake file:
: .cap file
: .cap file

Running with
ETA:
PSK:

Access Point Name:
Access Point BSSID:

Encryptig
Handshake F :
PSK (passwdgrd):

wordlist

(current key: )

Re)Association Reg. »
(
< Re)Association Res ¢
[Generate Anonce target(s), exiting
|—
(Msg 1)
PTK = PRF(PMK + ANonce,
Snonce + AP MAC + Client MAC)
PTK = KCK + KEK + TK +
Tx Key + Rx Key
MIC = HMAC SHA-1(KCK) SNonce, MIC -l
(Msg 2) PTK = PRF(PMK + ANonce,

Snonce + AP MAC + Client MAC)

PTK = KCK + KEK +
TK + Tx Key + Rx Key
MIC = HMAC SHA-1(KCK)
MIC = MIC Check

GTK = PRF-X(GMK, "Group Key
Expansion + AP MAC + GNonce)

7nandshake_Mikrotik101_00-0C-42-44-6F-8E_2021-07-19T04-30-14.cap”

GTK = GTEK + Tx Key + Rx Key

Enc(PTK, GTK), MIC' MIC’ = HMAC SHA-1(GTEK)

GTK = Dec(PTK, (Enc(PTK, GTK)) (Msg 3)

MIC" = HMAC SHA-1(GTEK)

el B A2 N NOTE: For each PSK guess, the attacker computes the PMK and the PTK. It uses
— st Pri his PTK to compute a MIC for packet 2, 3 or 4 of the handshake. If the computed
MIC is equal to the MIC of the original packets, the PSK guess is correct.




Dakujem za pozornost.




