KIS FRI UNIZA

Komunikacia v mobilnych sietach 1

Vytvorenie 5G Core (5GC)
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Agenda

= \/ytvorenie projektu s virtualizovanou 5G topologiou a kontrola nastavenia
= Konfiguracia uzlov virtualnej mobilnej siete

= Aktivacia jednotlivych funkénych prvkov

= Konfiguracia UPF inStancie na zabezpecenie internetovej konektivity

= Ulohy




Vytvorenie projektu s virtualizovanou topolégiou a

kontrola nastavenia




GNS3 - Graphical Network Simulator-3

= SW simulator sieti, vytvoreny v roku 2008. Umozriuje kombinovat virtualne sietové prvky s realnym SW

sietovym operacnym systémom od réznych vyrobcov a réznych typov. Rovnako aj poskytuje prostredie
pre koncové zariadenia (s OS Windows, Linux a iné)

= Funguje v klient — server mode. SW klient sa pripaja na lokalny alebo vzdialeny server. Klient poskytuje
grafické prostredie ku existujucim projektom na serveri.

= Skontrolovat nastavenie:

€ GNs3 € Preferences
File View Tools Help .
ms 1 Generai | Server preferences
i i EERN
Select none Ctrl+ Shift+A GNS3 VM Main server Remote servers
> Packet capture
£+ Preferences... Ctrl+Shift+P ~ Built-in FENESCR e
v Ethernet hubs Sagote main sacusg
Ethernet switches FE ] e
Cloud nodes
- VPCS Host: 158.193.152.65
VPCS nodes Port: | 8OTCP
- n H
Dynamips Auth:
10S routers
~ 10S on UNIX E
10U Devices Password:

~ QEMU




GNS3 - Novy projekt

= Vytvorenie si vlastného projektu, pouzite Cislovanie vasej skupiny

& GNs3
2 Edit View Tools Help
Ctr+N |}— = T
Open project Ctrl+O
File Edit View Tools Help

B O

E>)> HC Zm

| Newproject | Projectslibrary

“ Status Path
Opén5G-labl-verl ased /opt/gns3/projects/51985060-3b74-4281-8ef1-d9adbab40715\Open5G-lab1-verl.gns3

Open5G-TEMPLATE-ver1 clojed fopt/gns3/projects/4ac39350-edab-4c9e-820a-a182ae65923e\Open5G-TEMPLATE-ver].gns3

énuw

Duplicate project "OpenSG-TEMPLATE-ver1™, >

|opensG-skupina-1 |
=
| OK | Cancel
Delete Duplicate Reset MAC addresses Refresh list

Ut Ol @

Settings [ o Cancel




GNS3 - Zobrazenie a spustenie predkonfigurovanych uzlov v projekte
= Moznost si prispdsobit’ grafické zobrazenie topologie

€ Open5G-skupina-1- GNS3

File Edit BUETH Control Node Annotate Tools Help
F Ctrl+F
- Ctrl++

@ Zoom out Ctrl+-
Zoom reset Ctrl+0

Fit in view

= Spustenie alebo zastavenie vSetkych prvkov v topoldgii (jeden uzol je mozné spustit’ cez right-click)

NS3 AllL-contolplane-functions
Node Annotaty, Tools Help
1 el =0

> Start/Resume all nodes ' 10.102.0/24

8 Open5G-skupini-
File Edit View

& =

e S1-MME / N2
Suspend all nodes

[ Stop all nodes

— 2 1 = 2
p L
E 3 “a,, l‘x!cmfigure )
5GUE Hubl-emulatedAiriface 1> 3 SPGW/UPF

P’ Start

"7 Suspend

B stop




GNS3 - Kontrola nastavenia virtualnych instancii

= PocCet vCPU, pridelenej RAM, typ komunikacie s inStanciou (grafické rozhranie VNC), OS (Linux Ubuntu
(R20 LTS 64bit) a sietovych rozhrani

AlL-control-plane-functions

192.1684.0/24 el
2 A - 2
E 0 u'a;eo o | _rx Configure [
SG-UE Hubl-emulated firiface " >_ Console SPGW/UPF
P> Start
"7 Suspend
B stop
6 Node properties | € Node properties e Node properties ? X
NB configuration " NB configuration 'NB configuration
|
General settings HDD CD/OVD Network i General settings HDD CD/OVD Network General settings HDD CD/DVD Network Advanced Usage
Mime: = HDA (PrimaryMaster) Adapters: 3 -
RAM: 1024 MB | Diskimagy:  |ubuntu-Sgs.qcow Base MAC: 0c:8e:33:61:88:00
vCPUs: 1 i Disk interface: | none Type: Intel Gigabit Ethernet (e 1000) -
Qemu binary: | fbin/qemu-system-x86_64 (v4.2.1) Customn adopters: Contfigure custor adapters

V| Replicate network connection states in Qemu
Boot priority: | HDD g Q

Use the legacy networking mode
Qg doden Rawer off the VM

Console type: | vnc




Spustenie virtualnych instancii

= Spustenie, vid predchadzajuce snimky R —— B®
= Kontrola spustenych instancii e C— e 12 £ss007

¥ €3 ALL-control-plane-functions vnc 158.193.152.65:5905

» €3 Hubl-emulatedAirlface none
» £ Internet none
» @ NB vnc 158.193.152.65:5906
» £ SPGW/UPF vnc 158.193.152.65:5904
. , ] , . . . QEMU (NB) - TightVNC Viewer - o X
= Prihlasenie sa na konkrétnu inStanciu AUAE i SlomaAlRlaaaald

= Vytvori sa nové okno s grafickym rozhranim
= Login/Pass kis/kis123

AlL-control-plane-functions

10.103.0/ 24
Sxa / N4

10.102.0/24
SI-MME [ N2

192.1684.0/24 el

2 1 2
E :o o J e & _Fx Configure '.,,_
5G-UE Hubl-emulated firlface " >_'Console SPGW/UPF
> Start
" " Suspend

ubuntu®

I Stop




Konfiguracia uzlov virtualnej mobilnej siete




Open source projekt Open5GS

= Tento projekt umoziuje si vybudovat vlastnu virtualizovanu NR/LTE infraStrukturu https://open5gs.org/
= Implementované v jazyku C

= Jednotlivé uzly v GNS3 projekte uz maju predinstalovany Open5GS software a kniznice.

Open5GS 4G/5G Control Plane Server

components of a 4G/ 5G NSA Evolved
V- Packet Core, and also network
functions to implement a 5G SA Core

-
]
L]
1
The Open5GS control plane contains :
]
]
]
i

N1Z
¥ can b
SMF (PGW-c) Open5GS 4G/56G User Plane Server I' .' I"= 'I' 2
. H
] [
1 L) N. g Ndu {Sxu
Sxa 1 N4 [Sxb) 8 B () L)
H o | e i =
' N4 [Sxh) .
1 )
. Sxa ]
] e o e e - i
[ ]
S1-0 = 55u
1 SGW-u UPF
N3 (PGW-u) WAN, Internet
51-MME 51-U N2 N3 Nb
SCTP: 36412 UDP: 2152 XzZ-AP SCTP- 28412 uDP: 2152 (5Gi)
SCTP: 36422
RRC “\ 2 RRC The Open5GS CUPS user plane server can be co-located with the
= = control plane server, or deployed independently to enable MEC
= PDCP 4G eNBs and 5G NSA gNBs E PDCP
o - connect ta the 4G MME =
= RLC = RLC
S = MAC
MAC =
PHY = PHY
Front Haul Front Haul

5G 5A gNBs connect
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GNS3 - OpenS5GS - 5GC topoldgia .. piencundions

10.10.2.0/24 10.10.3.0/24
S1-MME / N2 Sxa [/ N4
192.168.4.0/24 Internet
i 2 1
0 el 0 0 10.10.1.0/24 i) s
SC-UE Hub1-emulatedAirIface NB S1-U / N3 SPGW/UPF

Open5GS 4G/5

The Open5GS control plane contains
companents of a 4G/ 5G NSA Evolved
Packet Core, and also network
functions to implement a 5G SA Core

can be

Subscriber Database
=71  (inMongonB)
PCRF
G

X
S5¢c

Open5GS 4G/5G User Plane Server

Néu (Sxu) Nebu (Sxu)
s=S=E22S522 S O
N4 (Sxb)

5u
UPF
(PGW-u) (W, nternet )

51-MME 51-U N2
CTE: 36412 uDg: 2152 P 3

! 2| .

\RRC § WHE The Open5GS CUPS user plane server can be co-located with the
= \: control plane server, or deployed independently to enable MEC
= CP 4G eNBs and 5G NSA gNBs e PDCP
= connect ta the 4G MME 2
é- R E RLC
& MA ] = MAC
PHY A & PHY
Front Haul Front Haul

5G SA gNBs connes
to the 5G AMF =
=
=

56 SA &
Air Interface

4G/ 56 NSA
Air Interface ]




Topoloégia a adresacia

192.168.4.0/24

5G-UE

-

el el e
Hub1-emulatedAirlface

ALL-control-plane-fundtions

10.10.2.0/24
S1-MME / N2

10.10.3.0/24
Sxa | N4

el ethD

10.10.1.0/24
NB S1-U / N3 SPGW/UPF



UE instancia - konfiguracia

Nastavit' IP adresu na rozhranie ens3
pouzit’ grafické rozhranie
192.168.4.2 netmask 255.255.255.0 gw 192.168.4.1

Overenie nastavenia rozhrania cez CLI
ifconfig ens3

cd ~/UERANSIM

gedit config/lopen5gs-ue.yaml # config file for UE
gnbSearchList: # |P of gNB
- 192.168.4.1

QEMU (5G-UE) - TightVNC Viewer
BEHE D Gl o A QQ@aa|m
kis@ubuntu-5gs: ~/UERANSIM

:~5 ifconfig ens3
ens3: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500

inet 192.168.4.2 netmask 255.255.255.0 broadcast 192.
ineté fes®::fbad:db95:dbsc:fe3f prefixlen 64 scopeid Ox28<link>

ether 0c:8e:33:8a:b5:00 txqueuelen 10086 (Ethernet)
RX packets 312 bytes 69732 (69.7 KB)

RX errors 0 dropped © overruns 0 f e 0

TX packets 694 bytes 101699 (101.6 KB)

TX errors ® dropped @ overruns 6 carrier & collisions @

:~S pwd
/home /kis

:~S cd UERANSIM/
: S gedit config/openSgs-ue.yaml

= Ethernet (ens3) Off

€2 Settings

Ethernet (ens3)

Connecting - 1000 Mb/s

IPv4 [— -o
Sonnect s |
wired Settings IPv4 Method AULOTNG[DHCP) Link-Local Only
© Manual Disable

Shared to other computers

Lock

Addresses
Power Off / Log Out
192.168.4.2 255.255.255.0 192.168.4.1
1% IMSN number of the UE. IMS% = [MCC|MNC|MSISDN] (In total 15 or
2 supi:
3 # Mobile Country Code value of HRLMN
4 mcc:

5 # Mobile Network Code value of HPPMN (2 or 3 digits)
6 mnc:

8 # Perramemt—suos.r Lption key

9 key:

10 # Operator code (OP or OPC) of the UE

11 op:

12 # This value specifies the OP type and it can be either 'OP' or
13 opType:

14 # Authentication Management Field (AMF) value

15 amf:

16 # IMEI number of the device. It is used if no SUPI is provided
17 imei:

16 digits)

'opC’

18 # IMEISV number of the device. It is used Lf no SUPI and IMEI is provided

19 imeliSv:

P

21 # LTSt of gNB 1P addrégses for Radio Link Simulation
22 gnbSearchList:

23 -



gNB inStancia - konfiguracia

Nastavit' IP adresu na rozhranie ens3, ens4 a ensb5

pouzit’ grafické rozhranie

Network

Ethernet (ens3)

ens3: 192.168.4.1 netmask 255.255.255.0 #smer UE
ens4: 10.10.2.2 netmask 255.255.255.0 #smer all CTRL plane functions
ens5: 10.10.1.2 netmask 255.255.255.0 #smer UPF

Connected - 1000 Mb/s

Ethernet (ens4)

Overenie nastavenia rozhrani cez CLI a konektivity na UE Connected - 1000 Mb/s

ifconfig
ping 192.168.4.2

cd ~/UERANSIM

gedit config/open5gs-gnb.yaml
linklp: 192.168.4.1
ngaplp: 10.10.2.2
gtplp: 10.10.1.2

Ethernet (ensS)

Connected - 1000 Mb/s

# config file for gNB

# local IP to UE over air

# local IP to all ctrl functions
# local IP to UPF

1 mcc: # Mobile Country Code value
ameonfigs: L mnc: # Mobile Network Code value (2 or 3 digits
3
- address: 10.10.2.1 # IP of AMF 4 nei: # NR Cell Identity (36-bit)
5 idLength: # NR gNB ID length in bits [22...32]
6 tac: # Tracking Area Code
:~S ping 192.168.4.2 v
PING 192.168.4.2 (192.168.4.2) 56(84) bytes of data. 8 1inkip: # gNB's local IP address for Radio Link
64 bytes from 192.168.4.2: icmp_seq=1 ttl=64 time=0.777 ms 9 ngapIp: # QNB's local IP address for N2 Interface
64 bytes from 192.168.4.2: icmp_seq=2 ttl=64 time=0.791 ms \?gthp: # giB's local IP address for N3 Interface
A X
& YERRLST U1 ANr cudressipnformation

- 192.168.4.2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1023ms
rtt min/avg/max/mdev = 0.777/0.784/0.791/0.007 ms 14 - address: ‘

:~$

13 amfConfigs:

N port:




All control plane functions — AMF, SMF, PCF, UDR, UDM, AUSF, NRF, NSSF
instancia — konfiguracia

Nastavit’' IP adresu na rozhranie ens3, ens4
pouzit’ grafické rozhranie
ens3: 10.10.3.1 netmask 255.255.255.0 #smer UPF
ens4: 10.10.2.1 netmask 255.255.255.0 #smer gNB

Overenie nastavenia rozhrani cez CLI a konektivity na gNB
ifconfig ens3
ifconfig ens4

ping 10.10.2.2
Menit len tie rozhrania, ktoré su mimo virtualnu inStanciu: T sat:
sudo gedit /etc/open5gs/smf.yaml # config file for SMF :g? Sbi:add
y - 5 ]
Sg}‘;p_ 322 port: 428 upf:
; 323 pfcp: 429 pfecp:
10.10.3.1 324 - addr: 430 - addr: |
upf:
pfcp:
10.10.3.2
178 amf:
. " 179 sbi:
sudo gedit /etc/open5gs/amf.yaml # config file for AMF 180 - addr:
amf: 181 port:
. 182 ngap:
ngap: 183 - addr: !

10.10.2.1




All control plane functions - vytvorenie 5G pouzivatela v UDR
(MongoDB databaza)

Dlsplay Setup: Unknown Display

‘Q displayl Orientation Landscape

Resolution 1280 x 800 (16:10)

Show Applications

Edit Subscriber
Web Ul pre UDR: Subscriber Configuration

http://localhost:3000 > it
Login/Pass: admin/1423 0170000000001

Subscriber Key (K)* Authentication Management Field (AMF)*
. 465B5CE8B1 9@%49FAASFOA2EE238AGBC 8000
Novy subscriber:
USIM Type Operator Key (OPc/OP)*
Nakopi t hodnot
akoplirovat noanoty op ]\ eseo28oneBA9s2EazesBsaessEetsacA
I M S I UE-AMBR Downlink* Unit UE-AMBR Uplink* Unit

K key 1 Gbps j 1 Gbps :I
OP key (alebo OPc)
Slice Configurations

Poznamka: ol 3 Defauft S-NSSAI —

Info z UERANSIM/config/open5gs-ue.yaml oS

UE inStancia; SIM informacie CANCEL




UPF instancia - konfiguracia

Nastavit' IP adresu na rozhranie ens3, ens4
pouzit grafické rozhranie
ens3: DHCP (default) #smer Internet
ens4: 10.10.3.2 netmask 255.255.255.0  #smer ctrl_plane
ens5: 10.10.1.1 netmask 255.255.255.0 #smer gNB

Overenie nastavenia rozhrani cez CLI| a konektivity na gNB a ctrl plane

ifconfig ens4
ifconfig ens5
ping 8.8.8.8
ping 10.10.3.1
ping 10.10.1.2

Menit len tie rozhrania, ktoré su mimo virtualnu inStanciu:

sudo gedit /etc/open5gs/upf.yaml # config file for UPF
upf:
pfcp:
- addr: 10.10.3.2
gtpu:
pfcp:
- addr: 10.10.1.1

139 upf:
140
141
142
143
144
145
146

pfep:

- addr:
gtpu:

- addr:
subnet:

- addr:

- addr:



Aktivacia jednotlivych funkénych prvkov




UPF instancia

sudo -s

# zakazanie vSetkych Open5GS procesov
systemctl restart --now open5gs-upfd  # restart/spustenie relevantnych procesov a nacitanie konfiguraénych suborov
ps —ef | grep open5gs* # overenie spustenych procesov

exit

Poznamka: vhodné vytvorit si subor v domovskom adresari, kde sa ulozi vysSie uvedeny zoznam prikazov. Neskér pouZit
copy&paste funkciu




All control plane functions

sudo -s

# zakazanie vSetkych Open5GS procesov

systemctl restart --now open5gs-smfd open5gs-amfd open5gs-udmd open5gs-udrd open5gs-ausfd open5gs-pcfd
openbgs-nrfd open5gs-nssfd # restart/spustenie relevantnych procesov a nacitanie konfiguracnych suborov

ps —ef | grep open5gs* # overenie spustenych procesov

exit

Poznamka: vhodné vytvorit si subor v domovskom adresari, kde sa ulozi vySSie uvedeny zoznam prikazov. Neskor pouZzit
copy&paste funkciu.




gNB instancia

cd UERANSIM/
sudo build/nr-gnb -c config/open5gs-gnb.yaml

kis@ubuntu-5gs: ~/UERANSIM Q

:~S cd UERANSIM/
: $ sudo build/nr-gnb -c¢ config/openS5gs-gnb.yaml

sudo] password for kis:

9.021] [sctp] [ ] Trying to establish SCTP confe
-06 13:56:39.026] [sctp] [ ] SCTP connection established (10.10.2.1:3

L e=e2s > gssoctlaction setup ascIld[239]
2021-08- :39.028] [ngap] [ ] Sending NG Setup Request
2021-08-06 :39.063] [ngap] [ ] NG Setup Response received
2021-08-06 :39.064] [ngap] [ ] NG Setup procedure is successful




UE instancia — registracia UE zariadenia a vytvorenie priamej konektivity
(GTP tunel) na UPF; pridelenie IP adresy pre koncové zariadenie

cd UERANSIM/
sudo build/nr-ue -c config/open5gs-ue.yaml

kis@ubuntu-5gs: ~/JUERANSIM

$ cd UERANSIM/
- $ sudo build/nr-ue -c config/open5gs-ue.yaml
[sudo] password for kis:
ERANSIM v3.1.5
[2021-088-06 14:@0:36.539]
[2021-08-06 14:00:36.550] [rrc]
[2021-08-06 14:00:36.550] [nas]
[2021-08-06 14:00:36.552] [nas]
[2021-08-06 14:00:36.553] [nas]

LEE) ] NAS layer started

] RRC layer started

] UE switches to state [MM-DEREGISTERED/PLMN-SEARCH]
] UE connected to gNB

] UE switches to state [MM-DEREGISTERED/NORMAL-SERVICE]

[2021-08-06 14:00:36.554] [nas]
[2021-08-06 14:00:36.555] [rrc]
[2021-08-06 14:00:36.558] [rrc]
[2021-08-06 14:00:36.558] [nas] ] UE switches to state [CM-CONNECTED]
[2021-08-06 14:00:36.709] [nas] ] Security Mode Command received
[2021-08-06 14:00:36.709] [nas] [ ] Derived NAS keys integrity[5443F857F23C49D37B23E9899F1E4
6FD] ciphering[52B3E71EF3A412972B70779A71A0E91C]
-08-06 14:00:36.709] [nas] [ ] Selected integrity[2] ciphering[0]
-08-06 14:00:36.760] [nas] [ ] Registration accept received
-08-06 14:00:36.760] [nas] [ ] UE switches to state [MM-REGISTERED/NORMAL-SERVICE]
5 14:00:36.760] [nas] [ ] Initial Registration is successful
14:00:36.760] [nas] [ ] Initial PDU sessions are establishing [1#]
5 14:00:36.760] [nas] [ ] Sending PDU session establishment request
3 [ : :
[
[

] UE switches to state [MM-REGISTER-INITIATED/NA]
] Sending RRC Setup Request
] RRC connection established

[
[
[
i
[2021-08-06 14:00:36.553] [nas] [ ] Sending Initial Registration
[
[
[
[
[

:37.206] hment Accept received
ST ] PDU Session establishment is successfu
:37.572] ] Connection setup for PDU session[1] is successful, TUN in
erface[uesimtun®, 10.45.0.2] is up.




UE instancia — kontrola tunelového rozhrania a konektivity na UPF

1. Otvorit nové terminaloveé okno (right-click)

All Windows 4

New Window

Preferences

2. QOverenie nového tunelového rozhrania smerom na UPF instanciu; CLI prikaz
ifconfig [uesimtun0] # optional iface argument

uesimtun® P=ROINTOPOINT ,NOTRAILERS ,RUNNING,PROMISC> mtu 1400
iget 10.45.0.2 neymask 255.255.255.255 destination 10.45.0.2
in eR0--beaeT943b:841d:2836 prefixlen 64 scopeid Ox20<link>
unspec 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00 txqueuelen 500

3. Overenie pouzivatelovej konektivity na UPF instanciu cez vytvoreny tunel
ping 10.45.0.1 -l uesimtun0

:~S ping 10.45.0.1 -I uesimtun®
PING 10.45.0.1 (10.45.0.1) from 10.45.0.2 uesimtun®: 56(84) bytes of data.

64 bytes from 10.45.0.1: icmp_seqg=1 ttl=64 time=3.55 ms
64 bytes from 10.45.0.1: icmp_seq=2 ttl=64 time=2.76 ms




UPF instancia — kontrola tunelového rozhrania a konektivity na UPF

1. Overit' v logovacom subore aktivitu ohladne vytvorenia datového spojenia s UE:
sudo tail /var/log/open5gs/upf.log

5 12:44:20.426: [upf] INFO: [Added] Number of UPF- Se5510ns is now 1 (. /src/upf/context C=157)
5 12:44:20.449: [gtp] INFO:

12:44:20.449: [upf] INFO: F- P
../src/upf/context.c:
12:44:20.484: [gtp] : gtp_connect() [10.10.1.2]:2)52 (../lib/gtp/path.c:58)

2. Qverenie noveho tunelového rozhrania smerom na UPF instanciu; CLI prikaz
ifconfig [ogstun] # optional iface argument

ROINTOPOINT ,RUNNING,NOARP ,MULTICAST> mtu 1500
etmask 255.255.0.0 destination 10.45.0.1
: =€afe::1 prefixlen 48 scopeid Ox0<global>
inet6 fes80: Sese ae3b:dS5ac:e79f prefixlen 64 scopeid 0x20<link>

3. Overenie konektivity na UP cez vytvoreny tunel
ping 10.45.0.1 —| uesimtun0

:~S ping 10.45.0.2 -I ogstun
PING 10.45.0.2 (10.45.0.2) from 10.45.0.1 ogstun: 56(84) bytes of data.

64 bytes from 10.45.0.2: icmp_seq=1 ttl=64 time=2.79 ms
64 bytes from 10.45.0.2: icmp_seq=2 ttl=64 time=2.11 ms




Konfiguracia UPF instancie na zabezpecenie

internetovej konektivity




UPF instancia - Internet konektivita pre UE GTP tunely pre koncovych
zakaznikov

NAT konfiguracia smerom do Internetu:

sudo sysctl -w net.ipv4.ip_forward=1
sudo iptables -t nat -A POSTROUTING -s 10.45.0.0/16 ! -0 ogstun -j MASQUERADE

:~S sudo sysctl -w net.ipv4.ip_forward=1
net.ipv4.ip_forward = 1

:~S sudo iptables -t nat -A POSTROUTING -s 10.45.0.0/16 ! -o ogstun -j MASQUERADE

Notes:
Enable IP forwarding in Linux: net.ipv4.ip_forward=1
iptables - administration tool for IPv4 packet filtering and NAT.

= -t [table] This option specifies the packet matching table which the command should operate on
= POSTROUTING rule for packets which are about to go out

= | -0 [outgoing interface] name of an interface via which a packet is going to be sent;
interface name inverts the sense

= Masquerading is equivalent to specifying a mapping to the IP address of the interface the packet is going out

\\Ill

argument before the



UE instancia - Internet konektivita pre UE GTP tunely pre koncovych
zakaznikov

nastavenie default GW:

sudo route add default dev uesimtun0O
netstat -rn
ping 8.8.8.8

:~S sudo route add default dev uesimtun®
:~$ sudo netstat -
ecnel IP routing tabhle
Gateway Genmask
.0.0

.0.0

0 .255.0.0
0 «255.255.0

0.0.0.

0.0.0.

$ ping 8.8.8.8
8.8

8.8

8.8

0
192.168.4.0 0
n
8) 56(84) bytes of data.
8
8

PING 8.8.8.8 (8.
64 bytes from 8.
64 bytes from 8.

: icmp_seq=1 ttl=55 time=12.3 ms
: icmp_seq=2 ttl=55 time=11.8 ms




UE DNS resolving

Moznost A)

Docasné nastavenie po najblizsi restart VM inStancie
sudo gedit /etc/resolv.conf

14 # See man:systemd-resolved.service(8) for details about the supported modes of
15.# operasien=for _letc/resolv.conf.

16 :
17 nameserver 8.8.8.8| ' Cancel Wired
3e.nameserver 127 Q855"

19 options edns@ trust-ad Details Identity IPv4 IPv6 Security

:~S ping www.six.sk

PING pmc.cvt.stuba.sk (147.175.1.70) 56(84) bytes of data. IPv4 Method Automatic (DHCP) Link-Local Only
64 bytes from pmc.cvt.stuba.sk (147.175.1.70): icmp_seq=1 i .
64 bytes from pmc.cvt.stuba.sk (147.175.1.70): icmp_seq=2 O Manual Disable
64 bytes from pmc.cvt.stuba.sk (147.175.1.70): icmp_seq=3 i Shared to other computers
7 Addresses
Moznost B) . |
. r
PrOStreanCtvom GUI Networklvlanager 192.168.4.2 255.255.255.0 192.168.4.1 @

DNS Automatic ()

8.8.8.8




Zachyt datovych paketov prostrednictvom programu Wireshark na N3
rozhrani

= Right-click na N3 rozhranie e T
el E e0 el E el

10.10.2.0/24 -1 1 10.10.3.0/24 b -1 B 10.10.3.0/24
S1-MME /N2 Sxa / N4 t Sxa / N4
2 -2 el
192.168.4.0/24 el .2 2 el Internet
2 .1
—_— -l | Lo—
& a = & & | £\ Stop capture €0
2 10.10.
0 el 0 e0 e2 2 a0 £ Start capture e0 etho [ T —
= . - S1-U JUPF
= = | Packet filters £ Anak
56-UE Hub1-emulatedAirIface NB S1-1 Y PGW/UPF Bdl Analyze capture
Suspend Y Packet filters
[£] Delete "7 Suspend
' Delete
£ Capturing from - [NB Ethernet2 to SPGW/UPF Ethemet2] - a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
o R TRE ] es = Qe
3 r . <Clr £ -+
No. Time Source Destination Protocol  Length Info ~ (( l))
= 11 73.280461 18.45.0.8 8.8.8.8 GTP <I. 142 Echo (ping) request id-0x80@5, seq=1/256, ttl=64 (reply in 12) H A g -
- 12 73.290088 8.8.8.8 10.45.0.8 GTP <I. 142 Echo (ping) reply  id=@x88@5, seq=1/256, ttl=55 (request in 11)
13 74.282165 10.45.0.8 8.8.8.8 GTP <I. 142 Echo (ping) request id-0x@@85, seq=2/512, ttl=64 (reply in 14) E ] | NBI 'IIJPFl o )
14 74.292177 8.8.8.8 10.45.0.8 GTP <I. 142 Echo (ping) reply id=0x000S, seq=2/512, ttl=5S (request in 13) w ) -— & | —

Frame 11: 142 bytes on Jire aads bits), 147 Dytcs copemmmi,(1136 bits) on interface -, id @ 1 e 1
Ethernet II, Src: Bc:8f:a3:61:88:02 (Bc:Be:a3:61:88:02), Dst: OMNGe:a3:73:7f:02 (@c:Be:ald:73:7f:02) | DR - Namwend |

Internet Protocol verSummed, Src: 10.10.1.2, Dst: 10.10.1.1

User Datagram Protocol, Smg,Soctieni152  Dst Poct. 2255
¥ GPRS Tunneling Protocol
Flags: ex34 ! = -
Qos flow to QFl Insertion
Message Type: T-PDU (@xff) DRS Mapping FDU Sf!sslnn N3 Tunnel Oos flow
Length: 92 | | ! "
TEID: @x000eeela (26) f ~ b 1P flow 1
< g i 4 1 DataRadio g = Ul =
Next extension headassiemilEB0U Sessicamanntainss [Ax85) » i Benrac QoS Flow {Non-GBR), QFl = 6 T
o -] -+t IP flow 2 @
EXtension header 5 |. = > il ”-E, o«
Internet Protocol Version {\, Src: 18.45.8.8, Dst: 8.8.8.8 E e { e T T g# 1P flow 3 E
S ol ow = Pl +——————— B
2zl = R { Zu =
Internet Control Message Prow & . Eg_, P How.d &
< 23 * IR <
QoS Flow (GER), QFi = 3 E |

- 8.8.8.8
PING B8.8.8.8 (8. . 56(84) bytes of data. |

.
QoS flows

64 bytes from 8. . icmp_seg=1 ttl=55 time=12.3 ms
64 bytes from icmp_seq=2 ttl=55 time=11.9 ms
64 bytes from icmp_seq=3 ttl=55 time=11.2 ms




Zachyt signalizacie na N2 rozhrani

= Right-click na N2 rozhranie

= The Non-Access Stratum (NAS) is a set of protocols in LTE and 5G. The NAS is used to convey non-radio
signalling between the User Equipment (UE) and the MME or AMF

= NAS messages are transported using NGAP and SCTP protocols
= Some data in NAS message could be encrypted therefore Wireshark needs to be properly setup to decode it

ALL-control-plane-functions

\

el 1\ e0
10.10.2.0/24 1 1 1
S1-MME / N2
L
“/ Q Start capture
nters

- i -e———— [ Suspend

v Non-Access-Stratum 5G5S (NAS)PDU
v Security protected NAS 5GS message
Extended protocol discriminator:

5

ility management messages (126)

. 8019 = Security header type: Integrity protected and ciphered (2)
e authentication code: 8x3acacbd4

Sequence number

Encrypted data

Expand Subtrees
< 2 @Delae A pDUSessionResourceSetupRequestTransfer: 8088040 Bc400000003040000/ Collapse Subtrees
NB = ¥ PDUSessionResourceSetupRequestTransfer
Expand All

¥ protocollEs: 4 items
v Item @: id-PDUSessionAggregateMaximumBitRate Collapse All
¥ ProtocolIE-Field

id: id-PDUSessionAggregateMaximumBitRate (13@) Apply as Column Ctrl+ Shift+|
criticality: reject (@) Apply o= Filter
v value )
> PDUSessionAggregateMaximumBitRate Prepare as Filter
¥ Item 1: id-UL-NGU-UP-TNLInformation Conversation Filter

¥ ProtocolIE-Field
id: id-UL-NGU-UP-TNLInformation (139)

Colorize with Filter

criticality: reject (@) Folow
v value Copy »
UPTransportLayerInformation: gTPTunnel (@)
v Item 2: id-PDUSessionType Show Packet Bytes... Ctrl+Shift+0
™ {protocoliE-Field Export Packet Bytes.. Ctrl Shift+X

€2 @1 @3 ee 45 @2
@a @a @2 @1 @a @a
90 Ba 72 52 00 @3
80 @@ @0 3c @0 1d

@0 @5 ee 55 ee @2
56 7e @2 3a ca cb

Wiki Protocol Page
Filter Meld Reference
Protocol Preferences » n-Access-StasbuanSGRAAS 00 aafasnces, |

Decode As... Ctrl+Shift+U < Try to detect and decode 5G-EAD ciphered messages 5

Go to Linked Packet

Disable NAS-5GS
Show Linked Packet in New Window




N2 signalizacné rozhranie — vytvorenie 5G UE PDU spojenia

= Registration request ‘ﬁ %;; p
= The gNB sends the Initial UE Message to the selected AMF. The PETIE. =
message carries the "Registration Request" message that was received DLi”“ S emintormationiockType1
from the UE in the RRC Setup Complete message. UL Syne  .FACH Preamble (usar)
RACH Response [MSG2]
SRBO ‘.'ﬁ"ﬁ".é.'.:’%’é@%'."?'.;."?'%"f'?'r‘:.".;"!".”l.'?'."?".'?'f.'.'.'.’?l.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'
. Auther_lf[i_cation request, response and security mode and R3 ] o i o g
Ca pabllltles eXChange Regis‘tration — sf NGAP: NAS Identity Request
. . . . . eques i eque:
= The AMF requests UE authentication vectors and algorithm information R ‘}Q;;'Q;;r};;;;;;; """""""""""""""
from the AUSF - Authentication Server Function. The response returns | s ROy e
the master key which is used by AMF to derive NAS security keys. CAS Prosadupe. e NAS AunSTIESOD Roqusst NI Ahenieaton Requed!
Initiate the authentication procedure with the UE. AMF sends the key \dentity+ Auth+ | NAS Authentcation Responss | . »
selector, RAND and AUTN to the UE. The AMF signals the selected i oo
. . NGAP: NAS Security Mode Command
NAS security algorithm to the UE. l ..................... NAS Secunty Mods Command
NAS Security Mode Complete
""""""""""""""""""""""""""""""""" "I NGAP: NAS Security Mode Complete
= Registration request and Registration accept UE Cap ity ey | eSS
. . . Exchange S R UL LLLL L LRI R S e AR e
= Access and Mobility Subscription data exchange l  Uscapsbityitomaton . o
....................... ASSecurrtyModeCommand NGAP: UECapabilitylnfolndication
. ASSMC s seumpessconps ;
= Setup the User Plane Function (UPF) l o
= |nitial Context setup Request and Response L e ———— ”
= PDU Session Resource Setup Request and Response (| AR e e
= The AMF initiates a session setup with the gNB. The gNB signals the ol S R " NoAP. Fegiser Complte )
successful setup of PDU sessions. Messages include uplink and | PDUsessionestabiishmentRequest : I
. 5 Isessionestablishmen equesr
downlink TEID .
PDU Session _ . . NGAP: PDUsessionestablishmentaccept







Uloha &. 1

1. Prostrednictvom programu Wireshark odchytit DNS request a response na doménu
www.six.sk a prislusny ping na www.six.sk

a) Zachytit ping komunikaciu na N3 rozhrani medzi gNB a UPF (screenshot a strucny popis)
b) Aka bola pridelena IPv4 adresa UE zariadeniu

c) AKky typ tunelového protokolu je pouzity pre enkapsulaciu IP paketov koncového pouzivatela
d) Aka je hodnota uplink a downlink TEID identifikatoru tunelov (“adresy” GTP tunelu)




Uloha é. 2

Prostrednictvom programu Wireshark odchytit’ signalizaciu na N2 rozhrani
1. Aktivovat Wireshark a spustit registraciu UE v prisluSnej virtualnej inStancii

2. Zistit a spravit screenshot nasledujucich parametrov:

a) Registration Request message
= MCC a MNC a MSIN (IMSI)
= Cas registracie a Tracking Area ID

b) Authentication response
= Hodnota RES tokenu, ktory bol vypocitany UE zariadenim a preposlany na porovnanie do
AMF

c) PDU Session Setup Request a Response
= Pridelena IP adresa UE zariadeniu
= Pridelenda IP adresa gNB pre GTP tunel
= Uplink a Downlink TEID




Dakujem za pozornost.




