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▪ A wireless LAN (WLAN) is a wireless computer network that links two or more 

devices using wireless communication to form a local area network (LAN) within a 

limited area 

▪ Users have the ability to move around within the area and remain connected to the 

network

▪ Through a gateway, a WLAN can also provide a connection to the wider Internet

▪ WLAN is based on the IEEE  (Institute of Electrical and Electronics Engineers) 

802.11 standards which are the most widely used computer networks in the world

▪ IEEE 802.11 is part of the IEEE 802 set of local area network (LAN) technical 

standards, and specifies the set of Media Access Control (MAC) and Physical layer 

(PHY) protocols

▪ WLAN is commonly called Wi-Fi, which is a trademark belonging to the Wi-Fi 

Alliance. WLAN certification is performed by the Wi-Fi Alliance

Wireless LAN (WLAN)
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▪ Wi-Fi was released in 1997 as 802.11 standard

▪ 802.11 refers to set of standards that define communication for WLAN

▪ It allowed 2Mbps of data transfer wirelessly between devices

▪ Wi-Fi uses ELM (electromagnetic) waves to communicate

▪ WLAN uses the Industrial, Scientific and Medical (ISM) band for WLAN operation. It 

shares the ISM band with other ISM band users such as Bluetooth, Near-field 

communication and the original intended users of the the ISM band – the 

Industrial/Scientific/Medical devices

▪ Data run typically at 2 main frequencies: 2.4GHz (802.11-1997 & 802.11b-1999) 

and 5GHz (802.11a-1999)

▪ For many years 2.4GHz frequency was popular choice as 2.4GHz Wi-Fi devices 

are typically less expensive and lower attenuation

Wi-Fi history
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International Telecommunication Union (ITU)

▪ established in May 1865, specialized agency of the United Nations (from 1949)

▪ based in Geneva, Switzerland, the ITU's global membership includes 193 countries and 

around 900 business, academic institutions

▪ ITU Radiocommunication Sector (ITU-R) is one of the three sectors (divisions) of the ITU and 

is responsible for radio communications

▪ manages the international radio-frequency spectrum and satellite orbit resources and to 

develop standards for radiocommunication systems with the objective of ensuring the 

effective use of the spectrum

Wireless Standardization Organizations
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Institute of Electrical and Electronics Engineers (IEEE)

▪ is a professional association for electronic engineering and electrical engineering

▪ established in 1963, based in New York, operations center in Piscataway, New Jersey 

▪ more than 423,000 members in over 160 countries around the world

▪ IEEE 802 is a family IEEE standards for Local Area Networks (LAN), Personal Area Network 

(PAN), and Metropolitan Area Networks (MAN)

▪ The number 802 has no significance, it was simply the next number in the sequence that the 

IEEE used for standards projects

Wireless Standardization Organizations
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Wi-Fi Alliance

▪ Early 802.11 products suffered from interoperability problems because IEEE had no provision 

for testing equipment for compliance with its standards

▪ Wireless Ethernet Compatibility Alliance (WECA) established in 1999 by 3Com, Aironet 

(acquired by Cisco), Harris Semiconductor (now Intersil), Lucent (former Alcatel-Lucent, 

acquired by Nokia), Nokia, and Symbol Technologies (now Zebra Technologies)

▪ WECA renamed itself to the Wi-Fi Alliance in 2002. It is based in Austin, Texas

▪ currently over 550 members

▪ The Wi-Fi Alliance owns and controls the "Wi-Fi Certified" logo

Wireless Standardization Organizations
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IEEE 802 Family of Standards
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WLAN Network Topologies, Terminology 

and Architecture
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Two basic modes of operation in WLAN standards commonly used: 

1. Infrastructure mode – in this mode WLAN provides end-point connectivity to clients, end clients 

connect wirelessly to a WLAN master device (Access Point – AP). The AP would connect to 

Internet or to a network controller (typically via Ethernet) 
▪ Standalone or CAPWAP (Control And Provisioning of Wireless Access Points) modes

▪ Client mode - APcan connect to another APas a client

▪ Bridge mode using Wireless Bridge Link

2. Ad-hoc mode – peer to peer connections, provides a self-sufficient wireless network, one of the 

devices in the network would assume the role of a master, no AP

WLAN Network Topologies
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AP (Access Point)

▪ A device that provides wireless access

STA (Station)

▪ End devices that connect to WiFi network

BSS (Basic Service Set) 

▪ A set of end stations controlled by a single AP 

ESS (Extended Service Set) 

▪ Two or more interconnected BSSes

IBSS (Independent Basic Service Set)

▪ Known as ad-hoc network without AP

BSSID

▪ Each BSS is identified by 6B identifier, typically AP’s MAC

SSID (Service Set ID) 

▪ 2B to 32B ASCI character identifier (network name), when multiple APs share the same SSID -> they 
form ESS and SSID is called ESSID

DCF (Distributed Coordination Function) 

▪ The fundamental MAC technique (CSMA/CA) of the IEEE 802.11-based WLAN standard, DCF uses a 
collision avoidance (CA) mechanism to control access to the shared wireless medium (CSMA stand for 
Carrier Sense Multiple Access)

IEEE 802.11 Terminology
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▪ PHY (Physical Layer)

▪ The physical later transmits the bits of data through 

the channel by defining electrical, mechanical, and 

procedural specifications

▪ MAC (Media Access Control)

▪ Allows many wireless computers, or any wireless 

appliances, to share the same frequency. The data 

needs to be transmitted at different times

▪ LLC (Logical Link Control)

▪ Responsible for multiplexing of several network 

protocols (IPv4/IPv6, IPX, other)

▪ Exchanges data between users on either end of a 

LAN, this is used by IEEE 802.2

IEEE 802.11 Protocol Architecture
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PLCP - Physical Layer Convergence Procedure sublayer
PMD  - Physical Medium Dependent sublayer
PPDU - PLCP Protocol Data Unit
PSDU - PLCP Service Data Unit
MPDU - MAC Protocol Data Unit
MSDU - MAC Service Data Unit



Physical Layer
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IEEE 802.11 Physical Layer
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Overview

▪ The lowest layer of the IEEE 802 reference model, includes functions as:

▪ Encoding & decoding of signals

▪ Bit transmission & reception - modulation and transmission techniques

▪ The physical layer includes a specification of the transmission medium

▪ Also defines frequency bands and antenna characteristics

BPSK (Binary Phase Modulation)

QPSK (Quadrature Phase Modulation)

CCK (Complementary Code Keying )

DSSS (Direct Sequence Spread Spectrum ) are spread spectrum 

modulation techniques which reduces overall signal interference during 

transmission due to presence of information below noise level.
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WiFi 2.4GHz band

▪ Band covers 2,400–2,485GHz which makes it 85MHz 

wide

▪ 22MHz wide channels

▪ 13 channels in Europe, in Japan there are 14 channels, 

in the US only 11 channels

▪ Channels are overlapping

▪ The maximum transmission power in EU on 2.4GHz is 

100mW or 20dBm

▪ 2.4GHz is also used by microwave ovens, cordless 

phones, baby monitors and wireless video cameras

IEEE 802.11 Physical Layer
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WiFi 5GHz band
▪ 5GHz band is divided into 5MHz channels like the 2.4GHz band

▪ Only every fourth channel (36, 40, 44…) is used which provides 20MHz channel width without the overlap 

problems of 2.4GHz

▪ In Europe (or in ETSI jurisdiction) channels 36–64 are restricted for indoor use

▪ The maximum transmission power is 200mW (23dBm), but still doesn’t quite compensate for the 6dB 

attenuation due to higher frequency

▪ On channels 100–140 the maximum transmit power is 1W (30dBm) and the channels can be used outdoors 

as well (not relevant for APes, rather used for P2P links)

▪ The upper channels 149–165 mostly not supported yet

▪ 802.11n introduced the concept of combining channels

▪ When AP supports DFS frequencies, it will be necessary for WiFi access points to verify that any radar in 

proximity is not using DFS frequencies (AP startup typically delayed for a minutes due to radar detection)

IEEE 802.11 Physical Layer
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UNII - Unlicensed National 

Information Infrastructure

ISM - Industrial, Scientific 

and Medical bands 
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Modulation

▪ Modulation is a process of modifying 

of the amplitude, frequency or phase 

of high frequency carrier in 

accordance with low frequency 

information signal

▪ The result is called modulated signal

▪ The carrier is typically sine wave

▪ Information signal may be either 

analog or digital

IEEE 802.11 Physical Layer
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Digital Modulations

▪ Amplitude Shift Keying (ASK)

▪ Frequency Shift Keying (FSK)

▪ Phase Shift Keying (PSK)

IEEE 802.11 Physical Layer
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Phase Shift Keying Modulation principles

▪ BPSK (Binary PSK)

▪ QPSK (Quadrature PSK)

▪ QAM (Quadrature Amplitude Modulation)

▪ 16-QAM, 64-QAM, 256-QAM

▪ Amplitude and Phase

IEEE 802.11 Physical Layer
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http://upload.wikimedia.org/wikipedia/commons/4/41/BPSK_Gray_Coded.svg
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Baud (or symbol or code word) rate and bit rate

▪ Baud (or symbol) rate is the measure of the number of changes to the signal (per 

second) that propagate through a transmission medium

▪ Bit rate is the transmission of number of bits per second

IEEE 802.11 Physical Layer
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Bit_rate = Baud_rate * 
the_number_of_bit_per_Baud



KIS FRI  UNIZA

▪ FHSS – Frequency Hopping Spread Spectrum

▪ DSSS – Direct Sequence Spread Spectrum

▪ CCK - Complementary code keying

▪ OFDM – Orthogonal Frequency Division 

Multiplexing

IEEE 802.11 Physical Layer
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Effect of PRN (Pseudo 

Random Numerical) 

sequence on transmit 

spectrum

Spread Spectrum and Additional Modulation Technics
Spread spectrum technics are used to spread frequencies of a signal from its narrow band 

domain –> securing communication, resistance to interference
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FHSS technique

▪ Frequency Hopping Spread Spectrum technique is a method of transmitting signals 

by rapidly switching channels, using a pseudorandom sequence known to both 

transmitter and receiver

▪ Resistant technique to narrowband interference

▪ Difficult to intercept

▪ Typically, two transmitters do not transmit data over the same frequency at the 

same time

IEEE 802.11 Physical Layer
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DSSS technique

▪ Direct Sequence Spread Spectrum

▪ Encoding with 11-chip Barker sequence

▪ Used only at 1 and 2 Mbps

Why 1 or 2 Mbps?

▪ Chip rate = 11Mchip/s

▪ One chip duration 1/11 microsec

▪ Code word (or symbol) rate = 1MWord/s

▪ Each code word (symbol) carries 1 bit 

(BPSK) or 2 bits (QPSK)

▪ Bit rate = 1Mbps or 2Mbps 

IEEE 802.11 Physical Layer
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Energy spread of 11 Mchip/s sequence
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CCK technique

▪ Complementary Code Keying

▪ Set of 4 or 64 8-bit code words 
(symbols) used to encode data 
for 5.5 and 11 Mbps

▪ Code words have unique 
mathematical properties that 
allow them to be correctly 
distinguished from one another 
by receiver

IEEE 802.11b Physical Layer
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CCK technique

IEEE 802.11b Physical Layer
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Why 5.5 Mbps?

▪ Chip rate = 11Mchip/s

▪ One chip duration 1/11 microsec

▪ Code word (symbol) rate = 11/8 MWord/s = 1.375 Mword/s

▪ Each code word (symbol) carries 4 bits (2 bits QPSK, 2 bits CCK chip)

▪ Bit rate = 5.5 Mbps
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CCK technique

IEEE 802.11b Physical Layer
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Why 11 Mbps?

▪ Chip rate = 11Mchip/s

▪ One chip duration 1/11 microsec

▪ Code word (symbol) rate = 11/8 MWord/s = 1.375 Mword/s

▪ Each code word (symbol) carries 8 bits (2 bits QPSK, 6 bits CCK chip)

▪ Bit rate = 11 Mbps
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IEEE 802.11 and 802.11b summary

IEEE 802.11 Physical Layer
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▪ 1997 – the first WLAN 

standard IEEE 802.11-1997 

(1Mbps and 2Mbps @ 

2.4GHz)

▪ 1999 – Extension with higher 

data rates IEEE 802-11b

(5.5Mbps and 11Mbps @ 

2.4GHz)
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OFDM technique

▪ This physical layer implementation is based on Orthogonal Frequency Division 

Multiplexing

▪ The information is carried over the radio medium using orthogonal subcarriers

▪ A channel (16.25 MHz wide) is divided into 52 subcarriers

▪ 48 data subcarriers

▪ 4 subcarriers serving as pilot signals

▪ Subcarriers are modulated using BPSK, QPSK, 16-QAM or 64-QAM using 

convolutional codes R=1/2, 2/3 and 3/4

IEEE 802.11a/g Physical Layer
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IEEE 802.11a/g Physical Layer

OFDM technique – subcarrier modulation and coding

▪ With OFDM, signals can overlap with each other

▪ While one signal is at its peak, the other signals are at their zero-
point, allowing the receiver to differentiate between each signal

▪ It is possible to pack more data into a smaller range of frequency

29

Each signal peaks while other signals are at zero point

Presentation of OFDM signal in time domain
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OFDM technique – data rate

Why 54 Mbps?

▪ Symbol duration = 4 microsecs

▪ Data subcarriers = 48

▪ Coded bits per subcarrier = 6 (64-QAM)

▪ Coded bits per symbol = 6*48 = 288

▪ Data bits per symbol 3 / 4 * 288 = 216 bits / symbol

▪ Bit rate = 216 bits / 4 microsecs = 54 Mbps

IEEE 802.11a/g Physical Layer
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Note: 802.11g operates at a maximum physical layer bit rate of 54 Mbit/s exclusive of forward error correction codes, 
or about 22 Mbit/s average throughput
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IEEE 802.11a and 802.11g summary

▪ 1999 – IEEE 802.11a (up to 54Mbps @ 5Ghz) - this standard was designed for US 

purposes therefore just rarely used in EU. It  uses the same data link layer protocol and 

frame format as the original standard, just OFDM (physical layer) was added

IEEE 802.11 Physical Layer
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▪ 2003 - IEEE 802.11g - works in the 2.4 GHz band 

(like 802.11b) but uses the same OFDM based 

transmission scheme as 802.11a

▪ It operates at a maximum physical layer bit rate of 

54 Mbit/s exclusive of forward error correction 

codes, or about 22 Mbit/s average throughput

▪ 802.11g hardware is fully backward compatible 

with 802.11b hardware

▪ 802.11g and 802.11b stations must be able to 

share the same channels in the 2.4 GHz 

frequency band
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802.11g PHY frame structure

▪ Preamble – 12 OFDM symbols, sync sequence of 
presence/absence of pulses in a series of slots

▪ Signal – consist of different info (PLCP header) like rate, 
length, parity

▪ Service - The service field contains control bits to help the 
receiver decode the frame

IEEE 802.11 Physical Layer
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IEEE 802.11 family

▪ 2009 – IEEE 802.11n (Wi-Fi 4) - 802.11n is an amendment 

that improves upon the previous 802.11 standards; its first 

draft of certification was published in 2006. Supports MIMO 

antennas. Operates on both 2.4 and 5 GHz @ 54 Mbps to 

600 Mbps rates

▪ 2013 – IEEE 802.11ac (Wi-Fi 5) - Changes compared to 

802.11n include wider channels (80 or 160 MHz versus 

40 MHz), operates in the 5 GHz band, more spatial streams 

(up to 8 versus 4), higher-order modulation (up to 256-

QAM). Wave 2 is the 2nd phase of the certification to 

provide higher bandwidth

IEEE 802.11 Physical Layer
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▪ 2021 – IEEE 802.11ax - the successor to 802.11ac. It's marketed as Wi-Fi 6 (2.4 GHz and 5 GHz) and 

Wi-Fi 6E (6 GHz). For an individual client, the maximum improvement in data rate against the 

predecessor (802.11ac) is only 39%, the goal was to provide 4 times the throughput-per-area. The 

motivation behind this goal was the deployment of WLAN in dense environments such as corporate 

offices and shopping malls. This is achieved by means of a technique called OFDMA, which is basically 

multiplexing in the frequency domain (as opposed to spatial multiplexing - OFDM – used by 802.11ac)
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IEEE 802.11 Physical Layer
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MCS Index

▪ Modulation Code Schemes is a metric-based index based on several parameters of a 

WiFi connection between the station and AP

▪ It depends on: 

▪ the modulation – the phase and amplitude modulation for bit coding 

▪ coding rate – how many bits transfer information and how many are used for guard / error 

correction

▪ number of spatial streams – the number pf independent data streams used

▪ channel width 20MHz, 40MHZ, 80 MHZ

▪ and other parameters as well
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Example: MCS Index for 802.11n and 802.11ac

IEEE 802.11 Physical Layer
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MCS Parameters

▪ High Throughput Modulation and 

Coding Scheme (HT-MCS) used by 

802.11n

▪ Very High Throughput Modulation 

and Coding Scheme (VHT-MCS) 

used by 802.11ac

▪ Guard Interval - waiting time or 

pause between each packet 

transmission

▪ Minimum SNR and RSSI required for 

a specific MSC index

▪ Required SNR (Signal-to-Noise 

Ratio) [dB] SNR is defined as the 

ratio of signal power to the noise 

power (typical enterprise network 

background noise [dBm] will be 

about -120 to -90dBm; in high 

density WiFi network environment 

can be -80dBm)

▪ RSSI (Recieved Signal Strength

Indicator) is the signal level reception 

▪ SNR = RSSI – RF background noise
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▪ 802.11n, 2412Mhz, 20Mhz, HT MCS

▪ Background noise [dBm] = RSSI [dBm] – SNR [dB]
▪ -55 – 54 = -109 dBm

▪ -86 – 29 = -115 dBm

MCS provides info which rate for the current signal

36

IEEE 802.11 Physical Layer

AP to mobile phone distance cca 50m through walls , RSSI (Rx) -80dBmAP to mobile phone distance cca 2m, RSSI (Rx) -55dBm

Mobile phone info

Example: Measured RSSI & SNR to MCS Index
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LAB
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Mikrotik AP
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RouterBOARD 411UAHR
Mikrotik uses different types of HW 

(RISC) architectures: MIPS, ARM, 

SMIPS, TILE
AR7161 is Atheros' first-generation 

high performance, cost effective and 

scalable wireless network processor 
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Mikrotik AP
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Mikrotik hAP ac lite

RouterBOARD RB952Ui-5ac2nD

650MHz MIPSBE CPU, 64MB RAM, five 10/100Mbps Ethernet 

ports (PoE output on port #5), dual-chain 802.11b/g/n 2.4GHz 

wireless, single chain 802.11a/n/ac 5GHz wireless, USB port for

3G/4G modem and a RouterOS L4 license

QCA9531 

Qualcomm

Atheros
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MCS Index on MikroTik

IEEE 802.11 Physical Layer
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