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▪ PHY (Physical Layer)

▪ The physical later transmits the bits of data through 

the channel by defining electrical, mechanical, and 

procedural specifications

▪ MAC (Media Access Control)

▪ Allows many wireless computers, or any wireless 

appliances, to share the same frequency. The data 

needs to be transmitted at different times

▪ LLC (Logical Link Control)

▪ Responsible for multiplexing of several network 

protocols (IPv4/IPv6, IPX, other)

▪ Exchanges data between users on either end of a 

LAN, this is used by IEEE 802.2

IEEE 802.11 Protocol Architecture
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PLCP - Physical Layer Convergence Procedure sublayer
PMD  - Physical Medium Dependent sublayer
PPDU - PLCP Protocol Data Unit
PSDU - PLCP Service Data Unit
MPDU - MAC Protocol Data Unit
MSDU - MAC Service Data Unit



IEEE 802.11 MAC Layer
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▪ A set of methods of controlling access to a single transmission medium in order to 

provide efficient use of its capacity

▪ ALOHA

▪ Whenever a station has a data, it transmits. Sender finds out whether 

transmission was successful or experienced a collision by listening to the 

broadcast from the destination station. Sender retransmits after some random 

time if there is a collision, developed in 1970 by Hawaii university

Multiple Access Protocols - Overview
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▪ CSMA

▪ Carrier Sense Multiple Access 

▪ Improvement: starts transmission 

only if no transmission is ongoing
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▪ IEEE 802.3 Ethernet, CSMA/CD 

▪ Carrier Sense Multiple Access with Collision Detection

▪ Starts transmission only if no transmission is ongoing. Imediately stops ongoing 

transmission if a collision is detected.

▪ IEEE 802.4 Token Bus – A Token Ring like protocol over a virtual ring on a coaxial 

cable

▪ IEEE 802.5 Token Ring – A special three-byte frame called a token that is passed 

around a logical ring of workstations or servers. Only the node possessing the 

token may transmit.

▪ IEEE 802.11 Wireless, CSMA/CA

▪ Carrier Sense Multiple Access with Collision Avoidance

▪ Half duplex communication - both transmission and reception cannot happen at 

the same time, therefore collision detection is not possible when transmitting

▪ If another node was heard before the transmission, waits for a period of time 

(random) for the remote node to stop transmitting before listening again for a free 

communications channel

IEEE 802.3 and 802.11 MAC Layer Overview
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MAC - Media Access Control

▪ Shared wireless media, provides reliable delivery mechanism for user data over 

unreliable and noisy wireless media

▪ Requires participation of all nodes

▪ Fair distribution wireless bandwidth among all clients

▪ DCF (Distributed Coordination Function) or PCF (Point Coordination Function) 802.11 

media access types are mandatory. The PCF is not widely implemented. DCF is a 

widely used technique used to prevent collisions in IEEE 802.11-based WLAN standard

Reliable wireless communication needs at least 2 types of frame

CSMA/CA with ACK

▪ Requires participation of all nodes – a data frame from source to destination and 

acknowledgment (ACK) from destination

▪ If the source does not get ACK, it tries to retransmit based on the algorithm of MAC 

protocol

▪ Wireless media is dealing with hidden node problem

IEEE 802.11 MAC Layer

6



KIS FRI  UNIZA

IEEE 802.11 MAC Layer

Hidden Node problem 

▪ Even in case the end device is able to operate 
in full duplex mode there is another issue in 
wireless environment

▪ Sending end device checks whether the 
channel is idle but it can only checks within its 
broadcast range

▪ Other end device can be out of the range of 
the first end device but still on the network 
connected to AP (node B)

▪ Therefore, they could both be sending data to 
the AP at the same time and not aware of the 
presence of each other

▪ AP would not be able to receive any data due 
to collisions
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IEEE 802.11 MAC Layer

Hidden Node problem solution - CSMA/CA with RTS/CTS

▪ 802.11 MAC protocol solves this problem by adding 2 additional frames called RTS 

(request to send) and CTS (clear to send frames)

▪ Those 2 frames are quite short comparing to a normal data frame

▪ If A wants to send data to B, it sends RTS frame and waits for CTS from AP (node B)

▪ If both clients A and C send RTS frames to AP at the same time, the collision will 

happen. However, since RTS is short frame, the collision possibility will be for a short 

period of time

▪ If AP (node B) will send CTS to A, node C will also detect CTS frame

▪ When node A sends RTS, all nodes within the communication range of A hold their 

transmission until the communication between A and AP (node B) is completed by 

ACK

▪ When AP sends CTS, all nodes in the range of AP will hold the transmission until ACK
8
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IEEE 802.11 MAC Layer

Hidden Node problem – RTS/CTS are not always necessary

▪ If all nodes are within the communication range, the hidden node problem doesn’t 

exist, therefore RTS/CTS not necessary

▪ Alternatively, if the demand for the bandwidth from nodes is low, wireless media is not 

frequently accessed, there is a little chance for a collision

▪ Node C can detect data frames and will wait until the end of ACK frame from AP  
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CSMA/CA in details

▪ All terminals listen to the same medium as CSMA/CD

▪ Terminal ready to transmit senses the medium

▪ If medium is busy, it waits until the end of current transmission

▪ It again waits for an additional predetermined time period DIFS (Distributed Inter 

Frame Space) or SIFS (Short Inter Frame Space – after RTS/CTF or Data frame)

▪ Then picks up a random number of slots (the initial value of Backoff counter) 

within a contention window (random number must be greater than 0 and smaller 

than a maximum value referred to as the Contention window) to wait before 

transmitting its frame 

▪ If there are transmissions by other terminals during this time period (Backoff time), 

the terminal freezes its counter

▪ It resumes count down after other terminals finish transmission + DIFS. The 

terminal can start its transmission when the counter reaches to zero

IEEE 802.11 MAC Layer

10



KIS FRI  UNIZA

CSMA/CA in details

IEEE 802.11 MAC Layer
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CSMA/CA with ACK

IEEE 802.11 MAC Layer
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CSMA/CD with RTS/CTS

IEEE 802.11 MAC Layer
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Retry counters

▪ A node transmits a frame several time before ir receives ACK

▪ 2 retry counters: short retry counter (short frames) and long retry counter (long 

frames)

▪ Every time the transmission of a frame fails, the corresponding retry counter is 

incremented by 1; up to defined limits. In case the limit is reached, the frame is 

discarded

▪ Discarded frame needs to be solved by higher layer

IEEE 802.11 MAC Layer
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IEEE 802.11 MAC Layer
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MAC Frame format

MPDU - MAC Protocol Data Unit (also PSDU)

There are three types of 802.11 MAC frames: 

▪ Management - used to mange the BSS

▪ Control - control access to the medium

▪ Data - contain payloads that are the layer 3-7 

information
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IEEE 802.11 MAC Layer
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Frame Control

Frame Control - two bits Protocol Version subfield, two bits Type subfield, and four bits Subtype 

subfield. The remaining subfields can be present or absent depending on the setting of the Type 

and Subtype subfields  

▪ DS Status – indicates the directionality of the frame

▪ Power Management - indicates whether the sending device is in active mode or power-save 

mode

▪ More Data - Indicates to a device in power-save mode that the AP has more frames to send

▪ Security - indicates whether encryption and authentication are used



KIS FRI  UNIZA

IEEE 802.11 MAC Layer
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Other frame fields

Duration - Typically used to indicate the remaining time needed to receive the next frame 

transmission. Carries NAV (Network Allocation Vector) value

Address 1 - Usually contains the MAC address of the receiving wireless device or AP (DMAC)

Address 2 - Usually contains the MAC address of the transmitting wireless device or AP (SMAC)

Address 3 - Sometimes contains the MAC address of the destination, such as the router interface 

(default gateway) to which the AP is attached (BSSID)

Sequence Control - Contains the Sequence Number and the Fragment Number subfields. The 

Sequence Number indicates the sequence number of each frame

Address 4 - Usually missing because it is used only in ad hoc mode
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NAV – Network Allocation Vector

▪ The mechanism limits the need for physical carrier sensing in order to save power

▪ The station listening on the wireless media reads the Duration field and sets its 

NAV. 

▪ Indicator for a station how long it must defer from accessing the medium

▪ Wireless stations (notebooks, smartphones) are often battery powered, so the 

station may enter a power saving mode

▪ A station decrements its NAV counter until zero, wakes up to sense the medium 

again 

IEEE 802.11 MAC Layer
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IEEE 802.11 MAC Layer
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MAC Frame format overview



KIS FRI  UNIZA

Frame subtypes

IEEE 802.11 MAC Layer
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Note: CF (Contention Free) control frames are to indicate contention-free functions in PCF medium access method
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Management functionality

▪ Establishing the identity of a network station in a wired network is easy as directly 

connected to the network infrastructure or network L2/L3 node/s.

▪ Wireless network had to introduce management feature to provide similar 

functionality

▪ New client must associate with an AP

▪ Scans all channels, listening for beacon frames containing AP’s name (SSID) and MAC 

address

▪ Selects AP to associate with

▪ Then performs authentication

▪ Finally, typically runs DHCP to get IP address in AP’s wireless subnet

IEEE 802.11 MAC Layer
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Management frames & Beacon frame

Beacon broadcast frames - contains all the 
information about the network. Beacon frames are 
transmitted periodically by AP, they serve to 
announce the presence of a wireless LAN with its 
capabilities – Basic Service Set support

▪ SSID and BSSID (the MAC address of AP interface)

▪ Timestamp for sync

▪ Beacon interval provides info about beacon intervals 
(around 102.4ms)

▪ Capability information like supported rates 802.11 
standard supported, FHSS, DSSS and other

IEEE 802.11 MAC Layer
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Beacon frame

IEEE 802.11 MAC Layer
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▪ IEEE 802.11b frame

▪ 1Mbps data rate

▪ Channel 7 

▪ Subtype is Beacon

▪ Receive and Destination address is the same

▪ Transmitter and Source address is the same

▪ TIM / DTIM – Traffic Indicator Map / Delivery TIM
▪ TIM information element advertises if any associated stations 

have buffered unicast frames

▪ DTIM is to broadcast / multicast traffic

▪ ERP – Extended Rate PHY (802.11g)
▪ 802.11g radios use a new technology ERP

▪ ERP field contains info about non-ERP (802.11b) STAs

▪ In this case RTS/CTS exchange uses a PHY rate of 1 Mbps 

using DBPSK modulation as specified by DSSS

▪ Backward compatibility

▪ RSN – Robust Security Network

▪ Negotiates the authentication and encryption 

algorithms

▪ DS - Distribution System – indicates infrastructure 

type and parameters
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802.11: Passive and Active scanning 

▪ Typically performed by clients, a mechanism to find out APs 

within range 

Passive scanning
▪ Beacon frames sent from APs periodically

▪ When captured by client

▪ Authentication & Association Requests follows

▪ Saves battery, once per second, this mode cannot be disabled

Active scanning
▪ Probe Request frame broadcast from Client

▪ Probe Response frames sent from APs

▪ Authentication & Association Requests follows

IEEE 802.11 MAC Layer
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802.11 Authentication and Association

3 connection states

▪ Unauthenticated & Unassociated

▪ Authenticated & Unassociated

▪ Authenticated & Associated

Authentication

▪ To prove client’s identity to AP

▪ Open System or Shared Key (WEP) 
authentication, typically Open System used

Association

▪ Registration to AP, resource allocation on AP

▪ Negotiated after authentication

▪ After established, data forwarding

IEEE 802.11 MAC Layer
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▪ Keep in mind that 802.11 authentication is 

not the same as WPA/WPA2 or 802.1x 

authentication which occurs during and/or 

after Association phase

▪ 802.11 authentication was originally 

designed for WEP however this security 

scheme has been proved insecure therefore 

already deprecated 



KIS FRI  UNIZA

802.11 Authentication and Association (ACKs not visible, skipped)

▪ SSID MikroTik114, BSSID 2c:c8:1b:25:f2:3a

▪ Active scanning by client 42:e1:69:6d:2b:e6

IEEE 802.11 MAC Layer
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802.11 Deauthentication and Deassociation
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802.11 Authentication and Association (including ACKs)

▪ SSID MikroTik114, BSSID 2c:c8:1b:25:f2:3a

▪ Active scanning by client 42:e1:69:6d:2b:e6

IEEE 802.11 MAC Layer
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802.11 Authentication - WEP

IEEE 802.11 MAC Layer
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802.11 Authentication – Open System only, no other security

IEEE 802.11 MAC Layer
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Open System authentication request is 
sent from the mobile device that contains 
the station ID (typically the MAC address).



KIS FRI  UNIZA

802.11i-2004 Authentication 
▪ WPA/WPA2 is just a commercial name for a complete implementation of the 802.11i 

specification, the amendment to the original 802.11

▪ 802.11i introduces the concept of Robust Security Network Association (RSNA)

IEEE 802.11 MAC Layer

30



KIS FRI  UNIZA

802.11i-2004 Authentication 

IEEE 802.11 MAC Layer
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LAB Basic Setup
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LAB
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Topológia a adresácia
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LAB miestnosť

158.193.152.128/25

192.168.1.0/24

1.1

1.201 1.101 1.102 1.1[nn]

152.129

Juniper NAT/FW

hidden SSID: LAN

Mikrotik-101 Mikrotik-102 Mikrotik-1[nn]

192.168.101.0/24

Mgmt bridged AP

NAT / routed AP

192.168.1[nn].0/24

PC routes:
0.0.0.0/0 gw 158.193.152.129 metric 400 (default gw via Ether)

0.0.0.0/0 gw 192.168.1[nn].1 metric 75 (default gw via WiFi)

158.193.0.0/16 gw 158.193.152.129 metric 25 (UNIZA net)

152.133

GW: 101.  .. 1[nn].1

SSID:

Internet

UNIZA 158.193.0.0/16

1.11
1.10

2x L2 switch

MikroTik hAP ac lite

MikroTik 411UAHR

TP-Link dongle
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Adresácia a skupiny
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Skupin

a Model Meno S/N Wlan MAC Ether MAC SSID

WPA2 Pre-

shared Key NET uplink login pass

1 411UAHR Mikrotik 1 24D10199373A 00:0C:42:44:6F:8E 00:0C:42:44:6F:8D Mikrotik-101 !234567* 192.168.101.1/24 192.168.1.101 admin k!s143

2 411UAHR Mikrotik 2 24D1019445AE 00:0C:42:49:1D:1A 00:0C:42:49:1D:19 Mikrotik-102 !234567* 192.168.102.1/24 192.168.1.102 admin k!s143

3 411UAHR Mikrotik 3 24D101944462 00:0C:42:49:1C:D6 00:0C:42:49:1C:D5 Mikrotik-103 !234567* 192.168.103.1/24 192.168.1.103 admin k!s143

4 411UAHR Mikrotik 4 24D1019445BE 00:0C:42:49:1D:0A 00:0C:42:49:1D:09 Mikrotik-104 !234567* 192.168.104.1/24 192.168.1.104 admin k!s143

5 411UAHR Mikrotik 5 24D10199371A 00:0C:42:44:6F:AE 00:0C:42:44:6F:AD Mikrotik-105 !234567* 192.168.105.1/24 192.168.1.105 admin k!s143

6 411UAHR Mikrotik 6 24D1019445B4 00:0C:42:49:1D:04 00:0C:42:49:1D:03 Mikrotik-106 !234567* 192.168.106.1/24 192.168.1.106 admin k!s143

7 411UAHR Mikrotik 7 24D10194447C 00:0C:42:49:1C:CC 00:0C:42:49:1C:CB Mikrotik-107 !234567* 192.168.107.1/24 192.168.1.107 admin k!s143

8 411UAHR Mikrotik 8 24D10199372A 00:0C:42:44:6F:9E 00:0C:42:44:6F:9D Mikrotik-108 !234567* 192.168.108.1/24 192.168.1.108 admin k!s143

9 411UAHR Mikrotik 9 24D10194442A 00:0C:42:49:1C:9E 00:0C:42:49:1C:9D Mikrotik-109 !234567* 192.168.109.1/24 192.168.1.109 admin k!s143

10 411UAHR Mikrotik 10 24D101993724 00:0C:42:44:6F:94 00:0C:42:44:6F:93 Mikrotik-110 !234567* 192.168.110.1/24 192.168.1.110 admin k!s143

11 RB952Ui-5ac2nD Mikrotik 11 CC3E0EDD4C25 2C:C8:1B:4C:F9:B6 2C:C8:1B:4C:F9:B0 Mikrotik-111 !234567* 192.168.111.1/24 192.168.1.111 admin k!s143

12 RB952Ui-5ac2nD Mikrotik 12 CC3E0E60402C 2C:C8:1B:4C:B0:40 2C:C8:1B:4C:B0:3A Mikrotik-112 !234567* 192.168.112.1/24 192.168.1.112 admin k!s143

13 RB952Ui-5ac2nD Mikrotik 13 CC3E0E52B863 2C:C8:1B:4C:D3:E7 2C:C8:1B:4C:D3:E1 Mikrotik-113 !234567* 192.168.113.1/24 192.168.1.113 admin k!s143

14 RB952Ui-5ac2nD Mikrotik 14 CC3E0E83DB79 2C:C8:1B:25:F2:3A 2C:C8:1B:25:F2:34 Mikrotik-114 !234567* 192.168.114.1/24 192.168.1.114 admin k!s143

15 RB952Ui-5ac2nD Mikrotik 15 CC3E0EC59727 2C:C8:1B:26:04:26 2C:C8:1B:26:04:20 Mikrotik-115 !234567* 192.168.114.1/24 192.168.1.114 admin k!s143
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PC routing table & Wireless Info
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Topology and addressing
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LAB miestnosť

Net 158.193.152.128/25

LAN net 

192.168.1.0/24

GW 192.168.1.1

GW 158.193.152.129

GW & NAT & FW
158.193.152.133

Internet

UNIZA 158.193.0.0/16

UNIZA VPN

Mgmt AP

bridged mode

Hidden SSID: LAN

Wireless AP bridge mode

SSID: Mikrotik112

192.168.112.0/24

L2 switches

Eth1

192.168.1.112

AP 

in IP router mode with

Src NAT & DHCP Server

Wlan1

192.168.112.1

DHCP pool1

192.168.112.201 – 112.221

DHCP assigned IP

158.193.152.1xy

192.168.1.201
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PC routing table & Wireless Info
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Ďakujem za pozornosť.
roman dot kaloc at uniza dot sk
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