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WLAN Authentication and Data Encryption methods

The 802.11 standard specifies two methods for the authentication: Open System
authentication and Shared Key authentication.

= Open System authentication - two frames exchange in this process. he first message contains
the sending node’s 802.11 capabilities. Once the Open System authentication and association
IS successful, the client becomes a member of the BSS. WEP is not used as part of the Open
System authentication process, but WEP encryption can be used to provide data security after a
successful authentication and association.

= Shared Key Authentication - four authentication messages exchange between client and AP
and uses WEP (Wired Equivalent Privacy) encryption to authenticate the client.
1. The client sends the authentication request to the AP.

2. The AP sends a clear-text challenge to the client station using an c..em AP

authentication response frame. Authentication Request .

3. The client station then encrypts the clear-text challenge and sends it Cleartext challenge

. . . i thentication fi
back to the AP by using the frame body of the authentication frame. < SEE—

4. The AP decrypts the station’s response and compares it to the in another authentication frame .
challenge text. If it matches, the AP will send the final authentication If AP s able fo decrypt the frame
frame to the client and confirms the successful authentication. {twill send authentication frame ndicating

< that the authentication is success




WEP - Authentication

= Used for Authentication as well as for data encryption

= Uses RC4 (Rivest Cipher, also called Pseudo Random Number Generator - PRNG)
cipher for confidentiality and uses CRC-32 checksum for transmission error less
Integrity

= RC4 is an encryption algorithm, which is known as stream cipher. Stream cipher
operates by expanding a short key into an infinite pseudo-random keystream.

= Keystream is a stream of pseudo-random characters that are combined with a
plaintext message to produce an encrypted message.

= 24-Dbit Initialization Vector (V) and 40-bit (10 4-bit hex characters 0-9 A-F) or 104-bit
Secret WEP Key, the purpose of the random IV (2*24 ~ 16 million possible key
streams for a Key ) is to allow reuse of the same Secret WEP Key for several
different messages

= Challenge authentication message sent by AP - cleartext message 128 bytes long

= Encrypted challenge sent by the client, together with cleartext IV and ICV (Integrity
Check Value - fixed length hash of the cleartext - 4B)




WEP - Data encryption

keystream
= XORs key-stream (K) with plaintext (P) to produce ciphertext (C) Vikerslresl o Ti ol
= Per packet encryption - IV randomly changes for each packet seed ®
= Random IV and Secret Key is combined (IV is pre-pended to K) as Plain tet ———> | 11|00
an input string for PRNG (24+40 or 24+104) 64-bit or 128-bit RC4 &
key (or Seed) 99!
. . Cipher text ———
= Each device can have up to 4 static WEP keys, Key ID parameter e
used to identify it
= the purpose of the random IV (224 ~ 16 million possible key-
streams for a single key )
encrypted g IV
octets | IV MSDU ICV Iﬂiftlﬁtﬁ? -L' Seed ,| Rca Key Stream .
T Tl 0-2304 4 | PRNG Cipher
) WEP Key — &) ¥ o
Plaintext > —
bits | Initialization Vector Pad Key ID L |
CRC-32 —»
“ ’ ? Integrity Check Value (ICV)

Message




WEP - proved insecure therefore already deprecated

Two possible ways of breaking WEP encrypted data:

1. To discover the Secret Key itself

2. To discover all possible key-streams that a Key can generate

= RC4 encryption involves XOR-ing the keystream (K) with the plaintext (P) data to produce the ciphertext
(C). If an attacker knows any two of these three elements, he can calculate the third. An attacker can
always know C because it is broadcast. Thus, if an attacker knows P, he can get K. After he has K, he
can recover P in following packets.

= Adictionary of all (~16M) keystreams that are ~1500B long (packets) only takes about 24 GB to store.

|.  One method is to wait for repeated keystreams (known via 1V), known as a collision, which reveals
information about the data and the keystream. e Wisloss Clr

II.  The 2nd method is to know some or all of the data that
was encrypted.

Altacker



WPA - Data encryption

= WPA - WIiFi Protected Access

= WPA was introduced before 802.11i (~2003) as an intermediate solution to WEP volnurabilities

= Uses RC4 encryption protocol to secure data with TKIP enhancement

= Temporal Key Integrity Protocol (TKIP) — uses the RC4 stream encryption algorithm as its

basis. However, dynamically generates a new random 128-bit RC4 key (per-packet key) for
each packet.

= WPA included a Message Integrity Check (MIC, using new hashing function Michael). This
replaced the CRC.

24b ) 48b 48b 104b Transmit Address Encryption Key
IV | Base Key Plain Text| | TA [ TSC | Base Key +
\ v J ) ¥ TKIP
Sequence Per-lgacket Per-Packet WEP Key
Number —p»| ey >
IV || Packet Key - 48 bits Mixing __» W Ciphertext
& = | _
- > Fragment | Plaintext MPDU(s)
@ @ | MPDU(s)
v Michael Key—p»

- MSDU :
WEP Encrypted Data TKIP Plaintext MSDU + MIC




WPAZ2 - Data encryption

WPAZ2 has been standardize in 802.11i

802.11i-2004 is an amendment to original 802.11

128-bits Advanced Encryption Standard (AES) block cipher algorithm for both
authentication and encryption processes, replaces RC4

Counter Mode with Cipher Block
Chaining (CCMP) replaces TKIP

= CCM mode for AES
= 128-bit keys, 48-bit IV
= CBC-MAC for the message integrity

WPAZ2 still considered secure

Vulnerability in 4-way handshake

AuthC

WEP WPA WPA2
1997 2003 2004
Encryption |RC4 RC4 AES
Key rotation | None Dynamic Dynamic
session keys session keys
Key distribution | Manually Automatic Automatic
typed into | distribution distribution
each device |available available
Authentication |Uses WEP | Can use 802.1x | Can use 802.1x
key as & EAP & EAP




WPA/WPA2 — Authentication modes

= WPA Personal mode - It is also called WPA-PSK (Pre-Shared Key)
= Home or small offices

= No authentication server

= A secret key shared manually

= WPA Enterprise mode - In order to authenticate users and issue new keys that ensure a key
management it utilizes the IEEE 802.1x standard (port-based access control standard)

= Requires a RADIUS (Remote Authentication Dial-In User Service) server

= 802.1X standard uses the Extensible Authentication Protocol (EAP), EAP over LAN
(EAPoL) on Ethernet, for authentication

1 Authenticator 2

. EAPOL Radius/Diameter

= Provides additional per user security =

|I 1 } } = - .
R I 'Y Authentication
= ___EﬁE__l_ﬂ_J___EBE___rI Server
Lo | | |
« <
Supplicant

Network Access




WPA/WPA2 — Authentication — 4-way handshaking

PTK (Pairwise Transient key) is used to
encrypt all unicast traffic between a client
station and the access point

= PTK = Pseudo_Random_Function (PMK + Q
Anonce + SNonce + Mac (AA)+ Mac (SA)) T B

= PMK (Pairwise Master Key). Generated CLENT ¢ S > "PONT
from MSK (Master Session Key), which is [Catcutate PRK | Calculate PMK
generated during 802.1x/EAP process or | | e =
simply Pre-Share Key (PSK) | calculate PTK g Messig 2 (ionet aonce)

= SNonce — STA Nonce 91 Calculate PTK

= ANonce — AP Nonce <

Message 3 (Signed ANonce.
Key Installation)

Message 4 (Acknowledgement) >




WPA/WPA2 — Authentication

291 6.940659. 42:el:69:6d:
293 6.942485..

315 6.953653..

Routerbho 25:

Routerbo_25:

2b:
T2:

2b:

ef
3a

Routerbo 25:
42:e1:69:6d:

42:e1:69:6d:

T2:
2b:

T2:

3a
eb

ap2.11
ap2.11

123 Association Regquest, SN=2224
98 Association Response, SM=779

175 Key (Message 1 of 4)

317 6.964361. 42:el:69:6d: eb Routerbo_25: 3a EAPOL 175 Key (Message 2 of 4)
319 6.967242. Routerbo_25:712:3a 42:21:69:6d:2b:eb EAPOL 209 Key (Message 3 of 4)
— 321 6.971740.. 42:e1:69:6d:2b:ef Routerbo_25:T2:3a EAPOL 153 Key (Message 4 of 4)
324 6.983304. Routerbo 25:T2:3a Broadcast ap2.11 193 Beacon frame, SN=792, FN=@,

» Frame 315: 173 bytes on wire (1480 bits),
¢+ Radiotap Header vO, Length 18
» 802.11 radio information

IEEE B02.11 Data, Flags:

175 bytes captured (1400 bits) on interface wlan@, id @

» Logical-Link Control
-~ 802.1X Authentication
Version: 802.1X-2001 (1)
Type: Key (3)
Length: 117
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 1]
» Key Information: Bx@038a
Key Length: 16
Replay Counter: 1
WPA Key Nonce: 0264ela87deabl6f023b8Tdr8914a91bed817e95587441478ef63977ar317d79d
Key IV: @000BEeeRORE0ORREEEDERRR0DRERR0E
WPA Key RSC: G00ROEEEOOEE0EOO
WPA Key ID: BGROERRROOEREEDEE
WPA Key MIC: GOORREOREEEEREOREEREORERODEEEROE
WPA Key Data Length: 22
» WPA Key Data: dd14000Tac@499bcVectlefc2lbb5c7799ef52717c95
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Topology and addressing

Internet

==

UNIZA VPN

o mmooy By e [
==

S

=

GW 158.193.152.129

GW&NAT& Fw W 158.193.152.133

A/

LAB miestnost’
Net 158.193.152.128/25

GW 192.168.1.1 I

L2 switches &

AP
in IP router mode with
Src NAT & DHCP Server

LAN net . Wireless AP bridge mode
192.168.1.0/24 ~ Uel ; SSID: Mikrotik112
\ \\\ 192.168.112.0/24 ffr

Eth1 &

L . ’
N Wlan1

192.168.1.112  192.168.112.1 158.193.152.1xy
Mgrmt AP o L
bridged mode DHCP pool \d -
Hidden SSID: LAN ‘ 192.168.112.201 - 112.221 —

192.168.1.201 DHCP assigned IP



IP addresses & routing table with default route

]
il + = vlx a7 Find
- : Address g |Netwnr‘r-: ||I'1tEffECE! \ |1"
JR R - D = 192168.1.19/24 19216810  etherl |\
i System " Cloud © e5192168.114.1/24 1921681140  wlanl O]
& Gueves DHCP Clent
I Files DHCP Relay Address: | 192.168.114.1/24 | oK
i Log DHCP Server Network: [192.168.114.0 - P
ol Interface: |wlan1 (%]
> = 2 dCe. |wian L
X Tools Firewal Aoply
B New Teminal
Dizable
4i» Dot1X IPsec
¥4 MetaROUTER  Kid Cortrol Comment
#5 Patition Neighbors Copy
Remove
ol | ||/enabled
2items (1 selected)
Routes | s Rules VRF
AP 7 [Fing ] [a1_[#]
. Address 4| Gateway A\ Distance  |Routing Mark |F‘ref. Source ||"F
DAS I 0.0.0.0/0 192.168.1.1 reachable etherl 1
DAC | 192.168.1.0/24 etherl reachable 0 192.168.1.19
> 192.168.114.0... wlan1 reachable 0 192.168.114.1




DHCP Server

DHCP service

Address ¢ | Gateway |DNS Servers |Dumain
zh \ Ll (152168 114 0/24 192.168.114.1 g888 J
|I%I IP rr: ARP . 7; ofks Leases Options Option Sets  Alets
Accourting
38 Routing J— | =] % | DHCP Config || DHCP Setup |
System M Cloud |Narne { |Irrterface |Hela}r |Lease Time |Mdress Pool v
& Queues - server] wlan1 00:10:00 pool1 no
[ Filez DHCP Relay
|| Log DHCP Server :
o RADIUS DI )
% Tools \ Firewall IE”E |P Pool

Pools | Lszed Addresses

New Terminal Hotspo |
o | e 5
40 Dot1X |Paec QK

@ MetaROLTER Kid Contral Mame: |sen.re.-r'| | n = E Cind
5 Partition Meighbors Interface: |wlan1 | =] | Aoply 47T |Name / | Addresses |Mext Pool ||+
| b Make Supout rif Packing Relay: | - o pool1 192.163.114.101-192.168.114.110 none
|
g g:: WinBox Lease Time: [00:10:00 |
Bootp Lease Time: |Furever || ¥ Copy

SME E Y
El Windows - dress Pool: (pool1 || i|

SNMP
Cervices DHCF Option Set: | g
S Src. Address: | s
Socks

Delay Threshold: b
TFTF 2y Threshold:| |
Traffic Flow Authoritative: |yes | ¥
UPnP Bootp Support: |5tatic || ¥
i Client MAC Limit: | |-

Use RADIUS: [no =] 1item (1 adected)




Wireless & Security Profile

WiFi Interfaces  WE0G Station  Nstreme Dual  Access List  Redgistration CunneQ’ Security Profiles [}15}45

+=l =] Y]

Remove

. [vw] aes cem [ tkip

WPA2 Pre-5h

Supplicant Identity: |I'H'IikroT|k

Group Key Update: |D'I]:D5:1}I]

Management Protection: |disabled

Management Protection Key: |

default

WiFi Interfaces | WEDG Station  Nstreme Dual | Access List  Registration  Connect List |~ Security Profile

IE”EI Izl | CAP || WPS Client || Setup Repeater || Scanner || Freq. Usage H:
|Rx

Name + | Mode Autherticatio... |Unicast Ciphers | Group Ciphers | WPA Pre-Shared ... |WPA2 Pre-Shared |1l [Name /| Type Actual MTU | Tx

* default dynamic keys  WPAZ PSK aes ccm aesccm 0 Y ree - R W wlanl Wireless (Atheros AR9... 1500 Obps

A & wland Wireless (Atheros ARS. . 1500 0 bps
Security Profile <defaults Interface <wlan1: (X |
General | RADIUS EAP  Static Keys General Wirsless | HT WDS Nstreme NV2 Status Traffic | 0K |

b \
B =F =t - Mode: |ap bridge || i| | Cancel |
B Band: | 2GHz-B | =] | Poply |
Channel Width: | 20MHz ¥ | — |
_C ent sable
[ ]WPAEAP []WPA2EAP m Frequency: | 2412 % | MHz ot |
C T omm
Unicast\Ciphers: [ aes cem [ | thip Py SSID: |MikroTik 114 | ~

Profile: | defautt

Advanced Mode

WPS Mode: [pu " ¥
Frequency Mode: |regulatnr'_.r-dumain " * | WPS Accept | B
Country: |etsi |* | WPS Client |
Installation: |any |*
| Setup Repeater |
Antenna Gain: |2 |dEh'
| Sran |



Wireless data rates & Tx power

' Interface <wlani:
: Tx P
WiFi Interfaces | WE0G Station  MNstreme Dual  Access List  Registration  Connect List  Security Profiles | | Cuarent T Fower'| [ Ststus | Traffic | s |
. T Power Hode: EET I | |  Cacel |
e —| |o % (O | | CAP || WPSClient || Setup Repeater || Scanner || Freq. Usage E T
- Tx Powers | Apply |
Name /| Type Actual MT;J]JTI |Fix ; Mbps: [0 |dBm  2Mbps: [17 | dBm | |
R wlan Wireless (Atheros ARS... 1 8.7 kbps 601 Disable
b g wlan? Wireless (Atheros ARS... R0 :il.'ﬁs 0 5.5Mbps: |1 dBm 11Mbps: [17 dBm
6Mbps: |8 |dBm  9Mbps: [17 | dBm | Comment |
(St b 12Mbps: [3 4B 1eMbps: [17 dem | [ SmpleMode |
Wireless Data Hateﬂnduanced HT WDS Nstreme NV2 . 0K 24Mbps: [10 |dBm  36Mbps: |17 dém | | Torch |
_ Rate Cancel 48Mbps: |11 |dBm  54Mbps: |17 |dBm | WPS Accest |
 defautt & configured HT200: |12 |dBm  HT20-1: |17 |dBm | rr—— |
Apply HT20.2: [13 |dBm  HT203.[17 | dBm
Supported Rates B: [v] 1Mbps [v] 2Mbps  [w] 5.5Mbps  [w| 11Mbps — HT204: [14 dBm  HT205: [17 | dBm | Setup Repeater |
Supported Rates A/G: v/ 6Mbps  [v] 3Mbps 12Mbps 18Mbps HT206: |15 |dBm  HT20-7: |17 |dBm | Scan... |
Comment
24Mbps I6Mbps  [v| 48Mbps 54Mbps HT40-0: |16 |dBm  HT40-1: |17 | dBm | Freq. Usage.. |
Basic Rates B: [#] IMbps | ] 2Mbps [ ] 5.5Mbps [ ] 11Mbps ‘I Simple Mods HT402: (17 dBm  HT403: 17 dem | [ mign. |
Basic Rates A/G: [ 6Mbps | | 9Mbps [ ] 12Mbps [ ] 18Mb HT404:[18 jdim  HT405: 17 BT o |
Cw
asie nates P P P Pe Torch L HT40-6: 19 |dBm  HT40-7: |17 |dBm | | S |
[ | 24Mbps [ | 36Mbps [ | 48Mbps [ | 54Mbps WPS Accept
WPS Client
Setup Repeater




NAT — Network Address Translation

* NAT is an Internet standard that allows hosts on local area networks to use one set of IP
addresses for internal communications and another set of IP addresses for external

communications.

« Source NAT is performed on packets that are originated from an internal network. A NAT
router replaces the private source address of an IP packet with a new public IP address
(typically outgoing interface) as it travels through the router. Destination address is
unchanged. A reverse operation is applied to the reply packets travelling in the other
direction.

« Firewall NAT action=masqguerade is unigue subversion of action=srcnat, it was designed

for specific use in situations when public IP on ongoing interface can randomly change,
for example DHCP assigned address or newly established PPP tunnel can change it.




NAT — Network Address Translation

( lzss| P r->
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=
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0 =] mas... srcnat
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Iil Cancel <
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Dst. Address: | -
Disable
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Src. Port: | | = —
Dst. Port: | | = -
Any. Port: | | » Smove
In. Interface: | - Reset Counters B
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Wireless ethical auditing and penetration

testing

Dolezité upozornenie:

Zneuzitie nastrojov, ktore su sucastou Kali linuxu alebo Aircrack-ng suite, je protipravne a moze
viest ku trestnému vySetrovaniu vocCi osobam, ktoré ich zneuzili. Informacie v tomto uCebnom

materiali a zmienené nastroje musia byt pouzité len na vyukové ucely a so zariadeniami na
tento ucel urcenymi.

The misuse of the tools that are part of Kali Linux or Aircrack-ng suite is illegal and can lead to criminal
investigations against those who have abused them. The information in this teaching material and the
mentioned tools must be used only for teaching purposes and with equipment designed for this purpose.



Wireless auditing and penetration testing tools

- Kali Linux is an open-source, Debian-based Linux distribution geared towards various
Information security tasks, such as Penetration Testing, Security Research, Computer
Forensics and Reverse Engineering.

« Aircrack-ng suite — suite of CLI tools used to recover wireless encryption keys and carry
all sorts of attacks against wireless networks

«  Wifite - tool to audit WEP or WPA encrypted wireless networks. It uses aircrack-ng (and
other tools) to perform the audit of wireless networks

 Wireshark is the world’s foremost and widely-used graphical network protocol analyzer.
Deep inspection of hundreds of protocols, many different capture file formats: tcpdump
(libpcap), Pcap NG, Catapult DCT2000, Cisco Secure IDS iplog, Microsoft Network
Monitor, Network General Sniffer and many others

* iwconfig is similar to ifconfig (or ip) but is dedicated to the wireless interfaces. It is used
to set the parameters of the network interface which are specific to the wireless operation.




Aircrack-ng suite of CLI tools

Common options:

: : . -3 <amode> : f ttack mode (1/WEP, 2/WPA-PSK)

« airbase-ng — Configure fake access points 2 (a%idy | target selection: netuork identifier
-b <bssid» : target selection: access point’'s MAC

-p <nbcpu> : # of CPU to use (default: all CPUs)

e aircrack-ng — Wireless auditing tool password cracker g : enable quiet mode (no status output)

-C <macs> : merge the given APs to a wirtual one
-1 <file> : write key to file. Overwrites file.

- aireplay-ng — Primary function is to generate traffic for the = setic uee cracking options:

. . -C : search alpha-numeric characters only
|ater use In alrcraCk—ng -t : search binary coded decimal chr only
-h : search the numeric key for Fritz!BOX

-d <mask> : use masking of the key (AL:XX:CF:YY)
1 1 1 1 -m <maddr> : MAC add to filt bl ket
* airmon-ng — This script can be used to enable monitor e e e e b e
-i <index> : WEP key index (1 to 4), default: any
1 : -f <fudge> : brutef fud factor, default: 2
mode on wireless interfaces T <koreks © dissble one actack methed (1 to 17)

-x or -x@ : disable bruteforce for last keybytes

. . . -x1 : last keybyte bruteforcing {defau?t)

« airmon-ng <start|stop> <interface> [channel] or airmon-ng 52 ¢ enable last 2 keybytes bruteforcing
X : disable bruteforce multithreading

. -y : experimental single bruteforce mode

-K : use only old KoreK attacks (pre-PTW)

<CheCk|CheCk k|”> -5 : show the key in ASCII while cracking

-M <num> : specify maximum number of IWs to use

-D : WEP decloak, skips broken keystreams

 airodump-ng — Used for packet capturing of raw 802.11 F oum T debug: (1 disable ein, 2: P
frames in various formats pcap, ivs, csv, gps, kismet,

-V : run in visual inspection mode

WEP and WPA-PSK cracking options:

r]EEt)(r11| -w <words> : path to wordlist(s) filename(s)
-N <file> : path to new session Tilename
-R <file> : path to existing session fTilename

WPA-PSK options:

-E <file> : create EWSA Project file w3

° many Others -j <file> : create Hashcat v3.6+ file (HCCAPX)

-1 <file> : create Hashcat file (HCCAP)

-S : WPA cracking speed test

-Z <{sec> : WPA cracking speed test length of
execution.

-r <DB> : path to airolib-ng database

{Cannot be used with -w)




Wireless auditing and penetration testing tools

@i 0D

- ' @ |Z|V -1 kali@kali: ~ New Settings Discard Show
@ General @ Preview
Web Browser MName: KaliLinux-2021. 2386
Browse the web Cperating System: Debian (32-bit)

M metasploit framework ] system

_ Base Memory: 4055 MB
@ msf payload creator & | processors: 2
Boot Order: Hard Disk, Optical
=3 r'ChSpLth Acceleration:  VT-x/AMD-V, Nested Paging, PAE/MX, KVM Paravirtualization
@L 01 - Information Gathering . . . . (™) pisplay
social engineering toolkit

e . : Video Memory: 128 MB
(?j Vulnerability Analysi Graphics Controller: YMSVGA
:‘-quap Remote Desktop Server:  Disabled
03 - Web Application Analysis Recording: Disabled

Storage

@ 04 - Database Assessment

Controller: IDE

g 05 - Pas d Attacks IDE Secondary Device 0:  [Optical Drive] VBoxGuestAdditions.iso (58,19 MB)
Controller: SATA
@ 06 - Wireless Attacks SATA Port 0z export-Kali-Linux-2021, 2-386-disk00 1.vdi (Mormal, 80,00 GB)
{0 Audio
EEI 07 -Re :
? Host Driver:  Windows DirectSound
£ 08 Contraller:  ICH AC97
B Network
Adapter 1:  Intel PRO/1000 MT Desktop (Bridged Adapter, Intel(R) Centrino(R) Advanced-N 6235)
B n
ra 10 - PostE ation L5 usB
el USE Controller:  OHCI, EHCI
@ 11 - Forensics Device Filters: 2 (2 active)
2 - Reporting Tools [[] shared folders
Mone
@ Description
Kali Rolling

2021-05-3
------- ir s wlan®
Username:
Password: = - —=mile = - 11 Bh*4L-
{US keybod [EELSE Lapsed: @ s ][ 2 11 04:41

QI S Ei & @ @ riohtcrl | oo

PWR I fData, #/ C ENC CIPHER




Wireless adapter with monitor mode capability

WiFi adapter with support of monitor mode (USB dongle TP-LINK
TL-WN722N, Alfa AWUSO36NHA, others)

*  Monitor mode is a data capture mode that allows using a WiFi
adapter in listening mode or promiscuous mode. Operating in
this mode, WiFi network cards are able to capture all types of
WiFi Management packets (including Beacon packets), Data
packets and Control packets

. wlan@
wlan®: flags=4099<UP,BROADCAST ,MULTICAST> mtu 2312
ether 86:98:23:04:0b:02 txqueuelen 1088 (Ethernet)
RX packets @ bytes @ (0.0 B)

RX errors @ dropped @ overruns @ frame @
TX packets @ bytes 0 (0.0 B)
T4 errors @ dropped @ overruns @ carrier @ collisions @




Wireless adapter with monitor mode capability

Check the status of wlanO interface

- 1 fig wlan@

wlan® unassociated Nickname:"<WIFIQREALTEK>"
Mode:Auto Frequency=2.412 GHz Access Point: Not-Associated
Sensitivity:0/0
Retry:off RTS thr:off Fragment thr:off

Power Management:off

Link Quality:@ Signal level:®@ Noise level:0

Rx invalid nwid:@® Rx invalid crypt:@ Rx invalid frag:@
Tx excessive retries:® Invalid misc:0 Missed beacon:0

Kill processes that might interfere and set monitor mode for channel 1

1 check kill _
[sudo] password for kali: 3ir - start wlan® 1

Killing these processes:
Interface Driver Chipset
PID Name
598 wpa_supplicant wlano 8188eu TP-Link TL-WN722N v2/v3 [Realtek RTL8188EUS]
(monitor mode enabled)

Check the status of wlanO interface in monitor mode

1y wlan®@ v dev
wlan@ unassociated Nickname:"<WIFI@REALTEK>"
Mode:Monitor Frequency=2.412 GHz Access Point: Not-Associlate Interface wlan®
Sensitivity:0/0 ifindex 3
Retry:off RTS thr:off Fragment thr:off wdev 0x1

Power Management:off addr d@:37:45:e4:ce:59
Link Quality Signal lewvel:® MNoise level:0 type monitor

Rx invalid nwid:® Rx invalid crypt:@ Rx invalid frag:@ txpower 13.00 dBm

Tx excessive retries:@ Invalid misc:@ Missed beacon:®




Capture wireless 802.11 frames via Wireshark

File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help
AE i@ mERE QesEF IS EQaQqQE

[_I |Ap|:- y a display filter ... <Ctrl-/>

No. Time Source Destination Protocal Length Info
28 0.99. de:32:e5:84:b0:68 Broadcast aez2.11 264 Beacon frame, SN=438, FN=0, Flags=........ C, BI=10@, S5ID=Wildcard (Broadcast)
29 1.82.. Netgear_cc:b8:b4 Broadcast ap2.11 246 Beacon frame, SN=3286, FN=0, Flags=........C, BI=108, SS5ID=NETGEARB3
30 1.84. Tp-LinkT_84:b0:68 Broadcast 8e2.11 339 Beacon fTrame, SN=908, FN=0, Flags=........ C, BI=100, S5ID=Visitero PPC

Routerbo 25:T2:3a Broadcast ae2.11 344 Beacon frame,

~ Radiotap Header vB, Length 18

Header revision: @
Header pad: @
Header length: 18

b Present flags

¢ Flags: 8x10
Data Rate: 6.0 Mb/s
Channel frequency: 2412 [BG 1]

¢ Channel flags: @x@@c®, Orthogonal Frequency-Division Multiplexing (OFDM), 2 GHz spectrum
Antenna signal: -35 dBm
Antenna: @

b R Tlags: Ox0000

-~ 802.11 radio information

pHY type: 862.119 (ER?) (6) » The radiotap header format is a mechanism to supply
ort preamble: False
P iet de: M @ 11 1 1 1
proprietary mode: None (0) add.ltl.o.nal |nformat!on about frames. by the driver,
Frequency: 2412Mkz flexibility for reporting the characteristics of frames, not
L ooration dggne e -3 dBn part of 802.11 frame header
-~ IEEE 802.11 Beacon frame, Flags: ........ c
Type/Subtype: Bgacu? frame (0x0003)
06 0000 0088 5600 = buration: B microseconds « 802.11 radio information provides physical characteristics
Receiver address: Broadcast (ff:ff:ff:ff:ff.ff)
Destination address: Broadcast (ff:ff:ff:ff:ff:ff) of the frame

Transmitter address: Routerbo_25:72:3a (2c:c8:1b:25:7T2:3a)
Source address: Routerbo_25:72:3a (2c:ic8:1b:25:72:3a)

B55 Id: Routerbo_25%:T2:3a (2c:cB8:1b:25:T2:3a) . .
Cive wees ... 0000 = Fragment number: @ « MAC |ayer information follows
1068 10688 @180 .... = Sequence number: 2180

Frame check sequence: Bxad4B890bc3 [unverified]
[FC5 Status: Unverified]

- IEEE 802.11 Wireless Management
¢ Fixed parameters (12 bytes)
¢ Tagged parameters (286 bytes)




WPA/WPA2 4-way handshake capture

and Pre-Shared Key decryption

The misuse of the tools that are part of Kali Linux or Aircrack-ng suite is illegal and can lead to
criminal investigations against those who have abused them. The information in this teaching

material and the mentioned tools must be used only for teaching purposes and with equipment
designed for this purpose.



WPA/WPA?2 4-way handshake capture

When clients connect to WPA/WPA2 encrypted network, they authenticate via 4-way

handshake process

An attacker observes a client connection and obtains:
SSID of the Access Point

* Nonces (they are transmitted in clear text)

 amessage's MIC (Message Integrity Check) computed with a valid PTK

«  MAC addresses (Authenticator and Supplicant)

=

CLIENT

Regular 6-packet Exchange
(Probes, Authentication, Assoc.)

(1)

ACCESS
> | pomt

For each Pre-Shared Key (PSK) guess (list of <

passphrases in the file), the attacker computes PMK SHCRRIN

(Pairwise Master Key) and PTK (Pairwise Transient

/

Calculate PMK

Message1 (ANonce)

Calculate PTK hssage 2 (Signed SNonce)

key). It computes MIC out of his PTK, if equal to the
captured MIC, the passphrase matches PSK.

\ Calculate PTK

<

Message 3 (Signed ANonce.
Key Installation)

Message 4 (Acknowledgement)

V




WPA/WPA?2 4-way handshake capture

gk wbhE

Capture 4-way handshake to recover the pre-shared key
Decrypt the key offline
Attack is completely passive

Enable monitor mode by using command airmon-ng on specific channel

Look for a wireless network by using command airodump-ng, remember BSSID
Capture the handshake by using airodump-ng --bssid [MAC] —w dumpfile wlan0 —c 1
Wait until the client connects

And appears top-right note

-— — |

— 1 T : 2C:CEB:1B:25:F2:3A handshake capture file wlan®
B5:12:46 Created capture file "handshake_capture_file-8l.cap”.

[ Elapsed: & s ][ 2822-82-11 85:12 U WPA handshake: 2C:CB:1B:25:F2:3A
PWR RX(O Beacons #Data, #/s CH ME ENC CIPHER AUTH ESSID
64 128 61 1 13@ WPA2 CCMP PSK MikroTiklls4
STATION PWR Rate Lost Frames MNotes Probes

2C:CBI1B:25:F2:3A 42:E1:69:6D:ZB:E6 -58 le- 1le 213 143 PMKID MikroTikl1ls4
Quitting ...




WPA/WPA?2 4-way handshake capture

« If no new client appears, alternatively deauthenticate the exiting one

42:E1:69:6D:2B:E6 wlan®

W41T1ng +c1 beacon + [ 2 )} on channel 1
Sending 64 directed DﬂAUTh Itcdﬂ 7). ! C: [42:E1:69:6D:2B:E6] [ *|5* ACKs]

*  Find list of possible passwords, typically in the directory /usr/share/wordlists and decrypt it

usr/share/wordlists/fasttrack.txt 2C:(C8:1B:25:F2:3A handshake capture file-81.cap

Readlng packets, please wait.
Opening handshake_captuxe_flle 01.cap
Read 424 packets.

1 potential targets

Aircrack-ng 1.6
[00:00:00] 201/223 keys tested (1103.31 k/s)

Time left: @ seconds

KEY FOUND! [ !234567* ]

Master Key

Transient Key

EAPOL HMAC




WPA/WPA?2 4-way handshake capture

How to protect ourselves:

1. WPAZ2 can have up to 63 characters. Use as many as possible.

2. Use not common passphrases, typically the combination of numbers,
lower/upper case letters, special chars.




Evil Twin Attack

The misuse of the tools that are part of Kali Linux or Aircrack-ng suite is illegal and can lead to
criminal investigations against those who have abused them. The information in this teaching

material and the mentioned tools must be used only for teaching purposes and with equipment
designed for this purpose.



Evil Twin Attack

- When you connect to a hotel, airport or other company’s “free WiFi" network, you are literally
putting yourself at risk since guests cannot often control the security features of the WiFi
public connection they’re using

- The type of attack on wireless clients where a fake AP is created that pretends to be the
original WiFi network (e.g., public hotspot).
» ltuses the same SSID in combination with a powerful directional antenna directed to
the target or building.

«  Ability to manipulate and control the ‘3
operation of users who connect through Evil Twin

such a fake network S
«  The traffic is often redirected to the original 35ID = Hotspot

network or to a public mobile network .\\\ -------------- ((f.L}g:j
R

(source: https://infinitydatatel.com/)




Evil Twin Attack

How to protect ourselves:

Smaller hotels, organizations or other operations do not always have a sufficiently secure
network, they do not have their own staff to operate the network infrastructure, often one
password is used for a long time.

The user’s actions:

1. Create a hotspot from your mobile phone for sensitive data (banking, payments, email, etc.)
2. Use an encrypted VPN connection over a public wireless network

3. Use “public WiFi” knob settings in Windows, respectively personal FW & antivirus SW.

4. Disable auto-reconnect (don't connect to WiFi automatically)

5. Always verify the SSL certificate (HTTPS connections) on the web site.

The operator’s actions:

1. When using WPA-PSK and WPA2-PSK use a strong enough passwords

2. Consider WPA and WPA2 Enterprise (EAP) with 802.1x authentication and RADIUS server

3. Hotspot with the assigned private key or password and create a system of distribution of
unigue keys to users



Dakujem za pozornost.
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