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Virtualizacia




Virtualizacia

= Spustanie logicky oddelenych programov (OS) na jednom fyzickom
zariadeni

= Fyzicky stroj — host

= Virtualny stroj — guest (virtual machine - VM)

= Kazda VM ma
= pocit’, ze bezi na vlastnom HW
= Vlastnu vRAM

= Vlastny priestor na HDD
= Vlastnu MAC a IP




Hypervizor (VMM)

Program pridelujuci zdroje VM sa nazyva hypervizor
Niekedy aj Virtual machine monitor

Hypervizor ma neobmedzenu kontrolu nad VM
Dokaze

= Spustat VM

= Vypinat VM

= Pridavat/odoberat zdroje

= Menit mnozstvo zdrojov

Pomocou hypervizora dokazeme administratorsky pristupovat' k jednotlivym
VM (pristup na konzolu)



Hypervizor — 1. typ

= Nazyvany aj nativny (bare metal)
= Bezi priamo nad HW
= Manazment cez externy program (web) Hypervizor
= Priklad:

= Citrix XenServer (Citrix XenCenter)

= VMware ESX (Vmware vSphere Client)

HW

Typl
Native (bare metal)




Hypervizor — 2. typ
= Nazyvany aj hosted @@ @ @
= Bezi nad OS

Hypervizor || Hypervizor

= Manazment priamo cez OS (GUI, CLI)
= Priklad: N
= QOracle Virtualbox o> o>
= VMware Workstation / Player \HW/
= KVM / QEMU

= Windows Virtual PC Typ2
Hosted




Siet’ vo virtualizacii
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Siet’ vo virtualizacii
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Kontajnerova virtualizacia

= Virtualizovana je jedna, pripadne sada aplikacii
= Nie cely operacny system
= Napr.:
= Web server
= Databazovy server
= Kontajner je zvyCajne prichystany so zakladnou konfiguraciou
= VSetky kontajnery na systéme zdielaju jadro OS




Kontajnerova virtualizacia

= Vyhody:
= |zolacia procesov
= Pr.. Ak hacknu web server, neovplyvnia databazovy server
= Jednoducha migracia

= Moznost pridelovat kvoty kontajnerom
= CPU, RAM, HDD

= Nevyhody
= VSetky kontajnery zdieflaju jedno jadro
= Kontajner vytvoreny v Linuxe nepdjde vo Windowse




Docker

= Kontajnerova virtualizacia pre Linuxove programy
= Architektura x86 64, ARM, s390x, ppc64le

= |ntegrovany v mnohych technolégiach
= AWS, OpenStack, Puppet

*docker




LXC

= Skratka pre Linux Container
= Na rozdiel od Docker-a, vie virtualizovat viac procesov v jednom kontajneri
= Vytvara ,namespace” v ramci OS
= Medzistupen medzi Dockerom a virtualizaciou OS
= Kontajnery zdielaju jadro OS
= Mo6zu sa tvarit ako samostatné OS (vlastna IP)

= LXD — hypervizor pre LXC kontajnery
= Nie az tak stabilny ako LXC




Cloud Computing




Cloud Computing (CC)

Zdielany vypoctovy vykon na niekolkych zariadeniach
Zakaznik plati za sluzbu, nie za softver
Pre zakaznika sa javi ako nekonecny priestor

Preco slovo cloud?

V diagramoch sietovych topoldgii sa oblacikom znazornuje Internet, resp.
nieco daleko, mimo vlastnej siete




Modely CC

= Privatny cloud
= Vyuzivany jednou organizaciou pre vlastné potreby
= OpenStack, VMware ESX/ESXI
= Komunitny cloud
= Vyuzivany skupinou s rovnakym spoloChym zaujmom
= Prepojenie univerzit v ramci jedného vyskumu
= Verejny cloud
= Ponukany verejnosti
= Amazon Web Services, Microsoft Azure, Google Cloud Platform
= Hybridny cloud
= Kombinacia predoslych




Sluzby v CC

= Softver ako sluzba (SaaS)
= Platforma ako sluzba (PaaS)
= |nfrastruktura ako sluzba (laaS)

= Podmnoziny sluzieb
= FwaaS — Firewall
= | BaaS — Load Balancer
= DNSaaS — Domain Name Service

= Cokolvek ako sluzba (XaaS)



Software as a Service (SaaS)

= Aplikacie dostupné cez web rozhranie, alebo klientské aplikacie

= UloZny priestor
= Google Drive
= Dropbox
= MS OneDrive
= Kancelarske prostredie
= MS Office 365

* |[nformacCny systém




Kompetencie v CC prostredi

Poskytovatel

Admin. sprava
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Platform as a Service (PaaS)

= Spravidla prostredia urCené developerom
= Prostredia na beh vlastnych aplikacii

= Java virtual machine

= .net prostredia

= Databazy

= Autentifikacia, Autorizacia (AAA)




Kompetencie v CC prostredi
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Infrastructure as a Service (laaS)

Poskytovatel poskytuje ,len konektivitu®
Celkova administracia prostredia je na zakaznikovi

Priestor pre vlastné virtualne masiny
Virtualne siete

Firewall-ing

Rozkladanie zataze



Kompetencie v CC prostredi

Poskytovatel IaaS Zakaznik
Aplikacie
Ziadna sprava Midlvér Uplna sprava
Operacny systém
Admin. sprava Hypervizor Dava poziadavky
Uplna sprava Hardvér Ziadna sprava




Poskytovatelia verejného cloudu
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What public cloud providers does your organization
use? (2023)

Azure 13% 6%

AWS

Google Cloud
Platform

Oracle Cloud

|IJ-"i'l
Infrastructure ki

IBM Cloud

Alibaba Cloud 5% 11% 10% e

Other

B Running significant workloads [l Running some workloads [ Experimenting [l Plan to use

* https://info.flexera.com/CM-REPORT-State-of-the-Cloud-2023-Thanks



Orchestracia

= |nymi slovami automatizacia
= NajsilnejsSia zbran cloudu
= Dovoluje automatizovane spravovat niekolko zariadeni naraz
= Velmi Casto nasadzovana vo virtualnych prostrediach
= Je potrebné odlisit pouzitie
= Automatizacia koncovych zariadeni
= Automatizacia ,deployment-u”




Softvéerovo definovanée siete




Co je SDN? Preéo SDN?

= Virtualizacia sietovych funkcii

= Programovo centralne riadena sieft

= Striktné oddelenie riadiacej a datovej roviny

= Otvorené programovacie API sietovych prvkov

= SucCasné siete su postavené na hierarchickom dizajne
= Funguje v nich mnozstvo rezijnych protokolov (STP, OSPF, IGMP, ...)
= Taketo siete su funkcne, stabilne, no staticke

= Casty pohyb zariadeni v sieti nemaju v laske




Virtualizacia na vzostupe

= V sucasnych datovych centrach su 10-tky tisic fyzickych serverov
= 1 fyzicky server # 1 virtualny server
= Dynamickée prostredie so stovkami tisic serverov

= STP ©

= Premiestnenie servera do inej Casti siete (VLAN, ACL, Qo0S)




Organizovanie SDN siete

= Riadiaca rovina je v samostatnom aktivnom prvku — kontroléri

= Kontroléer je centralny riadiaci prvok celej siete

= Datova rovina je distrbuovana v niekolkych zariadeniach

= Konunikacia medzi kontrolerom a datovymi Castami — riadiace protokoly




Architektura SDN

= RFC 7426
= Control plane (Riadiaca rovina)
= Rozhoduje o ceste datagramu v celej sieti
= Dodava preposielacie tabulky zariadeniam
= Zodpoveda za aplikovanie rozhodnuti do datovych zariadeni
= M&ze sa zaujimat o operacné udaje siete (stavy portoy, ...)
= Forwarding plane (Datova rovina)
= Zodpoveda za spracovanie datagramov
= Zalozena na instrukciach od riadiacej vrstvy
= Management plane
= Zodpovednost za monitoring a konfiguraciu aktivhych prvkov




Architektura SDN
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Protokoly v SDN

= Pre northbound takmer vylucne RestAPI

= Pre southbound zvyCajne OpenFlow

= Nie je jedinym Standardom, v suCasnosti su dostupné (Ci sa vyvijaju) aj
alternativne otvorené:

NetConf

LISP

XMPP

BGP

MPLS-TP

OovSsSDB

= a proprietarne:
= Cisco OpFlex
= Fortinet




Working Group

Focus

Outcomes

Architecture & Framework

SDN architecture, defining architectural components and inter-
faces

SDN Architecture [S1)

Northbound Interfaces

Definition of standard NBIs for SDN controllers

Testing and Interoperability Specification of OpenFlow conformance test suites Conformance tests [52)

Extensibility Development of extensions to OpenFlow protocol, producing  OF-WIRE 1.4.0 [53]
specifications of the OpenFlow switch (OF-WIRE) protocol

Configuration & Management OAM (operation, administration, and management) capabiliies  OF-CONFIG 1.2 (M)
for OF protocol, producing specifications of the OF Configurs-  OpeaFlow Notifications Framework [S5)
tion and Management (OF-CONFIG) protocol

Forwarding Abstractions Development of hardware abstractions and simplification of  OpeaFlow Table Type Patterns [56]
behavioral descriptions mapping

Optical Transpornt Specification of SDN and control capabilities for optical trams-  Use cases [57)
port networks by means of OpenFlow Requirements [S8]

Wircless & Mobike Specification of SDN and control capabilities for wircless and
mobile networks by means of OpenFlow

Migration Methods 10 migrate from conventional networks to SDN-based  Use cases [59]
networks based on OpenFlow

Market Education Dissemination of ONF initiatives in SDN and OpenFlow by  SDN White Paper [60)

releaning White Papens and Solution Briefs

IETF

Application-Layer Traffic Opti-

Provides applications with network state information

Architectures for the coexistence of

mization (ALTO) SDN and ALTO [61)
Forwarding and Control Element  Protocol specifications for the communication between control  Protocol specification [30]
Separation (ForCES) and forwarding clements,

Interface to the Routing System
(I2RS)

Real-time or event driven interaction with the routing system in
an IP routed network

Architecture [62)

Network  Configuration (NET-
CONF)

Protocol specification for transferring configuration data 1o and
from a device

NETCONF protocol [63]

Network Virualization Overlays
(NVO3)

Overlay networks for supporting multi-tenancy in the context
of data ceater communications (i.e., VM communication)

Control plane requirements [64)

Path Computation Element (PCE)

Path computation for traffic engincering and path sclection
based on constrains

ABNO frumework [65]
Cross stratum path computation [66)

Source Packet Routing in Net-
working (SPRING)

Specification of a forwarding path at the source of traffic

OpenFlow interworking [67)
SDN controlled use cases [68]

Abstraction and Control of Trans-
port Networks (ACTN) BoF

Facilitate a ceatralized virtual nctwork operation

Virtual network controller
framework [69)
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IRTF Software-Defined  Networking Prospection of SDN for the evolution of Internet SDN operator perspective [70]
Rescarch Group (SDNRG) SDN Archisecture [71)
Service / Transpont separation [72)
SG 1 Signalling requirements using SDN technologies in Broadband Q. Supplement-SDN [73)
Access Networks Q.SBAN [74)
SG 13 Functional requirements and architecture for SDN and networks  Recommendation Y. 3300 [75)
TU-T of the future
” SG IS Specification of a transport petwork control plane architecture
10 support SDN control of tramsport networks
SG 17 Architectural aspects of security in SDN and security services
using SDN
BBF Service lonovation and Market  Requiremcots and impacts of deploying SDN in broadband  SD-313 [76])
Requirements networks
MEF The Third Network Service orchestration in Network as a Service and NFV eavi-
ronments
IEEE 802 Applicability of SDN w0 [EEE 302 infrastructure
OIF Carrier WG Transport SDN networks Requirements for SDN enabled transport
networks [77)
ODCA  SDN/nfrastructure Reguirements for SDN in cload environments Usage model (78]
ETSI NFV ISG Orchestration of sctwork fusctions, incloding the combined  NFV Architecture [79)
control of computing, storage and networking resources
ATIS SDN Focus Group Operational aspects of SDN and NFV Operation of SDN [80]
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Protokol OpenFlow

= Prvé standardizované Southbound API

= Rozhranie medzi riadiacou a preposielacou cCastou (control a data)

= M6ze manipulovat so zariadeniami bez ohladu na to, Ci su virtualne, alebo
fyzicke

= Je implementovany na oboch stranach SDN infrastruktury (control aj data
plane)

;;Open Flow




Protokol OpenFlow

Controller

=N

OpenFlow Switch specification

Secure
Channel

Flow
Table




Frame 71: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits) on interface @
Ethernet II, Src: ©0:00:00 00:00:00 (00:00:00:00:00:80), Dst: 00:00:00 PD:00:00 (P0:00:00:00:00:00)
Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.8.8.1
Transmission Control Protocol, Src Port: 6633, Dst Port: 53146, Seq: 1, Ack: 1, Len: 96
¥ OpenFlow 1.3
Version: 1.3 (@xg4)
Type: OFPT_FLOW MOD (14)
Length: 96
Transaction ID: 118
Cockie: Ox000000000001c240
Cockie mask: @x008000000009TbT1
Table ID: 1
Command: OFPFC_ADD (@)
Idle timeout: 1
Hard timeout: 2
Priority: 128
Buffer ID: OFP_NO BUFFER (@xffffffff)
Out port: OFPP_ANY (@xffffffff)
Out group: OFPG_ANY (@xffifffff)
Flags: ex@eal
Pad: @60
Match
¥ Instruction
Type: OFPIT_WRITE_METADATA (2)
Length: 24
Pad: B2p82800
Value: 8x6B0080000000000a
Mask: ewepaapaaaapBaR8TT
% Instruction
Type: OFPIT_GOTO TABLE (1)
Length: 8
Table ID: 2
Pad: @00000




SDN kontroléry

= POX

= Nastupca NOX

= Programovany v Pythone, vela API

= Prehlfadna dokumentacia, Webove GUI
= OpenDayLight

= Modularny kontroler pre Linux

= Programovany v Jave (Maven, REST API, ...)
= OpenMUL

= Programovany v C

= Modularny, otvorene API




SDN prepinace

= Open vSwitch
= Najrozsirenejsia implementacia L3 prepinaca
= Pouzivany v r6znych projektoch (Xen, KVM, OpenStack)
= Plna podpora OpenFlow 1.3
= Vela funkcii
= Zber dat (NetFlow, IPFIX)
= Zrkadlenie prevadzky (SPAN, RSPAN)
= Tunelovanie (GRE, VXLAN, STT, LISP)




SDN prepinace

= |ndigo Virtual Switch
= OpenSource pre Linux a KVM
= Plna podpora OpenFlow protokolu
= Cisco Virtual Topology Forwarder
= L3 prepinac pre x86 procesory
= Vela funkcii
= L2, L3 prepinanie (IPv4, IPv6), VXLAN




Hardvérové zariadenia s podporou SDN

= Brocade MLX smerovace
= HP prepinace (2920, 3500, 5400, 8200)
= Cisco
= Smerovace so systemom |OS-XE, IOS-XR, NX-OS
= Prepinace Nexus 3000, 6000, Cat 4500E, Cat 9000
= Juniper smerovace a prepinace
Mikrotik




Softvérovo definované rozlahlé siete

SD-WAN




SD-WAN

= Pouzitie paradigmy SDN na WAN siete
= Kontrolér + CPE (Customer Premises Equipment) zariadenia

= Centralny dashboard

= Prehlad o stave fyzickych a logickych liniek
= Oneskorenie, stratovost, jitter, ...
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CPE

= Fyzicke alebo virtualne zariadenie

= Fyzicke
= Univerzalne CPE
= GrayBox
= WhiteBox
= Uzavreté CPE — BlackBox
= Virtualne
= On premise virtualka White Box
= Obraz v Cloude (AWS, Azure, ...) Intel Atom C2000

= Je na hranici siete, zvycCajne ma viac WAN pripojeni
= Ethernet, MPLS, LTE, ...




Siete v SD-WAN

= Deli sa na 2 Casti — Underlay a Overlay
= Underlay
= Fyzicka siet prepajajuca CPE zariadenia a kontrolér
= Roézne typy L1
= Ro6zni poskytovatelia konektivity
= Overlay
= Logicka siet nad Underlay
= ZvyCajne mesh point-to-point sieti (full mesh, hub and spoke)
= Tunely byvaju sifrované (IPsec)




Vyrobcovia SD-WAN zariadeni

= Cisco/Viptela

= Cisco 4000, ASR 1000, Viptela vEdge 1000, ENCS 5100
= Nokia/Nuage

= Nokia smerovace, Nuage NSG 7850, NSG-v 7850
= Fortinet

= Firewally FortiGate — FG 30, 50, 90, FortiManager
= Versa Networks

= VersaFlex VNF V100
= VMware VeloCloud

= Najma virtualky v rozsireni NSX
= Riverbed
= SilverPeak




Eurdopsky ISP pouzivajuci SD-WAN

= Benestra
= Nuage
= British Telecom
= Viptela
= Telefonica
= Nuage
= \Vodafone
= Juniper Contrail
= Telia/Sonera
= Najskoér Nuage, prechod na Viptelu
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