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Poskytovanie integrovanych sluzieb

pre podniky




Uéel WAN
Preco potrebujeme WAN?

= LAN poskytuje vysoku rychlost
a cenovo efektivne rieSenie

= => ale LAN je obmedzena na
geograficky malé uzemie
= => ako prepojit LAN?

Enterprise Campus VAN Remote Sites

J J] Workgroups [ |

4

Buildimg
Backbone

= = (1lloha WAN

Branch
Dffice

= WAN (Wide Area Network) |
= Nie kazdy si méze vybudovat WAN X, S
= Napr. financna narocnost R

= Typicky preto poskytovana -
Specializovanymi firmami
= TelekomunikaCnymi (telco)
= |SP (internet service provider)
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Uéel WAN

Su WAN siete potrebné?

= Spolo¢nosti potrebuju komunikovat’ medzi tzemne vzdialenymi
oblastami.
= Priklad:
= Regionalne poboCky musia byt schopné komunikovat' s centralou a zdielat data.
= Qrganizacie potrebuju zdielat informacie so zakaznikmi v inych organizaciach.

= Mobilny zamestnanci potrebuju komunikovat s materskou podnikovou sietou (data,
sluzby, aps. a pod.).

= Transformacia do digitalneho biznisu, pristup na internet, v su€asnosti do Cloud-u
= Domaci pouzivatelia posielaju a prijimaju data bez ohl'adu na
vzdialenost’ (Soho segment)
= Priklad:
= Pristup na internet, k e-banke, e-nakupy, obchody.
= Pristup k informaciam, databazam, webom, apod.
= Hry, socialny kontakt




Private vs. Public WAN - riesenia

WAN Access Options " Prlvatne WAN
= Sluzby WAN operatora ponukané za
WAN vyrazne vysSi poplatok ako verejné
/ \ WAN
Private Public = Poskytuju garantovanu uroven
/ \ sluzby — Service Level Agreement
= Spojenie je dedikované pre jedného
Dedicated Switched Internet Zé kazn [ ka
/ \ = Kapacita, dostupnost, kvalita,

— bezpecnost, stabilita, technicka podpora,
Leased Circuit- Packet- Broadband )
Lines Switched Switched VPN atd.

= Verejné WAN
Metro Ethernet DSL = Typicky Sirokopasmovy pristup
MPLS Cable i .

l ‘ I = Negarantovana sluzba

Frame Relay Wireless
o = Zdielana konektivita, ponukané cez
OverSubscription (méze byt FUP)

T1/ET PSTN
T3/E3 ISDN




LAN vs WAN — sumar
LAN

LAN poskytuje sluzby konektivity
na malej vzdialenosti/ploche

LAN sa poziva na prepajanie
lokalnych PC, serverov, periférii a
podobne

LAN siet je typicky vlastnena
firmou/podnikom

Za LAN sa okrem ceny na
vybudovanie typicky uz nicC
neuctuje

LAN poskytuje sluzby na vysokych
rychlostiach

WAN

WAN poskytuje sluzby konektivity
cez rozlahlé/vzdialené geograficke
oblasti

WAN sa poziva na prepajanie
vzdialenych pouzivatelov,
pobociek/oblasti, sieti

WAN siet' je typicky vlastnena
poskytovatelmi, nie firmami

= |SP, hlasovy, satelitny ..

WAN sluzby su za poplatok
WAN poskytuje Sirokeé spektrum
rychlosti, garancii, cien



Technologie WAN sieti




Uvod do WAN

WAN na ISO OSI

OSI Model

Application

I Presentation l

Session

Transport IP packet (for example, web request)

Network l WAN Services

Data Link Frame Relay, ATM, HDLC

DataLinkLaver() | Flag | Addess | Conol | Data | FCS | Flag |

Physical Electrical, mechanical, operational connections

= WAN su definované a pracuju na L1 a L2 = Prenasaju PDU L3 vrstvy cez WAN

= Layer 1 definuje a popisuje eletrické, linky
mechanickeé, operacné a funkcionalne parametre o
fyzickej linky = L3 => L2 enkapsulacia

= Layer 2 protokoly definuju prenos dat cez L1 linku




Uvod do WAN

Terminolégia WAN fyzickej vrstv

Company (Subscriber)

Data Terminal
Equipment (DTE)

Communication
Equipment (DCE)

Customer Premises

Equipment (CPE)

Data Communications
Equipment (DCE)
" or data circuit-

terminating equipment
(DCE)

= Modem, CSU

= rozhranie k SP,
pripravuje
pouzivatelské data na
prenos vhodny pre WAN

= yvkladd dédta na loop

Customer Premises
Equipment (CPE)

" zariadenia
umiestnené u
zdkaznika

= Vlastné alebo
prenajaté

= typicky mimo
zodpovednost
providera

Local Loop

‘

Demarcation Point

WAN Service
Provider Network

Local Central Office (CO)

e

Q Switch

Local loop
" last mile

" technoldbgia, ktorou sa
pripadjam na providera

—_—

Service Provider
Equipment

WAN Service Provider

Data Terminal
Equipment (DTE)
= 7Zdkaznicke zariadenie

= router, terminal,
computer, printer

* dorucuje/generuje data
zo zadkaznikovej siete

= Pripadja LAN na WAN na
local loop cez DCE

Demarcation point

" Miesto kde oddelujem
zdkaznicke zariadenia od
zariadeni telco
providera

" tu konc¢i zodpovednost
providera

" pripdjam sa na Local
loop




Standardy L1 vrstvy (medzi DCE a DTE)

= Tvorené:
= International Organization for Standardization (ISO)
= Electronics Industry Association (EIA)
= |International Telecommunication Union - Telecommunications Standardization Sector
(ITU-T)
= L1 Standardy definuju:
= Mechanical/physical
= PocCet pinov a typ konektoru
= Electrical
= Definuje napatové urovne (0 a 1)
= Functional
= Specifikuje funkcie, ktoré su vykonavané pri manazovani linky
= Procedural
= Specifikuje sekvencie udalosti potrebnych pri prenose dat




WAN - Standardy L1 vrstvy (medzi DCE a DTE)

L1

= \/ sucasnosti

= Synchronous Digital Hierarchy (SDH)
= Synchronous Optical Networking (SONET)
= Dense Wavelength Division Multiplexing

(DWDM)
Dark fiber

= StarsSie (aj u nas v labe)

EIA/TIA-232

This protocol allows signal speeds of up to 64 kb/s on a 25-pin D-
connector over short distances. It was formerly known as RS-232. The
ITU-T V.24 specification is effectively the same.

EIA/TIA-449/530

This protocol is a faster (up to 2 Mb/s) version of EIA/TIA-232. It uses a 36-

pin D-connector and is capable of longer cable runs. There are several
versions. This standard is also known as RS422 and RS-423.

EIA/TIA-612/613

This standard describes the High-Speed Serial Interface (HSSI) protocol,
which provides access to services up to 52 Mb/s on a 60-pin D-connector.

V.35

This is the ITU-T standard for synchronous communications between a
network access device and a packet network. Originally specified to
support data rates of 48 kb/s, it now supports speeds of up to 2.048 Mb/s
using a 34-pin rectangular connector.

L2 protokoly

« Aktualne
- Broadband (i.e., DSL and Cable)
* Wireless
« Ethernet WAN (Metro Ethernet)
* Multiprotocol Label Switching (MPLS)
- PPPoE

* Na pomedzi
+ Point-to-Point Protocol (PPP) (less

used)
- Staré
« High-Level Data Link Control (HDLC)
(less used)

* Frame Relay (legacy)
« Asynchronous Transfer Mode (ATM)
(legacy)



u nas v labe RB303

Vzt'ah k nasim laboratorium

Konektory metal. sériovych WAN medii

End-User Router Connections /\ .
Device e
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Service
Provider

Network connections.at the CSU/DSU
= CSU/DSU (modem) poskytuje voc€i DTE rozhrania~ako V.35 alebo RS-232




Point-to-Point

Uvod do WAN

WAN topologie

= Point-to-Point a
= Typicky rieené ako fyzické &i logické spojenia bod-bod, ako rull Mesh
napr. T1/E1 dedikované prenajaté okruhy (dedicated leased- P
line) ﬁ‘ “‘"‘EE:::J;";{‘:"‘" ﬁ
= Full Mesh (a varianty, napr. partial meshed)
= Kazdy smerovac ma fyzicke Ci logické spojenie na kazdy iny

smerovac, napr. MPLS VPN, Ci Frame Relay VC Hub-and- Spoke
= Hub-and-Spoke
= Point-to-multipoint topoldgia, kde sa v§etky smerovade zo i ﬁ

Spoke lokalit pripajaju na jedno rozhranie Hub smerovacCa
= Lacnejsi variant k Full mesh

. , Dual-Homed -
= Zdvojeny Hub-and-Spoke (Dual-homed) ﬁ
= Ako Hub and Spoke, avsak s redundanciou Hub smerovacCa




Riesenie konektivity na ISP Cﬁ:) < )

+ Single-homed
- Jedna linka na jedného ISP it Ny )

* NajlacnejSie, ale ziadna redundancia, je SPoF - IsP 1

 Dual-homed

- Dve linky ale na toho istého ISP
« Napr. Primar/Backup

* Pridava redundaciu a Load Balancing
* Avsak je zavislost od toho istého ISP

 Multihomed

* Pripojenie na viacerych ISP, drahsSie rieSenie

- Ako Dual homed, ale odstranuje zavislost na
jednom ISP

* Dual-multihomed
+ Zdvojeny multihomed
* NajodolnejSie ale najdrahsie riesenie

ISP 1

ISP 2




WAN zariadenia m
o ~ “

= Modem / Voiceband
modem

= Historia, prevod digitalneho *
signalu na frekvencie "_\D
analogového signalu » .

= DSL modem / Cable / :
modem Cable Modem

= Broadband modemy,
vysokorychlostné modemy
na always-on-konektivity

« CSUDSU ~~==mmmm==”

Channel Service Unit/Data service Unit

. Opt|Cke konvertery =  WAN modemy konvertujuce LAN data do formy

= Konverzia signalov, napr. optika / med vhodnej pre WAN prenos (napr. Ethernet do
= Access server (DSLAM) AR TVET TOM)
= V pripade Cisco mdze byt vo forme WIC karty
= Zariadenie riadiace volania o pripojenie Ci externé
(PPP/PPPoE dial-in a dial-out) = Smerovad
zakaznikov, napr. pri DSL = Aj wireless router, Access Point
= Server or smerovac s mnozstvom = Prepinad

modemov




Priklad zariadeni

e RieSené ako interné alebo externé zariadenia

SEE MANUAL "

= BEFOREINSTALLATION
e e L !

2 T0 AD P AL EIETTEED C

B SEE MANUAL i L
B e SEFORE WETALLATION -
off X —F " J L] 10
i el TO FD LP AL CCETIIIGETD €0 g

e Interna Cisco CSU/DSU

e Externy Cisco DOCSIS kablovy Wan karta

modem

e Jedna z
moznosti
rieSenia

zapojenia

e DSLAM (Digital Subscriber
Line Access Multiplexer)



Bits Bits

Sériova komunikacia sort 8
Komunikacné WAN linky @0

= Mozné rieSenie komunikacie na
linke
= Paralélne => Viac bitov naraz e 8
= Seriovo => bit po bite 00
= WAN => Typicky pouziva seriovu
komunikaciu, nie paralélnu ‘
= D6vody?
= Problém synchronizacie (skew time) Service Provider
= Interferencie (Cross Talk) Hetuork
, LAN LAN
= VVyhody? AN
= LacnejSie media, odpada problém so
Synchronizéciou 011111100110... ..11110 011..
= Médium ma dlhsi dosah, nakolko odpada HDLC Frame A
alebo sa lahSie eliminuje CrossTalk L
Transmission . . Transmission
System }., .Physmﬂl Medium: — System -




WAN prenosove a prepojovacie

Ako sa vyuziva prenosova cesta a ako sa zostavi
spojenie



Prenosové systémy

Synchronny prenos - Time-Division Multiplexing (TDM)

<€ 1. rAmec D —
y E 273 NN 23
Slot
= Prenosova cesta sa rozdeli na = Vyhody
tzv. asové sloty = Jeden slot prideleny jednému
= Pozicia slotu je presne urCena v komunikujticemu e
. = Ziskam garanciu prenosovej Sirky
case, obsah rovhomerne pasma
obsadzovany pomocou = Prena$aju sa len ,uzZito¢né data*“
synchronneho casoveho = Nevyhody
multiplexovania = Plytvanie prenosovymi

= PouZivané napr. v telefénnej g;%sgpeddé‘iggn' (ak nemam konst.

sieti = Pre datové siete nie velmi vhodné




Prenosové systémy

Synchronny prenos - Time-Division Multiplexing (TDM)

Ty, e
-

—8

MUX MUX [[BIolo]

E|D|E[E[DJEIE|D|E|E

8 bits per timeslot

l

TSO | TS1 | se= | TS16 | eee | TS30 | TS31

= Timeslots are always present even if data is not available for sending.

- Bandwidth is statically allocated to the application.
- Protocol independent (HDLC, PPP).




Opfical Fiber Communicafion

Prenosové systémy

Sucasny trend — optika na L1

= |[SP investuju do budovania optickej infrastruktury
= Drahsia ale dlhodobejsia investicia
= Najdrahsie nie je médium ale procesy spojené s pokladkou
= Upgrade zariadeni => mnohokrat vyzaduje len zmenu
,sietoviek” / tranceiverov

INTERNET

= DarkFiber
= Prenajom celého vlakna
= Riesenia
- DWDM - Dense Wavelength Division . o~
Multiplexing (DWDM) — aktualne velmi &&= chassis

pouzivana technologia
= Zvysuje kapacitu SDH/SONET
= + mbze pouzivat TDM

= Dve starsie technologie na L1
= SDH - Synchronous Digital Hierarchy (SDH) — globalny Standard, vyuziva TDM
= SONET - Synchronous Optical Networking (SONET) — americka verzia SDH




Komunikacia cez optiku

Electrical Transmitter
inpu'; Signal o s e L A e Ty | Dptlﬂal
: : splice
J Drive »| Light D
] circuit source = [
IConnector
: I Optical Core Cladding Buffer
_________________________ J fiber Coating
Electric Regenerator
signal Optical [—] )
|
Optical 17 recelver i
signal | Optical coupler Parts of an Optical fiber

Air

| Electronics or beam splitter
Optical To other
EFE’EII\S!T‘I“[EI’

equipment

, Total

1 -

1 Critical iinternal
Refracted ' angle 'reflection
]

Receiver
Electrical

1
1 ]
Optical M ! Photo Signal Lty S9N
amplifier | detector restorer :
' amplifier :

Water




Prenosové systémy
Paketovy prenos (ako je cesta vyuzivana)

= Na prenos informacie datové bloky (pakety) premenlivej dizky
= Kazdy paket
= Nezavisly => Potrebujem dodat’ doplnkové info potrebné k prenosu paketu => Hlavicka
=V sieti:
= Ziadne garancie, nie su vytvarané kanaly
= Pristup k prenosovym prostriedkom kedy je potrebné
= Nemusim Cakat na ,slot”
= Kazdy paket spracovavany samostatne na zaklade udajov v hlaviCke
= Pakety mbzu prist poprehadzované
= Data sa mézu stratit
= Nevyhody:
= Prenasam ,neuzitoCné informacie® (hlavicka), potrebné na Cinnost’ siete - protokolu
= Negarantované prenosoveé pasmo, zatazenie kazdého prenosoveého uzla
= Vyhody:
= Efektivhe a ekonomické vyuzitie prenosového pasma
= Data su prenasané len vtedy, ked su nejaké urCené k prenosu

Prenosova cesta
4—| Hlavicka| Data Aplik.1 |—| Hlavicka Data aplikacie 2 H Hlavi¢ka| Data Aplik.1 I_




Prepojovacie systémy — ako sa zostavuje spojenie — pre TDM

Prepojovanie okruhov (Circuit switching)

3. Prenos

4. ZruSenie
okruhu (sign.)

1.) Ziadost' o
vytvorenie
okruhu (sign.)

2.) Potvrdenie
zostavenia
okruhu (sign.)

Nevyhody:
* Potreba signalizacie

Vyhody: « Oneskorenie pri vytvarani okruhu
» Dedikovana cesta(ak sa podari vybudovat okruh) « Plytvanie zdrojmi
« Garancia prenosoveho pasma (ak plne nevyuZijlem kapacitu)
» Garancia QoS . L i
* Raz zarezervované zdroje kym sa neuvolnia nie je

* Rychlost’ systému pfi prenose mozné pouzit



Prepojovacie systémy — ako sa zostavuje spojenie

Prepojovanie paketov (Packet switching)

Princip

= Data su pred vstupom do siete delené (segmentované) a smerovaneé ako nezavislé datove
bloky

= Specificky nehovori o L2,L3 alebo o L4 rieSenie sa jedna

Spojenie

= Zostavenie

= PVC (Permanent Virtual Circuit):
= SVC (Switched Virtual Circuit:

= Spolahlivé: TCP, alebo Virtualne okruhy (VC)

= Nespolahlivé: Ethernet, MPLS, IP, UDP

Siet’ potrebuju doplnujuce informacie => prenos ,neuzitocnych dat”
Typické priklady realizacie:

= Ethernet WAN (Metro Ethernet), Prepojovanie paketov

= Multiprotocol Label Switching (MPLS) ) (Internet/IP) .

) Frame Relay \ Pouzivatel /

= Asynchronous Transfer Mode apachy
(ATM) ol




Sposoby riesenia WAN a pristupu




WAN sluzby

Sposoby riesenia pristupu do WAN

Moznosti pristupu Riesenia pristupu do siete

WAN Access Options

WAN

AN

iy
Dedicated Switched Internet T
LT
/ \ DSL
Leased Circuit- Packet- Broadband
Lines Switched Switched VPN
HHT
— |
f!: -
T1/E1 PSTN Metro Ethernet DSL
T3/E3 ISDN MPLS Cable
Frame Relay Wireless
ATM

Satellite

ISDN
Telephone Line

Telephone
Line
ISP
Satellite EXEENT
. Modem o
Coaxial
Cable
Leased Line
Wireless
Cable
(NN
I
AR
*_ I
! ] |

Dolezité poznat a orientovat sa => nasleduje prehlad




Private WAN - circuit switch

Leased line (Prenajaté okruhy)

= Digitalna point—to—point linka
= Skor logicka ako fyzicka UL e e ‘
(TDM alebo WDM okruh)

= Realizacia ako T1(USA)/E1 l ,l,
(EU) (mame v labe), SONET, T3 E3
SDH/PDH

-

y

cheé riesenia

Service Provider
Network

>

g n Permanentné dedikované New York Office London Office
= kapacita
[} . .. - , 56 56 kbis 0C-9 466.56 Mbls
;CT) " kapaC|ta nie Je Zdlel dna 64 64 kbis 0C-12 622.08 Mb/s
E = dobré parametre T1 1.544 Mbs 0C-18 933.12 Mb/s
_ _ E1 2.048 Mbls 0C-24 1244.16 Mbls
5 oneskorenia a chvenia )1 2.048 Mb/s 0C-36 1866.24 Mbis
, . E3 34.064 Mbls 0C-48 2488.32 Mbls
= Cena od ryCh losti T3 44.736 Mbls 0C-96 4976.64 Mbls
P . oc-1 51.84 Mbls 0C-192 9953.28 Mbls
= NizSia flexibilita oc-3 155.54 Mbls 0C-768 39813.12 Mbls
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Private WAN

Circuit switching options (Prepojovanie okruhov)
- Analog Dialup * \lyzaduje modemy a na druhej strane modemoveé
servery

= \VVyhody:

= Jednoduchost, dostupnost, nizka cena implementacie,
rovnaké podmienky na linke (oneskorenie, jitter)

= Nevyhody:
; ;' ;&; =Nizka rychlost’ (56kbps max.), dlhy ¢as zostavenia
spojenia ISDN

= Na Slovensku minulost

PSTN

Dial-up modem Dial-up modem

= Integrovana siet’ digitalnych sluzieb (ISDN)
=BRI pristup (2B+D): 144kbps max. ISDN
=PRI pristup (30B+2D): 2,048Mbps max. il
ISDN Terminal Adapter

= VysSia kapacita, kratky Cas zostavenia iy
spojenia, dedikovana kapacita i

| POUZIVa TDM ZB{T gg ',:Ej:; f:ﬁr—:ﬁ:‘_;;:;?_:‘_-‘;_‘-:h /
N4 rd v . 4 . . 144 khis
= Pouzivana Casto ako backup primarnej linky 16 kbpls
= Dial on Demand Routing DDR)

) 23B (T1) or 64 kb/s T1 1.544 Mb/s
)
= Na Slovensku minulost 0B EY {% =R e 200 Mt
. s
64 kb/s | (includes sync)




Private WAN — Packet switched
Frame relay (Prepojovanie paketov)

= Frame Relay

1]

= Branch Office = L2 technoldgia

Q = Nahrada starSich pomalych paketovych X.25 sieti

’8 = Podporuje L2 kanaly

" = PVC (Permanent Virtual Circuit)

@ = SVC (Switched Virtual Circuit) kanaly

c = Kanal mal identifikator — DLCI (Data Link

O Connection Identifiers)

O = Smerovac R1 posielajuci data na R2 pouzije kanal s

E DLCI 102

e = Vlozi do FR ramca adresu 102

(eh) = Tu FR prepinac v sieti ISP pouzije na prepnutie

>CT) smerom k R2

e = R2 v opacnom smere pouZzije DLCI 201

8 - Rychlost do zhruba 45Mbps (DS-3)

\n = Priklad: bezny smerovac z lab RB303 s
D. Corporate Head WIC2T kartou a zapnutym FR protokolom

= Pozn.: z CCNA kurikula vypadlo v roku 2017
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Private WAN - cell (packed) switched

ATM (Asynchronous transfer mode)

= Paketova technologia so
zostavovanim VC spojenia s
prepinanim buniek (mini
paketov fixnej dlzky 53B)

= Velmi komplexna a draha
technologia pre komplexné
riesenie celych sieti
= Telco pristup

= Mala byt univerzalna pre
buducnost

= Rychlost az do 622Mbps
= \/ sucasnosti uz mrtva ®

ATM Switch Service Provider Network

DO T OO O

ATM Switch

IP TV Broadcast Server

WAN

Corporate Head Branch Office 3 D
Office

—

)

AGEA —

X RX TX R{ TX A ™ F

e S5 e

N



Sposoby riesenia WAN — moderné

/ﬁ_, pristupy

-
/\‘ .




WAN sluzby

Moderné sposoby riesenia WAN
* Dedikovany broadband

* Pouzitie optickeho vlakna
* Tzv. ,Dark fiber® => prenajaté alebo

Moznosti pristupu

WAN Access Options

AN zakupené od dodavatela.
/ \ = Packet-switched
Private Public * Metro Ethernet => Ethernet v
/ \ MAN/WAN => Popularne aj v SR
e — o * MPLS (MultiProcol Label Switching|
/ \ * RozsSirena realizacia privatnych WAN

I_e.ased Ci(cuit— F'a_cket— Broadband N Internet-baSEd broadband

Lines Switched Switched VPN

* VSetky technologie pouzivané na
lokalne negarantovaneé pripojenia do

T3 SN LS Cable internetu (ISP)
/e Hreless - Wireless (WiFi, LTE, 5G, Wimax,

proprietary ...), DSL, Cable modem, ...




Private WAN

Metro Ethernet

= Na _Slov_ensk_u rozSirené u ISP pre
realizaciu privatnych WAN sluzieb
= Nahradza starSie FR a ATM

= Ugel: Prepojenie lokalit na L2 urovni
(Ethernet to Ethernet)

= Vyuziva
= Na L1: vyuziva optiku na vzdialené

= Na L2: g-in-q (double dot1q), Ethernet
over MPLS

= Velmi jednoduche, vykonne a
efektivne riesenie
= Ako bezny ethernet, jednoducha
integracia do datovych sieti
= Obchodné mena
= Metropolitan Ethernet (MetroE)
= Ethernet over MPLS (EoMPLS)

= Virtual Private LAN Service (VPLS) — L2
VPN

Branch Office
(Main St.)

Internet ?

Branch Office
(Suburb)

Service Provider Metro
Ethernet

Head Office
(Downtown)

Branch Office
(Industrial Park)



MPLS koncept

Ingress LER receives packet and Label Distribution Protocol (LDP)
= MPLS adds (PUSH) label assigns a label to destination
. ] ] network, the label is locally
= Je vysokovykonna LER - Label Edge Router significant, different label

L2,5 WAN assignment on each router

2 o Existing IGP establishes the
teCI:lt]OIO’gla, Vel,ml reachability to the destination
rozsSirena, draha

/ LSR - Label Switch Router
Egress LER receives MPLS

frame and removes (POP) label

= Nesmeruje ale
prepina pakety zo

smerovaca na I:
smerovac

= na zaklade navestia |
(MPLS label)

- V|aC na ASI / Gronnannne >

predmet
Projektovanie sieti 1

Label Switch Path (LSP),

unidirectional connection LSR switches packets using
label swapping table (SWAP)




MPLS Label Switching

FEC InLbl | OutLbl | Out If FEC In Lbl IP Lookup
PUSH POP
192.168.10.0/24 - L3 if1 192.168.10.0/24 L1 192.168.10.0/24
FEC InLbl | OutLbl | Out If
192.168.10.0/24 L3 L2 if3 SWAP
t If
FEC InLbl | Out Lbl O.u SWAP
192.168.10.0/24 L2 L1 if5
Ingress . Egress
LER » ‘ LER

Dest IP
192.168.10.0/24

if1

L4 .
...ll“

Dataflow

LSR1 LSR2
i3 192.168.10.0/24

f2 ¥

if4

192.168.10.0/24

L3 192.168.10.0/24
L2




Sposoby riesenia WAN — moderné
sirokopasmoveé pristupy do

//” Internetu

-
/\‘ .




Public WAN

Digital Subscriber Line (xDSL)

= Velmi popularna
Sirokopasmova Always-on
technologia

= Vlyuziva existujuce krutene
telefébnne pary na
Sirokopasmovy
vysokorychlostny prenos dat
a poskytnutie IP sluzby
= Do 80Mbps "\ PSL Modem pSLAM

= DSL modem konvertuje

Ethernet na DSL signal, ktory
je prenasany na DSLAM

Company Head
Office

WAN Service Provider ’

Teleworker

DSL Service
Provider

Ethernet

Point of Presence
(POP)




Public WAN

Cable

* Pristup do siete cez
infrastrukturu kablovych TV
rozvodov (povodne TV
operatorov)

= Always-on technologia

Company Head
Office

Teleworker

WAN Service Provider

Cable Service Internet

Provider

Ethernet

Router

Cable Modem

Cable Modem
Termination System
(CMTS)




ISP Networl

Public WAN

Bezdrotovy (Wireless) pristup

Aktualne trendy v Sirokopasmovych bezdrétovych
technologiach:
= Municipal Wi-Fi
= Koncept pokrytia celého mesta volne dostupnym
WiFi (univerzalna sluzba)
= WIMAX — Worldwide Interoperability for
Microwave Access (WiMAX)

= Podla kurikul:

= js a new technology that is just beginning to come into use
= =>naSKmftva Home Local Area Network Non-Line-of-Sight

= Do 72Mbps Transmission
= Internet cez Satelit

= Telefonne mobilné siete
= 3G/4G Wireless — Skratka pre 3 a 4 generaciu
mobilnych pristupovych bezdrétovych sieti.
= Long-Term Evolution (LTE) — NovSia a
rychlejSia technoldgia, ktora je suCastou 4G sieti. Mobile Provider as ISP \ Internet

= Popularny tethering cez MBT ¢i ako backup
primarnych liniek

Internet Backbone

K>

l WiMAX B02.16 Transmitter




Vyber WAN sluzby

Vyber WAN riesenia

= Ugel prehladu?
= Odpoved na otazky:

Aky je ucel WAN?

= Na ¢o bude WAN sluzit?

= Pouzit privatne Ci verejné WAN riesenie?
Akeé je geografické pokrytie?

Aké su poziadavky na prevadzku?
Cim sa pripojit do siete a aké su
obmedzenia tej ktorej technoldgie?
Co je lokalne dostupné?

Kolko trva zriadenie?

Aka je cena riesenia (zriadenie +
poplatky)?
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Sériova komunikacia

Point-to-Point metalicke komunikacne WAN linky

= WAN

= Typicky pouziva sériovu komunikaciu, nie
paralélnu
= LacnejSie meédia, odpada problém so synchronizaciou
=  Médium ma dlhSi dosah, nakolko odpada CrossTalk
= Na WAN linke su data zapuzdrené
odosielajucim smerovacom (DTE)

= Prijimajuci smerovac pouzije rovnaky Wan protokol na
odpuzdrenie

Service Provider
Metwork

LAN LAN

WAN

011111100110... .. 11110 011..
HDLC Frame

Transmission ‘

Transmission : .
L System . .Physmal Medium: — System

Point-to-point linky

Prepajaju geograficky vzdialené oblasti
Typicky nie su vlastnené danou firmou ale
prenajimané

Pouzivatelovi ponukaju celu svoju kapacitu
na dobu prenajmu (leased-lines)

Preto su typicky o dost drahsie ako
zdielané sluzby

New York Office

London Office

Semnvice Provider
MNetwork

CsU/Dsu CEUDsUY




Typické zapojenie sériovej linky Zdroj
taktovacieho

DTE a DCE Rouer | sgnal.

l (DTE) (DCE)

= DTE (Digital Terminal Equip.)
= Typicky CPE zariadenie, nazyvane aj terminal
= Router, terminal, computer, printer, or fax
machine
= DCE (Data Circuit Equip.)
= Modem or CSU/DSU
= Zariadenie, kt. konvertuje data odosielané z

DTE do formy vhodnej pre prenos cez WAN
prenosoveé prostriedky poskytovatela

= U nas v labe WIC 2A/S karta vloZzena do‘ g T
smerovaca ‘

Transmission Line

CsuU/DsU

Router




Sériova komunikacia

DTE a DCE - zapojenie v labe (V.35 back to back)

Null modem
Tx Rx Tx Rx

ﬁ Rx Tx Rx Tx e

DTE Cable

DCE Cable

S0/1(DTE)

SO/0(DCE) —=——
\



Sériova komunikacia

DTE-DCE

= Synchronne sériové linky musia mat' clock
= ZvyCajne poskytuje DCE zariadenie
= Ak prepajam dve DTE zariadenia (napr. routre v labe) cez synchronne
rozhranie
= Jeden musi byt zdrojom hodin. taktu
= Default je router DTE zariadenie

= Musim zmenit konfiguraciou na DCE
= Podla typu pripojeného kabla
" Clock-rate 128000

= NovsSie boxy robia automaticky




High Level Data Link (HDLC)

/ﬁ_, protokol

-
/\‘ .




WAN linky

L2 komunikacia cez seriové linky

= Pre serial WAN bolo vyvinutych
viacero protokolov

HDLC, PPP, SLIP, FR, apod.

» High-level data link control (HDLC)
protokol

Definovany ISO 9 (ISO3239)

Bitovo orientovany data link protokol
Point-to-point protokol

= Bezchybovy

Full duplex

Definuje ako enkapsulovat data na
synchronnych seriovych linkach

= Vyuziva L1 Clocking

Umoziuje riadenie toku (flow control)
cez potvrdzovanie a systém Okna

WAN Encapsulation Protocols

Leased Line

» - &

HDLC, PPF, SLIP

Circuit-Switched

— =
' == Telephone .
Company

HDLC, PPP, SLIP

Packet-Switched

X.25, Frame Relay, ATM



HDLC protokol

HDLC verzie

= Standard HDLC (ISO s$tandard)

= Nepodporuje prenos viacerych L3 protokolov cez L2 linku
= Nema spbsob ako by prijemcovi naznacil, ¢o je nesené v HDLC ramci

= Cisco HDLC (cHDLC)

= Pbévodne Proprietarna Cisco verzia HDLC, teraz defacto Standard

= Ramec nesie proprietarne pole 'type' alebo tiez tzv. protocol pole.
= Pole umoznuje prenasat data viacerych L3 protokolov cez tu istp L2 linku.

= cHDCL je spustana ako default enkapsulacia na sériovych rozhraniach.

Standard HDLC Cisco HDLC
Flag Address Control Data FCS Flag Flag Address Control Protocol Data FCS Flag
Supports only single-protocol environments. Uses a protocol data field to support multiprotocol environments.

Opening Flag 8 b1ts [01111110], [7E Hex]
Address, its mbéze byt viac]

Control, 8 bits, or 16 bits .

Data [Pagload], Variabilna dlzka

CRC, 16 bits, or 32 bits

Closing Flag, 8 bits [01111110], [7E hex]



http://www.interfacebus.com/Hexadecimal_Numbering_System.html

Wireshark sniff

' r1.cap - Wireshark

File Edit View Go Capture Analyze Statistics Help
B e EEXZE A¢esoTLEE QR BB %| B
Filter: I ¥ Expression... Clear Apply
— ] [ ]~ |ocommmotefme |- S—
No. - Time Source Destination Protocol Info &
i ey e S T T L T T e =
. 0. L 0.0, ICMP Echo {(ping) request
7 10.8B5000 N/A N/A CDP Device ID: Lavy Port ID: Seriall/0 hdl

= Frame & (104 bytes on wire, 104 bytes captured)
Arrival Time: Mar 19, 2009 21:50:28. 966000000
[Time delta from previous captured frame: 0.015000000 seconds]
[Time delta from previous displayed frame: 0.015000000 seconds]
[Time since reference or first frame: 9.994000000 seconds]
Frame Number: &
Frame Length: 104 bytes
Capture Length: 104 bytes
[Frame is marked: False]
[Protocols in frame: chdlc:ip:icmp:datal
[coloring Rule Name: ICMP]
[coloring Rule string: dicmp]
= Cisco HDLC
Address: unicast (0x0f)
Protocol: IP (0x0800)
= Internet Protocol, Src: 1.0.0.1 (1.0.0.1), Dst: 1.0.0.2 (1.0.0.2)
version: 4
Header length: 20 bytes
® Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: Ox00)
Total Length: 100
Identification: Ox0000 (0)
# Flags: 0x00
Fragment offset: 0
Time to live: 255
Protocol: ICMP (Ox01)
# Header checksum: 0xb996 [correct]
source: 1.0.0.1 (1.0.0.1)
pestination: 1.0.0.2 (1.0.0.2)
# Internet Control Message Protocol

File: "C:\Program Files\Dynamips\sample_labs\simple-5-2960Y 1.cap™ 3576 Bytes 00:00:3% Packets: 25 Displayed: 25 Marked: 0 Profile: Default



HDLC protokol

Konfiguracia HDLC enkapsulacie

Router (config)# interface serial X/Y
Router (config-if)# encapsulation hdlc

= cHDLC je defaultha WAN schéma na sériovych WIC/HWIC rozhraniach
= VoCi DTE inych vyrobcov sa odporuca pouzit PPP

Overenie HDLC

! stav liniek => L1 + L2 info
Router# show interface serial X/Y/X
Router# show ip interface brief

! Ci je moje rohranie DCE or DTE
Router# show controller serial X/Y/X

= Prikazy na overenie




Diagnostika seriového rozhrania

Router# sh interfaces serial 9/0
Serial@/0 is up, line protocol is up

Hardware is PowerQUICC Serial

Internet address is 1.1.1.1/8

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation HDLC, loopback not set

Keepalive set (10 sec)

Last input 00:00:01, output 00:00:01, output hang never

Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: weighted fair

Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations ©0/1/256 (active/max active/max total)
Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 1158 kilobits/sec

5 minute input rate O bits/sec, © packets/sec

5 minute output rate 0 bits/sec, © packets/sec
13 packets input, 1488 bytes, 0 no buffer
Received 13 broadcasts, 0 runts, 0 giants, @ throttles
@ input errors, 0 CRC, @ frame, © overrun, 0 ignored, 0 abort
19 packets output, 2508 bytes, © underruns
@ output errors, 0 collisions, 4 interface resets

© unknown protocol drops




Diagnostika sériovéeho rozhrania

Router# sh ip interface brief |

Interface IP-Address OK? Method| Status Protocol
FastEtherneto/o unassigned YES unset | administratively downjdown
Serial@/eo 1.1.1.1 YES manualj up up
FastEtherneto/1 unassigned YES unset | administratively downjdown
Seriale/1 unassigned YES unset | administratively downjdown

L1 L2




Diagnostika sérioveho rozhrania

Router# sh controllers serial 6/0

Interface Serialo/o

Hardware is PowerQUICC MPC860

DCE 530, clock rate 64000

idb at 0x82561E58, driver data structure at 0x82569574

SCC Registers:

General [GSMR]=0x2:0x00000030, Protocol-specific [PSMR]=0x8

Events [SCCE]=0x0000, Mask [SCCM]=0x001F, Status [SCCS]=0x00

Transmit on Demand [TODR]=0x0, Data Sync [DSR]=0x0

Interrupt Registers:

Config [CICR]=0x00367F80, Pending [CIPR]=0x00000000

Mask [CIMR]=0x40204000, In-srv [CISR]=0x00000000

Command register [CR]=0x0

Port A [PADIR]=0x0000, [PAPAR]=0x0000
[ PAODR]=0x0000, [PADAT]=0x0000

Port B [PBDIR]=0x00000, [PBPAR]=0x00000
[ PBODR]=0x00000, [PBDAT]=0x28400

Port C [PCDIR]=0x000, [PCPAR]=0x000
[PCSO]=0x000, [PCDAT]=0x000, [PCINT]=0x000

Receive Ring
rmd (680126B0): status 9000 length 60C address 376DCA4
rmd (680126B8): status 9000 length 60C address 376D624
rmd (680126C0): status 9000 length 60C address 376CFA4
rmd (680126C8): status 9000 length 60C address 376C924




Diagnostika sériovéeho rozhrania (nielen s HDLC)

= Modra — L1 problém, Oranzova — L2 problém

= Mozné stavy rozhrani a rieSenie z pohladu lab podmienok

= Serial x is administratively down, line protocol is down.

= No shutdown
= Serial x is down, line protocol is down

= Typicky nie je pripojené meédium, alebo druha strana je shutdown
= Serial x is up, line protocol is down

= Smerovace nemaju navzajom zhodné L2 WAN protokoly — ,nerozumeju si
= Serial x is up, line protocol is down (disabled).
= Serial x is up, line protocol is up (looped).

= Diagnosticke ucely, admin si méze dat vratit ramce v slucke spat
= Serial x is up, line protocol is up nejde ping/konektivita

= Chyba s konfiguraciou na L3




Point-to-Point protocol (PPP)




Point to Point Protocol (PPP)

= |[ETF Standardizovana schema pre sériovu synchronnu aj asynchronnu
komunikaciu (RFC1661, RFC1662)

= Vhodné do mixovaného prostredia r6znych vyrobcov
= PPP komponenty:

= HDLC ramec
= Definuje enkapsulaciu datagramov cez ppp linku — HDLC U ramec
= PPP datagram ma len tri polia — Protocol, Information, Padding, nie je uplnym ramcom
= PPP datagramy sa preto vkladaju do iného ,kontajnera®, velmi ¢asto HDLC U ramce
= Link Control Protocol (LCP)
= Zalozenie, konfiguracia, testovanie a ukoncenie spojenia

= Network Control Protocols (NCPs)

= ZaloZenie a konfiguracia L3 protokolov cez ppp linku

= Internet Protocol Control Protocol, Appletalk Control Protocol, Novell IPX Control Protocaol,
Cisco Systems Control Protocol, SNA Control Protocol, and Compression Control Protocol.




PPP vrstvena architektura

Fyzicka vrstva

- . IP IPX L 3 TF‘ tocol
= PPP pracuje cez: T S | TTOeeR
IPCP | IPXCP | Many others Network
= DSL Layer
= PPPOE, PPPoA PPP Network Control Protocol
- _— : Data Link
= Ethernet, WiFi Authentication, other options Laver
Link Control Protocol aye
= PPPoE
. Synch Asynch i
= Asynchronous serial T physical Media | Lover
* Dialup
= Synchronous serial
= SONET/SDH With its lower-level functions, PPP can use:
: : = Synchronous physical media
" H Ig h -S peed Se rlal = Asynchronous physical media like those that use basic telephone service for modem
Interface (HSSI) dialup connections.

» Integrated Services Digital
Network (ISDN)




PPP vrstvena architektura

L2 — Link Control Protocol
= LCP

IP T IPX TLayerSTPramculs

= Podporny protokol pre IPCP | IPXCP | Many others Network
zakladny manazment PPP opp . Layer
. etwork Control Protocol
p re po'l d _ Authentication, other options E::i rLin ‘
= Pouziva sa na zalozenie, Link Centrol Protocol
konfiguraciu a testovanie Synchronous or Asynchronous Physical
spojenia cez linku Physical Media Layer

= Je umiestneny v stacku
nad L1 vrstvou

» PPP offers a rich set of services that control setting up a data link.
» These services are options in LCP and are primarily negotiation and checking frames to
implerment the point-to-point controls an administrator specifies for the call.




PPP vrstvena architektura

Funkcie Link Control Protocol

= Autentifikacia (Authentication) = Multilink

= RFC 1334,

= Password Authentication Protocol (PAP)

= Challenge Handshake Authentication
Protocol (CHAP).

= Kompresia (Comression)

= ZvysSuje priepustnost pomalSich liniek,
protokol na druhej strane robi dekompresiu

= Cisco podporuje asponi tieto dva (+dalSie)
kompresné protokoly:
= Stacker
= Predictor

= Kontrola chyb a kvality linky
(Error detection and link quality)

= Allow to identify fault conditions. The
Quality and Magic Number options
help ensure a reliable, loop-free data
link.

= NiecCo ako EtherChannel ale nad Serial
rozhraniami

= Pakety su fragmentované a poslané
paralelne cez viaceré linky

= PPP Callback

= Podpora vytaCania spojenia (dial-out) a

odpovedania

= Smerova¢ mbze byt tzv. callback client or
callback server.

= Klient iniciuje spojenie, mbéze pozadovat aby
server zavolal spat, v tom pripade ukonci hovor
a Caka

= Callback server Caka na inicializaCné spojenie,
po skonceni vola spat’ klientovi

= |né funkcie LCP

= Dohoduje velkost ramcov
= Deteguje vSeobecné konfiguracné chyby
= Ukoncuje linku

= UrcCuje kedy linka pracuje spravne a kedy
s chybovostou



PPP vrstvena architektura

L2 - Network Control Protocol

= Nativhe umoznuje prenos P T IPX TLayerSTPrnmmls

viacerych L3 protokolov cez \PCP | PXCP | e Network

L2 WAN PPP linku - Layer

o .. i ) MNetwork Control Protocol
= Pre kazdy L3 protokol existuje — - Data Link
, Authentication, other options

samostatny NCP protokol Link Control Protocol Layer
= Obe PPP Strany sa musia Synchronous or Asynchronous Physical

pomocou prislusného NCP Physical Media Layer

dohodnut na konkréthom L3
protokole a jeho
parametroch

= With its higher-level functions, PPP carries packets from several network-layer protocols in
NCPs.

= These are functional fields containing standardized codes to indicate the network-layer
protocol type that PPP encapsulates.




PPP vrstvena architektura

Architektura PPP — LCP, NCP

= LCP aj NCP su dodatocné spravy, ktoré sa prenasaju v PPP ramcoch ako
akekolvek iné pakety
= Nie su to dalsie typy ramcov
= Hoci sa PPP zobrazuje ako vrstvovo Strukturovany (LCP na nizSej vrstve, NCPs

na vysSej, L3 protokoly nad NCPs), neznamena to, ze by sa L3 vkladali do NCPs
a NCPs do LCP

Hierarchicke vrstvenie v pripade PPP len vyjadruje, ktory protokol je nizsi, ktory
je vysSi, a kedy je mozné dany protokol prenasat

= V/Setky nizSie protokoly musia uspesSne dospiet do aktivheho stavu

Pre NCP protokoly sa zauzivalo nazvoslovie <L3>CP, kde <L3> je meno
konkrétneho vyssieho protokolu

= T.j. IPCP pre IP, IP6CP pre IPv6, CDPCP pre CDP, IPXCP pre IPX, ...




PPP protokol
PPP ramec

PPP Frame Fields
Field length, in bytes
1 1 1 2 Wariable 2ord

Address Control Protocol Data

Flag

Indicates the beginning or end of a frame and
consists of the binary sequence 01111110 to identify
a PPP frame. The value is set to 0x7E (bit sequence

01111110) to signify the start and end of a PPP
frame. In successive PPP frames, only a single Flag
character is used.




PPP protokol

PPP ramec (2)

PPP Frame Fields

Field length, in bytes
1 1 1 2 Variable 2oré4

Flag Address Control Protocol Data FCS

Consists of the standard broadcast address, which is the binary
seguence 11111111, PPP does not assign individual station
addresses.In HOLC environments, the Address field is used to address
the frame to the destination node. On a point-to-point link, the
destination node does not need to be addressed. Therefore, for PPP,
the Address field is set to 0xFF, the broadcast address. If both PPP
peers agree to perform address and control field compression during
LCP negotiation, the Address field is not included.




PPP protokol

PPP ramec (3)

PPP Frame Fields
Field length, in bytes
1 1 1 2 Variable 2ord

Flag Address Control Data

1 byte that consists of the binary sequence 00000011, which calls for transmission of user data in an
unsequenced frame. This provides a connectionless link service that does not require you to establish
data links or link stations.




PPP protokol

PPP ramec (4)

PPP Frame Fields
Field length, in bytes
1 1 1 2 Variable 2ord

Control Protocol Data

2 bytes that identify the protocol encapsulated in the
data field of the frame. The 2-byte Protocol ID field
identifies the protocol of the PPP payload. If both
PPP peers agree to perform protocol field
compression during LCP negotiation, the Protocol 1D
field is one byte for Protocol IDs in the range 0x00-00
to OxD0-FF.




PPP protokol

PPP ramec (5)

PPP Frame Fields
Field length, in bytes
1 1 1 2 Variable 2ord

Data FCS

0 or more bytes that contain the datagram for the
protocol specified in the protocol field. The 2
bytes of the frame check sequence (FCS) field,
followed by the closing flag, marks the end of the
data field. The default maximum length of the
data field is 1500 bytes.




PPP protokol

PPP ramec (6)

PPP Frame Fields

Field length, in bytes
1 1 1 2 Variable 2ord

Data FCS

A 16-bit checksum that is used to check for bit level
errors in the PPP frame. If the receiver's calculation
of the FCS does not match the FCS in the PPP
frame, the PPP frame is silently discarded. By prior
agreement, consenting PPP implementations can
use a 32-bit (4-byte) FCS for improved error
detection.




PPP ramec - wireshark

"l r2.cap - Wireshark

File Edit View Go Capture Analyze Statistics Help

S o el el EEX2E Qe TFTLIBE QAQAAFA @2 Mx B
Eilter: I ¥ Expression... Clear Apply
Mo, - Time Source Destination Protocol Info
1 0.000000 ./ J EChDo Request
2 4.451000 N/A N/A PPF LCP Configuration Request
3 4.472000 N/A N/A PPP LCP cConfiguration Request
4 4.474000 N/A N/A PPP LCP Configuration Ack
5 4,.483000 N/A N/A PPP LCP Configuration Ack
6 4.491000 N/ A N/ A PPP IPCP Configuration Request
7 4.491000 N/A N/A PPP CDPC Configuration Request
8§ 4.502000 N/A N/A PPP IPCP Configuration Request
9 4,502000 N/ A N/ A PPP CDPC Configuration Reguest
10 4.505000 N/A N/A PPP IPCP Configuration Ack
11 4.505000 N/A N/A PPP CDPC Configuration Ack
12 4. 505000 N/A N/A PPP CDPC Configuration Ack
13 4.505000 N/A N/A PPP IPCP Configuration Ack
14 5.517000 N/ A N/ A PPFF LCP Echo Request
15 5.523000 N/ A N/ A PPP LCP Echo Reply
16 6.042000 N/A N/A CDP Device ID: Lavy Port ID: Seriall/0
17 7.032000 N/A N/A CDP Device ID: Lavy Port ID: Seriall/0 L
18 8.130000 1.0.0.1 1.0.0.2 ICMP Echo (ping) reguest
19 8.141000 1.0.0.2 1.0.0.1 ICMP Echo (ping) reply
20 8.150000 1.0.0.1 1.0.0.2 ICMP Echo (ping) reguest
21 8.153000 1.0.0.2 1.0.0.1 ICMP Echo (ping) reply
22 8.156000 1.0.0.1 1.0.0.2 ICMP Echo (ping) reguest
23 8.159000 1.0.0. 1.0.0.1 ICMP Echo (ping) reply w

vl

(16 bytes on wir

- Polnt-to-Point Protoco

Address: Oxff

Control: 0x03

Protocol: Link Control Protocol (0xc021) |
E PPP Link Control Protocol

code: Echo Request (0x09)

Identifier: 0x02

Length: 12

Magic number: 0x011066a3

Message (4 bytes)

, 16 bytes captured)

Frame (frame), 16 bytes Packets: 29 Displayed: 29 Marked: 0 Profile; Default




PPP relacie
Zalozenie PPP spojenia - fazy

= Tri fazy aktivacie PPP spojenia
= Faza vytvorenia spoja (povinna faza)
= LCP overi pritomnost PPP na oboch stranach linky

= Pomocou LCP sa dojednaju konfiguracné parametre ako maximalna podporovana velkost
ramcov (Maximum Receive Unit, MRU), kompresia vybranych poli PPP ramca, sp6sob
autentifikacie, pripadne sp6sob overenia kvality linky

= Faza autentifikacie a overenia kvality linky (volitel'na faza)

= Ak sa uzly dohodli na autentifikacii, pripadne kontrole kvality linky, tato faza sa realizuje
hned, ako je ukonCené vytvorenie spoja esSte pred tym, ako sa zacnu prenasat
pouzivatelské data

= Ak tato faza skonCi neuspesne, linka neprejde do fazy vyjednania konkrétnych L3
protokolov pomocou NCPs a nebude mat’ dovolené prenasat Zziadne pouzivatelské data

= Faza negociacie sietovych protokolov (povinna faza)

= Pomocou NCP protokolov sa dohodne, aké L3 protokoly sa budu na PPP spojeni prenasat
a aké prevadzkove parametre tieto protokoly budu mat

= Faza ukonc€enia spoja (povinna faza)
= Prenos je mozny az po uspesnych predchadzajucich fazach




Cinnost’' LCP a NCP pre IP (IPCP)

NCP Process

e LCP Configure..
(LCP link establishment and —JUre-Request 5 (LCP link establishment and
negotiation) = negotiation)
- LCP Configure-Ack
Initiate IPCP configuration __ IPCP
g Configure-Request Process IPCP configuration
> request
Finish IPCP configuration o ‘PP ConﬁgUfe'ACR

Send and receive IP data (—/< Send and receive IP data
IP Data —

Receive IP close request; — IPCP Termmate'ReqUest
Notify other device ___)' Terminate the IP link
Terminate the IP link <€ \PCP Terminate-Ack
Send and receive non-IP data e —— Send and receive non-IP data
- —
Non-IP Data
Receive IP close request; =— LCP Terminate-ReqUGSt
Notify other device —» Terminate Link
Terminate Link «&— LCP Terminate-Ack

4.(_) LCP message exchange 4.(_’ NCP message exchange




Lavy#debug ppp negotiation
PPP protocol negotiation debugging is on
*Mar 1 03:22:41.579: Sel/0 PPP: Phase is ESTABLISHING

m - *Mar 1 03:22:41.579: Sel/0 LCP: O CONFREQ [Open] id 59 len 10
Overenle PPP — Ilnka OK *Mar 1 03:22:41.579: Sel/0 LCP:  MagicNumber 0x00D57203

(0x050600D57203)

*Mar 1 03:22:41.587: Sel/0 LCP: I CONFACK [REQsent] id 59 len 10
*Mar 1 03:22:41.587: Sel/0 LCP: MagicNumber 0x00D57203
(0x050600D57203)

*Mar 1 03:22:41.587: Sel/0 LCP: I CONFREQ [ACKrcvd] id 221 len 18
*Mar 1 03:22:41.587: Sel/0 LCP: MagicNumber 0x01D571FE
(0x050601D571FE)

*Mar 1 03:22:41.587: Sel/0 LCP: EndpointDisc 1 Pravy
(0x1308015072617679)

*Mar 1 03:22:41.587: Sel/0 LCP: O CONFACK [ACKrcvd] id 221 len 18
*Mar 1 03:22:41.587: Sel/0 ICP: MagicNumber 0x01D571FE
(0x050601D571FE)

*Mar 1 03:22:41.587: Sel/0 LCP: EndpointDisc 1 Pravy
(0x1308015072617679)

*Mar 1 03:22:41.587: Sel/0 LCP: State is Open
*Mar 1 03:22:41.591: Sel/0 PPP: Phase is FORWARDING, Attempting

Forward

*Mar 1 03:22:41.591: Sel/0 PPP: Phase is ESTABLISHING, Finish LCP
*Mar 1 03:22:41.591: Sel/0 PPP: Phase is UP

*Mar 1 03:22:41.591: Sel/0 IPCP: O CONFREQ [Closed] id 1 len 10
*Mar 1 03:22:41.595: Sel/0 IPCP: Address 1.1.1.1 (0x030601010101)
*Mar 1 03:22:41.595: Sel/0 CDPCP: O CONFREQ [Closed] id 1 len 4
*Mar 1 03:22:41.595: Sel/0 PPP: Process pending ncp packets

*Mar 1 03:22:41.595: Sel/0 CDPCP: I CONFREQ [REQsent] id 1 len 4
*Mar 1 03:22:41.595: Sel/0 CDPCP: O CONFACK [REQsent] id 1 len 4
*Mar 1 03:22:41.595: Sel/0 IPCP: I CONFREQ [REQsent] id 1 len 10
*Mar 1 03:22:41.595: Sel/0 IPCP: Address 1.1.1.2 (0x030601010102)
*Mar 1 03:22:41.595: Sel/0 IPCP: O CONFACK [REQsent] id 1 len 10
*Mar 1 03:22:41.595: Sel/0 IPCP: Address 1.1.1.2 (0x030601010102)
*Mar 1 03:22:41.603: Sel/0 IPCP: I CONFACK [ACKsent] id 1 len 10
*Mar 1 03:22:41.607: Sel/0 IPCP: Address 1.1.1.1 (0x030601010101)
*Mar 1 03:22:41.607: Sel/0 IPCP: State is Open

*Mar 1 03:22:41.611: Sel/0 CDPCP: I CONFACK [ACKsent] id 1 len 4
*Mar 1 03:22:41.611: Sel/0 CDPCP: State is Open

*Mar 1 03:22:41.627: Sel/0 IPCP: Install route to 1.1.1.2




— Konfiguracia PPP protokolu




Spustenie PPP

Router (config-if) #encapsulation ppp

Router#sh int s 1/0
Seriall/0 is up, line protocol is up
Hardware is MAT
Internet address is 1.1.1.1/8
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, LCP Open
Open: IPCP, CDPCP, crc 16, loopback not set
Keepalive set (10 sec)
Restart-Delay is 0 secs

Router#sh ip int brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassigned YES unset administratively down down
FastEthernet0/1 unassigned YES unset administratively down down
Seriall/O0 1.1.1.1 YES manual up up




Zakladneé overenie a diagnostika stavu PPP

Routerffshow interface

Routerf#show interface serial

RZ# show interfaces serial 0/0/0 -
Seriall/0/0 is up, line protocol is up

Hardware is GT96E Serial

Internet address is 10.0.1.2/30

MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec,

reliability 255/255, txload 1/255, rxlocad 1/255

Encapsulation PFP, LCP Cpen

Open: IPCP, IBVGCP, CCP, CDPCP, loopkack not set

Keepaliwve set (10 sec)

CRC checking enabled

Last input 00:00:02, output 00:00:02, output hang never

Last clearing of "show interface™ counters (01:29:0&

Input queue: 0/75/0/0 (size/max/drops/flushes); Total ocutput
drops: 0

Queueing strategy: weighted fair

- L R s L o Y '] [




DalSie konfiguraéné moznosti PPP

= Kompresia

Router (config-if) # compress ?
1zs lzs compression type
mppcC MPPC compression type
predictor predictor compression type
stac stac compression algorithm
= Kvalita

Router (config-if)# ppp quality ?
<0-100> Minimum percent of traffic successful
reject Reject Link Quality Monitoring negotiation

= | oad balance

Router (config-if)# ppp multilink °?

endpoint Configure the local Endpoint Discriminator
group Put interface in a multilink bundle
mrru Configure multilink MRRU values

multiclass Configure support for Multiclass Multilink

queue Specify link queuing parameters




Konfiguracia PPP
Monitorovanie kvality

PPP ladenie
- Prikaz ppp quality percentage nastavuje

Kompresia Uroven kvality linky

* Ak je prekroCena (a teda porusena), linka sa
zhodi

S0/0/M S0/010
hoatnams R1 hoatnams RZ
1 1 hogtname R1 hogtnama B2
interface Serial 07070 interfzce Serial 07070 : 1
ip address 10.0.1.1 255.255,255.252 ip address 10.0.1.2 255.255,255.252 interface Serial 0/0/0 interface Serial 07050
ipvh addreas 2001:dbf:caferl::1/64 ipvh addreaas 2001:dbB:caferl::2/64 ip address 10.0.1.1 255.255.255.252 ip address 10.0.1.2 255.255.255.252
encapsulation ppp encapsulaticn ppp ipwe address 2001 :dbf:cafe:l::1/64 ipwe address 2001l:dbf:caferl::2/64
compress predictor compress predictor encapsulation ppo encapsulation ppe
FEp guality &0 FPp guality &0
| I L
Fouter|{config if)$ compress [predictor | stac]
e —————————— Router (config-if) # ppp quality percentage
predictor (Optional) Specifies that a predictor comprassion
E'Qmithm will be used. e ——

stac (Optional) Specifies that a Stacker (LZS) compression Description

algorithm will be used. Percentage Specifies the link quality threshold. Range is 1 to 100.




Konfiguracia PPP

PPP Multilink

S0/140

S0M1/1

hostname E3

1
interface Multilink 1

ip address 10,0.1.1 255,.255,255,252
ipve addresz 2001 :dbfrcaferl: 1764
ppp multilink

ppp multilink group 1

1

interface Serial 0170

no ip address

encapsulation pop
ppp multilink

PPp multilink group 1
I

interface 3erial 0/1/1
no ip address
encapsulation pop
ppp multilink

ppp multilink group 1

Multilink Bundle

p—

S0/0/0

5001

-hﬂstname Fd

interface Multilink 1

ip addreszs 10.0.1.2 255,255.255.252
ipvt address 2001:dbf:cafe:l::Z2/ 64
PPe multilink

ree multilink group 1

I
interface Serial 47070

no ip address

encapasulation ppp

ppe multilink

pee multilink group 1

I
interface Serial 4/0/1

no ip address

encapaulation ppp

ppe multilink

pPe multilink group 1

e

d




Overenie a diagnostika

Router# show ppp multilink

F3# show ppp multilink

Multilinkl

Bundle name: R{
Remcte Endpoint Discriminator: [1] E4

Local Endpoint Discriminator: [1] R3
Bundle up for 00:01:20, total bandwidth 3083, load 1/255%
Receive buffer limit 24000 bytes, frag timecut 1000 ms
0/0 fragmentza/bytes in reassembly list
0 lost fragments, 0 recrdered
0/0 discarded fragments/bytes, 0 lost received
0x2 received sequence, 0x2 sent sequence
Member links: 2 actiwve, (0 inactive [(max 255, min not set)
Sel0/1/]1, since 00:01:20
S5e0/1/0, since 00:01:06
No inactiwve multilink interfaces
R34




Overenie a diagnostika - debug

Router# debug ppp ?

authentication
bap

cbcp

elog

error
forwarding

mppe
muEtilink
negotiation
packet

CHAP and PAP authentication

BAP Erotocol transactions

Callback Control Protocol negotiation
PPP ELOGs

Protocol errors and error statistics
PPP layer 2 forwarding

MPPE Events

Multilink activity

Protocol parameter negotiation
Low-level PPP packet dump

Router# undebug all




Overenie PPP - linka OK

Router# debug pEp packet
PPP packet display debugging is on

Routert#

*Mar 1 01:28:47.975: Sel/0 LCP: O ECHOREQ [Open] id 2 len 12 magic 0x006CEBBF
*Mar 1 01:28:48.003: Sel/0 LCP-FS: I ECHOREP [Ogen] id 2 len 12 magic 0x016CEB4A
*Mar 1 01:28:48.003: Sel/0 LCP-FS: Received id 2, sent id 2, line u

*Mar 1 01:28:52.067: Sel/0 LCP-FS: I ECHOREQ [Open] id 2 len 12 magic 0x016CEB4A
*Mar 1 01:28:52.067: Sel/0 LCP-FS: O ECHOREP [Open] id 2 len 12 magic 0x006CEBBF
*Mar 1 01:28:58.215: Sel/0 LCP: O ECHOREQ [Open] id 3 len 12 magic 0x006CEBBF
*Mar 1 01:28:58.227: Sel/0 LCP-FS: I ECHOREP [Ogen] id 3 len 12 magic 0x016CEB4A
*Mar 1 01:28:58.227: Sel/0 LCP-FS: Received id 3, sent id 3, line u

*Mar 1 01:29:02.287: Sel/0 LCP-FS: I ECHOREQ [Open] id 3 len 12 magic 0x016CEB4A
*Mar 1 01:29:02.287: Sel/0 LCP-FS: O ECHOREP [Open] id 3 len 12 magic 0x006CEBBF




Lavy#debug ppp negotiation
PPP protocol negotiation debugging is on
*Mar 1 03:22:41.579: Sel/0 PPP: Phase is ESTABLISHING

m - *Mar 1 03:22:41.579: Sel/0 LCP: O CONFREQ [Open] id 59 len 10
Overenle PPP — Ilnka OK *Mar 1 03:22:41.579: Sel/0 LCP:  MagicNumber 0x00D57203

(0x050600D57203)

*Mar 1 03:22:41.587: Sel/0 LCP: I CONFACK [REQsent] id 59 len 10
*Mar 1 03:22:41.587: Sel/0 LCP: MagicNumber 0x00D57203
(0x050600D57203)

*Mar 1 03:22:41.587: Sel/0 LCP: I CONFREQ [ACKrcvd] id 221 len 18
*Mar 1 03:22:41.587: Sel/0 LCP: MagicNumber 0x01D571FE
(0x050601D571FE)

*Mar 1 03:22:41.587: Sel/0 LCP: EndpointDisc 1 Pravy
(0x1308015072617679)

*Mar 1 03:22:41.587: Sel/0 LCP: O CONFACK [ACKrcvd] id 221 len 18
*Mar 1 03:22:41.587: Sel/0 ICP: MagicNumber 0x01D571FE
(0x050601D571FE)

*Mar 1 03:22:41.587: Sel/0 LCP: EndpointDisc 1 Pravy
(0x1308015072617679)

*Mar 1 03:22:41.587: Sel/0 LCP: State is Open
*Mar 1 03:22:41.591: Sel/0 PPP: Phase is FORWARDING, Attempting

Forward

*Mar 1 03:22:41.591: Sel/0 PPP: Phase is ESTABLISHING, Finish LCP
*Mar 1 03:22:41.591: Sel/0 PPP: Phase is UP

*Mar 1 03:22:41.591: Sel/0 IPCP: O CONFREQ [Closed] id 1 len 10
*Mar 1 03:22:41.595: Sel/0 IPCP: Address 1.1.1.1 (0x030601010101)
*Mar 1 03:22:41.595: Sel/0 CDPCP: O CONFREQ [Closed] id 1 len 4
*Mar 1 03:22:41.595: Sel/0 PPP: Process pending ncp packets

*Mar 1 03:22:41.595: Sel/0 CDPCP: I CONFREQ [REQsent] id 1 len 4
*Mar 1 03:22:41.595: Sel/0 CDPCP: O CONFACK [REQsent] id 1 len 4
*Mar 1 03:22:41.595: Sel/0 IPCP: I CONFREQ [REQsent] id 1 len 10
*Mar 1 03:22:41.595: Sel/0 IPCP: Address 1.1.1.2 (0x030601010102)
*Mar 1 03:22:41.595: Sel/0 IPCP: O CONFACK [REQsent] id 1 len 10
*Mar 1 03:22:41.595: Sel/0 IPCP: Address 1.1.1.2 (0x030601010102)
*Mar 1 03:22:41.603: Sel/0 IPCP: I CONFACK [ACKsent] id 1 len 10
*Mar 1 03:22:41.607: Sel/0 IPCP: Address 1.1.1.1 (0x030601010101)
*Mar 1 03:22:41.607: Sel/0 IPCP: State is Open

*Mar 1 03:22:41.611: Sel/0 CDPCP: I CONFACK [ACKsent] id 1 len 4
*Mar 1 03:22:41.611: Sel/0 CDPCP: State is Open

*Mar 1 03:22:41.627: Sel/0 IPCP: Install route to 1.1.1.2




Overenie PPP

Priklad 1 (chyba)

Router (config-if) #encapsulation ppp

Ostane default cHDIC

Router#sh int s 1/0

Seriall/0 is up, line protocol is down
Hardware is MA4T
Internet address is 1.1.1.1/8

Encapsulation PPP, LCP Open

Keepalive set (10 sec)
Restart-Delay is 0 secs

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255,

rxload 1/255

Open: IPCP, CDPCP, crc 16, loopback not set

Router#sh ip int brief

Interface IP-Address OK? Method Status

Protocol
FastEthernet0/0 unassigned YES unset administratively down down
FastEthernet0/1 unassigned YES unset administratively down down

Seriall/0 1.1.1.1 YES manual up down




Overenie PPP - Priklad 1

Routerf#fdebug ppp packet

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

1

RRRERPRREPRPRRRRRRR

01:
01:
01:
01l:
01l:
01l:
01l:
01l:
01l:
01l:
01l:
01l:
01l:

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

13.
13.
13.
15.
15.
18.
18.
26.
26.
28.
28.
29.
29.

815:
827:
827:
847:
847:
979:
979:
087:
087:
983:
983:
983:
983:

Sel/0
Sel/0
Sel/0
Sel/0
Sel/0
Sel/0
Sel/0
Sel/0
Sel/0
Sel/0
Sel/0
Sel/0
Sel/0

PPP: O pkt type 0x0207, datagramsize 324

PPP: I pkt type 0x008F, datagramsize 324 link[illegal]
UNKNOWN (0x008F) : Non-NCP packet, discarding

LCP: O ECHOREQ [Open] id 19 len 12 magic 0x0035EB56
LCP: echo _cnt 2, sent id 19, line up

PPP: I pkt type 0x008F, datagramsize 24 link[illegal]
UNKNOWN (0x008F) : Non-NCP packet, discarding

LCP: O ECHOREQ [Open] id 20 len 12 magic 0x0035EBS56
LCP: echo _cnt 3, sent id 20, line up

PPP: I pkt type 0x008F, datagramsize 24 link[illegal]
UNKNOWN (0x008F) : Non-NCP packet, discarding

PPP: I pkt type 0x008F, datagramsize 18 link[illegal]
UNKNOWN (0x008F) : Non-NCP packet, discarding




Overenie PPP - Priklad 1

Router# debug ppp negotiation
PPP protocol negotiation debugging is on

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

RFRRRRERRRERRPRRERRBRRRBRRERRRER

01l:
01:
01l:
01:
01l:
01l:
01:
01l:
01l:
01l:
01:
01:
01:
01:
01:
01:

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

39.
39.
39.
41.
41.
41.
43.
43.
43.
45.
45.
45.
47 .
47 .
47 .
49.

171:
175:
179:
187:
191:
191:
203:
207 :
207 :
219:
219:
219:
235:
239:
239:
251:

Sel/O0
Sel/0
Sel/O0
Sel/0
Sel/O0
Sel/O0
Sel/0
Sel/O0
Sel/O0
Sel/0
Sel/O0
Sel/O0
Sel/0
Sel/0
Sel/0
Sel/0

ILCP:
ILCP:
ILCP:
ILCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
ILCP:
LCP:
ILCP:
ILCP:

Timeout: State Listen

O CONFREQ [Listen] id 164 len 10
MagicNumber 0x0062F739 (0x05060062F739)

Timeout: State REQsent

O CONFREQ [REQsent] id 165 len 10
MagicNumber 0x0062F739 (0x05060062F739)

Timeout: State REQsent

O CONFREQ [REQsent] id 166 len 10
MagicNumber 0x0062F739 (0x05060062F739)

Timeout: State REQsent

O CONFREQ [REQsent] id 167 len 10
MagicNumber 0x0062F739 (0x05060062F739)

Timeout: State REQsent

O CONFREQ [REQsent] id 168 len 10
MagicNumber 0x0062F739 (0x05060062F739)

Timeout: State REQsent

we're talking ppp,

but the other end doesn't.




PPP autentifikacia

RFC 1334



Autentifikacia v PPP

= PPP podporuje autentifikaciu (overenie identity) komunikujucich uzlov

= Tradicnhe PPP v Cisco IOS podporuje dva mechanizmy
= Password Authentication Protocol (PAP)
= Challenge Handshake Authentication Protocol (CHAP)
= \olitelne je mozné pouzivat aj pokrocCilejSie druhy autentifikacie pomocou
Extensible Authentication Protocol (EAP)
= |[né
= MS-PAP
= MS-CHAP

= EAP




Password Authentication Protocol (PAP)

Remote router
(Santa Cruz)

Username: HQ
Password: boardwalk

PAP Central-site router
2-Way Handshake (HQ)
"HQ boardwalk" ﬁ
£ >
Agi/:ept!Reject Hostname: HQ
7 Password: boardwalk

Opakovane posielané az kym
druha strana nepotvrdi =
PROBLEM (trial-and-error
attacks)

<
= Heslo posielané ako text / = PAP je jednoduchy plain-text autentifikacny protokol

- Strana, ktora ma preukazat svoju identitu (klient),
poSle svoje meno a heslo

- Strana, ktora pozaduje preukazanie identity (ISP), toto
meno a heslo overi a informuje klienta o (ne)uspechu

= Proces autentifikacie zacina klient




Password Authentication Protocol (PAP)

= PAP je jednoduchy a funkcny ,two-way handshake™ protokol
= AvSak ma zasadné nevyhody
= Citlivé udaje prenasa ako plain text

= Autentifikacia zacCina ako aktivita klienta a ISP nema moznost priebezne si
klientovu identitu opatovne overit

= Pri opakovanom prihlaseni sa prenasaju tie isté udaje, ktoré mozno zachytit' a
replikovat

= Klient mbze proces opakovat velakrat za sebou
= Tieto nevyhody riesi CHAP




Challenge Handshake Authentication Protocol (CHAP)

-
= CHAP je ,three way handshake” kryptograficky autentifikaCcny protokol na

Remote router
(Santa Cruz)

Username: HQ
Password: boardwalk

CHAP
3-Way Handshake

Challenge

€

Response

>

Accept/Reject

Central-site router
(HQ)

Hostname: HQ
Password: boardwalk

baze zdielaného hesla a vyzvy
= CHAP poskytuje ochranu voéi ,playback® utokom

= Heslo nie je posielané

= je zdielané medzi autentifikujucimi smerovacmi

pouziva nahodny challenge mechanizmus




Autentifikacny proces v CHAP

user pass
HQ boardwalk

“LivpsN

hash

Establish Link

> &

user pass
SantaCruz boardwalk

%

hash

<:| 01|id | random HQ
02| id hash SantaCruz
<] 01[id | random HQ



Challenge Handshake Authentication Protocol (CHAP)

= Algoritmus CHAP ma oproti PAP zasadné vyhody
= Citlivé udaje sa nikdy neprenasaju v plain-text tvare

= Z prenesenych viditelnych udajov sa neda rozumne usudit na tvar zdielaného
hesla

= Pretoze hodnota nahodného retazca (vyzvy — challenge) sa pri kazdej
autentifikacii meni, je vyluCeny replay attack
= Autentifikaciu méze ISP kedykolvek zopakovat, pretoze je to prave ISP, ktory
zacCina autentifikacny dialog
= Je tu vsak i ista, skor teoreticka, nevyhoda

= Pri obojstrannej autentifikacii (klient voci ISP, ISP voci klientovi) je nutné pouzit to
isté zdielané heslo




Iné metody - Protokol EAP (Extensible Authentication

Protocol)
= EAP = framework
= Umoznuje pouzivat rézne auth.
Mechanizmy

= EAP -TLS (RFC 2716), EAP Fast,
Protected EAP,

= EAP-MD5 = PPP CHAP (podpora
je pozadovana)

= TWH ako CHAP

= LCP v autentifikaCnej faze
nerobi autentifikaciu => len sa
dohodne, zZe to bude cez EAP

= Mechanizmus sa dohodne cez EAP

= EAP MD5

Strana overujuca totoznost druhej
strany zasle spravu EAP-Request

Ak druha strana suhlasi s touto
autentizaciou, signalizuje to spravou
EAP-Response

Strana overujuca totoznost druhej
strany zasle spravu EAP-Request
(Challenge) s vyzvou

Autentizovana strana spoji zdielané
tajomstvo (heslo) s vyzvou a
vypocita kontrolny sucet algoritmom
MD35. Vysledok vlozi do odpovede
EAP-Response

Strana overujuca totoznost
potvrdi/zamietne autentizaciu
spravou EAP-Success/EAP-Failure.



—a Konfiguracia autentifikacie




Spustenie PPP PAP- prikazy /@;\
= Na konfiguraciu PPP PAP je potrebné: @w 2&:;7;;‘:?;"
1. Smerovag ziadajuci o autentifikaciu sa musi -—// 30/0/0 pozna f 2 vie

jeho heslo
predstavit svojim menom a svojim heslom, " 3. Ak pozné, "
ktoré odosle cez serial rozhranie na suseda potvrdi Ziadost

Router(config)# interface serial X/Y/Z
Router(config-if)# ppp pap sent-username MENO password HESLO

2. Smerovac schvalujuci autentifikaciu musi mat toto meno vo svojej databaze
= tu v lokalnej DB — running-config

Router(config)# username MENO password HESLO

3. Smerovac schvalujuci autentifikaciu musi mat na serial rozhrani spustenu PPP
autentifikaciu

= Aby vedel, Ze pri zostavovani linky so susedom musi prebehnut faza autentifikacie

Router(config)# interface serial X/Y/Z
Router(config-if)# ppp authentication pap

Pozn. :Ak autentifikacia neprebehne, rozhranie je v stave Up/Down



Priklad

PAP autentifikacia

2. ACK

Lavy Pravy

1. Ja som

! “klient”
Lavy (config) #int s 1/0
Lavy (config-if) #fencapsulation ppp

Lavy (config-if) #ppp pap sent—usernamepassword @

! server

Pravy (config) #username password
Pravy (config) #int serial 1/0

Pravy (config-if) #fencapsulation ppp

Pravy (config-if) #ppp authentication pap

Pozn. Rozhrania musia mat samozrejme IP adresy a byt aktivne




Overenie PPP PAP autentifikacie

Lavy# debug ppp authentication
*Mar 1 02:20:15.299: $LINK-3-UPDOWN: Interface Seriall/0, changed state to up

*Mar

1 02:20:15.315: Sel/0 PPP: Authorization required
*Mar 1 02:20:15.343: Sel/0 PPP: No authorization without authentication
*Mar 1 02:20:15.343: Sel/0 PAP: Using hostname from interface PAP
*Mar 1 02:20:15.343: Sel/0 PAP: Using password from interface PAP
*Mar 1 02:20:15.343: Sel/0 PAP: O AUTH-REQ id 2 len 15 from "Lavy"
*Mar 1 02:20:15.351: Sel/0 PAP: I AUTH-ACK id 2 len 5

*Mar 1 02:20:16.351: SLINEPROTO-5-UPDOWN: Line protocol on Interface
Seriall/0, change to up




Priklad chyby PAP - chybna autentifikacia — zlé heslo

Lavy# debug ppp authentication

Lavy (config) #iconf t

Lavy (config) #int s 1/0

Lavy (config-if) #ipap sent-username Lavy password ine heslo
Lavy (config-if) #shut

Lavy (config-if) #no shut

*Mar 1 02:51:28.027: Sel/0 PPP: Authorization required

*Mar 1 02:51:28.055: Sel/0 PPP: No authorization without authentication

*Mar 1 02:51:28.055: Sel/0 PAP: Using hostname from interface PAP

*Mar 1 02:51:28.059: Sel/0 PAP: Using password from interface PAP

*Mar 1 02:51:28.059: Sel/0 PAP: O AUTH-REQ id 9 len 19 from "lavy"

*Mar 1 02:51:28.087: Sel/0 PAP: I AUTH-NAK id 9 len 26 msg is "Authentication

failed"”




Priklad

PAP autentifikacia - obojsmerna

Lavy Pravy

Pravy (config) #username Lavy password heslo 2

Pravy (config) #int serial A/0

Pravy (config-if) #encapsulation ppp

Pravy (config-if) #ppp aufhentication p

Pravy (config-if) #ppp p sent-userna Pravy password heslo 1

/ J — —

/
R *"l/ /

Lavy (config) #username Pravy password heslo

Lavy (config) #int serial 1/0
Lavy (config-if) #fencapsulation ppp
Lavy (config-if) #ppp authentication pap

Lavy (config-if) #ppp pap sent-username Lavy password heslo 2

Pozn. Heslo musi byt zhodné na oboch stranach




1. R2 sa predstavi menom

SPUStenie PPP CHAP - prikazy ¢ :L?t:ii:i(f’ii:cliucfiiadost'mé

) ¢islo a nahodny retazec

2. R1 z hesla pre smerovacR2,
prijatého ID a prijatého ew 3. R2 si vypocita lokalne MD5
retazca vypodita MD5 Hash a USO/O/O S0/0/0 hash pre heslo smerovaéa s

odosle ju na R2 so svojim R1 R2 menom R1 a porovna s
menom ( prijatou hash, ak je zhoda,
ziadost potvrdi. Ak nie,
= Na konfiguraciu PPP CHAP je potrebné: Ziadost zamietne.

1. Oba smerovace, kedze na pocitanie MD5 hash musia mat zhodné vstupné udaje,
musia mat' v svojej databaze meno susedneho smerovaca so zhodnymi heslami

Router(config)# username MENO password HESLO

2. Smerovac schvalujuci autentifikaciu (len on, lebo inak prebehne TWH dvakrat) musi
mat na serial rozhrani spustenu PPP CHAP autentifikaciu

= Aby vedel, ze pri zostavovani linky so susedom musi prebehnut faza autentifikacie

Router(config)# interface serial X/Y/Z
Router(config-if)# ppp authentication chap




CHAP autentifikacia - jednosmerna

1. Challenge

<€
Lavy

2. Answer

3. Ack/Nack

Pravy (config) #username Lavy password heslo

Lavy (config) #username Pravy password heslo
Lavy (config) #int serial 1/0
Lavy (config-if) #fencapsulation ppp

Pozn. Heslo musi byt zhodné na oboch stranéach

Databazy musia byt na oboch stranach so zhodnym heslom




Overenie PPP CHAP autentifikacie

Lavy# debug ppp authentication
Lavy (config) #

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

1

R R R R RR

03

03:

03
03

03:

03
03

:04:
04:
:04:
:04:
04:
:04:
:04:

Lavy (config) #
Interface
FastEthernet0/0
FastEthernet0/1
Seriall/O0
Seriall/1l
Seriall/2
Seriall/3

05.
05.
06.
06.
06.
06.
06.

do

971:
987:
011:
027:
027:
031:
051:

Sel/0
Sel/0
Sel/0
Sel/0
Sel/O0
Sel/0
Sel/0

PPP: Authorization required

PPP: No authorization without authentication
CHAP: I CHALLENGE id 1 len 26 from "Pravy"
CHAP: Using hostname from unknown source
CHAP: Using password from AAA

CHAP: O RESPONSE id 1 len 25 from "Lavy"
CHAP: I SUCCESS id 1 len 4

sh ip int brief

IP-Address OK? Method Status Protocol
unassigned YES unset administratively down down
unassigned YES unset administratively down down
1.1.1.1 YES manual up up
unassigned YES unset administratively down down
unassigned YES unset administratively down down

unassigned YES unset administratively down down




CHAP —- neexistuje meno v DB

Pravy (config) #username Lavy password heslo
Pravy (config) #int serial 1/0

Pravy (config-if) #encapsulation ppp

Pravy (config-if) #ppp authentication chap

Lavy#debug ppp auth

PPP authentication debugging is on

Lavy (config) #username Iny router password heslo
Lavy (config) #int serial 1/0

Lavy (config-if) #fencapsulation ppp

Lavy#

*Mar 1 03:34:21.303: Sel/0 PPP: Authorization required

*Mar 1 03:34:21.303: Sel/0 PPP: No authorization without authentication
*Mar 1 03:34:19.303: Sel/0 CHAP: I CHALLENGE id 3 len 26 from "Pravy"
*Mar 1 03:34:19.303: Sel/0 CHAP: Unable to authenticate for peer

*Mar 1 03:34:21.315: Sel/0 PPP: Authorization required

*Mar 1 03:34:21.375: Sel/0 PPP: No authorization without authentication




Autentifikacie PAP a CHAP mozeme kombinovat’

! LEN CHAP
Pravy (config-if) #ppp authentication chap

! LEN PAP
Pravy (config-if) #fppp authentication pap

! VYKONAJ OBE PAP PRVY, POTOM CHAP
Pravy (config-if) #ppp authentication pap chap

! VYKONAJ OBE CHAP PRVY, POTOM PAP
Pravy (config-if) #ppp authentication chap pap
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