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= Coje VPN
= Typy VPN

= GRE tunely
" |Psec



VPNSs - Virtual Private Networks




VPN — riesenie vzdialeného pristupu

= PreCo treba vzdialeny pristup?

= Firmy potrebuju typicky riesit
vzdialeny pristup do siete
spolo¢nosti z dévodov:
= Integracia sieti pobocCiek s centralou

= Napr. pristup zo siete/sieti pobocCky k
sluzbam centraly (interné sluzby a W
servery) |

= Pristup zakaznikov k internym
sluzbam firmy
= Napr. rézne systémy vyroby pri
dodavkach tovarov a sluzieb
= Teleworking/Homeworking
= Umoznenie pracovat zamestnancom z

domu
= Freelancing



Headquarters Branch Office(s)
(Campus, Data Center)

Riesenia vzdialeného pristupu

Poziadavky na riesenie =

=

Enterprise Campus

—— i / &
. =
i XV

g Enterprise

’) Broadband Networks, 15Ps
T

= Kazdé rieSenie z predchadzajucich moznosti
vyzaduje:

= Sirokopasmovy/rychly pristup 3 ".".—m;,‘;‘ ——
= Robézne sluzby (VolP, TelePresence, zdiefanie apod.) e 7 7 L 'i-&’% " 3
Mabile Worker . > ; B -
= Bezpecny pristup ndvicusl " soHo g e EE'
. . o s , , ., , Teleworkers
» Riesenia sirokopasmového a rychleho pristupy @m s Parners and Supplirs
, , v v - Layer 2 VPN (Frame Relay, ATM. etc.)
= Rychlost' vyssSia 200kbps B sconiows e i
" Cable / DSL / WiFi /W|MAX / Fibel‘ (,,AlwayS'On“ teChnOIégie) Teleworker Connectivity Requirements
= Je potrebné pri vybere zvazovat
, y Home Office Components Corporate Componants
= Cena, rychlost
Teleworker Headguarters

= Bezpecénost
= Jednoduchost’ a spolahlivost
= RieSenie bezpecneho pristupu
= Privatne VPN sluzby ISP
= napr. VPLS cez MPLS na SK, Frame Relay a podobne

= L3 VPN cez verejny internet
= Takto to chape aj CCNA

Tunnel

| Encrypted VPN




VPN-ky ako su chapané v CCNA

VPN zaklady

= Virtual Private Networks

= Technicky privatna end-to-end siet, ktorou si
organizacie prepajaju svoje privatne Casti (napr. Logicka topoldgia (Overlay)
pobocCky)
= Typicky cez siete inych poskytovatelov (third-party
networks)

Centrala

= Realizacia => cez vytvorenie virtualneho
prepoja — sietového tunela - nad Pobotka 1
existujicimi sietami ISP poskytovatelov [1
= Vytvorenie tzv. Overlay (siet’ VPN tunelov)
= Nad tzv. Underlay (siete ISP)
= Poznamka:
=\ sucéasnosti je VPN uz hlavne chapana ako zabezpecena Pobocka 2
(Sifrovana) siet vytvorena cez IPSec formou tunela

Fyzicka topoldgia (Underlay)




VPN - zaklady

Co je to tunelovanie protokolov?

= Mnohokrat je potrebné nad existujucou sietou vytvorit illziu novej siete

= EXistujuca siet nepozna protokol, ktory cez nu potrebujeme preniest, alebo sluzbu, ktoru
chceme vyuzit

= Existujucu siet chceme vyuzivat iba ako transport, avSak z pohlfadu nasej internej siete
ma byt takmer neviditelna

= Potrebujeme prepojit’ viaceré lokality, potencialne s privathnym adresovym rozsahom
= Existujucej sieti nedéverujeme a chceme cez nu preniest data zabezpeCenym spésobom

= Tunelovanie je technika, pri ktorej sa hotové pakety opatovne ol;;uanlnig ggpm;/ych
paketov

= Z pOvodnych paketov sa stava payload, do ktorého sa Transit
existujuca siet nepozera internetwork
Payload @ﬁ

| Tunneled = Tunnel
Internetworl pay|oad

header

I
Payload

Transit



VPN - zaklady

Protokoly pri tunelovani - terminologia

= Prenasany protokol (passenger protocol)
= Protokol, ktorého datagramy potrebujeme tunelovanim preniest cez existujucu
siet
= |IPv4 or IPv6
= Pomocny tunelovaci protokol (carrier protocol)
= Protokol, ktorého hlaviCka sa priklada k datagramom prenasaneho protokolu

= Umoznuje identifikovat prenasany protokol, realizovat zabezpecenie,
autentifikaciu a dalSie funkcie

= U nas GRE
= Nosny protokol (transport protocol)

= Protokol, na ktorom pracuje existujuca siet' a vo vnutri ktorého transportujeme
datagramy prenasaneho protokolu obalené pomocnym tunelovacim protokolom
= |IPv4 or IPv6




VPN - zaklady

Tunelovacie protokoly

= Tunelovanie je mozné realizovat s pomocnym tunelovacim protokolom alebo bez
neho

= Tunelovanie s pomocnym tunelovacim protokolom

= Tunelované (passenger) pakety sa obalia hlavickou pomocného tunelovacieho protokolu,
az potom sa opatovne vkladaju do novych paketov

= Moznosti pre autentifikaciu, viachasobné tunely medzi rovnakymi zariadeniami, rézne
typy tunelovanych protokolov, Sifrovanie

= Potencialne vyssSia rézia
= Napriklad: GRE, L2TP, PPTP
= Tunelovanie bez pomocného tunelovacieho protokolu

= Tunelované pakety sa priamo vkladaju do novych paketov -Trf“izt )
. . , r v INTternetwor
= Minimalna rézia

|—T|_|r|nel endpoints

= Obmedzené moznosti @ﬁ ’
= Napriklad: IP-in-1P, IPv6-in-1Pv4 Payload \\_‘-_/ 8 Payload
Transit | Tunneled = Tunnel
Internetworl pay|oad

header



VPN — zaklady

Co potrebujeme na implementaciu VPN?

= Co potrebujeme na
implementaciu VPN? —
= VPN branu/brany (VPN 0 "—'>I< |
gateway) P

= Sietoveé zariadenia, medzi ktorymi R e il
alebo vocCi ktorym, sa vytvaraju VPN 4 i
tunely i<

= V svojom OS implementuju podporu o < , /
potrebnych VPN protokolov ;

Cisco ASA
Firewall

= Priklad: I~
- . . . Regional Office with

= Smerovac, Firewall, Cisco Adaptive . Cisco ASA t <:pt>
Security Appliance (ASA), VPN e \
Server, VPN koncentrator apod. | ’] -1

= |dealne aby mala VPN brana 5
hardVérOVl’J pOdporu élfrovanla SOHO with a Cisco Mobile Worker with Cisco

- VPN kllenta Router AnyConnect

= VPN softvér beziaci v OS
pocitaCa/koncového zariadenia



VPN-ky

Typy VPN z pohfadu moznosti nasadenia

= Site-to-Site VPN

= Prepaja VPN branu s VPN branou navzajom

= Teda celé siete, napr. pobocCky s centralou Client has no Internet
. .. . ; knowledge of VPN
= VSetky Cinnosti implementované na VPN
branach
= Na koncovych PC nie je poZzadovany Ziaden
softvér, nemaju zdanie o nejakej VPNke VPN Terminating Device VPN Terminating Device

= Remote Access VPN

= Pouzita na pripajanie individualnych PC k
VPN brane,
= napr. pre pristup do centraly

= Klientske alebo bez klientske

Internet

" VPN brana Client initiates VPN VPN Terminating Device

[ ] Router’ flrewa”, VPN kOncentrétor connection
= |dealne aby mal hw podporu Sifrovania




Typy VPN z pohladu kto ich manazuje

= Podnikove VPN = Privatne VPN sluzby
= Zriadenie a odobratie VPN si poskytovane SP/ISP
manazuje firma sama
= Svojimi zamestnancami na svojich = Zriadenie a manazovanie VPN
VPN zariadeniach sluzby sa objednava ako produkt
= Technologie riesenia Site-to-site na kl'ti¢ od konkrétneho ISP
VPN , poskytovatela
= GRE (nesifrovana) , v
- IPSec (Sifrovana) = Aktualne rozlisujeme
» GRE over IPSec ($ifrovand) = Layer 2 MPLS VPN
= Cisco Dynamic Multipoint Virtual = Layer 3 MPLS VPN

Private Network (DMVPN)

) : = Fokus predmetu Projektovanie sieti 1
= Cisco IPsec Virtual Tunnel Interface : I

(VTI) v programe ASI
= Technologie rie$enia Remote- = Povodné, dnes zastaralé riesenia
access VPN = Frame Relay, ATM Asynchronous
= Vyuzivajuce VPN Kklienta: IPSec VPN Transfer Mode

Nevyuzivajuce VPN klienta: SSL VPN




Privatne VPN sluzby SP (CCNA nepokryva)

= Garantovana sluzba ISP
= Stabilita, rychlost, stratovost,
bezpecnost apod.

= |SP za tymto uCelom buduje vlastnu
WAN len pre zakaznikov tejto sluzby

= Skoér pre firmy => cena
= Napr. len zriadenie sluzby 34Mbps

MPLS
= 9950 Euro s DPH L2VPN
= Typy privatnych VPN sluzieb | [k B
= L3VPN (cez MPLS) s [ = N
= Smerovace zakaznika si vymienaju CE K ) CE

updates zo smerovacom ISP

= L2VPN (cez MPLS)

= Smerovace zakaznika si vymienaju
updates napriamo




VPN-ky ako su chapané v CCNA

VPN zaklady

= \/'yhody VPN
= Setrenie nakladov
= Teleworking, mobilita, vyuzitie lacného Internetu na
bezpecCny pristup do korporatnej siete
= Skalovatelnost

= Jednoduché riadenie pridavania/odobernia
pouzivatelov a sieti cez vytvorenie noveho tunela

= Kompatibilita, resp. nezavislost od
sirokopasmovych technoldgii pripojenia do
Internetu

= Bezpecnost

= Pri pouziti Sifrovanych rieSeni s autentntifikaciou
(alebo rieseni od ISP) vysoka uroven zabezpecenia
komunikacie
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Typy a moznosti rieSenia VPN — blizsSi

pohlad
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Remote-Access VPN

= Primarne urcena pre mobilnych

pracovnikov / homeworkerov /
partnerov SpOIOC”OStI User Computer

= Pouzivatel sa pripaja zo svojho i Browser
NB/mobilu/tabletu do siete
zamestnavatela

= Vytvara tunel zo svojho zariadenia na
nakonfigurovanu VPN branu
= Spustenim IPsec aplikacie

= VPN ponuka pristup k Specifickym ,
sluzbam za VPN branou Gisco AnyConnect Secure
= Pristup k web/file server apod. epiy cent

= Zabezpeceny typ dynamicke] VPN Workplace Resources

Headquarters

Internet

SSL VPN Tunnel

= Vytvarana len na urcity Cas

= Po skonceni pozadovanej Cinnosti ju
pouzivatel vypne




Remote-Access VPN & VPN Client | Properties for "Firewall.cx" e e

7 m L L m / 4 Connection Entry: | FiEmEley
Moznosti pripojenia k VPN brane - Al
escrption: | cISCO
. .o . Host: |_ =
= Dve rozdielne riesenia Remote Access VPN Asherticsion | Transport | Backup Servers | Dkl |
= Cllent'bas ed VPN - IPS ecC VPN (* Group Authentication " Mutual Group Authentication
= Na koncovom zariadeni je pozadovany nainstalovany a Name: JCCLIENT-VPN
nakonfigurovany IPsec softvér (IPSec klient) Password: B
= Cisco IPSec client (starSia verzia), Cisco AnyConnect Secure Confim Password: |~
Mobility Client (aktualny sw.), vstavany IPSec vo Win 10 (KIS)
(LZTP over IPseC) (" Cerificate Authentication
= Nevyhody: Name: [ |
= Musi byt nainstalovany a spravne nakonfigurovany VPN klient I Send CA Ceticate Chain
= Vzdy, ked sa pouzivatel chce pripojit, musi spustit klienta
[ V}’/hOdy Eraze User Password Save Cancel

= Pracuje pre vSetky sluzby od L3 nahor
= Client-less VPN - SSL VPN
= Bez potreby instalovat klienta => SSL VPN (TLS — Transport € Cisco oo Amyconned seaure Mool Clent
Layer Security)
= Vyuziva PKI infrastrukturu kluCov a certifikatov cady to connect.

= V sucCasnosti popularne, avsak vhodné len pre niektoré
sluzby od L4 nahor

= Primarne pristupné cez Web prehliadac

Connect




Porovnanie IPsec vs. SSL VPN

Podpora aplikacii

Uroven autentifikacie

Uroven $ifrovania

Zlozitost’ pripojenie

Moznosti pripojenia

Rozsiahla — podpora vSetkych aplikacii
od L3 nahor

Vysoka — dvojcestna autentifikacia s
heslami Ci certifikatmi

Vysoka — velkost kfu€a od 56 do 256
bitov, mnoho typov algoritmov

Stredna — lebo vyzaduje inStalaciu a
konfiguraciu klienta

Obmedzena — len zariadenie s klientom,
podpora klientov pre rédzne OS byva
obmedzena

Viastnost

Limitovana — podpora len pre
web aplikacie a zdielanie
suborov

Stredne vysoka — jedno a
dvojcestna autentifikacia

Stredne az vysoka — velkost
kfuCa od 40 do 256 bitov, menej
typov algoritmov

Nizka — staci web prehliadaé

Rozsiahla — m6ze pouzivat
hocijaké zariadenie s
prehliadac¢om



Site —to — Site VPN




Site —to — Site VPN

Client has no Internet

knowledge of VPN

VPN Terminating Device VPN Terminating Device
= Vyuziva koncept tunelovania medzi dvomi sietovymi zariadeniami
= Cisco rieSenia Site—to—Site VPN

= GRE
= neSifrovana, preto sa uz neodporuca
= |PSec — venjeme sa extra
= Sifrovana VPN, problém so smerovanim
= GRE over IPSec:
= rieSi problém so smerovanim, konfig. overhead
= Cisco Dynamic Multipoint Virtual Private Network (DMVPN):
= rieSi overhead GREoverlPsec konfiguracie
= |Psec Virtual Tunnel Interface (VTI)




Generic Routing Encapsulation — GRE

= GRE je pomocny tunelovaci protokol na
3. vrstve
= Podporuje rozne typy tunelovanych paketov
= Napr. IPv4, IPv6, IPX...

= Vytvara virtualny point-to-point prepoj medzi
dvojicou smerovacov P

= Umoznuje prenasat aj multicastovu (Transpert Protocol)
prevadzku

= GRE charakteristiky

= |e bezstavovy, bez riadenia toku dat

- GRE nepOSkthJe Zabezpeceme l - Passenger Protoco| =

= ziadna dbévernost, autentifikacia alebo kontrola
integrity

= Vklada sa do |IP paketov, overhead GRE T

(Carrier Protocol)

Tra%nsport Protocol

IP GRE IP TCP Data

tunelov je 24B
= 20B na novu IP hlavicku a 4B na GRE hlavicku Carrier Protocol

= Na smerovaci vytvara ,normalne” rozhranie
= Mo&ze byt teda vlozeny do smerovacieho procesu




GRE over IPsec
= V realite mame nasledovny probléem:

= Podporuje smerovanie cez GRE = je Sifrovany,
rozhranie

= Je vk nesifrovany => neodporuda sa = ale v beznej konfiguracii nema v

jeho samostatné nasadenie do Cisco 10S rozhranie
,Ziveho” prostredia = Neda sa nad nim spustit smerovanie

= RieSenie => spojenie a nasadenie oboch => GRE cez IPsec

192.168.1.0 /24 Seec VPN 10.10.10.0 /24

— R :} - GRE Tunnel :: -
e - Vo Original IP Packet i
] Branch — Sl co00

. —
—
B

=
Internet

Email Server



Dynamic Multipoint VPNs

= Avsak aj pri GRE over Ipsec sa objavuje dalsi
probléem
= Konfiguracia GRE over IPsec
= Vytvara Point-to-point tunely
= Vytvarané manualne a staticky
= => zdihavé, vhodné len
pre maly poCet pobocCiek
= Cisco rieSenie => Dynamic Multipoint VPN
(DMVPN)
= Dynamickeé, zjednoduSené vytvaranie GRE over IPsec
VPN pre rieSenie problému vela tunelov a smerovania
= Skalovatelné rieSenie pre vela pobodiek
= Dva odporucané spdsoby nasadenia
= Hub-to-Spoke tunnels
= Spoke to Spoke tunnels

Spoke C

Hub-to-Spoke Tunnels

- == Opoke-to-Spoke Tunnels




Mimo CCNA3 v7.0

DMVPN vyuziva

= Tri technologie

= Multipoint Generic Routing Encapsulation (MGRE) tunely

= Viacbodové GRE tunely, aby som sa vyhol vela rozhraniam p-t-p tunelov na danom
smerovaci (napr. hub)

= Next Hop Resolution Protocol (NHRP)

= Dynamickeé zistovanie IP adries ,next hop” smerovacov pobociek, kam chcem zalozit
tunnel
= Mapovanie Privatnej IP siete poboCky na verejnu IP next hop-u
= Klient / server arch
= Klient: hlasi svoje IpCky, reistruje sa, a pyta sa na mapovanie
= Server: drzi si mapovania klientov

= |P Security (IPsec)
= Sifrovanie prevadzky




IPsec Virtual Tunnel Interface (VTI)

= Cisco vlastnost:
= |[Psec VTI vytvara virtualne rozhranie (nieCo ako GRE rozhranie)

= Prinasa tak podporu unicast/multicast smerovania do Ipsec
= Podpora Cinnosti smerovavich protokolov nad Ipsec VTI

Traffic enters a router
interface.

Packets are routed to VTI enctypts and forwards the encrypted

the VTI. | packet to the physical exit interface

IPsec VTI




Jednoducha konfiguracia GRE

(Generic Routing Encapsulation)

Site-to-site GRE tunnely



Konfiguracia GRE tunelov

= GRE tunely su na smerovaci reprezentované virtualnym rozhranim Tunnel
= Rozhranie Tunnel musi mat’ definované
= Vlastnu IP adresu (ako kazdé iné rozhranie)

= |P adresu odosielatela
= QOdosielajuce rozhranie or IP adresa odosielajuceho rozhrania

= |P adresu prijemcu nosnych (carrier) paketov

= Rezim tunelovania

= Dvojica rozhrani Tunnel na réznych smerovacoch, ktoré komunikuju, musi spihat’

tieto kriteria:

= Vlastné IP adresy rozhrani Tunnel musia byt v tej istej sieti (rovnako ako na dvojici
vzajomne prepojenych rozhrani)

= |P adresy odosielatela a prijemcu musia navzajom koreSpondovat (IP odosielatela
na jednom routeri musi zodpovedat’ IP prijemcu na druhom routeri a obratene)

= Predvoleny bandwidth rozhrania Tunnel je 9 Kbps
= Mysli na EIGRP ¢i OSPF metriku
= Qdporuca sa zvysSit ho na realisticku hodnotu




Priklad konfiguracie GRE tunela

GRE Tunnel Configuration

192.168.2.1 192.168.2.2

Tunneld GRE Tunnel Tunneld

1 1

209.165.201.1 222.1.2.3
hostname Bratislava hostname Kosice
! !
interface Serial0/0/0 interface Serial0/0/0
ip address 209.165.201.1 255.255.255.0 ip address 222.1.2.3 255.255.255.0
no shut no shut
! !
interface Tunnell interface Tunnel?
bandwidth 1000 bandwidth 1000
tunnel source s0/0/0 tunnel source s0/0/0
' Or ! Or
! tunnel source 209.165.201.1 ! tunnel source 222.1.2.3
tunnel destination 223.1.2.3 tunnel destination 209.165.201.1
tunnel mode gre ip ! NEPOVINNE tunnel mode gre ip ! NEPOVINNE
ip address 192.168.2.1 255.255.255.0 ip address 192.168.2.2 255.255.255.0
! !
router ospf 1 router ospf 1
network 192.168.2.0 0.0.0.255 area 0 network 192.168.2.0 0.0.0.255 area 0




Diagnsotika

Stav rozhrani Tunnel

= Rozhrania Tunnel pri GRE budu ,up, protocol up®, ak su splnené sucasne

vsSetky nasledujuce podmienky

= Rozhranie ma definovany zdroj a ciel prikazmi tunnel source, tunnel
destination
= Tunel ma definovanu platnu zdrojovu a ciefovu IP

= SkutoCné rozhranie, z ktorého si poziCiavame zdrojovu IP v prikaze tunnel
source, je v stave ,up, protocol up®
= Zdrojova IP adresa musi byt Ziva

= V smerovacej tabulke vieme vyhladat cestu k naprotivnému koncu tunela
definovanému prikazom tunnel destination
= Cielova IP adresa musi byt podla nasej RT dosiahnutelna

= Ak je zapnuté pouzitie GRE Keepalive, druha strana odpoveda na nase
Keepalive pakety
= Vnutro transportnej siete musi byt schopné doruCovat’ pakety medzi koncami tunela




Overenie

Pobocka# show interfaces tunnel 0

TunnelO is up, line protocol is up
Hardware is Tunnel
Internet address is 192.168.2.1/24
MTU 17916 bytes, BW 100 Kbit/sec, DLY 50000 usec,

reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 209.165.201.1, destination 223.1.2.3
Tunnel protocol/transport GRE/IP
Key disabled, sequencing disabled
Checksumming of packets disabled

Tunnel TTL 255
Fast tunneling enabled
Tunnel transport MTU 1476 bytes
Tunnel transmit bandwidth 1000 (kbps)
Tunnel receive bandwidth 1000 (kbps)
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

<output omitted>




Prakticky priklad GRE

Konfig smerovacov - priprava

Jednoducha topo

Na Pobocka a HQ

= pude NAT

= Bude static def. route
Na ISP len IP adresy
Potom konfig GRE

= Adresa 172.16.1.0/24
= Pobocka: .1, HQ: .2
Routing OSPFv2

1

192.168.1.0/24 Branch?®*?

ena

conf t
hostname
int s1/0

int s1/1

Line con

Wr mem

ISP

ip add 209.165.200.241 255.255.255.248
no shut

ip add 209.165.200.225 255.255.255.248
no shu

exit

0

logging synchronous

end




Prakticky priklad GRE

Konfig smerovacov - priprava

! Pobocka
ena
conf t
hostname Pobocka
int fa 0/0
ip add 192.168.1.1 255.255.255.0
ip nat inside
no keepalive
no shut
int s1/0
ip add 209.165.200.242 255.255.255.248
ip nat outside
no shu
exit
access-list 1 permit 192.168.1.0 0.0.0.255
ip nat inside source list 1 int s 1/0 overload
ip route 0.0.0.0 0.0.0.0 s1/0
Line con 0
logging synchronous
end
Wr mem

'HQ
ena
conf t
hostname HQ
int fa 0/0
ip add 10.10.10.1 255.255.255.0
ip nat inside
no keepalive
no shut
int sl1/1
ip add 209.165.200.226 255.255.255.248
ip nat outside
no shu
exit
access-list 1 permit 10.10.10.0 0.0.0.255
ip nat inside source list 1 int s 1/1 overload
ip route 0.0.0.0 0.0.0.0 s1/1
Line con 0
logging synchronous
end
WIr mem

A
192.168.1.0/24 Branc

h242

1
226 HQ 10.10.10.0/24

209.165.200.224/29

Internet

S11




Prakticky priklad GRE

Konfig smerovacov - GRE

! Pobocka
ena
conf t
int tunnel 0
tunnel source s 1/0

tunnel destination 209.165.200.226

tunnel mode gre ip

ip add 172.16.1.1 255.255.255.0

router ospf 1

'HQ
ena
conf t
int tunnel 0
tunnel source s 1/1

tunnel mode gre ip

router ospf 1

network 192.168.1.0 0.0.0.255 area 0 network 10.10.10.0 0.0.
network 172.16.1.0 0.0.0.255 area 0 network 172.16.1.0 0.0.

0.
0.

tunnel destination 209.165.200.242

ip add 172.16.1.2 255.255.255.0

255 area 0
255 area 0

192.168.1.0/24 Branc

1
226 HQ 10.10.10.0/24

. 209.165.200.224/29

Internet




Prakticky priklad GRE

Overenie GRE

Ping 'HQ
tracert HQ#ping 192.168.1.1 so fa 0/0
Sh int tunnel O Type escape sequence to abort.

Sh ip route

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Packet sent with a source address of 10.10.10.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 20/38/60 ms

HQ#tracer 192.168.1.1 so fa 0/0

Type escape sequence to abort.

Tracing the route to 192.168.1.1

VRF info: (vrf in name/id, vrf out name/id)
1 172.16.1.1 28 msec 24 msec ¥*

Fa0/Q =7 a0/0
A A
192.168.1.0/24 Branch?*? 226 HQ  10.10.10.0/24
209.165.200.240/29 5241 s 5 209.165.200.224/29




IPsec VPN Komponenty a €innost’




Uvod do IPsec




Internet Protocol Security

IPsec VPNSs

= |Psec je séria IETF Standardov popisujucich
spbsob bezpecného prenosu IP paketov
= Pracuje na L3
= Neviaze sa na konkrétny
algoritmus/mechanizmus
= Sifrovaci, autentifikacny &i iny bezpeénostny
algoritmus/mechanizmus
= Schopna vyuzivat rézne existujuce aj buduce
mechanizmy
= Pracuje na L3 ako tunelovaci machanizmus
= Zabezpecuje tak L3 pakety
= v |IPv4 doplnené, vyzaduje klienta
= v IPv6 nativha sucast
= Zabezpecuje spojenie
= Site-to-site, remote

VPNs

Main Site

Business Partner with
a Cisco Router

:yPeri meter
Router

- Cisco
Regional Office with ASA Firewall

a Cisco ASA Firewall

N
' Corporate
SOHO with Mobile Worker with : :

4 Cisto Roiiter Cisco AnyConnect




Internet Protocol Security

Technologia IPsec

IPsec .
Framework Choices

IPsec Protocol

Confidentiality

Integrity

Authentication

Diffie-Hellman

Sada pouzitych parametrov vytvara tzv. Security
association (SA)

Je to Framework viacerych otvorenych
standardov pre poskytnutie spolahlivej
komunikacie

IPsec poskytuje CIA vlastnosti
Styri stavebné bloky IPsec

|IPsec framework protokol
= RieSenie prenosu paketov (ESP, AH, ESP+AH)
Utajenie udajov (Confidentiality)

= Sifrovanim, aby nebolo mozné spravu desifrovat
a precitat’ (DES, 3DES, AES ..)

Integritu dat (Integrity)
= Dokaz ze sprava nebola zamenena.
= Dosiahnuté heSovanim (MD5 or SHA).

Autentifikaciu odosielatela (Authentication)

= Dokaz. ze sprava nie je podvod a prisla od toho,
kto si myslim ze je.

= Dosiahnuté autentifikaciou (PSK or RSA)

Diffie-Hellman

= Bezpecna vymena Sifrovacich kfuCov



IPsec — protocol framework




IPsec Framework

IPsec Protokol Framework (cont.)

= Definuje spbsob Cinnosti Ipsec, su dve

Framework

Zé kladné: Choices

= Authentication header (AH) .psecpromm "

= Chrani kompletny obsah paketu vratane nemennych Casti
IP hlavicky autentifikacnymi mechanizmami

= Nezabezpecuje vSak Sifrovanie
= Nema rada NAT (prepisuje IP adresy v hlavicke)
= Encapsulation Security Payload (ESP)
= Chrani payload paketu Sifrovanim
= V transport rezime nezabezpecuje hlaviCku paketu
= Autenticitu chrani dodatoCne

= Pozn.
= Pouzitie AS Ci ESP ur€uje aké dalsi CIA moznosti
budu v ponuke

= AH je v su€asnosti pouzivany zriedkavo, ESP velmi
casto (firewally ASA AH vébec nepodporuju)

= AH a ESP mozno pouzit su€asne




Untrusted Network

Rezimy prace IPsec
protokolov

= Tunelovy rezim e W T P
= Priklada novu IP hlavicku a
tuneluje pévodny IP paket Transport Mode
m P f Y Helzll:der HE[?rts HEEEH TCP Data T%E;Er Eﬁ‘[’;
re erOvany «—— Encrypted ——
«—— Muthenticated »
/ 1 Tunnel Mod
- Transportny reZIm New |P E}l: ;SF’ P Ext ESP | ESP
, A , ' v Header| Hdrs| Header |Header|Hdrs TCP Data Trailer| Auth
= Ponechava povodnu IP hlavicku , Encrypied ——>

Authenticated

L

= Na Cisco routeroch sa transportny
rezim vyuzije len vtedy, ak je
odosielatelom (autorom) paketu e
sam router Resterlianl et liop|  Data

€<— Authenticated (except for mutable fields) —>

Original P Ext
Packet |Header|Hdrs| TCP Data

Tunnel Mode

New IP | Ext | Authent. IP Ext
Header |Hdrs| Header [Header [Hdrs|TCP Data

<— Authenticated (except for mutable fields in new IP Header) —>

Pozn. Obr. Z http://www.ipv6now.com.au/primers/IPv6PacketSecurity.php



http://www.ipv6now.com.au/primers/IPv6PacketSecurity.php

IPsec Framework

Utajenost’ sifrovanim (Confidentiality with Encryption)

= Vyuziva techniky Sifrovania
= Konverzie povodnej spravy do jej
zameneného variantu

= Aby sifrovanie pracovalo
spravne

= Musi odosielatel aj prijemca poznat

pravidla pouzité na transformaciu
povodnej spravy do jej kodovanej
podoby a spat.
= Pravidla su zalozené na

algoritmoch a pridruzenych

kfucoch.

= DeSifrovanie je bez spravneho
kfu€a mimoriadne tazké (alebo
nemozne)

Gail

Fay to Jeremy 2100

Cne Hundred Daollars — —

Fay to Jersmy

i * S

Cine Hundred Dollars

+ +

Emcryption  Decryption
Algarithm Algarithin

4ehiDxETNMop2eR
U7a10PotBrd 5STR

dehiD=GTMNMopSaR
U7e10PotBrd 5TR

Ny

Inita meat !

K Hmmm... | cannot read a thing
—
Unavuthorized Usar

Jaramy

100




IPsec Framework

Sifrovacie Algoritmy

Encryption Key "'_J_._f Pre-zhared key ’f Decryplion Key
= Dva hlavne typy:
= Symetrické algoritmy
= Rovnaky kluc¢ pre Sifrovanie aj deSifrovanie SN (- o —
= DES, 3DES, AES, SEAL, RC $ifry = s
= LiSia sa rychlostou, silou klu€a (56-256Db) _ _
oo o . e, . Plantext Encrypted Plamntext
= NizSia bezpec€nost, velka rychlost ted
= Asymetrické algoritmy
= Iny kluc€ pre Sifrovanie, iny pre deSifrovanie
= Vyuziva RSA a PKI
= Privatny a verejny kfuc
= Vys3ia bezpeénost, su viak pomalsie, & chcu Encryplion Kay e (aats  po:rypion Koy
viac zdrojov shared
= QOba pouzivaju Sifrovacie kluce l l
= Balans medzi dizkou (bezpecnejsie) a .
spotrebou zdrojov a ¢asom Enarypt Decrypt
= Problém: ako si vymenit kluce?
, . Plaintext Encrypted Plaintext
= Vyber algoritmu text

= Qdolnost, rychlost, déveryhodnost, sila
kfucCa




IPsec Framework

Datova Integrita (Integrity)

I

Plaintext Message

HHM

= Prostriedok na dosiahnutie, aby prijimatel

vedel, ze so spravou sa nemanlpulovalo
= Po6vodny odosielatel

= Generuje hash odosielanej spravy

= Ktoru posle so samotnou spravou.
= Prijemca

= Z prijatej spravy vytvori vlastny hash

= Analyzuje spravu a prijaty hash

= Ak su rovnakeé, prijemca si mbze byt

primerane isty integritou povodnej spravy.

= Problém:

= Neda sa overit' i sa nemanipulovalo s
hashom samotnym

= Mechanizmy => Hashing

SHA Hash Function

I

Hashed Message

. MD5 (kl’l:lé 182'b|t) Pay to Alex $100.00 Pay to Jeremy £1000.00
= rychly, ale prelomitelny, uz sa neodporuca
| alebo SHA (160/256/512_b|t) One Hundred and 004100 Dollars One Thousand and 00/100 Dollars

4ehiDx67NMop3 12ehgPx67NMoX

Starting Hash Ending Hash




IPsec Framework

IPsec Autentifikacia (Authentication)

= Je druha strana tym, kto si myslim ze je?

= Predtym, ako sa komunikacna cesta mdze povazovat za bezpecnu,
musi sa zariadenie na druhom konci tunela VPN overit

= |Psec podporuje dve autentifikacnhé metody
= Pre-shared key (PSK) (zdiel'any klFuc)
= Signatury Rivest, Shamir a Adleman (RSA)

Remote Office Corporate Office

Internet
»

HR Servers




IPsec PSK autentifikacia

= Pre-shared key (PSK) (zdielany kl'uc)
= KlUcC sa zadava na kazdom susedovi ruche adminom, jednoducha manualna
konfiguracia
= Pouziva symetrické Sifrovanie => problém s prenosom kluca
= Riesenie nie je velmi skalovatelné (kluC na kazdom susedovi, vela susedov, vela
kfuCov)

Local Remote

Auth. Key 15 + n Auth. Kew_.f n

Information Information

Hash Algorithm Hash Algorithm
Internet

Authenticating Hash
(Hash_L)

Computed Hash

Received Hash (Hash_L)




IPsec RSA autentifikacia

= Signatury Rivest, Local Remote

Shamir a Adleman ~

(R S A) Auth. Key 1 — . Auth. Key 1 + Emaﬁm

= Na autentifikaciu susedov . .
sa pouzivaju digitalne
certifikaty, vymenené
medzi susedmi =T

= Na prenos certifikatov l
pouziva digitalny podpis rvate Koy =

= Na Sifrovanie pouziva ) oot +
asymetrické algoritmy 1_" el e

\ Public Key T

— O Digital Certificate
Digital —
Certificate 2 ol Digital Signature




IPsec Framework

Vymena klFucov cez Diffie-Hellman

= Symetricke sSifrovacie algoritmy (DES, 3DES a AES) ako aj algoritmy hashovania

(MD5 a SHA-1)

= VyZaduju na vykonanie Sifrovania a deSifrovania symetricky zdielany tajny kluc.
= Ako vSak preniest klu¢ cez nedéveryhodné prostredie?
= Riesi Diffie Hellman (DH) algoritmus

= DH nie je Sifrovaci algoritmus

= Je to metdda ako si dve strany mbzu bezpecne dohodnut Sifrovacie klfuce bez toho aby

boli samotné kluCe prenasane

= Algoritmus umoznuje obom susedom si vygenerovat rovnaké heslo, bez toho aby

pred tym kedykolvek
komunikovali
= Existuje viacerré skupiny podla
dizky kfuca = DH groups
= Je sucast IPsec pre
zostavovaciu fazu

Description
Timeline

Type of Algorithm
Key Size (in bits)
Speed

Time to Crack
(Assuming a computer could try 255 keys per
second)

Resource Consumption

Diffie-Hellman Algorithm
1976

Asymmetric

212, 1024, 2048, 3072, 4096
Slow

Unknown but considered safe using keys of
2048 or higher

Medium




IPsec Framework

Diffie-Hellman Key Exchange

= Postup vo viac krokoch

1) Obe strany sa najprv musia dohodnut na

dvoch Cislach, ktoré si budu zdieflat

= Cisla sa nemusia utajovat

= P: prvocislo, zvyCajne velké

= G: zaklad mocniny (mocnenec), zvyCajne malé

2) Kazda zo stran si lokalne vygeneruje

nahodné privatne Cislo PRIVATE

3) Kazda strana s pouzitim G, P a privatneho

Cisla si vypocita svoje verejné Cislo Public

(kfuc)

= (GPRIVATE) MOD P = SHARED PUBLIC KEY

4) Strany si vymenia svoje verejné Public

kfuCe cez nezasifrovanu siet

5) Kazda zo stran s pouzitim G, P a prijatého

verejného Cisla vypocita tajny kluC (secret)

= (SHARED_PUBLICPRVATE) MOD P = SECRET
KEY

= Ten je rovnaky na oboch stranach

= Mobze sa pouzit pri symetrickom Sifrovani

Private = 5

-9

(645) MOD 13
(7776) MOD 13
Public = 2

S

L

(9~%) MOD 13
(59649) MOD 13
hared Secret =

)

A

M-~

J

e () Y

P Prime Number 13

{ Randomly generate a Private Key ]

Calculate Public Key:
(G.Private) MOD P

| Exchange Public Keys |

f“&'ﬂ upon two numbem——-

a

\ G GeneratorofP & J

Calculate the Shared Secret
(Shared Public~Privatey wap p

J

—

\—d\_,/\ —— _I

D

o

(6~%) mop 13
(1296) MOD 13
Public = 9

=

o>

(2% mop 13
(16) MoD 13
hared Secret =

|

A

J




IPsec Framework

Diffie-Hellman skupiny

= V praxi existuju oCislovane & ) O —
')\ Y Agree upon two numbem—_\ M HED: W 58
tzv. DH grupy I

_/ [ J Y .:.d_‘_.!t,
P Prime Number 13
ot ST nerator - j
= Cislo grupy urcuje s akou ) W S Geemteeolr 8 | |
dizkou kli¢a DH bude pracovat || “eeg i) s

= DHgrupycCislo1,2adbysauz |&mn P
nemali pouzivat Coblic o 2 [<G~""""“> roo "J e =y

B Dh grupy [mhampubmxeysj
- 14, KIGE: 2048bitov
- 15, KIG&: 3072bitov = Lt

(9°%) MOD 13 [ Calculate the Shared Secret ] (2+%) mop 13
A I (59e49) MOD 13 APrivate (16) MOD 13
= 14, kluc: 4096bitov i iliee (Fiared Pablie YiIP ") Shared Secret = 3

\ ? /\_\/\_/\,\_I . ? J




= Jednoducha konfiguracia IPsec




Vytvorenie spojenia medzi IPsec susedmi

= Treba si uvedomit

= => Sifrovanu IPsec VPN zakladame cez nezabezpeceny internet so vzdialenou
,neznamou” branou

= VPN brany preto musia vyriesSit radu otazok:

= Ako viem, ze vzdialeny sused je ten, ktory ma byt a nie je niekto cudzi i podstréeny?
= RieSime autentifikaciou

= Ako si vymenime Sifrovacie hesla pre Sifrovanie dat cez nezabezpeceny internet?
= Zabezpeleny kanal eSte nemame

= Aky symetricky algoritmus pouzit na Sifrovanie dat?
= Aké heslo pouzit' na sifrovanie/deSifrovanie

= Ktora prevadzka bude Sifrovana a ktora nebude?

= AKky IPsec protokol a rezim Cinnosti pouzijeme pre VPN ?

= A mnoho dalSich ....




Vytvorenie spojenia medzi IPsec susedmi
Host A Host B

1. Host A sends interesting traffic to Host B.

2. Routers A and B negotiate an IKE Phase 1 session.

3. Routers A and B negotiate an IKE Phase 2 session.

IPsec SA < IKE Phase 2 > IPsec SA

4. Information is exchanged via the IPsec tunnel.

— O —

5. The IPsec tunnel is terminated.




Vytvorenie spojenia: IKE faza 1 (IKE SA)

= |KE faza 1 si vytvara zabezpeceny kanal pre overenie totoznosti IPsec
susedov a pripadne pouzivatelov (zabezpecenie ISAKMP sprav)
= Nedohaduje samotne vilastnosti pre Cinnost’ Ipsec tunela

1
|
I
1
i
|
|
1
1
I
i
1
I
I
|
1
I
i
1
1
1
I
1
\
1
I
1
I
|
|
1
1
1
I
|
I
|
|
|
|
|

= |KE faza 1 ma tri kroky: | Phase 1 - Negotiate ISAKMP policy to create a tunnel- |
= Dohodnutie ISAKMP politik i e - |

= Vymenu Sifrov./hash klcov pomocou | SHA SHA |
Diffie-Hellmanovho a|goritmu : Negotiate ISAKMP policy o “52:48 : “EEE €@ negotiate IsAKMP policy =

. Overenie totoznosti susedov : |

= Co su ISAKMP politiky? ' — e |
= Aky Sifrovaci algoritmus? (confident.) | 9 @ |

= AKy hashovaci algoritmus? (integr.) H DH key exchange () 1 — © o key exchange |

= Aka Diffie-Hellmanova grupa? ] 1

* Aky spOsob overenia totoznosti? (auth.) 1 i e peer ensy €) - > @ eitytepceriveny |

= Overenie totoznosti 'S e N B ]

= Podfla sp6sobu dohodnutého v prvom
kroku

Phase 2 - Negotiate IPsec policy for sending secure traffic across the tunnel.

Megotiate IPsec policy - > MNegotiate IPsec policy




Vytvorenie spojenia: IKE faza 2

Host A Host B
10.0.1.3 192.168.1.3

MNegotiate IPsec >
€ Security Parameters

» |KE faza 2 zodpoveda za dojednanie spdsobu pouzitia IPsec medzi susedmi
= Aky protokol IPsec — AH, ESP, AH+ESP? transformacna sada
AKky rezim — tunelovy alebo transportny?

AKky Sifrovaci algoritmus?

Aky hashovaci mechanizmus?

Aké Sifrovacie kfuce?

Aka bude zivotnost dohodnutych informacii?




Vytvorenie spojenia medzi IPsec susedmi

= Vytvorenie IPsec tunela sa nerobi vopred

= Vytvorenie tunela vzdy spusta az prichod paketu prenasaného z jednej siete
do cielovej

= Pro prichode takéhoto paketu (identifikovaného ACL)
= prebehnu obe fazy a vytvoria sa bezpecCnostné asociacie spojenia
= |ch pouzitie je viazané na dobu zivotnosti urCenu konfiguraciou

= Po dobe neaktivity a uplynutie lifetime je Ipsec ukoncCeny
= A vytvoreny az pr




Kroky pri konfiguracii IPsec

= Postup pri konfiguracii IPsec
= Vytvorit aspon jednu ISAKMP politiku pre fazu 1
= Vytvorit aspon jednu transformacnu sadu pre fazu 2
= Vytvorit ACL, ktoré urCi, o sa ma zabezpeclit pomocou IPsec
= AZ prichod paketu spusta IPSec processing

= Vytvorit kryptovaciu mapu, ktora s ACL urCi Co sa ma zabezpecit pomocou IPsec a ako
= AZ prichod paketu spusta IPSec processing
= Aplikovat” kryptovaciu mapu na vystupné rozhranie
= Poznamka:

= |nternet je v priklade pouzity len ako zalozne spojenie pre private WAN

192.168.1.0 /24 10.10.10.0 /24

209.165.200.240 /29 (=]
Branch Server NAT Pool _ . NAT Pool Email Server
192.168.1.254 209.165.200.249 — & 209.165.200 233 — 10.10.10.238
o AL - . (209.165.200.238)
(209-1 65-200-254) 209.165.200.253/29 — 4 209.165.200.237 /29 . - .




Kompletna konfiguracia Branch Router IPsec VPN

Branch# conf t

Branch (config) # crypto isakmp policy 1 o o
Branch (config-isakmp) # encryption aes 256

Branch (config-isakmp) # hash sha

ISAKMP Policy
Specifies the initial VPN
security details

Branch (config-isakmp)# lifetime 3600

Branch (config-isakmp)# authentication pre-share

Branch (config-isakmp)# group 24

Branch (config-isakmp) # exit

Branch (config)# crypto isakmp key ciscol23 address 209.165.200.226
! Specifikuj IPSec transformacnu sadu

Branch (config)# crypto ipsec transform-set MOJA TR SADA esp-aes esp-sha-hmac @3—3des

Branch (cfg-crypto-trans) # exit

! Specifikuj prevadzku, ktora bude sifrovana

Branch (config)# access-1list 110 permit ip 192.168.1.0 0.0.0.255 10.10.10.0 0.0.0.255
Branch (config) #

Branch (confiqg) #

Branch (confiqg)# crypto map MOJA MAPA 10 ipsec-isakmp

IPsec trans. set

g Specifies how

the IPsec packet
will be
encapsulated

Crypto ACL
Specifies the traffic
that will trigger the
VPN to activate

©

% NOTE: This new crypto map will remain disabled until a peer
! Mapa spoji kroky dokopy, t.j. na akeho suseda aku Tr.Sadu + ake ACL
! Moze mat viac blokov pre viac susedov

VPN Tunnel Information
Creates the crypto map

Branch (config-crypto-map) # set transform-set MOJA TR SADA ‘:’ that combines the
Branch (config-crypto-map) 4 set peer 209.165.200.226 ISAKMP policy, IPsec
Branch (config-crypto-map) # match address 110 transform set, VPN peer
Branch (config-crypto-map) # exit address, and crypto ACL

Branch (config)# int s0/0/1

Branch (config-if) # [shai il ol el U8 Ur.N=): 6

Branch (config-if)# ~Z

Apply the Crypto Map

Branch# |dentifies which interface is actively looking




Kompletna konfiguracia Pobocka Router IPsec VPN

Pobocka# conf t ISAKMP Policy
Pobocka (config) # crypto isakmp policy 1 Specifies the initial VPN security details
Pobocka (config-isakmp) # encryption aes 256

Pobocka (config-isakmp) # hash sha I

- ; ] _ IPsec Details
Pobocka(conf}g }sakmp)# authentication pre-share cg Specifies how the
Pobocka (config-isakmp) # exit be encapsulated
Pobocka (config) # crypto isakmp key ciscol23 address 209.165.200.226

Pobocka (config) #

Pobocka (config) # crypto ipsec transform-set MOJA TR SADA esp-aes esp-sha-hmac esp-3des
Pobocka (cfg-crypto-trans) # exit

Pobocka (config) #

Pobocka (config) # access-1list 110 permit ip 192.168.1.0 0.0.0.255 10.10.10.0 0.0.0.255

Pobocka (config) # ‘B

Pobocka (config) # g&ﬁﬁ%@%;tmmcﬂmt
Pobocka (config) # crypto map MOJA MAPA 10 ipsec-isakmp will trigger the VPN to
% NOTE: This new crypto map will remain disabled until a peer activate

Pobocka (config-crypto-map) # set transform-set MOJA TR SADA [
Pobocka (config-crypto-map) # set peer 209.165.200.226 (D VPN Tunnel Information
Pobocka (config-crypto-map) # match address 110 gﬁﬁﬁi?&ggﬁ?ﬂﬂggﬁm
Pobocka (config-crypto-map) # exit IPsec transform set, VPN peer
Pobocka (config)# int s0/0/1 address, and crypto ACL

Pobocka (config-if) # [shaijeielS ETeM ek W8 7N (5) I

Pobocka (config-if) # ~Z Apply the Crypto Map

Identifies which interface is actively looking to create a
VPN




Overenie

= Zobrazi konfigurované ISAKMP politiky
= Show crypto isakmp policy

= Zobraz PSK kluc

= sh crypto isakmp key

Zobraz IKE phase 1 SA

= Vidiet bude nie€o az ked prebehne faza 1
= Sh crypto isakmp sa

= Zobraz konfig a stav Sapre Ipsec
= Sh crypto ipsec sa

= Zobraz crypto mapu
= Show crypto map

= Show crypto session



Overenie

Pobocka# sh crypto isakmp policy

Global IKE policy
Protection suite of priority 1
encryption algorithm: AES - Advanced Encryption Standard (256 bit keys).
hash algorithm: Secure Hash Standard
authentication method: Pre-Shared Key
Diffie-Hellman group: #24 (2048 bit, 256 bit subgroup)
lifetime: 86400 seconds, no volume limit

Pobocka# sh crypto isakmp key
Keyring Hostname/Address Preshared Key

default 209.165.200.226 ciscol23

Pobocka#sh crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
209.165.200.226 209.165.200.242 QM IDLE 1001 ACTIVE

IPv6é Crypto ISAKMP SA




Overenie

Pobockaf#ish crypto isakmp sa detail
Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
T - cTCP encapsulation, X - IKE Extended Authentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption
IPv4 Crypto ISAKMP SA

C-id Local Remote I-VRF Status Encr Hash Auth DH Lifetime Cap.
1001 209.165.200.242 209.165.200.226 ACTIVE aes sha psk 24 23:54:29
Engine-id:Conn-id = SW:1

IPv6e Crypto ISAKMP SA

Pobocka#fsh crypto session
Crypto session current status

Interface: Seriall/O
Session status: UP-ACTIVE
Peer: 209.165.200.226 port 500
Session ID: O
IKEvl SA: local 209.165.200.242/500 remote 209.165.200.226/500 Active
IPSEC FLOW: permit ip 192.168.1.0/255.255.255.0 10.10.10.0/255.255.255.0
Active SAs: 2, origin: crypto map




Overenie

Pobocka#sh crypto ipsec sa

interface: Seriall/O
Crypto map tag: MOJA MAPA, local addr 209.165.200.242

protected vrf: (none)
local ident (addr/mask/prot/port):
(192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port):
(10.10.10.0/255.255.255.0/0/0)
current peer 209.165.200.226 port 500
PERMIT, flags={origin is acl,}
#pkts encaps: 14, #pkts encrypt: 14, #pkts digest: 14
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: O
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #irecv errors 0

local crypto endpt.: 209.165.200.242, remote crypto endpt.:
209.165.200.226

plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb
Seriall/O0

current outbound spi: 0x3486AE69(881241705)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: O0x96FAE6C7 (2533025479)
transform: esp-aes esp-sha256-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: SW:1, sibling flags 80004040, crypto
map: MOJA MAPA
sa timing: remaining key lifetime (k/sec): (4270878/3185)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x3486AE69(881241705)
transform: esp-aes esp-sha256-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: SW:2, sibling flags 80004040, crypto
map: MOJA MAPA
sa timing: remaining key lifetime (k/sec): (4270877/3185)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

outbound ah sas:




IPsec: Zaverecné poznamky

= Ak tam mame na zariadeni ACL musia byt pre Ipsec otvorené porty
« ESP: UDP/50
* |ISAKMP: UDP/500




Prakticky priklad IPsec

Konfig smerovacov - priprava

= Jednoducha topo z predchadzajuceho prikladu

= Qdstranit tunnel int
= No int tu O
= Modifikuj NAT
= Pobocka
No ip nat inside source list 1 int s 1/0 overload
Access-list 100 deny ip 192.168.1.0 0.0.0.255 10.10.10.0 0.0.0.255
Access-list 100 permit ip 192.168.1.0 0.0.0.255 any
ip nat inside source list 100 int s 1/0 overload
n HQ
No ip nat inside source list 1 int s 1/1 overload
Access-list 100 deny ip 10.10.10.0 0.0.0.255 192.168.1.0 0.0.0.255
Access-list 100 permit ip 10.10.10.0 0.0.0.255 any
ip nat inside source list 100 int s 1/1 overload

= Konfigurovat' Ipsec na Pobocka a na HQ
= Pre overenie musi byt prevadzka z fa0/0 na fa0/0




Konfig smerovacov - priprava

! Pobocka ena
o cont ¢
crypto isakmp policy 1 crypto isakmp Pojjlcy 1

encryption aes 256 encryption aes 256

hash sha hash sha

authentication pre-share authentication pre-share

group 24 group 24

exit exit
crypto isakmp key ciscol23 address 209.165.200.226 . .
crypto ipsec transform-set MOJA TR SADA esp-aes esp-sha256- crypto J_.sakmp key ciscol23 address 209.165.200.242
hmac - - crypto ipsec transform-set MOJA TR SADA esp-aes esp-
access-list 110 permit ip 192.168.1.0 0.0.0.255 10.10.10.0 sha256-hmac
0.0.0.255 access-list 110 permit ip 10.10.10.0 0.0.0.255
crypto map MOJA MAPA 10 ipsec-isakmp 192.168.1.0 0.0.0.255

set transform-set MOJA TR SADA crypto map MOJA MAPA 10 ipsec-isakmp

set peer 209.165.200.226 —

match address 110 set transform-set MOJA TR SADA

exit set peer 209.165.200.242
int s 1/0 match address 110

crypto map MOJA MAPA exit
wr mem end int s 1/1

crypto map MOJA MAPA
end
Wr mem

K
226 HQ 10.10.10.0/24

209.165.200.224/29

A
192.168.1.0/24 Branch?42




Jednoducha konfiguracia GRE over

|IPsec




Jednoducha konfiguracia GRE over IPsec

= Konfiguruj GRE

= Konfiguruj Ipsec
= ... avsak treba mysliet na to, ze vystupnym rozhranim uz neodchadzaju holé pakety
prenasaného protokolu, ale GRE pakety

= Prikaz set peer v kryptomape sa musi zhodovat s adresou uvedenou
v prikaze tunnel destination na Tunnel rozhrani

= ACL v kryptomape musi vybrat pakety typu GRE, ktorych zdroj zodpoveda prikazu
tunnel source a ciel prikazu tunnel destination




Konfig smerovacov - GRE

! Pobocka
ena
conf t
int tunnel 0
tunnel source s 1/0

tunnel destination 209.165.200.226

tunnel mode gre ip

ip add 172.16.1.1 255.255.255.0

router ospf 1
network 192.168.1.0

'HQ
ena
conf t
int tunnel 0
tunnel source s 1/1

tunnel mode gre ip

router ospf 1
0.0.0.255 area O network 10.10.10.0 0.0.
0.0.

network 172.16.1.0 0.0.0.255 area 0 network 172.16.1.0

0.
0.

tunnel destination 209.165.200.242

ip add 172.16.1.2 255.255.255.0

255 area 0
255 area 0

192.168.1.0/24

Branc 226 HQ 10.10.10.0/24

. . 209.165.200.224/29
S1/1°




Konfig smerovacov - priprava

! Pobocka
ena
conf t
crypto isakmp policy 1
encryption aes 256
hash sha
authentication pre-share
group 24
exit
crypto isakmp key ciscol23 address 209.165.200.226
crypto ipsec transform-set MOJA TR SADA esp-aes esp-
sha256-hmac -
aceess—-list 110 permitip 19216810 0-0-0-255
10-10-10-00-0-0-255
access-list 110 permit gre host 209.165.200.242 host
209.165.200.226
crypto map MOJA MAPA 10 ipsec-isakmp
set transform-set MOJA TR SADA
set peer 209.165.200.226
match address 110
exit
int s 1/0
crypto map MOJA MAPA
end
WY mem

Fa0/Q ===

192.168.1.0/24 Branc

ena
conf t
crypto isakmp policy 1

encryption aes 256

hash sha

authentication pre-share

group 24

exit
crypto isakmp key ciscol23 address 209.165.200.242
crypto ipsec transform-set MOJA TR SADA esp-aes esp-
sha256-hmac -
aceess—1ist 110 permit ip 1010100000255
192-168-1-00-0-0-255
access-list 110 permit gre host 209.165.200.226 host
209.165.200.242
crypto map MOJA MAPA 10 ipsec-isakmp

set transform-set MOJA TR SADA

set peer 209.165.200.242

match address 110

exit
int s 1/1

crypto map MOJA MAPA

end

WX mem

-.-225< 209.165.200.224/29
S11°

\




IPSec v PT

= Realizacia IPSec v P.T 7.3 pri pouziti 1841/19xx vyzaduje aktivaciu Security feature
v |OS nasledovnym postupom:

= Zadaj show version a ak je security feature disable

Technology Technology-package Technology-package
Current Type Next reboot
i i Permanent ipbasek®
I security disable None None
(8 =g alrsdioTe None None
|

= Zadaj prikaz v config mode

Router (config) #license boot module cl1900 technology-package securityk9
= a potom

ACCEPT? [yes/no]: yes

Router (config) # End

Router# Copy run startup

Router# reload

= Po restarte over, Ci je Security povolena
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Why DMVPN?

= To have efficient spoke-to-
spoke communication in a
hub-and-spoke topology.

= Dynamic tunneling

* No more static configuration of
separated p-t-p tunnels is
required

« Spoke-spoke
* Hub-spoke

—

-
—
—
-

Hub-to-Spoke Tunnels
=xe=x=x Spoke-to-Spoke Tunnels




How are these tunnels built?

= Next Hop Resolution Protocol (NHRP)
= Multipoint Generic Routing Encapsulation (MGRE) tunnels
= |P Security (IPsec) encryption




Config Tasks

1. NHRP: set the hub as the
server, allow multicast to flow
to It.

2.mMGRE tunnel config.

3. Enable IPSec encryption on
the tunnels.

Spoke

Lo0; 2.2.2.2/24
Fa0/0: 192.168.123.2/24
T0; 172.16.123.2/24

-

HUB

Lo0: 1.1.1.1/32
Fa0f0: 192.168.123.1/24
T0:172.16.123.1/24

&

Rouger1

e

F.outer2

Spoke

Lo0: 3.3.3.3/32

Fa0/0: 192.168.123.3/24
Tud: 172.16.123.3/24

S

Switch0

’-_.‘.f
.
v

Router3



Priklad konfiguracie Hub and Spoke

I Spoke config I Hub konfig _
crypto isakmp policy 1 crypto isakmp policy 1
encr aes
encr aes hash mds
hash md5 . authentication pre-share
authentication pre-share group 2
group 2 f:rypto isakmp key MYKEY address 0.0.0.0

crypto isakmp key MYKEY address 0.0.0.0

!

crypto ipsec transform-set MYSET esp-aes esp-md5-hmac
|

érypto ipsec profile MGRE

set security-association lifetime seconds 86400
set transform-set MYSET

|

interface TunnelO

ip address 172.16.123.1 255.255.255.0
no ip split-horizon eigrp 10

ip nhrp authentication CISCO

ip nhrp map multicast dynamic
I'ldentify DMVPN net

I Have to be same on hub and spookes
ip nhrp network-id 1

tunnel source FastEthernet0/0

tunnel mode gre multipoint

tunnel protection ipsec profile MGRE

I' No explicit tunnel destination required
|

router eigrp 10

network 1.0.0.0

network 172.16.0.0

E:rypto ipsec transform-set MYSET esp-aes esp-md5-hmac
!

érypto ipsec profile MGRE

set security-association lifetime seconds 86400
set transform-set MYSET

!

interface TunnelO

ip address 172.16.123.2 255.255.255.0
ip nhrp authentication CISCO

ip nhrp map multicast dynamic

I the HUB tunnel address

ip nhrp nhs 172.16.123.1

I Map tunnel address of Hub to its real and globally
I reachable IP address

ip nhrp map 172.16.123.1 192.168.123.1
ip nhrp map multicast 192.168.123.1

ip nhrp network-id 1

tunnel source FastEthernet0/0

tunnel mode gre multipoint

tunnel protection ipsec profile MGRE

|

router eigrp 10

network 2.0.0.0

network 172.16.0.0




Verification

Show dmvpn
' Not from the topology above
' Just an example

R1# show dmvpn

TunnelO, Type:Hub, NHRP Peers:3,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb
1 172.16.25.2 192.168.0.2 UP 00:02:28 D
1 172.16.35.2 192.168.0.3 UP 00:02:26 D
1 172.16.45.2 192.168.0.4 UP 00:02:25 D
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