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Co nas dnes ¢aka

CCNA 3 (ENSA)

Kapitola 10: Network management
Objavovanie zariadeni, sprava, a udrzba

= 10.1-2 Objavovanie zariadeni

= Zmapovanie sietovej topoldgie, CDP, LLDP
= 10.3-5 Sprava zariadeni

= NTP, SNMP, Syslog
= 10.6-7 Udrzba zariadeni

= Udrzba konfiguraénych a 10S suborov

Zabezpecenie LAN siete (kratke opakovanie
z PS1)

= Utoky na LAN a zmierfiovanie ich dopadov

Monitorovanie LAN siete (pridavok nad
ramec Netacad curricula v 7.0)

= Cisco Switch Port Analyzer (SPAN)
= Zrkadlenie prevadzky a jeho vyuzitie

Samostatne si precitat kapitolu 12
Network Trobuleshooting z portalu Netacad



Objavovanie zariadeni

Netacad
10.1 CDP
10.2 LLDP



CDP Advertisements

Objavovanie zariadeni ﬁ -

CDP LLDP

= Prehlad CDP = Prehlad LLD
= Cisco Discovery Protocol = Protokol na objavovanie susedov,
= Objavovanie susednych fyzicky pripojenych Cisco zariadeni  nezavisly od vyrobcu, podobny

= CDP konfiguracia a kontrola ako CDP
" show cdp neighbors = LLDP konfiguracia a kontrola

" show cdp interface = show lldp

" cdp run
= 1lldp run

= cdp enable

= clear cdp counters, clear cdp table * lldp transmit

= Objavovanie zariadeni pomocou CDP " lldp receive
= |dentifikatory zariadeni — nazov susedného zariadenia 0 Objavovanie zariadeni
= Identifikator portu — nazov lokalneho a vzdialeneho portu pomocou LLDP
= Zoznam funkcii — Ci zariadenie je smerovac alebo prepinac

. _ _ = show 1lldp neighbors
= Platforma — hardvérova platforma zariadenia




Sprava zariadeni

Netacad

10.3 NTP
10.5 Syslog
10.4 SNMP



UTCgryssels — GPS time

UTCyew vork — GPS time




vV, Fort Collins, Colorado

Sprava zariadeni

Implementacia NTP

Reference clock (malé, alebo Ziadne oneskorenie —

" AkO naStaVit, SyStémOVé h0d|ny GPS, CDMA, WWYV, ...) — nie je network device
= Manualne (reboot?)

= Nakonfigurovat NTP ?
= Ako funguje NTP (UDP/123, RFC 1305) o
= Hierarchicky systém zdrojov Casu

= Stratum O — autoritativny zdroj (
}\ !

= |né Cisla — ako daleko je dany server od zdroja st
e BN

= Max. je 15, 16 = nesynchornizovany
= Konfiguracia a overenie NTP
" ntp server 1ip-address
= show ntp associations
= show ntp status
= show clock [detail] NTP

SEerver

Stratum 3

Internet 182.16B.1.0/24

MNTP clients

MTP Server | client MNTP Server | client

208.165.200.225



Sprava zariadeni

Implementacia NTP

R1# show clock detail
20:55:10.207 UTC Fri Dec 11 2015 NTP
Time source 1is user configuration Sarver
R1(config)# ntp server 209.165.200.225 209.165.200 225
R1(config)# end

R1# show clock detail

21:01:34.563 UTC Fri Dec 11 2015

Time source is NTP

192.168.1.0/24

MIErmet

MTP clients

NTP Server / client MNTP Server | client

R1# show ntp associations

address ref clock st when poll reach delay offset disp
*¥~209.165.200.225 .GPS. 1 61 64 377 0.481 7.480 4.261
* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

R1# show ntp status

Clock is synchronized, stratum 2, reference is 209.165.200.225

nominal freq is 250.0000 Hz, actual freq is 249.9995 Hz, precision is 2*¥*19
ntp uptime is 589900 (1/100 of seconds), resolution is 4016

reference time is DA@88DD3.C4E659D3 (13:21:23.769 PST Tue Dec 1 2015)

clock offset is 7.0883 msec, root delay is 99.77 msec

root dispersion is 13.43 msec, peer dispersion is 2.48 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is ©.000001803 s/s
system poll interval is 64, last update was 169 sec ago.



Sprava zariadeni

Implementacia NTP

192.168.1.0/24

NTP nternet
Server
NTP Server / client MNTP Server | client

208.165.200.225

S1(config)# ntp server 192.168.1.1
S1(config)# end
S1# show ntp associations

address ref clock st when poll reach delay offset disp
*~(C192.168.1.1 209.165.200.225 2 12 64 377 1.066 13.616 3.840
* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

S1# Cshow ntp status

CClock is synchronized, stratum 3, reference is 192.168.1.1

nominal freq is 119.2092 Hz, actual freq is 119.2088 Hz, precision is 2**17
reference time is DA@G8904B.3269C655 (13:31:55.196 PST Tue Dec 1 2015)

clock offset is 18.7764 msec, root delay is 102.42 msec

root dispersion is 38.03 msec, peer dispersion is 3.74 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is 0.000003925 s/s
system poll interval is 128, last update was 178 sec ago.

MTP clients



Ako NTP zvlada prechod na letny ¢as (DST)?

= Pri NTP nie je potrebné: Opriry Fall

FORWARD BACKWARD

= prepinanie na letny Cas
= nerozliSuje ani Casove pasma
= Dovod:
= NTP je zalozeny na UTC
= UTC nema prechod na letny
cas
= za prechod z/do DST su

vyhradne zodpovedne OS
serverov a klientov

= aj za manipulaciu s Casovymi
pasmami







Sprava zariadeni

SyS I O g Syslog Server

= Popip protokolu Syslog (UDP/514, RFC 3164)

= Umoznuje zariadeniam posielat’ spravy na syslog server
= Pod porovany vacsinou Siet’OVS/Ch zariadeni System Messages System Messages

= Hlavné funkcie:
= Zber informacii pre monitorovanie a rieSenie problémov
= Vyber typu zapisovanych informacii ktoré sa zaznamenaju ﬁ
= Ur€enie ciela zaznamenanych syslog sprav
= Format Syslog spravy
= Stupen zavaznostiod 0 po 7
= Facility — identifikacia sluzby
= Casova peciatka sluzby
= VylepSuje ladenie a spravu v realnom Case

= Protokoly mézu byt oznacené Casovou peciatkou a je
mozné nastavit zdrojovu adresu sprav syslog.

NN
= service timestamps log datetime msec o o }

Logging Buffer Console Terminal Syslog
Line Line Senver

Ciel pre syslog spravy




Sprava zariadeni

Konfiguracia Syslog-u

Syslog Server

= Analyzuje vystup a umiestriuje spravy do vopred uréenych stipcov

= Casové pediatky sa zobrazuju, ak su nakonfigurované na sietovych zariadeniach, ktoré
generovali spravy vypisu

= Umoznuje spravcom siete navigovat sa vo velkom mnozstve zhromazdenych udajov

Predvolené zapisovanie

= Posielat spravy protokolu vSetkych stupriov zavaznosti do konzoly

= show logging

= logging monitor LEVEL ! Do CLI mi zobrazi spravy danej Urovne a vyssSe]
= Ked sme vzdialene pripojeny na zariadeni, tak je to potrebné, ked chceme aj debug spravu, vtedy: 7

Prikazy na smerovac/prepinaci pre nastavenie ako Syslog klientov

= logging ip-address

= logging trap level

= logging source-interface source-interface interface-number

Syslog kontrola

= show logging

= Pouzite “|” na obmedzenie mnozstva zobrazenych sprav




Fungovanie syslog Fleld | Expanaion |

seq no Stamps log messages with a sequence
number only if the service sequence-

Fo rm ét S p révy SyS | O g numbers global configuration command

is configured.

timestamp Date and time of the message or event,
which appears only if the service

= Niektoré bezné oblasti syslog sprav hlasenych timestamps global configuration

command is configured.

na CISCO IOS SmerovaCOCh Zahrnaju: facility The facility to which the message refers.
m |P severity Single-digit code from 0 to 7 that is the
severity of the message.
= OSPF protokol MNEMONIC Text string that uniquely describes the
message.
= SYS operaény SyStém description Text string containing detailed
. information about the event being
= |Psec Syslog Severity Level reported.

= |P rozhranie (||:) seq no: timestamp: $facility-severity-MNEMONIC: description
00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

Severity Level Explanation

Emergency Level O System Unusable = 2 hlavné forméty
Alert Level 1 Immediate Action Needed syslog Spl‘éVZ
Critical Level 2 Critical Condition = BSD format
Error Level 3 Error Condition (REC3164)
Warning Level 4 Warning Condition - “novy” format
Notification Level 5 Normal, but Significant Condition (REC5424)
Informational Level 6 Informational Message

Debugging Level 7 Debugging Message



https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424

Konfiguracia Syslog [R1# show logging

Predvolené Syslog logging: enabled (0 messages dropped, 2 messages rate-limited, 0 .
y . flushes, 0 overruns, xml disabled, filtering disabled)
ZdZnamenavanie

No Active Message Discriminator.
No Inactive Message Discriminator.

Console logging: level debugging, 32 messages logged, xml disabled,
filtering disabled

Monitor logging: level debugging, 0 messages logged, xml disabled,
filtering disabled

Buffer logging: level debugging, 32 messages logged, xml disabled,
filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp logging messages: disabled

Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 34 message lines logged
Logging Source-Interface: VRE Name :

Log Buffer (B192 bytes):

*Jan 2 00:00:02.527: %LICENSE-6-EULA ACCEPT ALL: The Right to Use End User




Konfiguracia Syslog
Prikazy smerovacov a prepinacov pre Syslog klientov

Rl (config)# logging 192.168.1.3

Rl (config)+# logging trap 4

Rl (config)# logging source-interface gigabitEthernet 0/0
Rl (config)# interface loopback 0

Rl (config-if)#

*Jun 12 22:06:02.902: 5LINKz3=UPDOWN: Interface LoopbackO0,

changed state to up Severity Name Severity Level
*Jun 12 22:06:03.902:

SLINEPROTO-5-UPDOWN: Line protocol on

Interface Loopkack(, changed state to up EHEHQEHGY Level O
*Jun 12 22:06:03.902: %5YS-6-LOGGINGHOST STARTSTOP: Logging to Alert Level 1
host 192.168.1.3 port 514 started - CLI initiated o

R1 (config-if)# shutdown Critical Level 2
Rl (config-if)# Error Level 3

*Jun 12 22:06:49.642: SLINK-5-CHANGED: Interface Loopback(, .
changed state to administratively down Uvanmng Level 4
*Jun 12 22:06:50.,642: SLINEPROTO-5-UPDOWN: Line protocol on Motification Level| 5
Interface Loopkack(l, changed state to down
Rl (config-if)# no shutdown

R1 (config-if)# Debugging Level 7
*Jun 12 22:09:18.210: 3LINK=3-UPDOWN: Interface Loopback(,
changed state to up

*Jun 12 22:09:19.210: $LINEPROTO-5-UPDOWN: Line protocol on
Interface Loopback(, changed state to up

Rl (config-if)#

Informational Level 6




Priklady syslog sprav

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

01:
01:
02:
18:
18:
18:
18:
18:
19:
19:
19:

13:
23:
31:
20:
22:
24 :
24:
26:
49:
53:
53:

%2LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/5, changed state to up
%DUAL-5-NBRCHANGE: EIGRP-IPv4:(1l) 1: Neighbor 10.1.1.1 (Vlanl) is up: new adjacency
%LINK-3-UPDOWN: Interface FastEthernet0/8, changed state to up

%*LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/5, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/5, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed state to down
%ILPOWER-5-IEEE DISCONNECT: Interface Fa0/2: PD removed

%2LINK-3-UPDOWN: Interface FastEthernet0/2, changed state to down

%ILPOWER-7-DETECT: Interface Fa0/2: Power Device detected: Cisco PD

%LINK-3-UPDOWN: Interface FastEthernet0/2, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed state to up

St Kiwi Syslog Service Manager (Yersion 9.1)
File Edit

SR AN R D isploy 00 (Default) R

Yiew Manage Help

» Compare features of the free and licensed versions

=10l %]

Date

Time

Priority Hostname Message

05-21-2012 23:45:00 Local7.Notice 172.16.10.11 142: *Mar 6 06:56:18.333: ZLINEPROTO-5-UPDOWN: Line protocol on Interface ¥lan10, changed state to up
05-21-2012 23:44:59 Local?.Enor 172.16.20.11 140: *Mar 6 06:56:18.324: ZLINK-3-UPDOWN: Interface ¥lan10. changed state to up
05-21-2012 23:44:59 Local7 Notice 172.16.20.11 139: *Mar b 06:56:17.788: ZHSHRP-5-5STATECHANGE: ¥lan10 Grp 1 state Listen -> Active




™

Konfi L . | R1# show logging | begin Jun 12 22:35
ontiguracia SyS 09 *Jun 12 22:35:46.206: SLINK-5-CHANGED: Interface Loopback(,
Kontrola SySIOg changed state to administratively down

*Jun 12 22:35:47.206: SLINEPROTO-5-UPDOWN: Line protocecl con
Interface Loopback(, changed state to down
*Jun 12 22:35:55.926: SLINK-3-UPDOWN: Interface LoopbackO(,
changed state to up
*Jun 12 22:35:56.926: ZLINEPROTO-5-UPDOWN: Line protocol on
Interface Loopback0, changed state to up

R1# show logging | include changed state to up *Jun 12 22:49:52.122: %SYS-5-CONFIG I: Configured from conscle by
*Jun 12 17:46:26.143: SLINK-3-UPDOWN: Interface

console
GigabitEthernet0/1l, changed state to up *Jun 12 23:15:48.418: %SYS-5-CONFIG I: Configured from console by
*Jun 12 17:46:26.143: SLINK-3-UPDCWN: Interface Ser: console -
changed state to up R1#

*Jun 12 17:46:27.263: FLINEPROTO-5-UPDOWN: Line proi
Interface GigabitEthernet0/1, changed state to up

*Jun 12 17:46:27.263: 3LINEPROTO-5-UPDOWN: Line proLu;uL w1l
Interface Seriall/0/1, changed state to up

*Jun 12 20:28:43.427: SLINK-3-UPDOWN: Interface
GigabitEthernet(0/0, changed state to up

*Jun 12 20:28:44.427: 3LINEPROTO-5-UPDOWN: Line protococl on
Interface GigabitEthernet0/0, changed state to up

*Jun 12 22:04:11.862: $LINEPROTO-5-UPDOWN: Line protocol on
Interface Loopback0, changed state to up

*Jun 12 22:06:02.902: 3LINK-3-UPDOWN: Interface Loopback(,
changed state to up

*Jun 12 22:06:03.902: 3SLINEPROTO-5-UPDOWN: Line protoccl on
Interface Loopback0, changed state to up

*Jun 12 22:09:18.210: FLINK-3-UPDOWN: Interface Loopback(,
changed state to up

*Jun 12 22:09:19.210: 5LINEPROTO-5-UPDOWN: Line protocol on
Interface Loopback0, changed state to up

*Jun 12 22:35:55.926: 3LINK-3-UPDOWN: Interface Loopbackl,
changed state to up

*Jun 12 22:35:56.926: FLINEPROTO-5-UPDOWN: Line protocol on [l




Rozne projekty: syslog, rsyslog, syslog-ng

vsSetky umoznuju ziskavanie udajov z réznych typov systémov do centralneho
uloziska
Syslog
= Prvy (root) projekt, 1980, jednoduchy protokol, podporuje iba UDP = nezarucCuje
dorusenie sprav
Syslogng (dnes asi najvyspelejsi projekt)
= 1998, rozSiril syslog o nové funkcie:
= filtrovanie na zaklade obsahu
= logovanie priamo do databazy
= TCP pre transport

= TLS &ifrovanie syslog-ng
Rsyslog
= 2004, rozsiril syslog o nové funkcie: !-SHELEE

= Podpora protokolu RELP (application-level ACK) ————

= Podpora prevadzky vo vyrovnavacej pamati



Udrzba zariadeni

Netacad: 10.6, 10.7 10S a config subory



Udrzba zariadeni

Sprava suborov na smerovacoch a prepinacoch

= Suborové systemy merovacov
a prepinacov
= show file systems - Bt Seo Web Conwsl Wedew Heb

; o , Mewcormecson..  AteN 341 Softvare (CI1B841-1PBASENI-N), Vers:oe 12 4(11)T FRELEASE A
zobrazi vsetky dostupne BT ; v iz con ekt
Y by mco Systens, Inc
)

“" © by prod_rel_toss

SuborOVé SyStémy Charge drectory ” Version 12 3(87)7T8. RELEASE SOFTVARE (fc))

Pt Ated \nutes

= dir — zobrazi obsah e ¥ Jolead.as SLIIEE VEC Bl A
p ’ P b MeQ taskm | L) Wy Dvoumerns el
Su boroveho Systemu [This product contains cryptographic features and is su ) Adobe L OEDTOR DL

States and local country laws governing iaport, export ] ™
use Delivery of Cisco cryptograghic productis doss not .
third-party authority to iaport. exposrt. distridbute or A ranc

= pwd - overi aktualny pracovny [ s s S Gl LS G

icoaplionce vith V.S aad locel country lows By using 1 My Ve
lagres to comply vith spplicable lavs and regulations | Dttt oty

prieéinok to comply vith U S and locel lavs. return this pxodu:l

A sunsary of ¥ 5. lava governing Cisco aryptographic p

* ed — zmeni aktudlny priedinok —— = f;“""‘E == | I
= Zaloha a obnova pomocou | i e

textovych suborov Bytes waavieres o

Clase Pause Help J




Udrzba zariadeni

Sprava suborov na smerovacoch a prepinacoch (pokrac.)

= Zaloha a obnova pomocou TFTP
= copy running-config tftp
= copy startup-config tftp
= Pouzitie USB portov na zalohu a obnovu
= show file systems
= dir usbflashO:
= copy run usbflashO:/

= Obnova hesla

= Vstupte do ROMMON rezimu
Zmente konfiguraény register na 0x2142
Restartujte zariadenie
Urobte zmeny do p6évodnej konfiguracie po Starte
Ulozte novu konfiguraciu

[ USB Ports ]




Udrzba zariadeni Security Data

Cisco 10S Firewall, SSL ”"éﬁJgEcgE‘S";“?j“.“““" MPLS, BFD, RSVP,
VPN, DMVPN, IPS, GET ' : VOIce L2VPN, L2TPv3, IP SLA,

|IOS systémoveé subory VPN, oo, Cotowey, CUGHE, DSP

Demu::es:3 19%{3]0, 2900, Devices: 2900, 3900 Devices: 1900, 2900,

3900
= Balicky systemovych obrazov A A
pre IOS ver. 15 T
= universalk9
. BGP, OSPF, EIGRIE,BISIS, RIP, PBR, IGMP,
" u n Ive rsal k9_n pe o Default imgh:l;gircziess Routers o

Devices: 1900, 2900, 3900

m techno|ogické ba“’éky ¢1900-universalk9-mz.SPA.152-4.M3.bin

- I P Base Hardware J \
Image Designation

= Data, UC, SEC
= aktivované pomocou licencie

Memory Location

Compression Format

= Co je v ndzvoch 10S obrazov Diital Signature Indicator

= Sady funkcii a verzia elorelease
Minor Release
= show flash

New Feature Release

Extended Maintenance
Release

Maintenance Rebuild

File Extension




. + . ’ T
Udrzba zariadeni ...-r-.. )
|OS sprava obrazov
i B

TFTP servery pre umiestnenie zaloh =

= pre IOS obrazy a konfiguracné subory
Kroky potrebné pre zalohu 10S obrazu na TFTP serv[ ¢1900-universalk9-mz.SPA.152-4.M3.bin
= Skontrolujte pristup na TFTP server
= Skontrolujte dostatoéné mnozstvo volného miesta na disku
= Skopirujte obraz na TFTP server

= copy source-url tftp:
= Kroky na kopirovanie IOS obrazu na zariadenie
= Stiahnite IOS obraz z Cisco.com a preneste ho na TFTP server
= Qverte pristup na TFTP server zo zariadenia
= Skontrolujte dostatoCné mnozstvo volného miesta na zariadeni
= Skopirujte obraz z TFTP servera

" copy tftp: destination-url
Pouzite prikaz boot system

= Prikaz na nacitanie nového obrazu pocCas bootovania
= boot system file-url

TFTP Server




Udriba sariadeni r O Purchase a Package or Feature .t l I l . l l I ,
. . ’ i Receive a PAK
Licencovanie softveéru Cisco
Cisco License
. . Obtain a License Manager
= Proces licencovania \[2] (Associate the PAK with the UDI)

funkCie na inétaIéCiU Cisco License

’ . . . Portal
= Ziskajte licenciu
= Cisco License Manager
= Cisco License Portal

= Vyzaduje PAK &islo a UDI O e T > a

" show license udi

= Nainstalujte licenciu

" Jicense install stored-
location-url

’ . rv , -
= Zakupte si bali¢ek softvéru alebo b - OR
T Receive License File

"= reload




Udrzba zariadeni

Overenie a sprava licencie

= Kontrola licencie
"= show version
"= show license

= Aktivacia hodnotiacej right-to-use licencie
= license accept end user agreement
= license boot module module-name technology-package package-name

= Zaloha licencie
" license save file-sys://lic-location

= (Qdinstalovanie licencie

= Zakazanie licencie

= license boot module module-name technology-package package—-name
disable

= Qdstranenie licencie
" license clear feature—-name

" no license boot module module-name technology-package package-name
disable

Uninstalling the License
P a




Bezpecnost’' LAN (kratke opakovanie)




Bezpeénost' LAN (kratke opakovanie)

LAN Bezpecnostné utoky

= Medzi bezné utoky na infrastrukturu LAN vrstvy 2 patria:
= CDP Prieskumné utoky

Telnet utoky

Utoky pomocou zahltenia MAC Address tabulky

VLAN utoky

DHCP utoky




Bezpeénost' LAN (kratke opakovanie)

Odporucaneé postupy zabezpecenia LAN

= Tato téma sa zaobera niekolkymi bezpecCnostnymi rieSeniami vrstvy 2:

Zaranenie utokom zaplavenim tabulky MAC adries pomocou zabezpecenia
portov

Zabranenie utokom na VLAN zakazanim DTP a dodrziavanim zakladnych
pokynov pre konfiguraciu hlavnych portov.

Zabranenie utokom na DHCP pomocou DHCP snooping-u
Zabezpecenie administrativheho pristupu pomocou AAA
Zabezpecenie pristupu k zariadeniu pomocou overenia portu 802.1X



Bezpeénost' LAN (kratke opakovanie)

Odporucaneé postupy zabezpecenia LAN

= EXistuje niekolko stratégii, ktoré pomahaju zabezpecit vrstvu 2 v sieti :

= Vzdy pouzivajte bezpecné varianty tychto protokolov, ako su SSH, SCP, SSL,
SNMPv3 a SFTP.

= Vzdy pouzivajte silné hesla a Casto ich mente.
= Povolte CDP iba na vybranych portoch.
= Zakazte pristup cez Telnet.

= Pouzite vyhradenu VLAN pre manazment, kde sa nenachadza nicC iné ako
manazmentova prevadzka.

= Na filtrovanie neziaduceho pristupu pouzivajte ACL.




MONITORING

Netacad: 10.4 SNMP



SNMP

Fungovanie SNMP

e
gl \Managed Node

= Protokol SNMP umoznuje
SNMP Agent

spravcom spravovat a
monitorovat’ zariadenia v
sietil.

= SNMP prvky ap
= SNMP Manager g -« 5 Managed Node
»

u SNMP Agent
SNMP Agent
= MIB SNMP Manager get
O —_—
= SNMP Operacie set
= Trap -~
= Get T Managed Node
= Set

SNMP Agent




MIB
The Registered Tree

MIB — Management Information -
[t

Base e
= Objekty na agentovi maju svoje
identifikatory OID (Object IDentifier)
= OID su usporiadané v stromovej Strukture

CCITT(0)

‘ '56(1) ‘ JOINT - ISO-CCITT(2)

REG.

MEMBER BODY (2) l ommnoum’

= Vrcholy maju Ciselny | slovny nazov SBBEL AunioRT
= Konkretny objekt je adresovany cestou od o |
korena stromu
= Priklad: .1.3.6.1.2.1.1
|so(1)mog|lrrgn(t?(>)2)dod(6) internet(1) e S E
mib-2 (1) i

. pehdenEetni=—

system (1)




Hierarchicka stromova struktura

M I B iso(1)

org(3)

dod(6)

internet(1)

private(4)

experimental(3)

tcp(6)

®

ip(4)

MiB
The Registered Tree

Root |

CCITT(0) 1SO(1) ‘ JOINT - ISO-CCITT(2)

REG. i
STANDARD (0) AUTHORITY (1) MEMBER BODY (2) »ommzrmoma)”

DOD (8)
STANDARD .
AUSTRALIA (36)

INTERNET (1)

INTERNET(1)

DIRECTORY (1)

M8:2(1) ,i e Ch ED CD o e G D

SYSTEM(1) SNMP (11)

sysDescr (1)



Fungovanie SNMP

| want to check the MIB variable to
find out if GO/O is up/up.

The MIB
1001 101010 10001101 10
SNMP GET 001101 0110 1110 101010
= - 1001 101010 10 11101010

101001010 0 1001000 010

1 011011010 111 0001101

get-request Retrieves a value from a specific variable.

get-next-request | Retrieves a value from a variable within a table; the
SNMP manager does not need to know the exact variable
name. A sequential search is performed to find the
needed variable from within a table.

get-bulk-request | Retrieves large blocks of data, such as multiple rows in a
table, that would otherwise require the transmission of
many small blocks of data. (Only works with SNMPv2 or
later.)

get-response Replies to a get-request, get-next-request, and set-
request sent by an NMS.

set-request Stores a value in a specific variable.




IReasoning MIB Browser

CEMU (Lubuntu-1) - TightVMC Viewer o 0 w
BEHED N S| e don | 5| & & @ a |

3 ] iReasoning MIB Browser - 0 X

File Edit Operations Tools Bookmarks Help

Address: [192.168.20.1 || Advanced..  0ID:|.1.3.6.1.21.1.5.0 | operations: |Get Next - @ co
SMMP MIES Result Table ]
P MIE Tree Mame/0ID value | Type | IP:Port
& iso.org.dod.internst sysMame.0 R6 OctetString 192.168....
B mgmt
- mib-2
B[ system
----- @ sysDescr
----- & sysOhjectiD
----- & sysUpTime
----- @ sysContact
----- IE sysMame
----- IE syslocation
----- & =vsSenvices
-3 interfaces
E-C3 at ‘
&-C3 ip
23 icmp
B-C3 tep
B--C3 udp
&-C3 egp
----- & transmission
-3 snmp
#-C3 dotldBridge
B--C3 host
#--C3 private
MName sysMame
QD .1,2.61.21.1.5
MIB RFC1213-MIE
Syntax DizplayString (OCTET STRING) (SI1Z,
Access read-write
Status rmandatory
Defval
Indexes =




Konzolove vypisy

snmpget —v2c —c COM_STRING 192.168.255.14 .1.3.6.1.2.1.1.1.0

= ~

com_string 192.168.255.14 1.3.6.1.2.1.1.1.0
"Cisco I0S Software, C3560E Software (C3560E-UNIVERSALK9-M), Version 15.0(1)SE2, RELEAS

1s0.3.6.1.2.1.1.1.0 = STRING:
E SOFTWARE (fc3)

Technical Support: http://vwww.cisco.com/techsupport
Copyright (c) 1986-2011 by Cisco Systems, Inc.
Compiled Thu 22-Dec-11 00:16 by prod_rel_team"




SNMP Agent Traps

. Send text, turn red, etc. Take a look!
SNMP Operations @

SNMP TRAP @ The MIB

-

get-request

>

Retrieves value of specific MIB variable.

get—-next-request

>
Retrieves next instance of MIB variable. Managed
Device
Manager
set-request
> Agent

Modifies the value of a MIB variable.

-€

Contains values of requested variable.

trap
-€

Transmits an unsolicited alarm condition.




SNMP

Fungovanie SNMP

= SNMP BezpecCnostny model a
urovne

SNMPv1 - RFC 1157.

SNMPv2c - RFC od 1901 do
1908; pouziva community-string-
based administrativny
framework

SNMPv3 - RFC od 2273 do
2275; Zahfna integritu spravy,
aby sa zabezpecilo, ze pocCas
prepravy nedoslo k manipulacii s
paketom; autentifikaciu na
urcenie, ze sprava je z platného
zdroja, a sifrovanie, ktoré
zabrani Citaniu obsahu spravy
neopravnenym zdrojom.

T I T T T

SNMPv1

SNMPvZ2c

SNMPv3

SNMPv3

SNMPv3

noAuthMNoPriv

noAuthMoPriv

noAuthMNoPriv

authMoPriv

authPriv
(requires the
cryptographic
software image)

Community
string

Community
string

Username

Message Digest
5 (MD5) or
Secure Hash
Algorithm (SHA)

MDS5 or SHA

Mo

MNo

Mo

Data Encryption
Standard (DES)
or Advanced
Encryption
Standard (AES)

Uses a community
string match for
authentication.

Uses a community
string match for
authentication.

Uses a username
match for
authentication (an
improvement over
SNMPv2c).

Provides
authentication based
on the HMAC-MD5

or HMAC-5HA
algorithms.

Provides
authentication based
on the HMAC-MD5

or HMAC-5HA
algorithms. Allows



Fungovanie SNMP
Komunitné ret'azce

Existuju dva typy komunitnych
retazcov:

= Read-only (ro) — Poskytuje
pristup k premennym MIB,
ale neumoznuje tieto
premenné menit, iba Citat.
Pretoze vo verzii 2c je
zabezpecCenie take slabe,
mnoho organizacii pouziva
protokol SNMPv2c v rezime
Iba na Citanie.

= Read-write (rw) —
Poskytuje pristup na Citanie
a zapis na vsetky objekty v
MIB.

ﬁ Managed Node

SNMP Agent

SNMP Manager

Managed Node
SNMP Agent

S, T
e Managed Node

SNMP Agent




Fungovanie SNMP
Management Information Base Object ID

[ Version [ Community ] IP Address ]

[13:22] [cisco@NMS5~]5 snmpgt —w2ec —c community 10.250,250.14 .1.3.6.1.4.1.9.2.1.58.0

SNMPvZ-SMI: :enterprises.9.2.1.58.0 = INTEGER: 11

T

[ Obtained CPU ] [ OID Number ]

Value




Konfiguracia SNMP

= Vytvorenie ACL pre limitovany pristup k SNMP agentovi
= Nastavenie SNMP komunit

= Nastavenie ciela pre zasielanie sprav SNMP Trap

= Aktivacia konkrétnych SNMP trap sprav

Switch(config)# access-list 1 permit 10.1.1.0 0.0.0.255
Switch(config)# snmp-server community cisco RO 1
Switch(config)# snmp-server community xyz123 RW 1
Switch(config)# snmp-server host 10.1.1.50 xyz123
Switch(config)# snmp-server enable traps ?




SNMP
SNMP viewer installed.

Konfiguracia SNMP - E \
SNMP ﬁ

192.168.1.1

= Kroky konfiguracie

= (Povinné) Konfiguracia
komunitneho retazca a
urovne pristupu (iba na
Citanie alebo na Citanie aj
zapis)

= Document location of device

= Document system contact

= Obmedzte pristup SNMP na

Py

192.168.1.3

Rl (config)# snmp-server community batonaug ro SNMP ACL
Rl (config)+# snmp-server location NOC SNMP MANAGER

hostitelov NMS, (spravcoy Rl (config)+ snmp-server contact WaynE World
SNMP), ktori su pOVO|em Rl (config)+# snmp-server host 192.168.1.3 wversion 2c batonaug
zoznamom ACL. Rl (config)+ snmp-server enable traps

Rl (config)# ip access-list standard SNMP ACL

= Zadajte prijemcu SNMP _ _
Rl (config-std-nacl)# permit 192.168.1.3

traps

= Povolte traps na agentovi
SNMP




SNMP

Konfiguracia SNMP

= Zabezpecenie SNMPvV3

Step 1: Configure an ACL to permit access to the protected management network.

Eouter (config)# ip access-list standard acl-name
Router (config-std-nacl) # permit source net

Step 2: Configure an SNMP view.

Router (config)# snmp-server view view-name oid-tree

Step 3: Configure an SNMP group.

Eouter (config)# snmp-server group group-nams V3
priv read view-name access [acl-number | acl-name]

Step 4: Configure a user as a member of the SNMP group.

Router (config)# snmp-server user username group-name v3
auth {(md5 | sha} asuth-password priv {des | 3des | aes
{128 | 182 | 256} privpassword




Konfiguracia SNMP
Kontrola SNMP Konfiguracie

Rl# show snmp

Chassis: FTX1636848%Z

Contact: Wayne World

Location: NOC SNMP MANAGER

0 SNMP packets input

Bad SNMP version errors
Unknown community name
Illegal operation for community name supplied
Encoding errors

Number of requested wvariables
Number of altered wvariables
Get-request PDUs

Get-next PDUs

Set-request PLUs

o o o O O OO O O O

19 SNMP packets output

Too big errors (Maximum packet size 1500)
No such name errors

Bad walues errors

General errors

o O O O O

Response PDUs
1% Trap PDUs
SNMP Dispatcher:
queue 0/75 (current/max), 0 dropped
SNMP Engine:
queue 0/1000 (current/max), 0 dropped

Input queue packet drops (Maximum queue size 1000)

R1# show snmp community

Community name: ILMI

Community Index: cisco0

Community SecurityName: ILMI

storage-type: read-only active

Community name: batonaug

Community Index: cisco7

Community SecurityName: batonaug
storage-type: nonvclatile active

Community name: batonaug@l

Community Index: cisco8

Community SecurityName: batonaug@l
storage-type: nonveolatile active

access-list: SNMP ACL

access-list: SNMP ACL




Konfiguracia SNMP

Osvedcené bezpecnostné postupy

Internet

= Vyuzivat SNMP, Sewet
idealne v3

Managed routers with
SNMP and Syslog agents

Managed switch with

SNMP and Syslog agents

NMS using SNMP to monitor and
manage network devices. NMS
also receives Syslog messages

from network devices.

Managed switch W|th
SNMP and Syslog agents

Managed switch with
SNMP and Syslog agents

“y




Cisco Switch Port Analyzer (SPAN)

Vel'mi pouzivana technika pre monitorovanie v LAN
(aktualne nie je zahrnuta v Netacad curricule, mate ju len tu v pptx, je
ale potrebne ovladat' ju)



Cisco Switch Port Analyzer
Popis vyuzitia SPAN

= Port mirroring (zrkadlenie)

= Umoznuje prepinacom kopirovat a odosielat eternetové ramce zo Specifickeho
portov do cieloveho portu pripojeného k analyzatoru paketov. Pévodny ramec
pokracuje dalej obvyklym spbésobom.

= Bezne sa implementuje na podporu prevadzkovych analyzatorov alebo IDS zariadeni

PC1-PC2 Unicast Traffic
g - }g
» »

Duplicated Traffic

Y

=

Criffer




Cisco Switch Port Analyzer [ Source Port (Ingress) Source Port (Egress) ]

SPAN \
= SPAN terminologia E 5 E

Destination Port

{Monitor Port)
Term Sniffer
Ingress traffic This is traffic that enters the switch.
Egress traffic This is traffic that leaves the switch.

Source (SPAN) port |« This is a port that is monitored with use of the SPAN feature.

Destination (SPAN) This is a port that monitors source ports, usually where a packet analyzer, IDS or IPS is
port connected. This port is also called the monitor port.

SPAN session This is an association of a destination port with one or more source ports.

Source VLAN This is the VLAN monitored for traffic analysis.




: : PC1-PC2 Unicast Traffic
Cisco Switch Port Analyzer

SPAN

Trunk Link

= RSPAN terminologia Duplicated Traffic | [ (rspan vLAN)

RSPAN source This is the source port/VLAN to copy traffic from.

session

RSPAN destination This is the destination VLAN/port to send the traffic to.

Session

RSPAN VLAN = A unique VLAN is required to transport the traffic from one switch to another.

The VLAN is configured with the remote-span vlan configuration command.
This VLAN must be defined on all switches in the path and must also be allowed on
trunk ports between the source and destination.




Cisco Switch Port Analyzer

SPAN Konfiguracia

Associate a SPAN session with a source port

Associate a SPAN session with a destination port

Switch {config)# monitor session numbsr destination | interface inferface | vlan vlian ]

FO/M1 FO/2
g - 4 -

SPAN port sending copies
of traffic Packet

Anahiror

S1(config)# monitor session 1 source interface fastethernet 0/1

51 (config)# monitor session 1 destination interface fastethernet 0/2




SPAN pre troubleshooting

= Pouzitim SPAN modZe spravca: corporate Network
* riesit problémy so sietou ==
vt
« pouzit SPAN na duplikovania a W<
presmerovanie prevadzky do
anaIyZétora paketu Excessive Traffic
from Faulty NIC

 analyzovat prevadzku zo D_ g
vsetkych zariadeni a vyriesit . }E r
tak neoptimalnu prevadzku

T ’ T , , | think PC1 may have a bad
S|et OVyCh ap“kaC” Duplicated Traffic




Pridavok: NetFlow

Nie je v aktualnej verzii Netacad curricula (CCNA v7)

Nebude na skuske, ani v priebeznom teste

Uvadzame to ako rozSirenie témy - Monitoring siete, kde tento protokol svojou
funkciou spada. V domacej ulohe je aj jedna dobrovolna uloha s Netflow.



NetFlow Operation = Vyuzitie nameranych

Uvod do NetFlow informacii na efektivnejsie
NetFlow Analyzed Traffic Flow planovanie siete (network

r—————————————————————— planning), aby alokacia
zdrojov bola podla

zakaznikovych
poziadaviek.

NetFlow . Pogliitive informécii na

Enabled lepSiu Strukturu a

Router prispésobenie dostupnych
aplikacii a sluzieb tak, aby
vyhovovali potrebam

. , . .y zivatelov a
= Uctovnictvo (Accounting) a spatné pguzwg ..
( g)asp zakaznickych sluzieb.

uctovanie podla urovne vyuzitia zdrojov.
I; = Vyuzivanie nameranych informacii na efektivnejSie planovanie

siete tak, aby alokacia a nasadenie zdrojov vyhovovali
o poziadavkam zakaznika

NelFlaw Collector ang, Pouzitie informacii na lepsSiu Strukturu a prispésobenie
Analyzed Software , 0 e .. . .
dostupnych aplikacii a sluzieb tak, aby vyhovovali potrebam
pouzivatelov a poziadavkam zakaznickych sluzieb.




NetFlow Operation

Network Flows

Sucasna NetFlow technologia ma za
sebou uz niekolko generacii, pricom
kazda poskytovala sofistikovanejSie
definovanie internetovej prevadzky.
“Originalny NetFlow" rozliSoval typ
prevadzky pomocou kombinacie
siedmych faktorov.

= Zdrojova a cielova IP adresa
= Zdrojové a cielove Cislo portu
= Typ protokolu (tretia vrstva)

= Typ sluzby (ToS) znacCenie

= Vstupné logickeé rozhranie



Konfiguracia NetFlow

NetFlow Configuration Tasks

NetFlow collector installed.

192.168.1.3 192.168.1.1

Rl (config)# interface GigabitEthernet 0/1

Rl (config-if)# ip flow ingress

Rl (config-if)# ip flow egress

Rl (config-if)# exit

Rl (config)# ip flow-export destination 192.168.1.3 2055
Rl (config)# ip flow-export version 5




Examining Traffic Patterns

Overenie NetFlow

Rl# show ip cache flow

IP packet size distribution (178617 total packets):
1-32 o4 96 128 1e0 192 224 256 288 320 352
.002 .080 .008 .005 .001 .000 .001 .001 .00O .000 .00OQ

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .000 .000 .000 .885 .000 .000 .000 .000 .000 .000

IP Flow Switching Cache, 278544 bytes
5 actiwve, 4091 inactive, 1573 added
18467 ager polls, 0 flow alloc failures
Active flows timeout in 1 minutes
Inactive flows timecut in 15 seconds
IP Sub Flow Cache, 34056 bytes
5 active, 1019 inactive, 1569 added, 1569 added to flow
0 alloc failures, 0 force free
1 chunk, 1 chunk added
last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)
———————e Flows /Sec /Flow /Pkt /Sec JFlow /Flow
TCP-Telnet 3 0.0 3 50 0.0 1.0 15.0
TCP-WWIT 245 0.0 6 93 0.0 0.3 2.4
TCP—other 529 0.0 27 57 0.2 0.7 6.2
UDP-other 328 0.0 6 107 0.0 2.4 15.3
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
G0/1 192.168.1.3 Local 192.168.1.1 06 100E 01BB 1
GO/1 152.168.1.3 Local 192.168.1.1 01 0000 0303 1
G0/1 192.168.1.3 Local 192.168.1.1 01 0000 0800 1

384 4le 448 480
.000 .000 .000 .000

R1# show ip flow interface
GigabitEthernet0/1

ip flow ingress

ip flow egress

R1# show ip flow export
Flow export v5 is enabled for main cache

Export source and destination details :

VRF ID : Default

Destination(l) 192.168.1.3 (2055)

Version 5 flow records

1764 flows exported in 532 udp datagrams
flows failed due to lack of export packet
export packets were sent up to process level
export packets were dropped due to no fib
export packets were dropped due to adjacency issues
export packets were dropped due to fragmentation failures
export packets were dropped due to encapsulation fixup failures

(we [ e I e R e [ s Y

hd




Examining Traffic Patterns

NetFlow Collector Funkcie

Workstation

Filter

Aggregate
. =g low Consumer Applications

Storage




Examining Traffic Patterns

NetFlow analyza s NetFlow Collector

HTTP Queries Method Requests Distribution
Chart GET T -
i ) POST 7=
Timeseries =
HEAD 0=
@ Traffic (Rc
B Traffic (Se
PUT 0=
" 70.0%
[-BOO0-Kbit's POST
Other Method 0=
600 Kbit's
HTTP Responses Response code Responses Distribution
1xx (Informational) 0=
{400 Kbit's
2xx (Success) 8=
3xx (Redirection) 2=
200-Kbit's
4xx (Client Error) 0=
L.t 5xx (Server Error) 0=
( 104.27.136.1
| 104.27.136.111 SSL 3.12 KB

m SSLa TCP cizmo.cizmo [m:52929 api.github.com B :https 11 sec Server 0 bps — 3.04 KB api.github.com
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Faculty of Management Science bakujem za pozornost’.

Obsahom bola kapitola 10 Network Management z kurzu CCNA 3 ENSA.
kapitolu 12 (Network Trobuleshooting).

Spravte si kviz na Netacade z ENSA 10 a ENSA 12.
Vyjadrite svoj nazor na jadiclelizE14E tohto tyzdna (alebo cvicCenie).
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https://docs.google.com/forms/d/e/1FAIpQLSdtyI6dZ1h4MirdA4v5vy2_AURdubxhyh9DSOLnksoqtJ4jQw/viewform

